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	SUMMARY

This working paper responds to Action 5/3 of the ATNP SG B1 meeting of Sept 29 – Oct 10, 2002 in Toulouse, France, which requested an investigation of IPv6 for its applicability in establishing ‘path liveness’ (e.g., emulating ESH and ISH with ICMPv6 messaging).


1. Scope

This paper provides guidance for implementing address mapping for ATN sub-networks that use the Internet Protocol version 6 (IPv6), and discusses how the “hello” messages are emulated between End Systems (ESs) and Intermediate Systems (ISs) in an IPv6 infrastructure.

2. Background

The ATN, as specified in reference [1], is required to implement the ES-IS protocol, which allows ESs and ISs to discover each other in accordance with ISO 9542 in the context of CLNP.

ES-IS was initially specified as the means for End Systems and Intermediate Systems to discover each other using the X.25 protocol [1]. Since X.25 services are rapidly vanishing from vendor offerings, an initiative is underway within ICAO ATNP to encapsulate ATN traffic over the commercially available IP network infrastructure. With the anticipation of migration to IPv6, Subgroup B has approved the following working papers to address the impact on ATN:

· Encapsulating ATN CLNP over IPv6 [2]

· IP SNDCF [3]

· Mapping ATN to IPv6 addresses [4, 8]

As a result of these efforts, an issue was raised regarding the establishment of a mechanism to mutually apprise IPv6 nodes of ‘common path liveness’ (i.e., acknowledgement of connectivity between nodes over their common link), analogous to ES Hello (ESH) and IS Hello (ISH) messaging in the canonical ATN documentation. This paper will discuss a candidate approach to implement such a mechanism within an IPv6 domain.
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4. Assumptions

· ATN End Systems interface over IPv6/ICMPv6 sub-networks, as per [5, 6]

· CLNP is encapsulated over IPv6, as per [2]

· IP SNDCF is enabled, as per [3]

5. Discussion

Awareness of connectivity between hosts and routers is maintained in the ATN with the use of the ES-IS capability in the CLNP [1]. These connections may be point-to-point WANs, LANs, or general X.25 sub-networks. To support the transition to IPv6 sub-networks within the ATN, similar connectivity awareness is required between End Systems and IPv6 routers.

Within the ES-IS protocol, two messages are used to convey awareness of adjacency:

· ES Hello (ESH) messages are issued by ESs to announce themselves to ISs, and convey network and data-link layer addresses of the source ES

· IS Hello (ISH) messages are issued by ISs to announce themselves to ESs, and convey network and data-link layer addresses of the source IS

Figure 5-1 depicts the formats of the ESH and ISH packets.
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Figure 5-1. ESH and ISH Packet Formats

In the IPv6 domain, similar functionality is available in the Neighbor Discovery protocol [7]. This protocol leverages the latent ICMPv6 [6] to send messages between hosts, routers, and other neighboring network nodes to mutually alert their connectivity in the network infrastructure.

This protocol includes a set of messages and processes that determine relationships between neighboring nodes. Particular applications include:

· Host discovery of adjacent routers

· Host discovery of addresses, address prefixes, and other configuration parameters

· Router discovery of adjacent hosts, and conveyance of configuration parameters and on-link prefixes

Additional options beyond the scope of this paper include mutual neighbor discovery, and redirect of messaging.

The objective of this paper is to describe a ‘path-liveness’ capability between ATN End Systems and adjacent IPv6 routers. This is accomplished within the IP SNDCF by mapping between comparable ES-IS and IPv6 messages. Table 5-1 describes periodic IPv6 messages of interest and their analogous ES-IS functions.

	Connectivity Awareness Function
	IPv6 Neighbor Discovery Protocol Message
	ATN CLNP/ES-IS Message

	Host announcement to router(s)
	Router Solicitation
	ESH

	Router announcement to host
	Router Advertisement
	ISH


Table 5-1. Comparison of connectivity awareness capabilities between IPv6 and ISO

Formats of the ICMPv6 portions of the Router Solicitation and Router Advertisement messages are shown in Figure 5-2.


Figure 5-2. ICMPv6 Packet Formats for Router Solicitation and Advertisement

In order to emulate ESH messages within the IPv6 sub-network, analogous Router Solicitation messages are created in the IP SNDCF, where relevant fields from the ESH are mapped to parameter values of the Router Solicitation. Table 5-2 shows this mapping, where italicized Router Solicitation Parameters are in the IPv6 header portion of the packet, and the remaining parameters are in the ICMPv6 portion.

	ATN ESH Fields
	Router Solicitation Parameters
	Comments

	Source Address
	Source Address
	Map source NSAPA to IPv6 address as per [4, 8]

	N/A
	Destination Address
	Use all-routers IPv6 multicast address

	N/A
	Hop Limit
	Use default value of 255

	N/A
	Authentication Header
	Option if authentication security is to be invoked

	N/A
	Type
	Use default value of 133

	N/A
	Code
	Use default value of 0

	N/A
	Checksum
	ICMPv6 calculates the checksum 

	N/A
	Reserved
	--

	(see comment)
	Source Link-Layer Address
	Optional for conveying LAN MAC address of ES


Table 5-2. Mapping of ATN ESH to IPv6 Router Solicitation

In order to emulate Router Advertisements to the End System, analogous ATN ISH messages are created in the IP SNDCF, where relevant fields from the Router Advertisement are mapped to parameter values of the ATN ISH. Table 5-3 shows this mapping, which also includes an Options field for the ATN ISH.

	Router Advertisement Parameters 
	ATN ISH Fields
	Comments

	N/A
	Network Layer Protocol Identifier
	Use default 1000 0010

	N/A
	Length Indicator
	Calculated by the IP SNDCF

	N/A
	Version/Protocol ID Extension
	Use default 0000 0001

	N/A
	Reserved
	--

	N/A
	Type
	Use 00100

	Router Lifetime
	Holding Time
	Similar parameters

	N/A
	Checksum
	Set to 0

	N/A
	Network Entity Title Length Indicator
	IP SNDCF calculates this parameter based on the NET

	Source Address
	Network Entity Title (NET)
	Embed IPv6 Source Address in the NET as per RFC 1888, Section 6

	(See comment)
	Options
	Certain Router Advertisement parameters (e.g., Authentication Header) may be mapped to ISO 8473 optional parameters (i.e., Security, Priority, Suggested ES Configuration Timer) in this field


Table 5-3. Mapping of IPv6 Router Advertisement to ATN ISH

6.   Recommendation

In the context of prior ATN SG B1 analyses of particular issues for interfacing ATN end systems with IPv6 sub-networks, this paper recommends the use of the IPv6-inherent Neighbor Discovery Protocol for informing contiguous hosts and routers of their mutual connectivity. In particular, Router Solicitations and Advertisements may be mapped to ATN ESH and ISH messaging in the IP SNDCF in crossing between the IPv6 and ATN domains.

7.   Abbreviation

ATM
Air Traffic Management

ATN
Aeronautical Telecommunication Network

CLNP
Connection-Less Network Protocol 

ES
End System

ESH
End System Hello

ICAO
International Civil Aviation Organization

ICMP
Internet Control Message Protocol

IETF
Internet Engineering Task Force

IP
Internet Protocol

ISO
International Standards for Organization

IS
Intermediate System

ISH
Intermediate System Hello

LAN
Local Area Network

NSAPA
Network Service Access Point Addresses

OSI
Open System Interconnection

RFC
Request for Comment

SNDCF  Sub-Network Dependent Convergence Function

WAN
Wide Area Network

Router
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