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Presented by: Tony Kerr (Sub-Volume 4 SME)

SUMMARY

This paper provides a summary status of PDRs raised against Sub-Volume IV (Upper Layer Communications Service) of the ATN Technical Provisions.

The Working Group / CCB is invited to approve this report.

 AUTONUMLGL 
Introduction

The goal of this paper is to report the current status of Proposed Defect Reports (PDRs) raised against Sub-Volume IV (Upper Layer Communications Service) of the ATN Technical Provisions, and to show the effect of RESOLVED PDRs on the text of ICAO Doc. 9705, 3rd edition.

 AUTONUMLGL 
Summary of PDRs

The following table lists all PDRs raised against the ULCS Technical Provisions (Sub-Volume IV) since the publication of the 2nd edition.

The PDRs referenced in this WP are available on the ATNP archive maintained by CENA.

	97120001
	B
	Naming of multiple AEs
	RESOLVED ed3 *

	99080001
	C
	User data clarification
	RESOLVED *

	M0040002
	A
	Possible mis-delivery of CLNP packets
	RESOLVED *

	M0090001
	B
	Unnecessary transfer of D-START user data
	RESOLVED ed 3 *

	M0090002
	E
	Incorrect cross-references
	RESOLVED ed 3 *

	M0110001
	B
	Calling Peer ID mandated for Security
	RESOLVED ed 3 *

	M1060001
	A
	Padding embedded ATN ASE APDUs
	RESOLVED *

	M1060002
	A
	Security omissions and clarifications
	RESOLVED ed 3 *

	M2020001
	C
	CF State Table – atomic ASEs
	ACCEPTED

	M2020002
	C
	CF State Table – predicates p4, p5 in NULL state
	ACCEPTED

	M2020003
	C
	CF State Table – error cases for Security ASO
	ACCEPTED


* The changes arising from these PDR resolutions are incorporated into Doc 9705 third edition.

97120001.  This PDR raised a number of limitations with the upper layer naming and addressing specified for CNS/ATM-1.  In particular, it was not possible to distinguish separate System Management Agent applications running in the same location (e.g. in airborne router and also in airborne ES).  Doc 9705 has been enhanced in edition 3 to extend the naming and addressing provisions in a backwards-compatible way.  Implementations of Doc 9705 edition 2 that wish to be forward compatible must take care to handle object identifiers in an extensible way, e.g. not to depend on the “final” arc without first checking the preceding arcs, and not to restrict the number of arcs only to those defined in edition 2.
99080001 – The PDR removes a note on the ASN.1 encoding of User Data at the Presentation service boundary, which some implementers found to be confusing.  If mis-interpreted, an extra bit would be inserted at the start of all user data, making interoperability with valid implementations impossible.  Applicable to 2nd edition, incorporated in draft 3rd edition.

M0040002 (also applies to ICS).  The ULCS part of this PDR specifies how to invoke the enhanced transport checksum, specified in the ICS part of the PDR, in a backward-compatible way.  For ATSC applications (ADS, CPDLC, CM and FIS), the highest available integrity level offered by the transport service is always selected.  There should be no effect on applications, but when used with an ATN Transport provider that offers the extended transport checksum mechanism, ULCS implementations must be capable of handling the additional Residual Error Rate value, which is used to invoke the transport checksum.  Those parts of the PDR that apply to the CLDS and GACS are only applicable to the 3rd edition of Doc 9705.  Those parts that apply to the connection oriented DS are applicable to both 2nd and 3rd editions.

M0090001 – The PDR only applies to the security provisions in Doc 9705 edition 3.  It notes some inconsistencies in the use of the ACSE authentication-value and user-information parameters, such that the user data is duplicated when initiating a secure dialogue after the initial security information has been exchanged.  This is very inefficient.  The initial proposed solution, implemented in early draft edition 3 text (ATNP website December 2000), was incorrect and results in the loss of user data.  Inspection and paper validation of the relevant parts of sections 4.3 and 4.8 resulted in a fix to this problem and identified numerous additional amendments and clarifications, listed in the first part of the SARPs amendments in the PDR.  

The PDR evolved to address wider concerns with the way the secure dialogue service was specified, and involves extensive changes to the edition 3 text, including removal of the internal SA-END service, the SEND-SEI and SA-TRANSFER services and general clarification of the security processing performed by the Control Function.  The use of the Security Requirements parameter in D-START primitives is clarified, and the parameter is made Mandatory (i.e. always present) in D-START indications and confirmations.  The PDR resolution will be included in the published version of Edition 3.

The proposed PDR resolution was scheduled for discussion at the cancelled ATNP WG meetings in September 2001.  Instead, extensive discussions took place by email before the final resolution was adopted.
M090002 – The PDR only applies to Doc 9705 edition 3.  The addition of security provisions caused new subsections to be introduced.  This led to some residual cross-referencing problems when referring to Quality of Service parameter handling. 

M0110001 – The PDR only applies to the Secure Dialogue Service in Doc 9705 3rd edition.  For Security reasons, the D-START parameter “Calling Peer ID” was made Mandatory when establishing a secure dialogue.  However, when the initiator does not have a registered ICAO facility designator (e.g. Airline host system), the Calling Peer ID value is undefined.  The PDR modifies the CF to always insert a value for Calling Peer ID, overriding any value supplied by the user.  For non-ICAO registered ground systems, a default facility designator of “0000” is used.

M1060001 (also applies to SV2) –. ATN end system interoperability problems were experienced in pre-operational trials due to the presence or absence of padding bits in ASN.1 "Open" types.  This particularly affects application data that is embedded by the Dialogue Service within the ACSE user-information field or encoded as fully-encoded-data in the Data Transfer phase.  The ATN SARPs do not state explicitly whether padding bits must be added at the end of ASE APDUs (e.g. ATN-App, ACSE, SESE) to produce an encoded bitstream that is an integral number of octets.  Instead, the SARPs rely on interpretation of the PER standard, together with illustrations of complete encodings in the ULCS Guidance Material.  The problem manifests itself only as a bitcount value that is greater than the number of significant bits in the encoded value, since the bitstrings in question are always at the end of the overall encoding, which is anyway padded with zeroes to an octet boundary.  Implementations that perform a strict check on the received bitcount therefore encounter an error if the sender added padding bits that the receiver did not expect (or if the sender did NOT add padding bits that the receiver DID expect). 

After considerable email debate on this PDR – the technical arguments are captured in CENA archive file atnp/ccb/sme4/m1060001_discussion.zip - the agreed solution is to make explicit that the addition of padding bits at the end of embedded bit string encodings shall be prohibited.  This recognises that ATN applications are "special" in that all protocol elements are collapsed into a single abstract syntax, so some of the provisions of the PER standard are not applicable.  This is consistent with the original intent to minimise the air-ground bitcount, facilitates a canonical encoding, and matches the examples in the ULCS Guidance Material.

Impact on Interoperability: 
Decoding errors (and connection release) systematically occur when two communicating systems do not implement the same padding scheme and the receiving system checks the way the sender has encoded the message.  In some cases, the length of the decoded data does not match the length of the encoded data.
M1060002 (also applies to SV9) – The PDR only applies to Doc 9705 edition 3.  When a security-enabled aircraft attempts CM-Logon to a non-security-enabled (version 1) CM-ground-ASE, the ground ASE will reject the attempt because of a version number mismatch (see CM SARPs 2.1.5.3.3.2.1.1).  The airborne side therefore receives an A-ASSOCIATE confirmation with Result set to "rejected (permanent)".  There was no clause in the ULCS SARPs to handle this valid case.  The PDR also deals with various other clarifications and optimisations affecting the Secure DS.

Related to this PDR, there were extended discussions relating to the overall specification approach of the Dialogue CF and Security ASO, and a proposal was received to radically change the CF State Table.  This was not accepted.

M2020001 – The PDR alleges that the CF will be in the wrong state after ACSE processes an A-ASSOCIATE request primitive after D-START request is invoked.  This seems to be based on a misreading of the state table and it is proposed to reject the PDR.

M2020002 – The PDR alleges that predicates p4 (Dialogue supporting key management exchange) and p5 (Secured dialogue) are invalid in the CF NULL state, as they imply retained state information.  The perception is that some D-START invocations assume that a security context has already been established, so they are not strictly a "new instance of communication".  The relationship between "security context" and "instance of communication" should probably be clarified.  Discussions continue.

M2020003 – This PDR raises the known issue that errors encountered by the Security ASO are not specified in a "clean" way that respects the SASO service boundary.  The proposal is to introduce a new SA-ABORT primitive that would signal to the Dialogue CF when an error has occurred in the SASO.  This is effectively just a tidying up of the specification, and has no external impact.  The need for this is not universally accepted and discussions continue.

 AUTONUMLGL 
ASN.1 Reference Files

There was a long-standing action, dating from PDR M0010001, for SMEs to place ASN.1 files in the directory ccb/asn.1 of the CENA archive.  The intent is that these should be text files, capable of being downloaded by implementers and input to an ASN.1 complier.  This is to overcome problems experienced due to formatting characters in word processor documents.

The Sub-Volume IV files were successfully compiled and, after an active dialogue on the SME4 email list as to how best to present these files, were uploaded to the CENA archive on 04/10/01.

There is additional value in posting these files for Sub-Volume IV because a number of defects have been found in the referenced ISO/ITU-T standards, and not all implementers may have access to the latest technical corrigenda.

 AUTONUMLGL 
Notes on Backward Compatibility

Interoperability tests encountered problems when an Air system conforming to edition 3 attempted to open an association with a Ground system conforming to edition 2.

The airborne ULS conformed to edition 3 of the ULCS SARPs - that is, it implemented the naming and addressing enhancements in that edition.  This is necessary for use with GACS, which is also an edition 3 enhancement.  The ground system, however, was conformant to edition 2 (or 1, it doesn't matter).  

The ed 3 SARPs were intended to be backward compatible except where (to quote the SV4 Guidance Material): 

"If a P2 [Package 2] DS-User were to address a P1 application using the Calling Peer ID parameter, then P1 implementations will receive one more component than expected in the Calling AP Title parameter of ACSE.  Also the Calling AE Qualifier parameter will not have one of the expected values.  Thus, a P1 CF implementation may have problems if it performs rigorous checking of these parameters."

That is precisely what happened in the testing, i.e. the ground system checked values of received parameters beyond what is specified in the edition 2 SARPs.

AE-Qualifier not set

The trace showed that no calling AE-Qualifier is encoded in the AARQ APDU.  This is perfectly valid as far as ACSE is concerned, and corresponds to SysID being absent (in the ed3 SARPs).  In the ed 2 SARPs, AE-Qualifier must always be present if calling AP-Title is present.  However, the ed 2 SARPs say nothing about processing or checking this field on reception.  When the ground system rejected the received AE-qualifier value, it was over-zealous in its validation of received fields, since there is no requirement to look at the Calling AE-qualifier.

AE-Qualifier is set

In this case, the trace showed that the calling AE-Qualifier had the value 0x01000041413131.  This was presumably supplied by the air side as the SysID (LOC+SYS) value.  The encoding was valid.  However, the ground system would expect a much smaller value in this field.  In edition 2 SARPs, AE-Qualifier should contain the app-type, which is still an unconstrained INTEGER, but should be in the range 0..10.  If the ground system is checking this range, it is being over restrictive

Length of AP-Title

In further trials in December 2001, additional problems were encountered due to the octet count in received values of the Calling AP Title, an ASN.1 Object Identifier.  The receiving edition 2 system assumed that the maximum length of this field would always be restricted to 8 octets.  In fact, using the values defined in editions 1 & 2, the field could vary between 5 and 8 octets.  In edition 3, the field is extended by 1 arc of (currently) 1 octet.

So to summarise, all the problems were due to ed3 / ed 2 incompatibilities.  The edition 2 ground system was over-restrictive in checking fields for which the SARPs specify no processing.  

Attachment A – Open PDRs for CCB Discussion

Title: 
ULCS CF State Table - atomic ASEs

PDR Reference: 



M2020001

Originator Reference: 


US-SV4-02-01

SARPs Document Reference:

4.3.3.1.2.1 Note c







4.3.3.1.2.2







state table

Status: 




ACCEPTED

Impact:




C

PDR Revision Date: 


28 Feb 2002 (SUBMITTED -> ACCEPTED)

PDR Submission Date:  


14/02/2002

Submitting State/Organization:
USA

Submitting Author Name: 

James Moulton

Submitting Author E-mail Address: 
moulton@ons.com

Submitting Author Supplemental Contact Information:


22636 Glenn Dr Suite 305


Sterling, VA 20164


USA

SARPs Date: 



Draft Edition 3 (Jan 2002)

SARPs Language:  



English

Summary of Defect:

The referenced note (sub-point 2) states "the new state that the CF enters

after the action has been performed." While the following paragraph

specifies that embedded ASEs are treated as atomic entities, and "the CF

responds to any resulting output events from the ASE ...".  In the state

table cell STA0 and D-START req - "if p0 & ~p6: STA1 A-ASSOC req"

If processing through the ACSE ASE is followed, the CF will process the

P-DATA req before returning to the CF and therefore will be in the wrong

state.

Assigned SME:  



Tony Kerr, SV4 SME

SME Commentary:

The PDR is not understood.  When the A-ASSOC req is invoked, and the state

transitions to STA1, ACSE is assumed to behave as an atomic entity.  That

is, it is a "black box" which accepts the A-ASSOC req as input and, all

being well, emits a P-CONNECT req (NOT P-DATA as stated by the PDR).  The CF

state table accepts the P-CONNECT req from ACSE lower service boundary,

passes it to the presentation service and remains in STA1.  It is therefore

proposed to REJECT this PDR.

Proposed SARPs amendment:

Change Paragraph 4.3.3.1.2.2 to the following:

"4.3.3.1.2.2
For the purpose of specifying CF behaviour, embedded ASEs

(ATN-App ASE, ACSE, and ASO) shall be treated as atomic entities, such that

when an input event is invoked by the CF, that event is processed to

completion by the ASE and any resulting output events from the ASE are

queued for the CF, all within the same logical processing thread.

< add additional Note>:

Note:-
This provision means that in the case that a state transition is

associated with the event, that the state transition occurs between the

completion of the ASE and before the CF processes the associated ASE output.

Impact on Interoperability: 
None

PDR Validation Status: 

None required.

SME Recommendation to CCB: 
REJECT the PDR

CCB Decision:

(To be considered at CCB Phuket meeting, 14/3/02)

Title: 

ULCS CF State Table - predicates p4, p5 in NULL state

PDR Reference:



M2020002

Originator Reference: 


US-SV4-02-02

SARPs Document Reference:

4.3.3.1.2, Tables 4.3-4, 4.3-5

Status: 




ACCEPTED

Impact:




C

PDR Revision Date:


28 Feb 2002 (SUBMITTED -> ACCEPTED)

PDR Submission Date:  


14/02/2002

Submitting State/Organization:
USA

Submitting Author Name: 

James Moulton

Submitting Author E-mail Address: 
moulton@ons.com

Submitting Author Supplemental Contact Information:


22636 Glenn Dr Suite 305


Sterling, VA 20164


USA

SARPs Date: 



Draft Edition 3, Jan 2002

SARPs Language:  



English

Summary of Defect:

The CF is assumed to be in the NULL state whenever there is no state

information available, and there is dialogue/association.  In paragraph

4.3.3.3.2.1.1, it states that "a new instance of communication shall be

created, with its CF initially in the NULL state."  Predicates p4 and p5

assume state information to be available which contradicts this.  Since this

instance of communication (and the associated user actions) can only specify

"security" or "no security" on the D-START req, only p6 should be used

during dialogue establishment.

Further, the use of p0 & p5 in STA0 (D-START req) which calls for the event

of SA-SEND req requires knowledge of the security ASE that is not readily

available, (nor discernable) is it is assumed that the CF started in the

NULL state.

Assigned SME:  



Tony Kerr, SV4 SME

SME Commentary:

The problem seems to based on a misreading of the Security Requirements

parameter of the D-START service. 4.2.3.2.1 Note 6 states: "Valid abstract

values [for Security Requirements] are specified in 8.3-1."  Table 8.3-1

states that the DS-User can set the Security Type to:

1 - No Security

2- Secured Dialogue supporting Key Management

3 - Secured Dialogue

The assumption in the PDR that the DS-User can only specify "security" or

"no security" is therefore erroneous.  It is proposed that the PDR should be

REJECTED.

Proposed SARPs amendment:

There are two possible courses of action:

1. Change the state table by adding a new state (NULL01) that maintains

communication state information upon completion of the release phase. In

this case, the use of p4 and p5 would be possible with maintenance of

appropriate state information.  The transition to the NULL state would occur

due to an event from the security ASE.

2. Remove predicates p4 and p5 from dialogue establishment and use only p6.

This would remove the requirement for state information in the NULL state.

Impact on Interoperability:  None.

PDR Validation Status: Introducing a new state would require extensive

validation by modelling and/or implementation.

SME Recommendation to CCB:
REJECT the PDR

CCB Decision:


To be considered at CCB Phuket 14/3/02

Title: 

ULCS CF State Table - Error Cases for Security ASO

PDR Reference: 



M2020003

Originator Reference: 


US-SV4-02-03

SARPs Document Reference:

4.8, 4.3

Status: 




ACCEPTED

Impact:




C

PDR Revision Date: 


28 Feb 2002 (SUBMITTED -> ACCEPTED)

PDR Submission Date:  


14/02/2002

Submitting State/Organization:
USA

Submitting Author Name: 

James Moulton

Submitting Author E-mail Address: 
moulton@ons.com

Submitting Author Supplemental Contact Information:


22636 Glenn Dr Suite 305


Sterling, VA 20164


USA

SARPs Date: 



Draft Edition 3 (Jan 2002)

SARPs Language:  



English

Summary of Defect:

The CF does not include error detection and handling of security events.

Assigned SME:  



Tony Kerr, SV4 SME

SME Commentary:

In fact, the CF DOES include error detection and handling, though not

specified in a "clean" way that respects the SASO service boundary.  For

example, 4.8.5.3 (Exception Handling) specified that the SASO CF should

invoke SE-U-ABORT req and "behave as though an SE-U-ABORT indication has

been received."  4.8.5.2.2.4 specifies the behaviour when SE-U-ABORT ind is

received, which is to invoke SSO-Stop and "invoke by local means the

dialogue service error handling procedures (see 4.3.3.1.2.4)."

This could be tidied up by defining a SA-ABORT ind primitive as proposed.

The proposed solution is incomplete, as it does not include the generation

of SA-ABORT by the SASO CF in 4.8.5, nor does it describe this new service

in 4.8.3.  It would also require additions to Table 4.3-6 and a new

subsection in 4.3.3.7 (4.3.3.7.1 could be re-instated).

Proposed SARPs amendment:

Add a new event (SA-ABORT ind) to the Security ASO upper.  This event would

be used to indicate a security event to the dialogue user.

[If a new state maintaining state information is added (NULL1) or

potentially in state NULL]

Add new row SA-Abort ind in state table:

Row SA-Abort ind, column STA0:

(remove state information)

Row SA-Abort ind, column STA1:

p6:

STA0

D-START cnf-

Row SA-Abort ind, column STA2:

p4 | p5:

STA0

P-U-ABORT req (no data)

D-ABORT ind

Row SA-Abort ind, column STA3:

p4 | p5:

STA0

P-U-ABORT req (no data)

D-ABORT ind

Row SA-Abort ind, column STA4:

p4 | p5:

STA0

P-U-ABORT req (no data)

D-ABORT ind

Impact on Interoperability:
None.

PDR Validation Status:

The proposed change would need extensive validation

by modelling and/or implementation.

SME Recommendation to CCB:
Remain ACCEPTED until a complete proposal is

worked out by the SME4 discussion group.

CCB Decision:

(To be considered by CCB meeting in Phuket 14/3/02)

Version: 0.B
Date: 26 February 2002
Page: 4
Version: 0.B
Date: 26 February 2002
Page: 3

