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Presented by: Tony Kerr (Sub-Volume 4 SME)

SUMMARY

This paper provides a summary status of PDRs raised against Sub-Volume IV (Upper Layer Communications Service) of the ATN Technical Provisions, and also shows the resulting changes proposed to ICAO Doc 9705.

The Working Group is invited to approve this report.

 AUTONUMLGL 
Introduction

The goal of this paper is to report the current status of the Proposed Defect Reports (PDRs) raised against Sub-Volume IV (Upper Layer Communications Service) of the ATN Technical Provisions, and to show the effect of RESOLVED PDRs on the text of ICAO Doc. 9705, draft 3rd edition.

 AUTONUMLGL 
Summary of PDRs

The following table lists all PDRs raised against the ULCS Technical Provisions (Sub-Volume IV) since the publication of the 2nd edition.

The PDRs referenced in this WP are available on the ATNP archive maintained by CENA.

	97120001
	B
	Naming of multiple AEs
	RESOLVED ed3

	99080001
	C
	User data clarification
	RESOLVED

	M0040002
	A
	Possible mis-delivery of CLNP packets
	RESOLVED

	M0090001
	B
	Unnecessary transfer of D-START user data
	ACCEPTED ed 3

	M0090002
	E
	Incorrect cross-references
	RESOLVED ed 3

	M0110001
	B
	Calling Peer ID mandated for Security
	ACCEPTED ed 3


97120001.  This PDR raised a number of limitations with the upper layer naming and addressing specified for CNS/ATM-1.  In particular, it is not possible to distinguish separate System Management Agent applications running in the same location (e.g. in airborne router and also in airborne ES). Doc 9705 has been enhanced in edition 3 to extend the naming and addressing provisions in a backwards-compatible way.  Implementations of Doc 9705 edition 2 that wish to be forward compatible must take care to handle object identifiers in an extensible way, e.g. not to depend on the “final” arc without first checking the preceding arcs.
99080001 – The PDR removes a note on the ASN.1 encoding of User Data at the Presentation service boundary, which some implementers have found to be confusing.  If mis-interpreted, an extra bit would be inserted at the start of all user data, making interoperability with valid implementations impossible.  Applicable to 2nd edition, incorporated in draft 3rd edition.

M0040002 (also applies to ICS).  The ULCS part of this PDR specifies how to invoke the enhanced transport checksum, specified in the ICS part of the PDR, in a backward-compatible way.  For ATSC applications (ADS, CPDLC, CM and FIS), the highest available integrity level offered by the transport service is always selected.  There should be no effect on applications, but when used with an ATN Transport provider that offers the extended transport checksum mechanism, ULCS implementations must be capable of handling the additional Residual Error Rate value, which is used to invoke the transport checksum.  Those parts of the PDR that apply to the CLDS and GACS are only applicable to the 3rd edition of Doc 9705.  Those parts that apply to the connection oriented DS are applicable to both 2nd and 3rd editions.

M0090001 – The PDR only applies to the security provisions in Doc 9705 edition 3.  It notes some inconsistencies in the use of the ACSE authentication-value and user-information parameters, such that the user data is duplicated when initiating a secure dialogue after the initial security information has been exchanged.  This is very inefficient.  The proposed solution also fixes some residual typographical errors and removes the SA-END internal service, which had caused confusion to implementers.
M090002 – The PDR only applies to Doc 9705 edition 3.  The addition of security provisions caused new subsections to be introduced.  This led to some residual cross-referencing problems when referring to Quality of Service parameter handling.  The correct cross-references should be obvious to implementers.

M0110001 – The PDR only applies to the Secure Dialogue Service in Doc 9705 3rd edition.  For Security reasons, the D-START parameter “Calling Peer ID” was made Mandatory when establishing a secure dialogue.  However, when the initiator does not have a registered ICAO facility designator (e.g. Airline host system), the Calling Peer ID value is undefined.  The PDR therefore requires that this parameter not be mandated for non-ATSC communications.

 AUTONUMLGL 
Note on Backward Compatibility

Interoperability tests encountered problems when an Air system conforming to edition 3 attempted to open an association with a Ground system conforming to edition 2.

The airborne ULS conformed to edition 3 of the ULCS SARPs - that is, it implemented the naming and addressing enhancements in that edition.  This is necessary for use with GACS, which is also an edition 3 enhancement.  The ground system, however, was conformant to edition 2 (or 1, it doesn't matter).  

The ed 3 SARPs were intended to be backward compatible except where (to quote the ICAO Guidance Material): 

"If a P2 [Package 2] DS-User were to address a P1 application using the Calling Peer ID parameter, then P1 implementations will receive one more component than expected in the Calling AP Title parameter of ACSE.  Also the Calling AE Qualifier parameter will not have one of the expected values.  Thus, a P1 CF implementation may have problems if it performs rigorous checking of these parameters."

That is precisely what happened in the testing, i.e. the ground system checked values of received parameters beyond what is specified in the edition 2 SARPs.

AE-Qualifier not set

The trace showed that no calling AE-Qualifier is encoded in the AARQ APDU.  This is perfectly valid as far as ACSE is concerned, and corresponds to SysID being absent (in the ed3 SARPs).  In the ed 2 SARPs, AE-Qualifier must always be present if calling AP-Title is present.  However, the ed 2 SARPs say nothing about processing or checking this field on reception.  When the ground system rejects the received AE-qualifier value, it is being over-zealous in its validation of received fields, since there is no requirement to look at the Calling AE-qualifier.

AE-Qualifier is set

In this case, the trace showed that the calling AE-Qualifier had the value 0x01000041413131.  This was presumably supplied by the air side as the SysID (LOC+SYS) value.  The encoding was valid.  However, the ground system would expect a much smaller value in this field.  In edition 2 SARPs, AE-Qualifier should contain the app-type, which is still an unconstrained INTEGER, but should be in the range 0..10.  If the ground system is checking this range, it is being over restrictive

So to summarise, all the problems were due to ed3 / ed 2 incompatibilities.  The edition 2 ground system was over-restrictive in checking fields for which the SARPs specify no processing.  

Attachment A – Open PDRs for CCB Discussion

Title: Upper Layers - Unnecessary transfer of D-Start User Data in ACSE Authentication Mechanism Name.

PDR Reference:                  M0090001

Originator Reference:
Berlin/1

SARPs Document Reference:
Sub-Volume IV, 4.3.3.8.1.2.2 and 4.3.3.8.1.2.3

Status:



ACCEPTED

Impact:



B

PDR Revision Date:
07/09/00 (SUBMITTED -> ACCEPTED)

PDR Submission Date:
30/08/2000

Submitting State/Organization: CENA

Submitting Author Name: Gérard Mittaux-Biron

Submitting Author E-mail Address: Gerard.Mittaux-Biron@cena.fr

Submitting Author Supplemental:

Contact Information:
tel. +33.(0)5.62.25.96.36

                    
fax. +33.(0)5.62.25.95.99

SARPs Date:
Doc 9705 Edition 3

SARPs Language:
English

Summary of Defect:

The Security-ASO builds two kinds of security PDUs: atnEstablish and atnProtectSign PDUs.  The former ones only contain an appendix, which is transferred to the peer S-ASO using the Authentication Value parameter of the A-ASSOCIATE primitive, while the D-START User Data are conveyed using the User-information parameter of the A-ASSOCIATE primitive.

The atnProtectSign PDUs contain both an appendix and the D-START User Data.  When transferred via ACSE primitives, atnProtectSign PDUs should be conveyed using the Authentication-value field of ACSE, and the User Information field of the A-ASSOCIATE primitive should not be used.

Assigned SME:
Sub-Volume IV SME

SME discussion:

The original proposed solution, as implemented in the draft edition 3 SARPs has a defect in that the user data can be lost.

Consider the following scenario...

The responding CF replyies to a secured dialogue request.

P-CONNECT ind is passed straight to ACSE. Enter ASSOC-PENDING as responder CF.

A-ASSOC ind is emitted from ACSE with no user-information, and an SESE PDU in the authentication-value.

At SARPs 4.3.3.4.1.2.2, the SESE PDU is retrieved from authentication-value and a SEND-SEI ind is invoked.  The SA-CF submits this to SESE, which emits a SE-TRANSFER ind.  

In 4.8.5.2.2.2.3, the SA-CF checks with the SSO then emits SA-SEND ind with the unprotected element (presumably the user data).

Back in the DS-CF at 4.3.3.7.4.2.3 (which wrongly calls me the "receiver" CF instead of the "responder"), the D-START ind is issued.  However, according to Table 4.3-42, User Data is taken from A-ASSOC User Information - which of course was empty.

So it seems that the D-START User Data has been lost???
Proposed SARPs amendment:

Inspection and paper validation of the relevant parts of sections 4.3 and 4.8 identified numerous amendments and clarifications, and these are documented in a separate paper “Proposed Corrections in ATN Secured Upper Layers” by G. Mittaux-Biron.

In addition, as the local SA-END service was causing some confusion to implementers it was decided to remove this service from the SARPs text.  This resulted in numerous amendments, which are documented in a separate paper “Proposed Modifications in ATN Secured Upper Layers” by G. Mittaux-Biron.

Impact on Interoperability:  If the proposed solution is not applied, and the Security Requirements parameter is set to "Secured Dialogue" then the D-START User Data is sent twice in ACSE APDUs.  This should not affect interoperability, but is very inefficient.  The change applied to the draft edition 3 SARPs is incorrect and will cause user data sent on a secured dialogue to be lost.

Validation requirement:  The proposed changes should be evaluated by implementation.

SME Recommendation to CCB:
RESOLVED.  Further validation recommended.

CCB Decision:

ACCEPTED (CCB/12 Berlin)

Title: Upper Layers - Calling Peer ID mandated for Security

PDR Reference:                M0110001

Originator Reference:

SARPs Document Reference:     Sub-Volume IV, edition 3, 4.3.3.3.2.2.2,

4.3.3.3.2.2.3, 4.3.3.4.1.2.2

Status:                       ACCEPTED

Impact:                  B

PDR Revision Date:       09-Nov-2000 (Submitted -> Accepted)

PDR Submission Date:          06-Nov-2000

Submitting State/Organization:     IATA

Submitting Author Name:       Paul Hennig

Submitting Author E-mail Address: paul.hennig@ual.com

Submitting Author Supplemental

Contact Information:

SARPs Date:                   Doc 9705 Edition 3

SARPs Language:               English

Summary of Defect:

When invoking the Secure Dialogue Service, the invoker of the D-START request is

required to supply the "Calling Peer ID" parameter.  This maps to the calling

AP-Title parameter of the A-ASSOCIATE request (AARQ) APDU.  At the receiver

side, the calling AP-Title is checked to ensure that the correct app-type value

was supplied.  This is used to counter the threat of cross-application

masquerade.

These requirements are unacceptable in the AOC/GACS environment, where OSI

naming is not used.  AINSC (i.e. AOC/GACS) ground based initiators can not in

general be assumed to have assigned 4-8 character ICAO facility designators, as

required for the "Calling Peer ID" parameter.

Assigned SME:  Sub-Volume IV SME

Proposed SARPs amendment:

Either:

a) Make the mandating of Calling Peer ID conditional upon the invoker being an

ATSC application.  In this case, some degree of masquerade protection would be

lost.

b) Noting that the only variable components of the AP-Title OID are the app-type

and the end-system-id (24-bit address or ground facility designator), these

values could be retrieved by the sending CF and used to construct an AP-Title

invisibly to the DS-User.  The requirement to supply Calling Peer-ID could then

be left optional for *all* DS-users.  Where no local facility designator exists,

the ground CF could insert a default value for the calling end-system-id

component of the calling AP-title.

The following changes have been implemented:

Change in 4.3.3.3.2.2.2

4.3.3.3.2.2.2 
When the D‑START Request is validly invoked with the Security Requirements parameter set to the abstract value “Secured Dialogue Supporting Key Management”, and the Calling Peer Id parameter is present, the CF shall:


Note 1.— The establishment of a Dialogue supporting key management mandates the presence of the Calling Peer Id parameter in the D-START Request primitive.

Renumber Note 2.

Change in 4.3.3.3.2.2.3

4.3.3.3.2.2.3 When the D‑START Request is validly invoked with the Security Requirements parameter set to the abstract value “Secured Dialogue”, and the Calling Peer Id parameter is present, the CF shall:


Note 1.— The establishment of a Dialogue supporting a secured exchange mandates the presence of the Calling Peer Id parameter in the D-START Request primitive.

Renumber Note 2.

Change in 4.3.3.8.1.2.2 e)


e)
Retrieve the Calling AP Title from the Calling Peer Id, if it was provided in the D-START request.  If Calling Peer Id was not provided, and the local DS-User has an associated <end-system-id>, as specified in 4.3.2.2.3, then use this to construct the Calling AP Title.  Otherwise, set the <end-system-id> to a default value of the correct syntax for a ground or air system, and use this to construct the Calling AP Title.  If the optional Calling Sys‑ID parameter is present, then retrieve the corresponding Calling AE‑Qualifier.  If the optional parameter Calling Sys-ID is not present, then Calling AE-Qualifier is not used in the A-ASSOCIATE request (and it will not then be included in the resulting A-ASSOCIATE-REQUEST (AARQ) APDU),

Impact on interoperability:  No impact for secure ATSC applications.

Validation required:  Thorough inspection should be sufficient.

SME Recommendation to CCB:    RESOLVED

CCB Decision:
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