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This paper proposes a communication to the AEEC to notify them of the need for an interface specification to support avionic key management.

Introduction

Over the last several years the working groups of the ATN Panel have worked on the task of development of security services for the ATN. The accomplishment of this task has been production of a set of additions (specifically a new Sub-Volume VIII and updates to several existing Sub-Volumes) as well as Guidance Material in an update. The purpose of this Communiqué is notify the AEEC of the existence of the specification and to draw attention to the need engendered by this specification for work within the AEEC. 

Background on ATN SARPs

For those not familiar with the ATN SARPs, the structure is a high level entry in Annex 10 Volume III, Part I, Chapter 3 (referred to as Core) and a supporting manual (Doc 9705 – Manual of Technical Provisions for the Aeronautical Telecommunication Network). The first and second editions of 9705 contained five sub-volumes:

Sub-Volume I – Introduction and Systems Level Requirements

Sub-Volume II – Air-Ground Applications

Sub-Volume III – Ground-Ground Applications

Sub-Volume IV – Upper Layer Communications Service (ULCS)

Sub-Volume V – Internet Communications Service (ICS)

The third Edition adds four more:

Sub-Volume VI – Systems Management

Sub-Volume VII – Directory Service

Sub-Volume VIII – Security Services

Sub-Volume IX – Identifier Registration

The provisions of Sub-Volumes II through IX were developed in accordance with the systems requirements specified in Sub-Volume I.

Background on Security Services

Sub-Volume VIII contains the technical specifications for the establishment of security in the ATN. The requirements and recommendations contained in this Sub-Volume are standards based and optimized for the specific environment of the ATN. The higher level requirements (i.e. Core and SV-1) establish the need for security and set the overall ATN security policy. Sub-Volume VIII defines the means and methods of meeting the policy.

The solution defined in Sub-Volume VIII includes mechanisms to provide security for application and routing related communications within the ATN. The mechanisms employed use public-key cryptography and their operation requires the support of a Public Key Infrastructure (PKI) to distribute the public keys of ATN entities.

Sub-Volume VIII contains the requirements for the establishment and operation of the ATN Public Key Infrastructure including certificate policy and certificate practice statements, Certificate Authority support system capabilities, format and content for ATN certificates and Certificate Revocation Lists (by way of an ASN.1 module for certificates and CRLs). Another, and critical component of the Sub-Volume, is the specification of the ATN cryptographic infrastructure including the ATN cryptographic setting, the ATN key agreement scheme, and the ATN signature schemes. Finally the Sub-Volume specifies the operation of the mechanisms by the ATN applications and communications services to accomplish security within the ATN.

Additional information on the specifics of the ATN Security Services can be had from Sub-Volume VIII of 9705 or from the accompanying guidance material to Doc 9739 – Comprehensive ATN Manual. 

Issue

The ATN SARPs are of necessity requirements oriented documents. They are directed toward what must be done and specifically restrained from addressing how it is to be implemented. As a result the specification of security services based on a Public Key Infrastructure sets the requirement for generation and installation of public-private key pairs. Since one of the entities that participates in the exchanges secured by these keys is the aircraft, some method for secure installation (and update) of the aircraft private key as well as the public keys of certain other entities in the avionics must be provided. 

Specification of this sort is outside the purview of the ATN Panel but is within the charter of the AEEC.

Request

Accordingly, we the ATN Panel working groups request the AEEC add a work item to an existing subcommittee or if deemed necessary form a new subcommittee to develop the interface specification needed to meet this requirement.
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