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Supplemental Validation Report for the Aeronautical Telecommunications Network (ATN) Public Key Infrastructure (PKI) Laboratory

1. Introduction
1.1. Document Scope

This report addresses the PKI Laboratory Validation program, which is one of many programs established to support the validation of the ATN Security Provisions, Document 9705, Sub-Volume VIII.  The purpose of this document is to report the results of on-going validation activities completed during calendar year 2001.  This report is intended to supplement Validation Report WP-2106, presented during Meeting 20 of WG-1/SG-2 in Berlin, Germany, 21-22 August 2000.

1.2. Document Overview

This document is organized as follows:

· Section 1 – Introduction

The introduction identifies the scope of the document, summarizes the document organization, provides references to applicable documents, identifies dependencies on external standards, and defines terminology used throughout the document.

· Section 2 – PKI Laboratory Validation Objectives

This section documents the relationship to high-level ATN validation objectives, describes the high-level PKI Laboratory objectives, and provides a cross-reference to specific SARPs requirements.

· Section 3 – PKI Laboratory Architecture

This section describes the architecture of the PKI Laboratory with respect to the ATN communications environment.

· Section 4 – PKI Laboratory Validation Strategy

This section defines the strategy for achieving the validation objectives, including assumptions, constraints and test scenarios.

· Section 5 – PKI Laboratory Environment

This section describes the PKI Laboratory environment including tools and techniques.

· Section 6 – Detailed Analysis and Defect Report

This section documents the detailed analysis and any defects uncovered during execution of this validation exercise.  

· Section 7 – Results and Analysis

This section contains a summary of results with respect to the PKI Laboratory validation objectives.

· Section 8 – Conclusions

This section provides a summary conclusion of the PKI Laboratory validation.

1.3. Reference Documents

Draft ATN SARPs Technical Provisions, ICAO Document 9705 Sub-Volume VIII, W1S2WP2109.

Appendix I, Doc 9705 – Sub-Volume VIII (Security), Validation Report, ATNP/3

1.4. Dependencies on External Standards

1.4.1. PKI

· ITU-T X.509

1.4.2. ASN.1/PER

· ISO 8825-2

1.5. Terminology

	ASN
	Abstract Syntax Notation

	ATN
	Aeronautical Telecommunications Network

	ATNP
	Aeronautical Telecommunications Network Panel

	CA
	Certificate Authority

	CM
	Context Management

	COTS
	Commercial Off-The-Shelf

	CRL
	Certificate Revocation List

	FVO
	Functional Validation Objective

	ICAO
	International Civil Aviation Organization

	IDRP
	Inter-Domain Routing Protocol

	PER
	Packed Encoding Rules

	PKI
	Public Key Infrastructure

	SARPs
	Standards and Recommended Practices

	SVO
	System Validation Objective

	TVO
	Technical Validation Objective

	ULCS
	Upper Layer Communication Services


2. PKI Laboratory Validation Obectives
2.1. Relationship to ATN Validation Objectives

The primary goal of the PKI Laboratory Validation program is to address the PKI portion of several Sub-Volume VIII Validation Objectives by conducting test scenarios defined in this document and documenting the objective, measurable results.  For the on-going validation effort, the primary Validation Objectives include FVO6 and TV08 as defined in Table 1.  The ongoing PKI Laboratory Validation program does not address the remaining Validation Objectives.

Table 1.  High-level Sub-Volume VIII Validation Objectives Allocated to the PKI Laboratory Program

	Sub-Volume VIII 

Validation

Objective
	Description
	Validation Objective

Allocated to

PKI Laboratory Program

	SVO 1
	To determine which system level requirements are satisfied by the Sub-Volume VIII requirements.
	None.

	SVO 2
	Validate that the Sub-Volume VIII requirements trace to other SARPs sub-volumes, where applicable.
	None.

	SVO 3
	Validate that Sub-Volume VIII includes provision for backward compatibility with prior versions of peer ATN implementations that do not incorporate security services.
	None.

	FVO 1
	Validate that Sub-Volume VIII supports implementation of local security policies and practices, within the boundaries of SARPs, as determined by States/Organizations.
	Validate that the SARPs supports implementation of local PKI policies and practices, within the boundaries of the SARPs, as determined by States/Organizations.

	FVO 2
	Validate that Sub-Volume VIII requirements are complete.
	Validate that the Sub-Volume VIII PKI requirements are complete.

	FVO 3
	Validate that Sub-Volume VIII requirements are unambiguous.
	Validate that the Sub-Volume VIII PKI requirements are unambiguous.

	FVO 4
	Validate that Sub-Volume VIII requirements are consistent.
	Validate that the Sub-Volume VIII PKI requirements are consistent.

	FVO 5
	Determine if there are any Sub-Volume VIII requirements that would have no effect if removed.

Note: Interpret this VO to mean that there are no requirements in Sub-Volume VIII that are not necessary for the intended functionality, or to achieve migration to future versions.  It is not meant to eliminate possible duplicate statements of requirements.
	Determine if there are Sub-Volume VIII PKI requirements that would have no effect if removed.  

Note: Interpret this VO to mean that there are no requirements in Sub-Volume VIII that are not necessary for the intended functionality, or to achieve migration to future versions.  It is not meant to eliminate possible duplicate statements of requirements.

	FVO 6
	To determine if provision has been made to ensure that Sub-Volume VIII are implementation independent.
	To determine if provision has been made to ensure that Sub-Volume VIII PKI requirements are implementation independent.

	FVO 7
	To determine if Sub-Volume VIII includes provision for security services necessary for all security users.
	Validate that the Sub-Volume VIII includes provision for a PKI that supports security services necessary all security users.

	TVO 1
	Validate that Sub-Volume VIII includes provisions for both mobile and fixed ATN users.
	Validate that the Sub-Volume VIII includes provision for a PKI that supports both mobile and fixed ATN users.

	TVO 2
	Validate that Sub-Volume VIII minimizes air-ground security related protocol overhead.


	Validate that the Sub-Volume VIII includes provision for a PKI that supports minimal air-ground overhead to meet required security level.

	TVO 3
	Validate that Sub-Volume VIII supports the security provisions of the ATN Upper Layer Communications Service (ULCS).
	Validate that the Sub-Volume VIII includes provision for a PKI that supports the security provisions of the ATN Upper Layer Communication Services (ULCS).

	TVO 4
	Validate that Sub-Volume VIII supports the security provisions of the ATN Inter-Domain Routing Protocol (IDRP).
	Validate that the Sub-Volume VIII includes provision for a PKI that supports the security provisions of the ATN Inter-Domain Routing Protocol (IDRP).

	TVO 5
	Validate that independent implementations built in accordance to Sub-Volume VIII will be able to interoperate.
	Validate that independent implementations built in accordance to Sub-Volume VIII will be able to interoperate.

	TVO 6
	To determine if the ATN security solution has any unacceptable behaviour.
	To determine if the ATN security solution has any unacceptable behaviour.

	TVO 7
	To determine if provision for future migration has been addressed.
	To determine if provision for future migration has been addressed.

	TVO 8
	To determine if the functionality described in Sub-Volume VIII is implementable.
	To determine if the functionality described in Sub-Volume VIII is implementable.


2.2. Relationship to SARPS Requirements 

The following individual Sub-Volume VIII requirements or complete sections of Sub-Volume VIII requirements are to be validated by the PKI Laboratory effort.

8.3.1.1.4
Singular requirement regarding Public Key Certificates

8.3.1.2 [all]
Key Management and Distribution

8.3.1.9 [all]
Role of ATN Directory Servers within the ATN Security Framework

8.4.1 [all]
Certificate Policy

8.4.2 [all]
Certificate Practice Statement

8.4.3.1 [all]
ATN PKI Certificate Format – General Format

8.4.3.2 [all]
ATN PKI Certificate Format – ATN Certificates to be Signed

8.4.3.3 [all]
ATN PKI Certificate Format – Compressed Certificates

8.4.3.4 [all]
ATN PKI Certificate Format – ATN Certificate Path

8.4.4 [all]
ATN PKI CRL Format

8.4.5 [all] 
ATN PKI Certificate and CRL Validation

8.4.6 [all]
ATN PKI ASN.1 Module

8.5.2 [all]
ATN Cryptographic Setting

2.3. High-Level PKI Laboratory Objectives

Table 2 identifies individual Sub-Volume VIII requirements or complete sections of Sub-Volume VIII requirements cross-referenced to specific Validation Objectives that are to be addressed by the PKI Laboratory effort.  Table entries indicate the validation means, as defined in Table 3, achieved as part of this on-going validation effort.

Table 2. Validation Objectives and Means of PKI Laboratory Validation Program

	Requirements Grouping
	Sub-Volume VIII Requirements
	SVO
	FVO
	TVO

	
	
	1
	2
	3
	1
	2
	3
	4
	5
	6
	7
	1
	2
	3
	4
	5
	6
	7
	8

	ATN Security Strategy
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Security Architecture
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Security Backward Compatibility
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ULCS Security Services
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	CM Security Services
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Other Applications Security Services
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Key Management and Distribution
	8.3.1.2, 8.3.1.9
	
	
	
	
	
	
	
	
	g
	
	
	
	
	
	
	
	
	g

	ATN Certificate Authority Architecture
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN PKI Certificates
	8.3.1.1.4, 8.4.1, 8.4.2, 8.4.3.1, 8.4.3.2, 8.4.6
	
	
	
	
	
	
	
	
	d
	
	
	
	
	
	
	
	
	d

	ATN Compressed Certificates
	8.4.3.3, 8.4.3.4
	
	
	
	
	
	
	
	
	g
	
	
	
	
	
	
	
	
	g

	ATN Certificate Revocation Lists
	8.4.4
	
	
	
	
	
	
	
	
	g
	
	
	
	
	
	
	
	
	g

	ATN Cryptographic Setting
	8.5.2
	
	
	
	
	
	
	
	
	d
	
	
	
	
	
	
	
	
	d

	ATN Key Agreement Scheme (AKAS)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Digital Signature Scheme (ADSS)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Keyed Message Authentication Code Scheme (AMACS)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Auxiliary Cryptographic Primitives and Functions
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Security Object (SSO)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	


Table 3.  Validation Means

	Code
	Description

	a
	Two or more independently developed interoperating implementations validated by two or more states/organizations.

	b
	Two or more independently developed interoperating implementations validated by one state/organization.

	c
	One implementation validated by more than one state/organization.

	d
	One implementation validated by one state/organization.

	e
	Partial implementation validated by one state/organization.

	f
	Simulation, analysis using tools e.g. compiler, modeling tools.

	g
	Analysis and inspection.


PKI Laboratory Architecture

The Honeywell PKI Lab is shown in Figure 1, and consists of the following components: Entrust CA (Certificate Authority) and Entrust RA (Registration Authority) interconnected via local area network; standalone Xcert SentryCA (now known as RSA Bsafe); standalone UniCERT CA; and standalone Certicom TrustPoint CA.  The laboratory environment is described in Section 5 of this document.




Figure 1.  PKI Validation Laboratory PKI Architecture
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3. PKI Laboratory Validation Strategy
3.1. Overall Strategy

The overall strategy for the PKI Laboratory Validation effort is to validate selected ATN Validation Objectives and specific ATN Technical Provisions, ICAO Document 9705, Sub-Volume VIII requirements using Commercial Off the Shelf PKI Systems (FVO6).

3.2. Assumptions and Constraints

TBD.

3.3. Test Scenarios

The PKI Laboratory test scenarios include only those scenarios that can be preformed with the PKI Laboratory resources and personnel independently. 

PKI Laboratory Independent Test Scenarios

3.3.1.1. ATN PKI Certificates

3.3.1.1.1. Test Scenarios

Numerous test scenarios will be described in detail to address the generation of certificates within the boundaries of the SARPs requirements listed in Table 2.  The structure of an ATN Certificate is shown in Figure 2.

3.3.1.1.2. Expected Output

The results of these test scenarios will be electronic format and printed and human readable copies of certificates generated in accordance with the variables defined in the test scenario.  These electronic format and printed copies will be examined to validate that they conform to the functionality defined by specified Sub-Volume VIII requirements (TV08). Any unacceptable behavior noted during the tests will be documented (FVO6).  The detailed analysis, including any defects, is included in Section 6 and results are documented in Section 7.

	Figure 2.  ATN Certificate Structure

	Title
	ASN.1 Name
	ASN.1 Production Sequence
	Tag
	Valid Values
	Invalid Values

	version
	 
	Version 3
	INTEGER
	2
	0, 1

	serialNumber
	CertificateSerialNumber
	 
	INTEGER
	Any
	Non-Integer

	signature
	Algorithm
	ecdsa-with-SHA1
	OBJECT IDENTIFIER
	1.2.840.10045.4.1
	Other OIDs

	
	Parameters
	NULL
	NULL
	NULL
	Non-NULL

	issuer
	AttributeType
	X.501 Distinguished Name
	OBJECT IDENTIFIER
	X.501 Distinguished Name Types
	Non-X.501 Distinguished Name

	 
	AttributeValue
	ANY DEFINED BY AttributeType
	Type Dependent
	Type Dependent
	Type Dependent

	validity
	NotBefore
	Coordinated Universal Time to seconds
	UTCTime
	YYMMDDhhmmssZ
	Non-YYMMDDhhmmssZ

	 
	NotAfter
	Coordinated Universal Time to seconds
	UTCTime
	YYMMDDhhmmssZ

(any time after notBefore)
	YYMMDDhhmmssZ

(any time equal to or before notBefore)

	subject
	AttributeType
	X.501 distinguished name for CA or AMHS entity; Empty otherwise
	OBJECT IDENTIFIER
	X.501 Distinguished Name Types / Empty
	Empty / 
 Non-X.501 Distinguished Name Types

	
	AttributeValue
	ANY DEFINED BY AttributeType
	Type Dependent
	Type Dependent
	Type Dependent

	subjectPublicKeyInfo
	Algorithm
	Id-ecPublicKey
	OBJECT IDENTIFIER
	1.2.840.10045.2.1
	

	
	Parameters
	NamedCurve

   sect163r2 (for non-CAs)

   sect233r1 (for CAs)
	OBJECT IDENTIFIER
	1.3.132.0.15

1.3.132.0.27
	Other OIDs

	
	SubjectPublicKey
	ECPoint
	BIT STRING
	02||xQ  (compressed)

03||xQ  (compressed)

04||xQ||yQ  (uncompressed)
	Any other form

	issuerUniqueID
	
	
	
	Omitted
	Any

	subjectUniqueID
	
	
	
	Omitted
	Any

	Extensions
	
	
	
	
	

	AuthorityKeyIdentifier
	ExtnID
	id-ce-authorityKeyIdentifier
	OBJECT IDENTIFIER
	2.5.29.35
	Other OIDs

	
	Critical
	Not Critical
	BOOLEAN
	FALSE
	TRUE

	 
	ExtnValue - keyIdentifier
	
	OCTET STRING
	0100 plus 60 least significant bits of the SHA-1 hash of the subjectPublicKey
	Other than Valid Values

	 
	ExtnValue – authorityCertIssuer
	
	
	Omitted
	Any

	 
	ExtnValue - authorityCertSerialNumber
	
	
	Omitted
	Any

	KeyUsage
	extnID
	id-ce-keyUsage
	OBJECT IDENTIFIER
	2.5.29.15
	Other OIDs

	
	critical
	Non-critical
	BOOLEAN
	FALSE
	TRUE

	
	extnValue - Key Usage
	
	BIT STRING

   digitalSignature (0)

   nonRepudiation (1)

   keyEncipherment (2)

   dataEncipherment (3)

   keyAgreement (4)

   keyCertSign (5)

   cRLSign (6)

   encipherOnly (7)

   decipherOnly (8)
	000000001

000010000

001100000
	All other combinations

	SubjectAltName
	extnID
	id-ce-subjectAltName
	OBJECT IDENTIFIER
	2.5.29.17
	Other OIDs

	
	critical
	Non-critical
	BOOLEAN
	FALSE
	TRUE

	
	extnValue - SubjectAltName
	General Names
	[0] Othername

[1] IA5String

[2] IA5String

[3] ORAddress

[4] Name

[5] EDIPartyName

[6] IA5String

[7] OCTET STRING

[8] OBJECT IDENTIFIER


	3: AMHS Address (See Note)

7:NET OCTET STRING SIZE (20) (See Note) 

8:AP-Title (See Note)
	0:

1:

2:

4:

5:

6:

	IssuerAltName
	extnID
	id-ce-issuerAltName
	OBJECT IDENTIFIER
	2.5.29.18
	Other OIDs

	
	critical
	Non-critical
	BOOLEAN
	FALSE
	TRUE

	
	extnValue - issuerAltName
	General Names
	CHOICE

[0] Othername

[1] IA5String

[2] IA5String

[3] ORAddress

[4] Name

[5] EDIPartyName

[6] IA5String

[7] OCTET STRING

[8] OBJECT IDENTIFIER
	8:AP-Title (See Note)
	0:

1:

2:

3:

4:

5:

6:

7:

	Algorithm OID
	algorithm
	ecdsa-with-SHA1
	OBJECT IDENTIFIER
	1.2.840.10045.4.1
	Other OIDs

	
	parameters
	NULL
	NULL
	NULL
	Non-NULL

	Signature Value
	signatureValue
	r
	INTEGER
	1 to n-1
	Other than 1 to n-1

	
	signatureValue
	s
	INTEGER
	1 to n-1
	Other than 1 to n-1

	
	
	
	
	
	

	
	NOTE:
	
	
	
	

	
	AP-Title (Airborne)
	1.3.27.1.Integer(1..(2**24-1)).Integer(0, 2).Integer(0..10),Integer(1-(2**8-1))
	See ICAO Doc 9705 Section 4.3

	
	AP-Title (Ground)
	1.3.27.2.Integer(1..?).Integer(0, 2).Integer(0..10),Integer(1-(2**8-1))
	See ICAO Doc 9705 Section 4.3

	
	NET (Fixed AINSC)
	47 0027 01 (3 Octets) 00 (3 Octets) (2 Octets) (6 Octets) (1 Octet)
	See ICAO Doc 9705 Section 5.4

	
	NET (Mobile AINSC)
	47 0027 41 (3 Octets) 00 (3 Octets) (2 Octets) (6 Octets) (1 Octet)
	See ICAO Doc 9705 Section 5.4

	
	NET (Fixed ATSC)
	47 0027 81 (3 Octets) 00 (3 Octets) (2 Octets) (6 Octets) (1 Octet)
	See ICAO Doc 9705 Section 5.4

	
	NET (Mobile ATSC)
	47 0027 C1 (3 Octets) 00 (3 Octets) (2 Octets) (6 Octets) (1 Octet)
	See ICAO Doc 9705 Section 5.4

	
	AMHS Address
	X.400 Address
	


This page intentionally left blank.

4. PKI Laboratory Environment
4.1.1. Entrust CA/RA

4.1.1.1. Description

Entrust PKI 5.1.1 (now known as Entrust Authority), produced by Entrust Technologies, is a combined Certificate Authority (CA) and Registration Authority (RA).  The product’s main purpose is for producing Digital Ids, to be used for system and application logins.  Entrust PKI Digital Ids can also be used for signing and encrypting documents.  Entrust PKI does not contain a standalone toolkit for creating customized applications.

4.1.1.2. Environment—Entrust CA

The Entrust CA is hosted on a Pentium 200 with 128MB of RAM, running Windows NT Server.  The version of Entrust CA currently installed in the PKI Lab is v5.1.1.  Entrust CA stores its data in an Informix database (supplied with the Entrust product), and publishes certificates and CRLs to a PeerLogic x.500 Directory (also supplied).

4.1.1.3. Environment—Entrust RA

The Entrust RA is hosted on a Pentium 200 with 64MB of RAM, running Windows NT Workstation.  The version of Entrust RA currently installed in the PKI Lab is v5.1.1.  Entrust RA is a client to Entrust CA.

The PeerLogic x.500 Directory Server was supplied with Entrust RA, and it is co-hosted on the Entrust RA system.

4.1.2. Xcert Sentry CA

4.1.2.1. Description

SentryCA, a product formerly produced by Xcert International, Inc., was purchased by RSA Technologies in February 2001.  RSA is replacing it’s own Bsafe product with SentryCA, and SentryCA will adopt the Bsafe name.  Xcert also produced the Xcert Development Kit (XDK), which is a software toolkit distributed with the SentryCA product for developing stand-alone PKI applications or for integration with SentryCA.

4.1.2.2. Environment

The SentryCA server is hosted on a Pentium 200 with 128MB of RAM, running Windows 2000 Server.  SentryCA is web-based, and as such requires Microsoft Internet Information Server (IIS), which is only available on the Microsoft Server platforms.  The version of SentryCA currently installed in the PKI Lab is v4.5.  SentryCA has it’s own LDAP server, but is capable of publishing to any x.500 directory.

4.1.3. UniCERT CA

4.1.3.1. Description

The UniCERT product, which is produced by Baltimore Technologies, consists of four components. UniCERT CA manages digital certificates.  UniCERT CAO manages the CA security policy.  UniCERT RA divides the entire product into “operational domains” – assigning certain responsibilities to each part.  UniCERT RAO approves certificate requests to be issued by the CA.  UniCERT is based on an Oracle database, although certificates can be exported to an LDAP database as well.

4.1.3.2. Environment

The UniCERT CA is a Pentium 200 with 128MB of RAM, running Windows 2000 Server.  The version of UniCERT CA currently installed in the PKI Lab is v3.5.1.  This version is the only version that is certified by Baltimore Technologies to run on the Windows 2000 platform, and requires version 8.1.6 (also known as 8i) of Oracle, which is also installed.

4.1.4. Certicom Trustpoint

4.1.4.1. Description

Certicom Trustpoint is a highly configurable CA product.  Trustpoint is comprised of a CA, which generates certificates, and the PKI Portal, a front-end application for the certificate request process.  Both CA and Portal are written in JAVA, and can be configured by modifying various class files.  Trustpoint stores certificates in an Oracle database, but can be configured to publish to an LDAP database as well.

4.1.4.2. Environment

Trustpoint (both CA and PKI Portal) and required Oracle 8i database are hosted on a Pentium 466 with 256MB of RAM, running Windows 2000 Server.  The version of Trustpoint that is currently installed in the PKI Lab is v1.5.   Trustpoint is also configured to publish to an iPlanet Directory Server (v5.0), as recommended in the Trustpoint installation guide.

5. Detailed Analysis and Defect Report
5.1. Entrust PKI 5.1.1

In laboratory testing, Honeywell was not able to produce an ECC certificate using the Entrust product.  Entrust support engineers have indicated that the version used for testing (5.1.1) does not allow for CA ECDSA signing; the forthcoming version 6.0 will include this feature.  Entrust exports certificates in DER format, and will allow for the selection of custom curves in version 6.0.  SubjectAlternateName and IssuerAlternateName are supported in version 5.1.1, however SignatureAlgorithm will not be supported until version 6.0, along with KeyUsage.  The current version of Entrust CA inserts Entrust-specific fields into each certificate, and so is not capable of producing a compressed certificate at this time.

5.2. RSA (Xcert) Sentry CA

While not meeting all ATN Security Provisions in Sub-Volume VII, Xcert SentryCA (now known as RSA Bsafe) meets many ATN requirements.  

· ECC Support—The tested version of SentryCA supports ECC and includes two standard Certicom curves, 163-bit and 239-bit.  Using the XDK toolkit, SentryCA supports programming of other curves, such as those specified for ATN (note that this programming was not performed as part of this validation activity).  As tested, the SentryCA permitted the creation of a self-signed CA certificate that is signed using ECC.  However, SentryCA does not support generation of ECC subject public keys (only RSA); the vendor has indicated that it is possible develop a custom application for this capability using the XDK toolkit.

· Extensions—SentryCA supports all ATN-required x.509 extensions.

· Field Values—Some noted defects are attributable to errors in the draft standards, and they have been corrected in subsequent versions that are currently available.  For instance, a typographical error in the OID value for the “signature algorithm” and “algorithm OID” fields has been corrected in the latest version of SentryCA.  In all four ATN-specified extensions, the Critical field does not explicitly contain the Boolean value for “Non-Critical,” as required in the ATN SARPs.  

· Encoding—The SentryCA supports DER, which is required by ATN for ground-based certificates.  SentryCA does not support PER encoding; however, this encoding is applied only to compressed certificates, which are not a standard certificate format of SentryCA.

· Compressed Certificates—The vendor has indicated that the XDK toolkit includes utilities that may be useful in creating compressed ATN certificates (note that this was not verified as part of this validation activity).

The detailed analysis is presented in Figure 3.

5.3. Baltimore UniCERT

In laboratory testing, Honeywell was unable to configure the UniCERT product to support ECC. In addition, Baltimore support engineers indicated that this product does not include full support for standard x.509 extensions.

5.4. CERTICOM Trustpoint

Through the use of configurable policies, Certicom Trustpoint is capable of producing an ATN certificate with valid data in all required fields, with the exception of explicitly marking extension fields as non-critical status.

· ECC Support — The tested version of Trustpoint supports ECC and 27 standard curves, including the ATN Curves (SECT163R2 and SECT233R1).  The CA produced an ECC self-signed certificate using a non-ATN ECC curve, and it generated ECC user certificates using the ATN-specified SECT163R2 curve.  Certicom has indicated that the ATN-specified curve for CA self-signed certificates is planned for a future release.

· Extensions — Trustpoint CA supports all ATN-required x.509 extensions through the use of customized Certificate Policies.

· Field Values—All values have been verified to be correct with the following exceptions:  

· In all four ATN-specified extensions, the Critical field does not explicitly contain the Boolean value for “Non-Critical,” as required in the ATN SARPs.  (Note: During testing, when the field was marked as “Critical” rather than “Non-critical,” the field explicitly contained the “Critical” Boolean value.)

· The KeyUsage extension has been verified to be correct with the “Digital Signature” extension value; however, the policy used to generate the certificates was not tested for “Key Agreement” or “Certificate/CRL Sign” extension values.  

· In the AuthorityKeyIdentifier extension, the KeyIdentifier value is DER encoded and further investigation is necessary to ascertain whether that value is indeed correct.

· Encoding—Trustpoint CA supports DER encoding, which is required by ATN for ground-based certificates.  This product does not support PER encoding; however, this encoding is applied only to compressed certificates, which are not a standard certificate format of Trustpoint.  

· Compressed Certificates—The vendor has indicated that through customization of the product itself, Truspoint can be tailored to support compressed ATN certificates (note that this was not verified as part of this validation activity).

The detailed analysis is presented in Figure 4.

Figure 3. Detailed Analysis of RSA (formerly Xcert) SentryCA Certificate

	ATN Certificate Structure
	
	
	
	

	Title
	ASN.1 Name
	Valid Values
	Invalid Values
	SentryCA Values
	Notes

	version
	 
	2
	0, 1
	2
	Meets Requirement

	serialNumber
	CertificateSerialNumber
	Any
	Non-Integer
	00c6ba38820000027c0000000500000008
	Meets Requirement

	signature
	Algorithm
	1.2.840.10045.4.1
	Other OIDs
	1.2.840.10045.1 (certicomAlgorithm-e

cdsa-with-sha1)
	Meets Requirement

(Correct algorithm; typographical error in OID value has been corrected by vendor in subsequent version)

	
	Parameters
	NULL
	Non-NULL
	<NULL>
	Meets Requirement

	issuer
	AttributeType
	X.501 Distinguished Name Types
	Non-X.501 Distinguished Name
	No Value
	Fails Requirements – No Value

(requires further evaluation)

	 
	AttributeValue
	Type Dependent
	Type Dependent
	
	Fails Requirements – No Value

(requires further evaluation)

	validity
	NotBefore
	YYMMDDhhmmssZ
	Non-YYMMDDhhmmssZ
	010502204031Z
	Meets Requirement

	 
	NotAfter
	YYMMDDhhmmssZ
	Non-YYMMDDhhmmssZ
	040428201855Z
	Meets Requirement

	subject
	AttributeType
	X.501 Distinguished Name Types / Empty
	Empty / Non-X.501 Distinguished Name Types
	2.5.4.3 (id-at-commonName) (U)(P) Printable String(13) 9(9) ::=  P Johnson}}}
	Meets Requirement

	
	AttributeValue
	Type Dependent
	Type Dependent
	No Value
	Meets Requirement

	subjectPublicKeyInfo
	Algorithm
	1.2.840.10045.2.1
	
	1.2.840.113549.1.1.1
	Fails Requirements – Improper Algorithm (RSA rather than ECC)

	
	Parameters
	1.3.132.0.15

1.3.132.0.27
	Other OIDs
	  <NULL>
	Fails Requirements – Improper value

	
	SubjectPublicKey
	02||xQ  (compressed) 

03||xQ  (compressed) 04||xQ||yQ  (uncompressed)
	Any other form
	00a715fc1429cbfa18f3f681ca5694ccc6239311bc50964b0905e2a6151d11b25a3cc6181e3dc3c4912a2d0bb0f9e6d450241cef5d9518215bada93d80bb1e3d79
	Fails Requirements – Improper Value

(RSA key rather than ECC)

	issuerUniqueID
	
	Omitted
	Any
	
	Meets Requirement

	subjectUniqueID
	
	Omitted
	Any
	
	Meets Requirement

	Extensions
	
	
	
	
	

	AuthorityKeyIdentifier
	ExtnID
	2.5.29.35
	Other OIDs
	2.5.29.35 (id-ce-authorityKeyIdentifier)
	Meets Requirement

	
	Critical
	FALSE
	TRUE
	
	Fails Requirements – Does not explicitly include this field for extensions marked non-critical

	 
	ExtnValue – keyIdentifier
	0100 plus 60 least significant bits of the SHA-1 hash of the subjectPublicKey
	Other than Valid Values
	193dd18a959397fed61c227bd11d65d89ea192bb
	Fails Requirements – Improper Value

(based on RSA subjectPublicKey)

	 
	ExtnValue – authorityCertIssuer
	Omitted
	Any
	
	Meets Requirement

	 
	ExtnValue - authorityCertSerialNumber
	Omitted
	Any
	
	Meets Requirement

	KeyUsage
	extnID
	2.5.29.15
	Other OIDs
	2.5.29.15 (id-ce-keyUsage)
	Meets Requirement

	
	critical
	FALSE
	TRUE
	
	Fails Requirements – Does not explicitly include this field for extensions marked non-critical

	
	extnValue - Key Usage
	00000001

00010000

01100000
	All other combinations
	0106
	Requires further investigaion - may be encoded

	SubjectAltName
	extnID
	2.5.29.17
	Other OIDs
	2.5.29.17 (id-ce-subjectAltName)
	Meets Requirement

	
	critical
	FALSE
	TRUE
	
	Fails Requirements – Does not explicitly include this field for extensions marked non-critical

	
	extnValue - SubjectAltName
	3: AMHS Address 

7:NET OCTET STRING SIZE (20) 

8:AP-Title
	0:

1:

2:

4:

5:

6:
	1.3.19.78 (1.3.19.78)
	Meets Requirement

	IssuerAltName
	extnID
	2.5.29.18
	Other OIDs
	2.5.29.18 (id-ce-issuerAltName)
	Meets Requirement

	
	critical
	FALSE
	TRUE
	
	Fails Requirements – Does not explicitly include this field for extensions marked non-critical

	
	extnValue - issuerAltName
	8:AP-Title (See Note)
	0:

1:

2:

3:

4:

5:

6:

7:
	2.2.19.76 (2.2.19.76)
	Meets Requirement

	Algorithm OID
	algorithm
	1.2.840.10045.4.1
	Other OIDs
	1.2.840.10045.1 (certicomAlgorithm-ecdsa-with-sha1)
	Meets Requirement

(Correct algorithm; typographical error in OID value has been corrected by vendor in subsequent version)

	
	parameters
	NULL
	Non-NULL
	<NULL>
	Meets Requirement

	Signature Value
	signatureValue
	1 to n-1
	Other than 1 to n-1
	00302e02150188cf6a129770450d974ba4a61e6baef109c34d46021500ee7e93002f2001d5f11fad65dde63a8447f0f4ff
	Meets Requirement
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Figure 4. Detailed Analysis of Certicom Trustpoint Certificate

	ATN Certificate Structure
	
	
	
	

	Title
	ASN.1 Name
	Valid Values
	Invalid Values
	Trustpoint Values
	Notes

	version
	 
	2
	0, 1
	2
	Meets Requirement

	serialNumber
	CertificateSerialNumber
	Any
	Non-Integer
	402
	Meets Requirement

	signature
	Algorithm
	1.2.840.10045.4.1
	Other OIDs
	1.2.840.10045.4.1
	Meets Requirement

	
	Parameters
	NULL
	Non-NULL
	NULL
	Meets Requirement

	issuer
	AttributeType
	X.501 Distinguished Name Types
	Non-X.501 Distinguished Name
	DN of the CA
	Meets Requirement

	 
	AttributeValue
	Type Dependent
	Type Dependent
	Maryland, Columbia, Honeywell, ASTG, demo CA
	Meets Requirement

	validity
	NotBefore
	YYMMDDhhmmssZ
	Non-YYMMDDhhmmssZ
	011220164149Z
	Meets Requirement

	 
	NotAfter
	YYMMDDhhmmssZ
	Non-YYMMDDhhmmssZ
	020620154030Z
	Meets Requirement

	subject
	AttributeType
	X.501 Distinguished Name Types / Empty
	Empty / Non-X.501 Distinguished Name Types
	DN of the Subject
	Meets Requirement

	
	AttributeValue
	Type Dependent
	Type Dependent
	demo Portal Admin
	Meets Requirement

	subjectPublicKeyInfo
	Algorithm
	1.2.840.10045.2.1
	
	1.2.840.10045.2.1
	Meets Requirement

	
	Parameters
	1.3.132.0.15

1.3.132.0.27
	Other OIDs
	1.3.132.0.15
	Meets Requirement

	
	SubjectPublicKey
	02||xQ  (compressed) 

03||xQ  (compressed) 04||xQ||yQ  (uncompressed)
	Any other form
	03 02 52 43 36 86 9B D5 1D A0 21 AD B4 56 B5 6B 6C 9D 02 D4 E3 E
	Meets Requirement

	issuerUniqueID
	
	Omitted
	Any
	
	Meets Requirement

	subjectUniqueID
	
	Omitted
	Any
	
	Meets Requirement

	Extensions
	
	
	
	
	

	AuthorityKeyIdentifier
	ExtnID
	2.5.29.35
	Other OIDs
	2.5.29.35
	Meets Requirement

	
	Critical
	FALSE
	TRUE
	
	Fails Requirements – Does not explicitly include this field for extensions marked non-critical

	 
	ExtnValue – keyIdentifier
	0100 plus 60 least significant bits of the SHA-1 hash of the subjectPublicKey
	Other than Valid Values
	30 16 80 14 63 8C 26 36 62 99 7F 31 AB AC 1B 40 BA 7C 40 7D D4 FA 63 6C
	Meets Requirement

	 
	ExtnValue – authorityCertIssuer
	Omitted
	Any
	
	Meets Requirement

	 
	ExtnValue - authorityCertSerialNumber
	Omitted
	Any
	
	Meets Requirement

	KeyUsage
	extnID
	2.5.29.15
	Other OIDs
	2.5.29.15
	Meets Requirement

	
	critical
	FALSE
	TRUE
	
	Fails Requirements – Does not explicitly include this field for extensions marked non-critical

	
	extnValue - Key Usage
	00000001

00010000

01100000
	All other combinations
	03 02 07 80
	Meets Requirement (Digital Signature)

	SubjectAltName
	extnID
	2.5.29.17
	Other OIDs
	2.5.29.17
	Meets Requirement

	
	critical
	FALSE
	TRUE
	
	Fails Requirements – Does not explicitly include this field for extensions marked non-critical

	
	extnValue - SubjectAltName
	3: AMHS Address 

7:NET OCTET STRING SIZE (20) 

8:AP-Title
	0:

1:

2:

4:

5:

6:
	30 1D 81 1B 70 61 74 74 69 2E 6A 6F 68 6E 73 6F 6E 40 68 6F 6E 65 79 77 65 6C 6C 2E 63 6F 6D
	Meets Requirement

	IssuerAltName
	extnID
	2.5.29.18
	Other OIDs
	2.5.29.18
	Meets Requirement

	
	critical
	FALSE
	TRUE
	
	Fails Requirements – Does not explicitly include this field for extensions marked non-critical

	
	extnValue - issuerAltName
	8:AP-Title (See Note)
	0:

1:

2:

3:

4:

5:

6:

7:
	30 12 81 10 63 61 40 68 6F 6E 65 79 77 65 6C 6C 2E 63 6F 6D
	Meets Requirement

	Algorithm OID
	algorithm
	1.2.840.10045.4.1
	Other OIDs
	1.2.840.10045.4.1
	Meets Requirement

	
	parameters
	NULL
	Non-NULL
	NULL
	Meets Requirement

	Signature Value
	signatureValue
	1 to n-1
	Other than 1 to n-1
	30 2E 02 15 02 FF 91 0C 79 F0 A6 CF 7D DA 05 05 77 64 8E 92 96 C9 BD A4 E4 02 15 00 CF F2 43 71 61 56 3D 2C 69 4F A8 E3 3E 51 94 3C F2 C0 FB EF
	Meets Requirement


6. RESUlts and analysis
6.1. FVO 6

To determine if provision has been made to ensure that Sub-Volume VIII are implementation independent.
As determined by PKI validation analysis and inspection completed to date, the ATN PKI Certificates requirements could be implemented almost completely via off-the-shelf PKI systems from multiple vendors.  In cases where the off-the-shelf solutions do not provide certain required functionality, some vendors have indicated that those features are on their current product development schedule.  In those cases where a vendor has not yet committed to implement a required function, the nature of the requirements is such that they are not technically challenging.  The reason that they are not on a vendor’s product development schedule is due primarily to the lack of broad market demand for the functionality.  The following table summarizes the requirements that are not implemented and vendor responses to implementation schedules.

	Requirement
	Entrust
	RSA

(formerly Xcert)
	Baltimore Technologies
	Certicom

	Extension—Issuer Alternate Name
	Extension supported

(unverified)
	Extension supported; however not explicitly marked as  “non-critical”


	Extension not Supported
	Extension supported; however not explicitly marked as  “non-critical”

	Extension—Subject Alternate Name
	Modifiable to permit any documented or undocumented syntax by using the E-mail

(subjectAltName)field
	Extension supported; however not explicitly marked as  “non-critical”
	Extension supported

(unverified)
	Extension supported; however not explicitly marked as  “non-critical”

	Extension—

Key Usage
	Extension supported

(unverified)
	Extension supported; however not explicitly marked as  “non-critical”
	Extension supported

(unverified)
	Extension supported; however not explicitly marked as  “non-critical”

	User-Specified Elliptic Curve Parameters
	Configuration of EC parameters is possible by providing detailed parameter information; however, this is not part of Entrust’s standard product validation.
	Configuration of EC parameters is possible using the Xcert Development Kit (XDK).  This has not been verified as part of this validation activity.
	Not available, not currently scheduled, but being considered
	Supported, including ATN curves



	Compressed Certificates
	Current version inserts Entrust-specific fields into each certificate, so it is not capable of producing a compressed certificate at this time.

	Generation of compressed certificates may be possible using the Xcert Development Kit (XDK).  This has not been verified as part of this validation activity.


	Not supported.
	Generation of compressed certificates would be possible via product customization by Certicom.  This has not been verified as part of this validation activity.



	Encoding
	Not supported.


	DER supported.
	Not supported.


	DER supported


6.2. TVO 8

To determine if the functionality described in Sub-Volume VIII is implementable.
As determined by PKI validation analysis and inspection completed to date, the ATN PKI Certificates requirements could be implemented almost completely via off-the-shelf PKI systems.  In cases where the off-the-shelf solutions do not provide certain required functionality, some vendors have indicated that those features are on their current product development schedule.  In those cases where a vendor has not yet committed to implement a required function, the nature of the requirements is such that they are not technically challenging.  The reason that they are not on a vendor’s product development schedule is due primarily to the lack of broad market demand for the functionality.

7. Conclusions
Of all the PKI products tested to date, the off-the-shelf Certicom Trustpoint CA is almost fully compliant with all of the ATN PKI requirements.  In addition, with vendor customization, a tailored version of the product should be capable of producing ATN compressed certificates as well as the standard ATN certificates that it currently generates.  Trustpoint is the only product evaluated that supported the ATN ECC curves.

The off-the-shelf RSA (formerly Xcert) SentryCA is reasonably close to meeting all of the ATN PKI requirements.  In addition, the product includes an extensive PKI toolkit (XDK) that permits application customization, including specification of ATN-specific elliptic curves and potential generation of ATN compressed certificates.  

Entrust has indicated that future versions of the Entrust CA/RA product are scheduled to include features that meet ATN requirements; however, those versions were not available for the PKI validation effort completed in calendar year 2001.   

Baltimore Technologies’ UniCERT product does not currently include full support for standard X.509 extensions, and it includes only limited ECC support.

SUMMARY





This report addresses the PKI Laboratory Validation program, which is one of many programs established to support the validation of the ATN Security Provisions, Document 9705, Sub-Volume VIII.  The purpose of this document is to report the results of on-going validation activities completed during calendar year 2001.
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