Annapolis, MD, USA 

15 – 16 May 2001

Draft Report ATNP WGB SG3 Meeting 2


Enclosed find the draft report of the third meeting of ATNP SGB3 please review and report any issues to the chair. The report will be finalized at the fourth meeting.

1 Organizational Matters
Sub-Group 3 (Security) of Working Group B of the ATN Panel held their third meeting 15 – 16 May 21, 2001 at the ARINC Headquarters in Annapolis MD, USA.

1.1 Introduction of members. 

The attendance list is Attachment 1.

1.2 Review of Agenda.

The proposed agenda was accepted and is Attachment 2

Note: A change of order was decided with item 4 preceding item 2. The agenda is reported in the order it occurred with one exception noted below

Note: The group discussed certain aspects of the work program (Agenda Item 5.1) at the opening of the meeting and again later. All discussions are reported on under Item 5.1.

1.3 Working Papers.

The working paper list is Attachment 3.

1.4 Review of Draft Meeting Report.

The draft meeting report was distributed as working paper sb3w0302. Receiving no comments by May 25, the draft was made final and is available on the CENA server under the SGB3-2 subdirectory as sb3-rpt2.zip.

2 Doc 9705 Draft Edition 3 material
2.1 PDRs

2.2 Issues

3 Doc 9739 Edition 2 material
3.1 Part 5 Chapter 4

Working paper sb3w0310 was introduced and the changes from WGB WP216a were summarized. It was noted that the paper included the outline for the Part 5 Introductory material and the substance of that material related to Security.

Working paper sb3w0306 from T. Kerr on behalf of Eurocontrol, providing comments on the Part 5 Chapter 4 guidance material was introduced.

The group conducted a detailed review and discussion on the Part 5 Chapter 4 guidance. 

3.2 Part 2 Chapter 2

Working paper sb3w0309 was introduced and the changes from Version 2.1 were summarized.

Working paper sb3w0307 from M. Hatakanaka on behalf of NEC, providing comments on the Part 2 Chapter 2 guidance material was introduced.

The group conducted a detailed review and discussion on the Part 5 Chapter 4 guidance. 

TM and MPB agreed to work to complete all sections and incorporate The SG should also return any additional comments not later than 1 June.

ACTION: SG to return any additional comments by 1 June. MPB and TM to update and supply to CCB by 30 June.

4 Continuing Validation Work
4.1 Reports

Verbal reports were provided on the status of on-going validation activities. These reports are summarized below,

4.1.1 ARINC

ARINC is a Certification Authority (CA) issuing high quality digital signature certificates for those applications that need positive confirmation of identity. Level 3 certificate and for those applications that do not require stringent proof-of-identity, ARINC also provides Level 1 certificates with a lower assurance of identity. 

ARINC Digital Signature Service was developed in cooperation with the Federal Aviation Administration (FAA) and the aviation industry to improve efficiency and reduce costs by moving from paper-based to electronic processes. The FAA first used ARINC Digital Signature to allow pilots to digitally sign computer-based airman certification applications at the Oshkosh '97 Air Show in Oshkosh, WI. 

ARINC is interested in participating in a validation exercise utilizing the ARINC Digital Signature Service.

4.1.2 BCI

The FAA Technical Center's continuing validation at this point is in the  form of analysis resulting from generation of guidance material.  In terms of future validation the following items are being considered.

a) The FAA Tech Center will be contributing material to add support for Encryption, i.e., SARPs and Guidance material.   Once the SARPs for encryption appear to be stable, we will at a minimum develop the primitives for the ATN Encryption Scheme as part of validation.

b) The FAA Tech Center is investigating extending the security services in ATN Routers to include support to authenticate NDPUs, possibly by using the NLSP, in addition to the current support for authentication of routing PDUs.  If this is accepted, and our sponsor agrees to support this activity we will at a minimum develop the primitives for validation,  but in addition may also develop a prototype implementation in our router which includes accessing certificates from a CA system.

c) In the first quarter of next year we will be in a position to incorporate security into our upper layers implementation.  We view the lack of a validated upper layers implementation as a major risk item to ultimate implementations of upper layer security.
4.1.3 Honeywell

Honeywell, under contract to NASA, is continuing to validate the ATN SARPs SV8 PKI requirements.  Using its PKI Laboratory, Honeywell is evaluating four Commercial Off-the-Shelf (COTS) PKI products to ascertain compliance with the PKI requirements.  Honeywell plans to update the ATN PKI Validation Report prepared last year to include the results of this ongoing validation effort.  The results will be presented to the ATN Panel Security Sub-group at the next scheduled meeting

5 ATNP/3 to ATNP/4 Work
The work program discussion took place in two sessions. One at the opening of the meeting and another following the SV8 and Doc. 9739 reviews. Separate sections below report on each set of discussions.

5.1 Work Program

5.1.1 Session 1 (meeting opening)

The major focus of this discussion was the consideration of the time frames for presentation of completed material to the Panel, subsequent approval by the ANC, and State review and comment. This was of the form of :given that the Panel meeting is currently scheduled for 2004 then the supporting material (including any new or updated SARPs) must be complete by late 2003. This would allow for distribution for State comment during 2005 and a three year period for implementation yielding an earliest ‘sunset’ date of 2008. The consensus was that the supporting documents could not be produced, reviewed and agreed in that time frame and so the likely scenario was completion and presentation to the next available Panel meeting (2006) which would give an earliest date of 2010.

5.1.2 Session 2 (at agenda item)

Although the major focus of these discussions was the approach to development of the backup material for the recommendation of a ‘sunset date’, there was also consideration of other material needed for as a part of the overall security infrastructure within ICAO and a discussion on the work item to add confidentiality to the ATN Security Services.

On the subject of development of backup material for the sunset date recommendation, a proposal was made and agreed to take the approach of developing a single document that would define the ATN Security Transition plan. This document would contain the minimum requirements on the various participating and affected entities and include a policy statement on the minimum conditions (i.e. state of the environment) for mandating security. Paul Hennig offered the IATA policy for the Conditions for Mandating Datalinks as input to this document. Enlisting no other assistance Mike Bigelow agreed to produce a ‘strawman’ for consideration at the next meeting.

ACTION: MPB to provide outline and plan for production of a ATN Security Transition Plan .

Consideration of additional material needed as part of the overall security infrastructure within ICAO led to the conclusion that, although the original plan was to produce material for Annex 17 (and Doc 8973), the more appropriate place for this material is Annex 10 Volume II – Communications Procedures. This will be added to the work program in place of the Annex 17 work.

ACTION: MPB to add work on Annex 10 Volume II to Work Plan .

5.2 Schedule of meetings

5.2.1 Currently agreed to dates and location.

Next meeting (4) September 25 –26 Toulouse prior to the WGB meeting.

ACTION: MPB to provide dates and location in call to meeting to the subgroup.

5.2.2 Additional Meetings

Meeting 5 – {Proposed} 4 – 6 December in Atlantic City, NJ, USA.

ACTION: MPB to poll subgroup for acceptance of meeting 5 dates and location then confirm to Vic Patel for arrangements.

Meeting 6 – to be held February, March or April in Location TBD (prior to WGB meeting).

6 Other Business
No other business proposed
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