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This paper recaps the SGB3 work program accepted by WGA and WGB. It also proposes a communication with WGA and B related to one of the work items.

1 Introduction

Recalling that at the first meeting of Working Group B SGB3 proposed a Work Program that covered three main areas.

1) Corrections or additions to the Sub-Volume 8 Security SARPs based on the results of ongoing validation activities.

2) Development of Final Guidance Material.

3) Work on certain issues deferred as beyond the original scope of WG1SG2 or the time frame of ATNP/3.

2 SGB3 Approved Work Program

2.1 Support Baseline SV8

Changes to the Sub-Volume 8 baseline in Edition 3 Doc 9705 will be through the normal CCB process. Tom McParland has agreed to serve as SME8.

This will be an ongoing activity.

2.2 Completion of Guidance Material (Edition 3)

WG1SG2 developed a working draft of guidance material but no updates have been made for approximately one year. This material must be modified taking into account previous comments and the changes to SV8 during that time. In addition, guidance will be developed for certain issues considered inappropriate for specification due to their local nature.

Final draft material will be available for review by the end of 4Q2000 and provided to WGB in February 2001. This will be the primary task of the sub-group in the latter half of 2000 and the first quarter of 2001.

2.3 Develop Enhancements to Security Service

The Sub-Group will develop technical provisions and/or guidance material for items considered as beyond the original scope of WG1SG2 or the time frame of ATNP/3 and referred to WGB. These items include:

1. Confidentiality (Data Encryption) – item d) from WGB terms of reference

2. Security for Connectionless Transport – item e) from WGB terms of reference

3. Secure GACS – item e) from WGB terms of reference

4. Secure Multicast – item e) from WGB terms of reference

5. Develop additions to Annex 17 and Doc 8973 – item c) from WGB terms of reference

6. In addition, the Sub-Group will provide technical support to WGA for security related institutional issues.

3 Institutional issues

No complete enumeration of the issues under Item 6 above has been undertaken although several were considered and deferred by WG1SG2. One of these is the issue of sunset date (i.e. the establishment of a date when secure operation is required within the ATN). This issue was discussed at ATNP/3 and the Panel agreed that a sunset date is necessary. Based on the ANC review of the ATNP/3 report, the work of investigation and recommendation of an appropriate date will be the work of the ATN Working Groups and therefore the work of SGB3 reporting to both Working Groups A & B. I propose, that as the initial investigation of the issue, the subgroup solicits input papers from Working Groups A & B on the issue.

4 Recommendation

1) Sub-Group B3 is invited to consider the work program and develop a plan to complete the program by ATNP/4 (2004).

2) As a first consideration for the investigation of the institutional issue of the recommendation of an appropriate sunset date for non-secure operation, the Subgroup is invited to present the attached paper to Working Groups A and B and through the paper request input from the Groups on this issue.
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This paper recalls the work program assigned to SGB3 and proposes an initial investigation of one of the work items (i.e. sunset date) by a call for papers from WG A & B.

5 Introduction

Recalling that at the first meeting of Working Group B SGB3 proposed a Work Program that covered three main areas.

1) Corrections or additions to the Sub-Volume 8 Security SARPs based on the results of ongoing validation activities.

2) Development of Final Guidance Material.

3) Work on certain issues deferred as beyond the original scope of WG1SG2 or the time frame of ATNP/3.

6 SGB3 Approved Work Program

6.1 Support Baseline SV8

Changes to the Sub-Volume 8 baseline in Edition 3 Doc 9705 will be through the normal CCB process. Tom McParland has agreed to serve as SME8.

This will be an ongoing activity.

6.2 Completion of Guidance Material (Edition 3)

WG1SG2 developed a working draft of guidance material but no updates have been made for approximately one year. This material must be modified taking into account previous comments and the changes to SV8 during that time. In addition, guidance will be developed for certain issues considered inappropriate for specification due to their local nature.

Final draft material will be available for review by the end of 4Q2000 and provided to WGB in February 2001. This will be the primary task of the sub-group in the latter half of 2000 and the first quarter of 2001.

6.3 Develop Enhancements to Security Service

The Sub-Group will develop technical provisions and/or guidance material for items considered as beyond the original scope of WG1SG2 or the time frame of ATNP/3 and referred to WGB. These items include:

7. Confidentiality (Data Encryption) – item d) from WGB terms of reference

8. Security for Connectionless Transport – item e) from WGB terms of reference

9. Secure GACS – item e) from WGB terms of reference

10. Secure Multicast – item e) from WGB terms of reference

11. Develop additions to Annex 17 and Doc 8973 – item c) from WGB terms of reference

12. In addition, the Sub-Group will provide technical support to WGA for security related institutional issues.

7 Institutional issues

No complete enumeration of the issues under Item 6 above has been undertaken although several were considered and deferred by WG1SG2. One of these is the issue of sunset date (i.e. the establishment of a date when secure operation is required within the ATN). This issue was discussed at ATNP/3 and the Panel agreed that a sunset date is necessary. Based on the ANC review of the ATNP/3 report, the work of investigation and recommendation of an appropriate date will be the work of the ATN Working Groups and therefore the work of SGB3 reporting to both Working Groups A & B. I propose, that as the initial investigation of the issue, the subgroup solicits input papers from Working Groups A & B on the issue.

8 Request for input

As a first consideration for investigation of the institutional issue related to the recommendation of an appropriate sunset date for non-secure operation, the Subgroup is requesting input papers from Working Groups A and B on this issue.
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