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	This paper provides a report of the second meeting of Sub-Group 2 (ATN Communication Infrastructure Services) of ATNP Working Group B.


1 Meeting Organisational Issues
Sub-Group 2 (ATN Communication Infrastructure Services) of Working Group B of the ATN Panel held their second meeting 13 - 14 March, 2002 at the Kata Beach Resort, Phuket Thailand, immediately preceding the WGB meeting at that location.

Apologies for absence were received from:

Stephen Van Trees, FAA, USA

Gérard Mittaux-Biron, CENA, France

Tony Kerr acted as chairman in the absence of Mr Van Trees.

The attendance list is at Attachment 1.

The working paper list is Attachment 3.

2 Approval of the Agenda
The proposed agenda was accepted and is at Attachment 2.

3 High Level progress update of main work items since last meeting
Work since the last meeting was mostly concerned with finalisation of Guidance Material.  A telephone / email conference was held September 2001, at which it was agreed to produce additional guidance on implementing the secure dialogue service (see Agenda Item 8) and to raise PDRs on refinement of predicates (no new states) and inclusion of SA-Abort service (see Agenda Item 9.1).

4 Review of Report of SGB2/1 Meeting
No report was available.

5 Review and Approval of Doc 9739 Ed 2 Guidance Material for SV4
The SV4 Guidance Material was available as WP 202.  The SG approved the material for inclusion in Edition 2 of Doc 9739.

6 Review and Approval of Doc 9739 Ed 2 Guidance Material for SV6
The SV6 Guidance Material was available as WP 203.  The SM CONOPS had been circulated as WP 205.  Neither document has changed since the previous WG meetings.  The SG approved the material for inclusion in Edition 2 of Doc 9739.

It was noted that the "Convergent MIB" specification jointly developed by ProATN and ACI for intra-domain ATN management had been intended to provide additional guidance, but due to its size had not been included in the SV6 Guidance Matarial.  The intention had been to make the Convergent MIB publicly accessible via the ATNP web site, but this has not been progressed to date.

7 Review and Approval of Doc 9739 Ed 2 Guidance Material for SV7
The SV7 Guidance Material was finalised during the meeting.  The SG approved the material for inclusion in Edition 2 of Doc 9739.

The Directory CONOPS (Draft 2, 28 Feb 2001) had previously been presented as WGB WP214 at the Honolulu meeting and had not changed since.  It is not established where this material fits in Doc 9739 (presumably Part II Chapter 10?).

8 Review of New Security ASO Guidance Material
WP 210 was available as the latest draft guidance on the implementation of the secure dialogue service.  It was agreed that further work is needed on this material, and it is not proposed for inclusion in Edition 2 of Doc 9739.

9 Doc 9705 Ed 3 Maintenance
9.1 Review of Submitted PDRs (currently 3 new ones)

PDR M2020001 (ULCS State Table – atomic ASEs)

It was agreed that the current SV4 provisions are inaccurate (and have been since Doc 9705 first edition).  Implementers could be misled into producing an invalid state machine.  It was agreed to produce suitable explanatory text in the SME 4 discussion group to note that, for example, after receiving a D-START req and invoking A-ASSOCIATE req, the P-CONNECT req issued by ACSE is not processed until after the state change to the Assoc Pending state.  All state transitions need to be inspected for correct behaviour before this change is made.  It is not proposed that the PDR resolution should be in the published Doc 9705 Third Edition.

PDR M2020002 (CF State Table – Predicates p4, p5 in NULL state)

Some of the implications of this PDR (and M2020003) were discussed with members of SGB3 (Security).  There are a number of issues, including:

When should security context information be maintained and when should it be discarded (via SSO-Stop)?  For example, should it be maintained between successive CPDLC dialogues after the first dialogue has aborted?

Is there a security risk in allowing 2 entities to establish a new dialogue with the same session key?

The dialogue CF currently accepts PDUs emitted by S-ASO when in Assoc Pending state and does not change state.  It was agreed that a new predicate could be defined to safeguard against possible multiple invocations of A-ASSOCIATE under these circumstances.

It was generally agreed that the whole subject of security exception handling and local policy issues needs further discussion and elaboration in a system-wide context.

It was agreed that the PDR be FORWARDED.

PDR M2020003 (CF State Table – Error Cases for Security ASO)

It was agreed that the specification of the Security ASO as it now stands does not fully respect the modular XALS structure in the case of error handling (the SA-END service was perhaps removed too comprehensively).  Also, error handling in the Assoc Pending and Release Pending states needs to be clarified.  (The current provisions talk of aborting the dialogue if one exists, which leaves some ambiguity for the Pending states).  However, the proposed changes are incomplete and need further study.  It was therefore agreed that the PDR be FORWARDED.

10 Development of new technical material arising from any new User Requirements
10.1  Directory ?

There is a rumoured PDR from SGA3.

11 Development of new technical material arising from Operational Experience
None.

12 Reports of New ULCS, SM and Directory Validation Activity / Operational Developments
AEROTHAI reported that they have just started an implementation of ATN Systems Management provisions.

13 Future work for next meeting - allocate actions
ALL - Participate in discussions relating to PDRs M2020002, M2020003.

SME4 GROUP – Develop text for PDR M2020001 solution.

J MOULTON – continue development of Secure DS implementation guidance.

14 Output of SG-B2 to other Groups?
The SV4, SV6 and SV7 Guidance Material and CONOPS are forwarded to WGB for progression into Doc 9739 second edition.

15 Any Other Business
15.1 Next meeting

T.B.D.  It was felt that a joint meeting with experts from SGA2 and SGB3 (at least) was needed to address end-to-end system issues relating to ATN security.
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