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SUMMARY

This paper proposes a simplification in the document which addresses the removal of the SA-END local service which sometimes led to some some confusion in SV 4 understanding.

1. Removal of SA-END service

These proposed modifications mainly aim at responding to comments issued by the FAA: some of its expert were confused by the description of the SASO. After discussions during Berlin meeting, it was found that confusion mainly raised from the SA-END service.

The SA-END service was, in a first approach, defined in order to provide

· the Upper Layers with a mean for telling the SSO that the security context established between two peers was not valid anymore (SA-END with high severity),

· the Upper Layers with a mean for telling the SSO that a previously established secured dialogue was closed (SA-END with low severity), and

· the SSO with a mean for telling the Upper Layers that the security context established between two peers was not valid anymore (SA-END with high severity).

The only actual need that raised from the final requirements expressed by the Security Sub-group was that informing the SSO of the terminaison of a dialogue should only be done after detection of a security problem.

On the other end, the SSO will inform of the terminaison of a security context between two peers, if this terminaison follows the detection of a security problem.

This led to the final definition of a SA-END service which is only local, and can for this reason, be easily removed without impact on the protocol. This should also avoid potential confusion in the understanding of the SASO.

The modifications proposed here can be summarized as follows:

· remove any reference to the SA-END service, both in 4.3 and in 4.8 chapters,

· more the functions defined in the SA-SEND service to error handling procedures.

1.1. Change Table 4.3-4

Table 4.3‑4.  ATN‑App CF State Table

	Event Source          
	State‑‑>

Event
	STA0

Null
	STA1

Assoc. Pending
	STA2

Data Transfer
	STA3

Release Pending
	STA4

Release Collision


	
	A‑ASSOCIATE cnf+
	
	p6 & (p4 | p5):

STA 1

SEND-SEI ind

p6 & ~(p4 | p5):

STA2

SA-END req

D-START cnf+

~p6:

STA2

D-START cnf+
	
	
	

	
	A‑ASSOCIATE cnf‑
	
	p6 & ~(p4 | p5):

STA0

SA-END req
D-START cnf-

p6 & (p4 | p5):

STA1

SEND-SEI ind

~p6:

STA0

D-START cnf-
	
	
	

	
	A‑ABORT ind
	
	p6:

STA0

SA-END req

D-ABORT ind

 ~p6:

STA0

D‑ABORT ind
	p4 | p5:

STA2

SEND-SEI ind

~(p4 | p5):

STA0

D‑ABORT ind
	p4 | p5:

STA0

SA-END req

D-ABORT ind

~(p4 | p5):

STA0

D‑ABORT ind
	p4 | p5:

STA0

SA-END req

D-ABORT ind

~(p4 | p5):

STA0

D-ABORT ind

	
	A‑P‑ABORT ind
	
	p6 & p10:

STA0

SA-END req

D-P-ABORT ind

p6 & ~p10:

STA0

SA-END req

~p6:

STA0

D‑P‑ABORT ind
	p4 | p5:

STA0

SA-END req

D-P-ABORT ind

~(p4 | p5):

STA0

D-PABORT ind
	p4 | p5:

STA0

SA-END req

D-P-ABORT ind

~(p4 | p5):

STA0

D‑P‑ABORT ind
	p4 | p5:

STA0

SA-END req

D-P-ABORT ind

~(p4 | p5):

STA0

D‑P‑ABORT ind

	
	P‑CONNECT rsp‑
	
	p6:

STA0

SA-END req

P‑CONN rsp‑

~p6:

STA0

P‑CONN rsp‑
	
	
	

	
	P‑RELEASE rsp+
	
	
	
	p4 | p5:

STA0

SA-END req

P‑DATA req (RLRE+)

~(p4 | p5):

STA0

P‑DATA req (RLRE+)
	p1: STA4

P‑DATA req (RLRE+)

~p1 & (p4 | p5):

STA0

SA-END req

P‑DATA req (RLRE+)

~p1 & ~(p4 | p5):

STA0

P‑DATA req (RLRE+)

	
	P‑U‑ABORT req (data)
	STA0

P‑U‑ABORT req
	p6 & p7:

STA0

SA-END req

P‑U‑ABORT req

p6 & ~p7:

STA0

P‑U‑ABORT req

~p6:

STA0

P‑U‑ABORT req
	p4 | p5:

STA0

SA-END req

P‑DATA req (ABRT)

~(p4 | p5):

STA0

P‑DATA req (ABRT)
	p4 | p5:

STA0

SA-END req

P-U-ABORT req

 ~(p4 | p5):

STA0

P‑U‑ABORT req
	p4 | p5:

STA0

SA-END req

P-U-ABORT req

 ~(p4 | p5):

STA0

P‑U‑ABORT req

	
	P‑U‑ABORT req (no data)
	
	p6 & p7:

STA0

SA-END req

P‑U‑ABORT req

p6 & ~p7:

STA0

P‑U‑ABORT req

~p6:

STA0

P-UABORT req
	(p4 | p5) & p7:

STA0

SA-END req

P-U-ABORT req

(p4 | p5)  & ~p7:

STA0

P‑U‑ABORT req

~(p4 | p5):

STA0

P‑U‑ABORT req
	(p4 | p5) & p7:

STA0

SA-END req

P-U-ABORT req

(p4 | p5)  & ~p7:

STA0

P‑U‑ABORT req

~(p4 | p5):

STA0

P‑U‑ABORT req
	(p4 | p5) & p7:

STA0

SA-END req

P-U-ABORT req

(p4 | p5)  & ~p7:

STA0

P‑U‑ABORT req

~(p4 | p5):

STA0

P‑U‑ABORT req


	Event Source          
	State‑‑>

Event
	STA0

Null
	STA1

Assoc. Pending
	STA2

Data Transfer
	STA3

Release Pending
	STA4

Release Collision

	From Security ASO (Upper)


	SA-END ind
	
	~p1 & ~p10 & p8:

STA1

A-ABORT req

p1 & p10 & ~p8:

STA0

D-P-ABORT ind

p10 & p8:

STA1

P-P-ABORT ind

P-U-ABORT req
	~p10 & p8:

STA2

A-ABORT req

p10 & p8:

STA2

D-P-ABORT ind

A-ABORT req

p10 & ~p8:

STA0

D-P-ABORT ind
	~p10 & p8:

STA3

A-ABORT req

p10 & p8:

STA3

D-P-ABORT ind

A-ABORT req

p10 & ~p8:

STA0

D-P-ABORT ind
	~p10 & p8:

STA4

A-ABORT req

p10 & p8:

STA4

D-P-ABORT ind

A-ABORT req

p10 & ~p8:

STA0

D-P-ABORT ind

	
	SA-START cnf
	
	p11 & p4:

STA0

SA-END req

D-START cnf-

p9 & p4:

STA2

D-START cnf+
	
	
	

	
	SA-SEND ind
	
	p1 & p5 & p9:

STA2

D-START cnf+

p1 & p5 & p11:

STA0

SA-END req

D-START cnf-

~p1 & p5:

STA1

D-START ind


	~p7:

STA2

D-DATA ind

p7:

STA0

SA-END req

D-ABORT ind
	~p2:

STA3

D-END ind

p2 & ~(p9 | p11):

STA3

D-DATA ind

p2 & p11:

STA2

D-END cnf-

p2 & p9:

STA0

SA-END req

D-END cnf+

P-UABORT req
	p1 & ~(p9 | p11):

STA4

SA-SEND req

~p1 & ~(p9 | p11):

STA4

p1 & p9:

STA0

SA-END req

D-END cnf+

P-UABORT req

~p1 & p9:

STA4

D-END cnf+

SA-SEND req


1.2. Changes in Table 4.3-6

Table 4.3‑6.  Incoming Event List

	Abbreviated name
	Source
	Description

	SA-END ind
	
	SA-END indication primitive issued by security ASO


1.3. Changes in Table 4.3-7

Table 4.3‑7.  Outgoing Event List

	Abbreviated name
	Target
	Description

	SA-END req
	
	SA-END request primitive issued


1.4. Changes in 4.3.3.4.2.2.4



a)
Retrieve the Calling and Called Entity Ids,


Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.



b)
Construct a SA-END Request primitive with the following parameters:

Table 4.3‑25.

	SA-END Request parameter
	ATN value

	Calling Entity ID
	as retrieved in a) above

	Called Entity ID
	as retrieved in a) above

	Severity
	Abstract value “low”




c)
Invoke the SA-END Request primitive

1.5. Changes in 4.3.3.4.5.2.3



a)
Retrieve the Calling and Called Entity Ids,


Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.



b)
Construct a SA-END Request primitive with the following parameters:

Table 4.3‑30.

	SA-END Request parameter
	ATN value

	Calling Entity ID
	as retrieved in a) above

	Called Entity ID
	as retrieved in a) above

	Severity
	Abstract value “low”




c)
Invoke the SA-END Request primitive

1.6. Changes in 4.3.3.4.6.2.2

4.3.3.4.6.2.2 When an A‑P‑ABORT Indication primitive is validly invoked on a dialogue implementing support for key management or a secured exchange, the CF shall:



a)
Retrieve the Calling and Called Entity Ids,


Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.



b)
Construct a SA-END Request primitive with the following parameters:

Table 4.3‑31.

	SA-END Request parameter
	ATN value

	Calling Entity ID
	as retrieved in a) above

	Called Entity ID
	as retrieved in a) above

	Severity
	Abstract value “low”




c)
Invoke the SA-END Request primitive



d)
issue a D‑P‑ABORT Indication primitive to the DS‑User, and discard any Provider Reason parameter in the A‑P‑ABORT Indication; and



e)
Enter the NULL state.

1.7. Changes in 4.3.3.5.2.2

4.3.3.5.2.2.2 When a P-CONNECT Response primitive is validly invoked on a dialogue implementing support for key management or a secured exchange, with the P-Connect Response Result parameter having the abstract value “acceptance”, the CF shall:



a)
transparently invoke the equivalent presentation service primitive,



b)
Enter in DATA TRANSFER state.

4.3.3.5.2.2.3 When a P-CONNECT Response primitive is validly invoked on a dialogue implementing support for key management or a secured exchange, with the P-Connect Response Result parameter having the abstract value “user rejection” or “provider rejection”, the CF shall:



a)
transparently invoke the equivalent presentation service primitive,



b)
Retrieve the Calling and Called Entity Ids,


Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.



c)
Construct a SA-END Request primitive with the following parameters:

Table 4.3‑32.

	SA-END Request parameter
	ATN value

	Calling Entity ID
	as retrieved in a) above

	Called Entity ID
	as retrieved in a) above

	Severity
	Abstract value “low”




d)
Invoke the SA-END Request primitive



e)
Enter the NULL state.

4.3.3.5.2.2.4 When a P-CONNECT Response primitive is validly invoked on a dialogue implementing support for key management or a secured exchange, with the P-Connect Response Result parameter having the abstract value “accepted”, the CF shall:



a)
transparently invoke the equivalent presentation service primitive,



b)
Enter the DATA TRANSFER state.

1.8. Changes in 4.3.3.5.3.2.1

4.3.3.5.3.2.1 When a P‑U‑ABORT Request primitive is validly invoked on a dialogue which does not support security, the CF shall:

1.9. Changes in 4.3.3.5.3.2.2

4.3.3.5.3.2.2 When a P‑U‑ABORT Request primitive is validly invoked on a dialogue for which security was initially required, and which is  in ASSOCIATION PENDING state, or on a dialogue implementing support for key management or a secured exchange in any other valid state, the CF shall:



a)
Retrieve the Calling and Called Entity Ids,


Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.



b)
Construct a SA-END Request primitive with the following parameters:

Table 4.3‑33.

	SA-END Request parameter
	ATN value

	Calling Entity ID
	as retrieved in a) above

	Called Entity ID
	as retrieved in a) above

	Severity
	Abstract value “low”




c)
Invoke the SA-END Request primitive



d)
If the P‑U‑ABORT request user data parameter is present, and the CF is in the DATA TRANSFER state:




1)
Encode the presentation user data as indicated in  4.3.2 with the P‑U‑ABORT user data parameter (an ABRT APDU) as the presentation data value and presentation context identifier value corresponding to “acse‑apdu”.




2)
Invoke a P‑DATA Request primitive with the resulting encoding as User Data.



e)
Otherwise, invoke a P‑U‑ABORT Request primitive with no parameters.


Note.— This will cause the underlying transport connection to be disconnected.



f)
Enter the NULL state.

1.10. Changes in 4.3.3.5.5.2.1

4.3.3.5.5.2.1 When a P‑RELEASE Response primitive is validly invoked on a dialogue which does not support security, and the CF is in the RELEASE PENDING state, and the Result parameter has the abstract value “affirmative” the CF shall:

1.11. Changes in 4.3.3.5.5.2.4

4.3.3.5.5.2.4 When a P‑RELEASE Response primitive is validly invoked on a dialogue which does not support security, and the CF is in the RELEASE COLLISION state, and it is the Responder CF, it shall:



a)
Encode the presentation user data as indicated in  4.3.2 with the P‑RELEASE user data parameter (a RLRE APDU) as the presentation data value and presentation context identifier corresponding to “acse‑apdu”;



b)
Invoke a P‑DATA Request primitive with the resulting encoding as User Data; and



c)
Enter the NULL state.


Note.— The peer AEI is now expected to issue a P-U-ABORT request, which will cause the release of the underlying connection.

4.3.3.5.5.2.5 When a P‑RELEASE Response primitive is validly invoked on a dialogue implementing support for key management or a secured exchange, and the CF is in RELEASE PENDING state, and the Result parameter has the abstract value “affirmative”, the CF shall:



a)
Retrieve the Calling and Called Entity Ids,


Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.



b)
Construct a SA-END Request primitive with the following parameters:

Table 4.3‑34.

	SA-END Request parameter
	ATN value

	Calling Entity ID
	as retrieved in a) above

	Called Entity ID
	as retrieved in a) above

	Severity
	Abstract value “low”




c)
Invoke the SA-END Request primitive,



d)
encode the presentation user data as indicated in 4.3.2 with the P-RELEASE user data parameter (as RLRE APDU) as the presentation data value and presentation context identifier corresponding to “acse-apdu”,



e)
invoke a P-DATA Request primitive with the resulting encoding as User Data,



f)
enter in the NULL state.


Note.—The peer AEI is now expected to issue a P-U-ABORT Request, which will cause the release of the underlying connection.

4.3.3.5.5.2.6 When a P‑RELEASE Response primitive is validly invoked on a dialogue implementing support for key management or a secured exchange, and the CF is in RELEASE COLLISION state, and is the Responder CF, it shall:



a)
Retrieve the Calling and Called Entity Ids,


Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.



b)
Construct a SA-END Request primitive with the following parameters:

Table 4.3‑35.

	SA-END Request parameter
	ATN value

	Calling Entity ID
	as retrieved in a) above

	Called Entity ID
	as retrieved in a) above

	Severity
	Abstract value “low”




c)
Invoke the SA-END Request primitive,



d)
encode the presentation user data as indicated in 4.3.2 with the P-RELEASE user data parameter (as RLRE APDU) as the presentation data value and presentation context identifier corresponding to “acse-apdu”,



e)
invoke a P-DATA Request primitive with the resulting encoding as User Data,



f)
enter in the NULL state.


Note.—The peer AEI is now expected to issue a P-U-ABORT Request, which will cause the release of the underlying connection.

1.12. Changes in 4.3.3.7.1

4.3.3.7.1 .SA-END Indication primitive

4.3.3.7.1.1 When Invoked

4.3.3.7.1.1.1 The SA-END Indication primitive may be validly invoked by the S-ASO on a dialogue implementing support for key management or a secured exchange, when the CF is in any of the ASSOCIATION PENDING, DATA TRANSFER, RELEASE PENDING, or RELEASE COLLISION states; if it is in any other state then appropriate error recovery action shall be taken.

4.3.3.7.1.2 Action Upon Invocation

4.3.3.7.1.2.1 When a SA-END Indication primitive is validly invoked, and the CF is in ASSOCIATION PENDING state, the CF shall:



a)
on the responder side , if the DS-user did not previously issue nor receive a terminating primitive and the ACSE provider previously issued or received a terminating primitive, then issue a D-P-ABORT Indication; enter the NULL state,



b)
on the initiator side , if the DS-user previously issued or received a terminating primitive and  the ACSE provider did not previously issue nor receive a terminating primitive, then issue an A-ABORT Request;  remain in the same state,



c)
on either the initiator or the responder side, if neither the DS-user nor ACSE provider previously issued or received a terminating primitive, then issue a P-P-ABORT Indication, followed by a P-U-ABORT Request primitive; remain in the same state.

4.3.3.7.1.2.2 When a SA-END Indication primitive is validly invoked, and the CF is in DATA TRANSFER, or RELEASE PENDING, or RELEASE COLLISION state, the CF shall:



a)
if the DS-user did not previously issue nor receive a terminating primitive and the ACSE provider previously issued or received a terminating primitive, then issue a D-P-ABORT Indication; enter the NULL state,



b)
if the DS-user previously issued or received a terminating primitive and  the ACSE provider did not previously issue nor receive a terminating primitive, then issue a A-ABORT Request; remain in the same state,



c)
if neither the DS-user nor ACSE provider previously issued or received a terminating primitive, then issue a D-P-ABORT Indication, followed by an A-ABORT Request primitive; remain in the same state.


Note 1.— A terminating primitive issued or received by the DS user is one of: D-ABORT Request or Indication, negative D-START Response or Confirmation, and positive D-END Response or Confirmation.


Note 2.— A terminating primitive issued or received by the ACSE provider is one of: A-ABORT Request or Indication, negative A-ASSOCIATE Response or Confirmation, and positive A-RELEASE Response or Confirmation.

1.13. Changes in 4.3.3.7.4.2.2



a)
Retrieve the Calling and Called Entity Ids,


Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.



b)
Construct a SA-END Request primitive with the following parameters:

Table 4.3‑40.

	SA-END Request parameter
	ATN value

	Calling Entity ID
	as retrieved in a) above

	Called Entity ID
	as retrieved in a) above

	Severity
	Abstract value “low”




c)
Invoke the SA-END Request primitive

1.14. Changes in Table 4.3-41

Table 4.3‑41.

	D‑START Confirmation parameter
	Value

	DS‑User Version Number
	Derived as in ca) above

	Security Requirements
	Abstract value “Secured Dialogue”

	Quality Of Service
	See 4.3.3.4.1.3.

	Result
	“rejected (permanent)” or “rejected (transient)”, from the A‑ASSOCIATE Result parameter

	Reject Source
	Derived as in de) above

	User Data
	A-ASSOCIATE User InformationSA-SEND Indication User Data parameter


1.15. Changes in 4.3.7.4.2.4



a)
Retrieve the Calling and Called Entity Ids,


Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.



b)
Construct a SA-END Request primitive with the following parameters:

Table 4.3‑43.

	SA-END Request parameter
	ATN value

	Calling Entity ID
	as retrieved in a) above

	Called Entity ID
	as retrieved in a) above

	Severity
	Abstract value “low”




c)
Invoke the SA-END Request primitive

1.16. Changes in Table 4.3-44

1.16.1. Change Table 4.3-44

Table 4.3‑44.

	D‑START Confirmation parameter
	Value

	DS‑User Version Number
	Derived as in ca) above

	Security Requirements
	Abstract value “Secured Dialogue”

	Quality Of Service
	See 4.3.3.4.1.3.

	Result
	“rejected (permanent)” or “rejected (transient)”, from the A‑ASSOCIATE Result parameter

	Reject Source
	Derived as in db) above

	User Data
	A-ASSOCIATE User InformationSA-SEND Indication User Data parameter


1.17. Changes in 4.3.7.4.2.6



a)
Retrieve the Calling and Called Entity Ids,


Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.



b)
Construct a SA-END Request primitive with the following parameters:

Table 4.3‑45.

	SA-END Request parameter
	ATN value

	Calling Entity ID
	as retrieved in a) above

	Called Entity ID
	as retrieved in a) above

	Severity
	Abstract value “low”




c)
Invoke the SA-END Request primitive

1.18. Changes in 4.3.7.4.2.7



a)
Retrieve the Calling and Called Entity Ids,


Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.



b)
Construct a SA-END Request primitive with the following parameters:

Table 4.3‑46.

	SA-END Request parameter
	ATN value

	Calling Entity ID
	as retrieved in a) above

	Called Entity ID
	as retrieved in a) above

	Severity
	Abstract value “low”




c)
Invoke the SA-END Request primitive

1.19. Changes in 4.3.7.4.2.11



a)
Retrieve the Calling and Called Entity Ids,


Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.



a)
Construct a SA-END Request primitive with the following parameters:

Table 4.3‑49.

	SA-END Request parameter
	ATN value

	Calling Entity ID
	as retrieved in a) above

	Called Entity ID
	as retrieved in a) above

	Severity
	Abstract value “low”




b)
Invoke the SA-END Request primitive

1.20. Changes in 4.8.1.1 Note 1



c)
the Security ASO End service to stop the current security operations.
1.21. Changes in 4.8.1.1 Note 6


Note 6.— The Security ASO End (SA-END) function:


Whenever an error situation is detected by a Security ASO component, this function informs the SA-user of the occurrence of an exception, and completes the security procedures for this data exchange.  It also allows the SA-User to inform the Security ASO that the current secured message exchange is complete, and that unneeded security-related information can now be deleted.

1.22. Changes in 4.8.3.1.1



c)
SA-END service as defined in 4.8.3.4.

1.23. Changes in 4.8.3.5

4.8.3.5.
SA-END Service

Note 1.—  The SA-END service allows a SA-user to end any security function with a peer SA-user, and the SA service provider to inform the SA-users that it cannot provide security services between them any more.


Note 2.— The SA-END service is an unconfirmed service.  The SA-START service must first have been initiated (i.e. the SA-START request or the SA-START indication primitive was previously invoked or received).


Note 3.— If the SA-END service is invoked before the end of  the negotiation, the  SA-START indication may not be provided.

4.8.3.6.
The SA-END service shall contain the primitives as presented in Table 4.8‑3. 

Table 4.8‑3.  SA-END service parameters

	Parameter Name
	Req
	Ind

	Local Entity ID
	M
	M(=)

	Remote Entity ID
	M
	M(=)

	Severity
	M
	M(=)



Note 1.— Local Entity ID.


The local SA-user is identified by specifying an AP-Title in the SA-END request primitive.

Note 2.— Remote Entity ID


The SA-user identifies the remote peer SA-user by specifying an AP-Title in the SA-END request primitive.

Note 3.— Severity


The Severity parameter identifies whether the SA-END invocation is the result of normal operation or of an exception condition pertaining to security. Possible abstract values are “Low” and “High”.
1.24. Changes in Figure 4.8-4

This figure should be removed.

1.25. Changes in Figure 4.8-5

This figure should be removed.

1.26. Changes in 4.8.5.2.2.4.1



b)
invoke the SA-END Indication containing the Local Entity ID and Remote Entity ID as the SA-END Indication Local Entity ID and Remote Entity ID parameter values.

1.27. Changes in 4.8.5.2.2.5.1



b)
invoke the SA-END Indication containing the Local Entity ID and Remote Entity ID as the SA-END Indication Local Entity ID and Remote Entity ID parameter values.

1.28. Changes in 4.8.5.2.2.5.1

4.8.5.2.2.7 SA-END Request

4.8.7.2.2.7.1 Upon receipt of a SA-END Request primitive then the SA-CF shall:



a)
if the SA-END request Severity has the abstract value “High”, remove the security information by activating the SSO-Stop function with the following parameters:

Table 4.8‑18.

	SSO-Stop function parameter
	ATN value

	Calling Peer
	Calling EntityID

	Called Peer
	Called Entity ID


1.29. Change in 4.8.5.3 b)



b)
invoke SA-END service indicationactivate the Dialogue control function error handling procedures.
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