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SUMMARY

This paper proposes modifications in SV 4 in order to correct defects, in terms of remaining typos and accepted PDRs (PDRM0090001 and PDRM0090002).

1. Various typos:

1.1. Change 4.3.3.7.4.2.3
4.3.3.7.4.2.3.When a SA-SEND Indication primitive is validly invoked, the CF is the receiverresponder CF, and is in the ASSOCIATION PENDING state, the CF shall:

1.2. Change 4.3.3.7.4.2.7
4.3.3.7.4.2.7. When an SA-SEND Indication primitive is validly invoked, the CF is the release receiverresponder in the RELEASE PENDING state, the CF shall:

1.3. Change 4.8.5.2.2.6.1


a)
retrieve, by locally-defined means, the identifier of the algorithm to be used by the SSO for checkinggenerating the appendix:

1.4. Change 4.3.3.7.3.2.2

Add the following:



c)
Construct a SA-END Request primitive with the following parameters:

Table 4.3‑40.

	SA-END Request parameter
	ATN value

	Calling Entity ID
	as retrieved in a) above

	Called Entity ID
	as retrieved in a) above

	Severity
	Abstract value “low”




d)
Invoke the SA-END Request primitive

2. PDR M0090001

2.1. Dialogue establishment phase

2.1.1. AC-ASSOCIATE Request following a SEND-SEI Request

The following two changes split the AC-ASSOCIATE Request following a SEND-SEI Request: one manages the Key Management case, while the other manages the Secured Dialogue case. The Main difference between them is that the AC-ASSOCIATE Request User Information parameter is used in the former and that it is left unused in the latter.

2.1.1.1. Change 4.3.3.8.1.2.2

4.3.3.8.1.2.2 When a SEND-SEI Request pseudo-primitive is validly invoked on a Dialogue supporting key management, and the CF is in the ASSOCIATION PENDING state, and it is the Initiator CF, it shall:
2.1.1.2. Add 4.3.3.8.1.2.3

4.3.3.8.1.2.3
When a SEND-SEI Request pseudo-primitive is validly invoked on a Dialogue supporting secured exchanges, and the CF is in the ASSOCIATION PENDING state, and it is the Initiator CF, it shall:



a)
Determine the app‑type as defined for the ATN‑App AE,



b)
Construct the Application Context name, with the value of the "version" arc set equal to the DS‑User Version Number parameter if provided, and set to zero otherwise,



c)
If not specified in the request primitive, retrieve the local Calling Presentation Address,



d)
Determine the Called Presentation Address either directly from the Called Presentation Address parameter if present, or via look‑up from the Called Peer ID and Called Sys‑ID parameters,



e)
If the Calling Peer Id parameter is present, then retrieve the corresponding Calling AP Title.  If, in addition to Calling Peer ID, the optional Calling Sys‑ID parameter is present, then retrieve the corresponding Calling AE‑Qualifier.  If Calling Peer ID is not present, then Calling AP Title and Calling AE-Qualifier are not used in the A-ASSOCIATE request (and they will not then be included in the resulting A-ASSOCIATE-REQUEST (AARQ) APDU),


Note. — The way that the Calling AP Title and the Calling AE-Qualifier are retrieved is a local implementation matter.



f)
Construct an A‑ASSOCIATE Request primitive with the following parameters:

Table 4.3‑52.

	A‑ASSOCIATE Request parameter
	ISO Status
	ATN value

	Mode
	U
	Not used (default value)

	Application Context Name
	M
	As derived in b) above

	Application Context Name List
	C
	Not used

	Calling AP Title
	U
	As derived in e) above

	Calling AE Qualifier
	U
	As derived in e) above

	Calling AP Invocation‑identifier
	U
	Not used

	Calling AE Invocation‑identifier
	U
	Not used

	Called AP Title
	U
	Not used

	Called AE Qualifier
	U
	Not used

	Called AP Invocation‑identifier
	U
	Not used

	Called AE Invocation‑identifier
	U
	Not used

	ACSE Requirements
	U
	Symbolic value “authentication”

	Authentication‑mechanism‑name
	U
	Not used

	Authentication‑value
	U
	SESE PDU transmitted by the S-ASO via the pseudo primitive SEND-SEI Request

	User Information
	U
	Not used

	Calling Presentation Address
	M
	Derived as in c) above

	Called Presentation Address
	M
	Derived as in d) above

	Presentation Context Definition List
	U
	Not used

	Default Presentation Context Name
	U
	Not used

	Quality of Service
	M
	See 4.3.3.3.2.3

	Presentation Requirements
	U
	Not used (default value)

	Session Requirements
	M
	No Orderly Release (NOR), Duplex

	Initial Synchronization Point Serial No
	C
	Not used

	Initial Assignment of Tokens
	C
	Not used

	Session‑connection Identifier
	U
	Not used




g)
Invoke the A‑ASSOCIATE Request primitive



h)
Enter the ASSOCIATION PENDING state as an initiator CF.

2.1.2. AC-ASSOCIATE Indication

This change allows the provision of both the SESE PDU and the optionally empty contents of the AC-ASSOCIATE Indication User Information parameter

2.1.2.1. Change 4.3.3.4.1.2.2 c)

4.3.3.4.1.2.2. When an A‑ASSOCIATE Indication primitive is validly invoked with the ACSE Requirements and the Calling Peer Id parameters both present, the CF shall:

…

c) Provide the SESE PDU and the contents of the ACSE User Information parameter to the Security ASO using the SEND-SEI indication pseudo primitive (see 4.8)

2.1.3. SA-SEND Indication

This change corrects an error in table 4.3-42 where the User Data was expected to be in the AC-ASSOCIATE Indication User Information parameter. In fact, on an SA-SEND Indication primitive activation, the User Data are always in the SA-SEND Indication User Data parameter.

2.1.3.1. Change Table 4.3-42

Table 4.3‑42.

	D‑START Indication parameter
	Value

	Calling Peer ID
	Derived as in b) above

	Calling Sys-ID
	Derived as in b) above

	Calling Presentation Address
	Derived as in b) above

	DS‑User Version Number
	Derived as in a) above

	Security Requirements
	Abstract value “Secured Dialogue”

	Quality Of Service
	See 4.3.3.4.1.3.

	User Data
	A-ASSOCIATE User InformationSA-SEND Indication User Data parameter


2.1.4. AC-ASSOCIATE Response following a SEND-SEI Request

The following two changes split the AC-ASSOCIATE Response following a SEND-SEI Request: one manages the Key Management case, while the other manages the Secured Dialogue case. The Main difference between them is that the AC-ASSOCIATE Response User Information parameter is used in the former and that it is left unused in the latter.

2.1.4.1. Change 4.3.3.8.1.2.3

4.3.3.8.1.2.3
When a SEND-SEI Request pseudo-primitive is validly invoked on a Dialogue supporting key management, and the D-START Result parameter had the abstract value “accepted», «rejected (permanent)” or “rejected (transient)”, and the CF is in the ASSOCIATION PENDING state, and it is the Responder CF, it shall:

2.1.4.2. Add 4.3.3.8.1.2.5

4.3.3.8.1.2.5
When a SEND-SEI Request pseudo-primitive is validly invoked on a Dialogue supporting secured exchanges, and the D-START Result parameter had the abstract value “accepted”, “rejected (permanent)” or “rejected (transient)”, and the CF is in the ASSOCIATION PENDING state, and it is the Responder CF, it shall:



a)
Construct the Application Context name, with the value of the "version" arc set equal to the DS‑User Version Number parameter if provided, and set to zero otherwise,



b)
Retrieve the responding Presentation Address,



c)
Construct an A‑ASSOCIATE Response primitive with the following parameters:

Table 4.3-54.

	A‑ASSOCIATE Response parameter
	ISO Status
	ATN Value

	Application Context Name
	M
	As derived in a) above

	Application Context Name List
	C
	Not used

	Responding AP Title
	U
	Not used

	Responding AE Qualifier
	U
	Not used

	Responding AP Invocation‑identifier
	U
	Not used

	Responding AE Invocation‑identifier
	U
	Not used

	ACSE Requirements
	C
	Symbolic value “authentication”

	Authentication‑mechanism‑name
	U
	Not used

	Authentication‑value
	U
	SESE PDU transmitted by the S-ASO via the pseudo primitive SEND-SEI Request

	User Information
	U
	Not used

	Result
	M
	D‑START Result parameter

	Diagnostic
	U
	Not used

	Responding Presentation Address
	M
	Derived as in b) above

	Presentation Context Definition Result List
	C
	Not used

	Default Presentation Context Result
	C
	Not used

	Quality of Service
	M
	See 4.3.3.3.2.3

	Presentation Requirements
	U
	Not used (default value)

	Session Requirements
	M
	No Orderly Release (NOR), Duplex

	Initial Synchronization Point Serial No
	C
	Not used

	Initial Assignment of Tokens
	C
	Not used

	Session‑connection Identifier
	U
	Not used




d)
If the D‑START Response Result parameter has the abstract value “accepted”, invoke an A‑ASSOCIATE Response primitive with the Result parameter set to “accepted”, and remain in the ASSOCIATION PENDING state.



e)
If the D‑START Response Result parameter has the abstract value “rejected (permanent)” or “rejected (transient)”, invoke an A‑ASSOCIATE Response primitive with the Result parameter set to the same abstract value, and remain in the ASSOCIATION PENDING state.

2.1.5. AC-ASSOCIATE Confirmation

This change allows the provision of both the SESE PDU and the optionally empty contents of the AC-ASSOCIATE Confirmation User Information parameter

2.1.5.1. Change 4.3.3.4.2.2.3 b)

4.3.3.4.2.2.3. When an A‑ASSOCIATE Confirmation primitive is validly invoked on a Dialogue for which security was initially required, with a valid ACSE Authentication Value parameter, the CF shall:

…

b) Provide the SESE PDU and the contents of the ACSE User Information parameter to the Security ASO using the SEND-SEI indication pseudo primitive (see 4.8)
2.1.6. SA-SEND Indication

These changes correct two errors in table 4.3-39 and in 4.3-41 where the User Data was expected to be in the AC-ASSOCIATE Confirmation User Information parameter. In fact, on an SA-SEND Indication primitive activation, the User Data are always in the SA-SEND Indication User Data parameter.

2.1.6.1. Change Table 4.3-39

Table 4.3‑39.

	D‑START Confirmation parameter
	Value

	DS‑User Version Number
	Derived as in a) above

	Security Requirements
	Abstract value “Secured Dialogue”

	Quality Of Service
	See 4.3.3.4.1.3

	Result
	“accepted”

	Reject Source
	Not used

	User Data
	A-ASSOCIATE User InformationSA-SEND Indication User Data parameter


2.1.6.2. Change Table 4.3-41

Table 4.3‑41.

	D‑START Confirmation parameter
	Value

	DS‑User Version Number
	Derived as in c) above

	Security Requirements
	Abstract value “Secured Dialogue”

	Quality Of Service
	See 4.3.3.4.1.3.

	Result
	“rejected (permanent)” or “rejected (transient)”, from the A‑ASSOCIATE Result parameter

	Reject Source
	Derived as in d) above

	User Data
	A-ASSOCIATE User InformationSA-SEND Indication User Data parameter


2.1.6.3. Change Table 4.3-44

Table 4.3‑44.

	D‑START Confirmation parameter
	Value

	DS‑User Version Number
	Derived as in c) above

	Security Requirements
	Abstract value “Secured Dialogue”

	Quality Of Service
	See 4.3.3.4.1.3.

	Result
	“rejected (permanent)” or “rejected (transient)”, from the A‑ASSOCIATE Result parameter

	Reject Source
	Derived as in d) above

	User Data
	A-ASSOCIATE User InformationSA-SEND Indication User Data parameter


2.2. Data transfer phase

This modification clarifies the use of SA-SEND Indication user data parameter as D-DATA Indication user data.

2.2.1. Change in 4.3.3.7.4.2.5

4.3.3.7.4.2.5 When a SA-SEND Indication primitive is validly invoked, the CF is in the DATA TRANSFER state, and is not aborting, the CF shall issue a D‑DATA Indication primitive to the DS‑User, with the received data value SA-SEND Indication user data parameter as the user data parameter, and remain in the same state.

2.3. Dialogue release phase

This modification corrects the use of SA-SEND Indication user data parameter as D-END user data instead of A-RELEASE user data parameters.

2.3.1. Change in 3.3.7.4.2.7



a)
Construct a D‑END Indication primitive, with the User Data parameter set equal to the value of the User Information Data parameter of the A‑RELEASE SA-SEND Indication primitive,

2.3.2. Change in 3.3.7.4.2.8

Table 4.3‑47.

	D‑END Confirmation parameter
	Value

	Result
	“affirmative”

	User Data
	User Information Data parameter from the A‑RELEASE Confirmation SA-SEND Indication, if present


2.3.3. Change in 3.3.7.4.2.9

Table 4.3‑48.

	D‑END Confirmation parameter
	Value

	Result
	“rejected”

	User Data
	User Information Data parameter from the A‑RELEASE Confirmation SA-SEND Indication, if present


2.4. Dialogue abort phase

This modification corrects the use of SA-SEND Indication user data parameter as D-DATA Indication user data instead of A-ABORT Indication user data parameter.

2.4.1. Change in 3.3.7.4.2.6



d)
If the Abort Source parameter of the A‑ABORT Indication is set to “ACSE service‑user” and the Diagnostic parameter is set to “No reason given”, issue a D‑ABORT Indication primitive to the DS‑User, with the Originator parameter set to “User” and the User Data parameter set equal to the User Information parameter in the A‑ABORT Indication SA-SEND Indication user data parameter, if present.



e)
If the Abort Source parameter of the A‑ABORT Indication is set to “ACSE service‑user” and the Diagnostic parameter is absent or is set to any value other than “No reason given”, then issue a D‑ABORT Indication primitive to the DS‑User, with the Originator parameter set to “Provider” and the User Data parameter set equal to the User Information parameter in the A‑ABORT Indication SA-SEND Indication user data parameter, if present.



f)
If the Abort Source parameter of the A‑ABORT Indication has the abstract value “ACSE service‑provider”, then issue a D‑ABORT Indication primitive to the DS‑User, with the Originator parameter set to the abstract value “Provider”, and the User Data parameter set equal to the User Information parameter in the A‑ABORT Indication SA-SEND Indication user data parameter, if present.

3. Calling Peer ID

3.1. Change in 4.3.3.3.2.2.2

4.3.3.3.2.2.2 When the D‑START Request is validly invoked with the Security Requirements parameter set to the abstract value “Secured Dialogue Supporting Key Management”, and the Calling Peer Id parameter is present, the CF shall:

3.2. Change in 4.3.3.3.2.2.3

4.3.3.3.2.2.3 When the D‑START Request is validly invoked with the Security Requirements parameter set to the abstract value “Secured Dialogue”, and the Calling Peer Id parameter is present, the CF shall:

3.3. Change in 4.3.3.8.1.2.2 e)



e)
Retrieve the Calling AP Title from the Calling Peer Id, or, if absent, by local knowledge, from the value of the ICAO Facility Designator affected to the Dialogue user. If there is no ICAO Facility Designator affected to the Dialogue user, then the default abstract value ATN-DefaultAPTitle should be used.  If the optional Calling Sys‑ID parameter is present, then retrieve the corresponding Calling AE‑Qualifier.  If the optional parameter Calling Sys-ID is not present, then Calling AE-Qualifier is not used in the A-ASSOCIATE request (and it will not then be included in the resulting A-ASSOCIATE-REQUEST (AARQ) APDU),

4. Retrieval of the algorithm identifier for checking appendixes
The SV 8 document uses the “value” field of the ATNAppendix ASN.1 description for identification of the algorithm identifier used in computing appendixes. For the recall, the ASN.1 description of the ATNAppendix is given as follows:

ATNAppendix ::= SEQUENCE {


algorithmId
AlgorithmIdentifier OPTIONAL,


validity

CHOICE {



timeField
ATNSecurityDateTime ,



random

INTEGER (0..4294967295),





‑‑ 32‑bit unsigned integer



counter

INTEGER (0..MAX),





‑‑ unsigned, unconstrained integer



...  } OPTIONAL,


value

CHOICE {



ecdsa‑Signature

ECDSA-Sig-Value,



hmac‑Tag

OCTET STRING (SIZE (4, ...)),



...  }

}

4.1. SE-TRANSFER Indication

These changes remove the description of the retrieval of the algorithm identifier and its provision to the SSO-SignCheck function when managing the SE-TRANSFER Indication event.

4.1.1. Change 4.8.5.2.2.2.1



a)
retrieve, by locally-defined means, the identifier of the algorithm to be used by the SSO for checking the appendix:




1)
If no algorithm identifier is locally-defined and if the algorithmIdentifier field of the atnSignature field of the SE-TRANSFER Indication Security Exchange Item parameter is present, then use its associated value as the identifier of the algorithm to be used by the SSO,




2)
If no algorithm identifier is locally-defined and if the algorithmIdentifier field of the atnSignature field of the SE-TRANSFER Indication Security Exchange Item parameter is not present then, unless there is prior agreement otherwise, use the abstract value “Signature-appendix” as the identifier of the algorithm to be used by the SSO.

4.1.2. Change Table 4.8-8

Table 4.8‑8.

	SSO-SignCheck function parameter
	ATN value

	Source Peer
	Calling EntityID

	Destination Peer
	Called EntityID

	Algorithm identifier
	set to the value retrieved in a)

	Certificate Path
	set to the value retrieved in ba)

	User Data
	received User Data

	Security Item
	atnSignature field of the SE-TRANSFER Indication Security Exchange Item parameter.


4.1.3. Change 4.8.5.2.2.2.2



a)
retrieve, by locally-defined means, the identifier of the algorithm to be used by the SSO for checking the appendix:




1)
If no algorithm identifier is locally-defined and if the algorithmIdentifier field of the atnSignature field of the SE-TRANSFER Indication Security Exchange Item parameter is present, then use its associated value as the identifier of the algorithm to be used by the SSO,




2)
If no algorithm identifier is locally-defined and if the algorithmIdentifier field of the atnSignature field of the SE-TRANSFER Indication Security Exchange Item parameter is not present then, unless there is prior agreement otherwise, use the abstract value "”MAC-appendix”" as the identifier of the algorithm to be used by the SSO.

4.1.4. Change Table 4.8-9

Table 4.8‑9.

	SSO-SignCheck function parameter
	ATN value

	Source Peer
	Called EntityID

	Destination Peer
	Calling EntityID

	Algorithm identifier
	set to the value retrieved in a)

	Certificate Path
	Not usedset to the value retrieved in a)

	User Data
	received User Data

	Security Item
	atnSignature field of the SE-TRANSFER Indication Security Exchange Item parameter.


4.1.5. Change 4.8.5.2.2.2.3



a)
retrieve, by locally-defined means, the identifier of the algorithm to be used by the SSO for checking the appendix:




1)
If no algorithm identifier is locally-defined and if the algorithmIdentifier field of the atnSignature field of the SE-TRANSFER Indication Security Exchange Item parameter is present, then use its associated value as the identifier of the algorithm to be used by the SSO,




2)
If no algorithm identifier is locally-defined and if the algorithmIdentifier field of the atnSignature field of the SE-TRANSFER Indication Security Exchange Item parameter is not present, and if both the Calling EntityID and the Called EntityID refer to ground entities then, unless there is prior agreement otherwise, use the abstract value “Signature-appendix” as the identifier of the algorithm to be used by the SSO.




3)
If no algorithm identifier is locally-defined and if the algorithmIdentifier field of the atnSignature field of the SE-TRANSFER Indication Security Exchange Item parameter is not present, and if either Calling EntityID or Called EntityID refers to an airborne entity then, unless there is prior agreement otherwise, use the abstract value “MAC-appendix” as the identifier of the algorithm to be used by the SSO.

4.1.6. Change Table 4.8-10

Table 4.8‑10.

	SSO-ProtectSignCheck function parameter
	ATN value

	Source Peer
	Remote EntityID

	Destination Peer
	Local EntityID

	Algorithm identifier
	set to the value retrieved in a)

	Security Item
	atnProtectSign field of the SE-TRANSFER Indication Security Exchange Item parameter.


5. Retrieval of the certificate paths

The last changes in the structure describing the certificates, which move to a SEQUENCE OF ATNCertificates have not been correctly taken into account.

5.1. SE-TRANSFER Indication

5.1.1. Change 4.8.5.2.2.2.1



b)
if the signature key certificate path of the remote system is contained in the atnCertificates field of the ATNEstablish part of the SE-TRANSFER Indication Security Exchange Item parameter is present, then extract from it the signature key certificate of the peer; otherwise it is not used.



c)
if the key agreement public key certificate  of the remote system is contained in the atnCertificates field of the ATNEstablish part of the SE-TRANSFER Indication Security Exchange Item parameter is present, then extract from it the key agreement key certificate of the peer; otherwise it is not used.



b)
retrieve the certificates of the remote system from the atnCertificates field of the ATNEstablish part of the SE-TRANSFER Indication Security Exchange Item parameter.
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