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SUMMARY

This Working Paper is the contribution of the French STNA to the definition of an SNDCF for using an IP network as a subnetwork suitable for ATN communications.

This document contains remarks made by the STNA on 4th SGB1 meeting Work Papers.
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1 Introduction

This working paper gather some remarks made by the STNA on working papers presented at the 4th SG-B1 meeting at Gatwick (UK) during August 2002.

Every remark is assigned a unique identifier for easy reference.

2 References

	WP405
	Additional Mapping Formats Between Network Access Point Addresses (NSAPA) and Internet Protocol version 6 (IPv6) Addresses

	WP406
	Regarding the Relevancy of Maintaining ATN CLNP Packet Lifetime Control over IP Subnetworks

	WP407
	ATN Networking with IPv6 over Multi-protocol Label Switching (MPLS) Technology

	WP408
	The ATN IP SNDCF


3 WP405 review

The table below contains STNA remarks concerning the WP405 document.

	Identifier
	Page, section
	Remark

	WP405_R01 
	page 1,
 chapter 3
	This chapter does not indicate the reason why mapping may be performed in some circumstances between the ATN network address (i.e. NSAP) and the Subnetwork Point of Attachment (IP address in the case of IPv4 / IPv6).

Since address mapping between network and subnetwork addresses is never required, and usually not performed, in the absence of rationale concerning the address the whole document would be useless in the scope of the ATN.

STNA recommendation:

- Specify unambiguously the purpose and the benefit of Network to SNPA address mapping in the scope of the ATN.

	WP405_R02  
	page 3,
 chapter 3.3
	Current approach for ATN over IP consists in the definition of an SNDCF for providing the service expected by CLNP (SN-UNITDATA.Request/Indication) through the use of an IP (v4 or v6) subnetwork.

This approach has two mains implications:

· CLNP encoded NPDUs are sent over the subnetwork (“CLNP encapsulation over IP”). Since CLNP headers are self-sufficient (i.e. contains CLNP address, QOS and parameters), there is no need to convey any network layer related information in the IPv6 header itself as this suggested by approach 2 and 3.

· Routing NSDU in ESs or NPDU in ISs is mainly a local matter when operating intra-domain (and managed by IDRP when routing inter-domain). Intra-domain routing is likely to be dynamic, taking advantage of ES-IS (see related section in WP408). In this case, maintaining a relation between network addresses and SNPA is useless. Even in the case of static routing, a relation between the peer system NSAP and SNPA is not required. It just may simplify the FIB configuration by limiting the number of static routes required for addressing the whole population of ATN ES through the IP subnetwork.

As the consequence of the above, it appears that the interest of maintaining a relation between network addresses and SNPA is limited. Moreover, it does not cover the case of addressing an ATN IS (no NSAP) over an IP subnetwork. Therefore, GM should not give an excessive importance to this subject; otherwise, there would be an important risk of confusing the reader.

Additionally, the fact of deriving next-hop SNPA from the peer system NSAP has almost nothing in common with the purpose of RFC 1888; both scope and methods differ. RFC 1888 was aimed at migrating from the ISO communication architecture to its IP equivalent but preserving any existing ISO addressing plan. This is not the purpose of the ATN IP SNDCF, which preserve the existence of the ATN ISO based stack. Hence, integrating materials from RFC 1888 into GM should be avoided.

STNA recommendation:

· Avoid any long development on the subject in the GM; GM should focus on the ‘extra facility’ that an IPv6 specific addressing scheme may provide to the ATN when static Network to Subnetwork routes are used between ATN ES located around the same IPv6 subnetwork. However, the scope of this feature is so reduced that it may not justify its integration into the ICS GM. 

· Anyway, avoid any reference to RFC 1888 in GM because its suitability for the ATN IP SNDCF is subject to cautions.


4 WP406 review

The table below contains STNA remarks concerning the WP406 document.

	Identifier
	Page, section
	Remark

	WP406_R01 
	page 2,
 chapter 3.2
	Most of the chapter argues against IPv4 in the ATN. The relation of this discussion seems to be very far from the document subject (“benefit of maintaining the CLNP lifetime parameter using the IP time-to-live parameter“).

Anyway, arguments against IPv4 are fake:

1) The size of the address space doesn’t really matter for a subnetwork (LAN networks have only 6 bytes MAC addresses, and X.25 15 digits DTE addresses, and that’s sufficient)

2) It has been agreed in a previous meeting that security at the subnetwork level was not an issue for the ATNP, because security was handled at a higher level. Anyway, it is really difficult to imagine that all existing IPv4 networks are insecure. Additionally, IPsec (rfcs 2401, 2402 and 2406) is specified for operation over both IPv4 and IPv6. And most probably, IPsec is not the only mean to secure an IP network.

If we understand correctly the message (mainly from IP403), the FAA does not plan to use IPv4 for their intra-domain needs. However, this is not a sufficient reason for rejecting the use of IPv4 in the international framework of the ATN (mainly inter-domain). Some existing IPv4 subnetworks may still fulfil the needs of the ATN.

STNA recommendation:

- Drop any consideration on the suitability of IPv4 for the ATN; no relation with the document subject.

	WP406_R02 
	page 4,
 chapter 4
	The non-suitability of IPv4 for the ATN is the FAA own opinion, not the whole SGB1, not ATNP’s one. Hence, the conclusion looks a bit premature (anyway, out of the document scope).

STNA recommendation :

- Same as previous.

	WP406_R03 
	page 4,
 chapter 4
	The WP makes a recommendation for managing the ATN and IP longevity parameters independently.

But, there is no recommendation concerning the way the CLNP lifetime should be maintained when a datagram exits from an IP subnetwork.

IP may have an important and variable transit-delay. However, this may be also the case for an X.25 subnetwork. Since no particular handling is specified in the later case, the same strategy is also acceptable for the ATN IP SNDCF. 

STNA recommendation :

- Do not specify a specific ATN procedure for updating the lifetime of CLNP datagram exiting from an IP subnetwork.


5 WP407 review

The table below contains STNA remarks concerning the WP407 document.

	Identifier
	Page, section
	Remark

	WP407_R01 
	page 1,
 chapter 1.1

and

page 3,
 chapter 4
	This document is a bit confusing. Although the ATNP has committed to provide a CLNP SNDCF for operating over an IP subnetwork, the design of the IP subnetwork in itself may not be the concern of the ATNP. Depending on various considerations, the design of an IP subnetwork may vary a lot, and it is not the ATNP mission to arbitrate among the possible architectures. Hence, use of MPLS for building an IPv6 subnetwork, although technically interesting, should be considered by the ATNP only for informational purpose.

STNA recommendation :

· Avoid entering into IP network design considerations (not the role of the ATNP).

· More particularly, do not recommend use of MPLS inside IP (even in GM) until MPLS fulfil some requirements of ATN over IP that cannot be fulfil an other way.


6 WP408 review

The table below contains STNA remarks concerning the WP408 document.

	Identifier
	Page, section
	Remark

	WP408_R01 
	page 5, 3.2.1
	As already mentioned by STNA at the second SGB1 meeting, direct access to IP may not be available on all COTS IP implementations, or may induce constraints conflicting with the operational procedures for the ATN software (e.g. require administrative privileges; this is the case for Unix and most probably for Windows NT). 

Sitting the SNDCF over UDP overcomes this problem, provide a similar level of functionality, but induces an extra overhead of 8 bytes.

STNA recommendation :

- Sit the SNDCF over UDP rather than IP, and justify this requirement in the GM.

	WP408_R02 
	page 5, 3.3.1, bullet 4
	"a completed encoded". Should not it be "a completely encoded".

STNA recommendation :

- Consider the above proposal.

	WP408_R03 
	page 6, 3.3.2.1.1 5.
	Is there a reason for using only 5 out 8 possible values for the proposed priority mapping ? (is this related to the considerations on values 110 and 111 in RFC 2474, chap 4.2.2.2).

A best discrimination of CLNP traffics would be achieved using all 8 values.

STNA recommendation :

- Consider, and possibly respond to the above question.

	WP408_R04 
	page 6, 3.3.2.1.1 5.
	WP408 implicitly responds to the action 3/7 covered by WP404, by proposing a priority mapping for IPv4 and IPv6.

The STNA recommendation consisted in avoiding the use of priority over IP for the following reasons :

· not already a requirement for other ground subnetwork (e.g. X.25).

· priority (using the precedence semantic) is almost useless in IPv4 and obsolete in IPv6. There would be probably no gain in implementing a priority mapping. But this certainly will induce additional costs for : validating the specification, implementing and qualifying it.

· most important, in the case of an IP subnetwork shared between ATN and non-ATN users, the network administrator may want to control precisely the relative priority of ATN and non-ATN traffics. Hence, the specification of the network priority should fall under the control of the network administration authority.
STNA recommendation :

- STNA disagree with the principle of specifying a priority mapping for the IP SNDCF.

	WP408_R05 
	page 7, 3.3.2.2.1 7.
	Choice has been made to use ECN (if available) when operating over IPv6. Is there a strong reason for not using it over IPv4 ? (RFC 3168 specifies operation of ECN for both IP versions).
STNA recommendation :

- Consider, and possibly respond to the above question.

	WP408_R06 
	page 8, 3.4.1.2 and 3.4.2.2 Note
	The note is at least ambiguous. The Network Protocol Identification is always used to de-multiplex the ISO network protocols. Its usage is neither specific to the IP SNDCF, nor depending on the number of supported network protocols.

STNA recommendation :

- Remove both notes.

	WP408_R07 
	page 8, 3.4.2.3
	According to the way ECN is specified in RFC 3168, the propagation of the ECN signal should ultimately provoke the activation of the "slow-start" in the sending transport.

Without any added specification in the ATN TP4, simply propagating the IP ECN congestion codepoint to the CLNP header would not be sufficient in most cases. This is mainly because a single ECN signal is sufficient to trigger the congestion control in TCP, while a number of repeated congestion signal is required in the ATN.

Because of the way the ECN congestion codepoint is set in routers (see RED, RFC 2309), expecting some repetition of the ECN signal before updating the sending transport window could bring the IP router really near to the full congestion point.

The risk is present of :

· Reducing the efficiency of RED in routers (no DT loss in routers, hence no retrans in sending TP4 until full congestion is reached, because use of ECN is indicated in every IP datagram).

· Having to recover a large burst of lost datagram when a router is congested, because the ATN congestion management occurred to lately.

(also discussed in WP 404).

Note : use of ECN implies that the Traffic Class option is passed without alteration of the CE codepoint to the IP user on reception. Otherwise, the risk identified above result also from this point. RFC 2460 (chapter 7 about Traffic classes) is not explicit on this point.

STNA recommendation :

- Avoid mapping ECN to ATN CE bit management without carrying out a serious amount of validation work to verify suitability (and possibly innocuousness) of ECN inside ATN.

	WP408_R08 
	page 8, 3.5
	Support of any ICMP related function may conflict with local IP network administration policy, because an administrator may disable ICMP based on security considerations (e.g. ICMP permits dynamic discovery of the network 'internals' using ping, or traffic jamming).

Since use of ICMP is not essential, its implementation should fall under the control of the network administration authority. Hence, the ATN IP SNDCF should not rely on it.

STNA recommendation :

- STNA disagree with the principle of any interaction between the IP SNDCF and ICMP. Even if such requirements were setup, the STNA would probably be unable to fulfil them.

	WP408_R09 
	page 8, 3.5.1 Note:
	Depending on the FIB design, the indicated processing may be uneasy to carry-out. For instance, if static routing is performed, it could be judged abusive to remove a route created by admin. It may be deactivated, but what will be the reactivation event ? Same remark with info acquired by ES-IS.

STNA recommendation :

- Consider replacing the word "remove" by "deactivate".

	WP408_R010 
	page 8, 3.5.2 Note:
	Could gain some clarity (at least for a french people) by rephrasing "This is normally performed ..."

STNA recommendation :

- Consider the above proposal.

	WP408_R011 
	page 10, 4
	Chapter 4 specifies the use of ES-IS over an IP Network. The STNA recommendation consists in avoiding any SARPs specification of ES-IS in the IP SNDCF for the following reasons :

· No ES-IS specification exists for the other ground subnetworks (LAN, WAN).

· Use / non-use of ES-IS, as well as the way it is used is mainly an intra-domain issue. Network administrators should be free to setup the intra-domain routing policy as they want. As far as we known, intra-domain protocols and strategy was not under the ATNP responsibility.

· Additionally, the implementation of ES-IS the way it is specified in this chapter (mainly for non-broadcast subnetworks) may conflict with the architecture of existing ATN products that support ES-IS an other way.
This does not preclude the inclusion of the suggested solution in the ICS GM. Furthermore, this solution consists conceptually in simulating a broadcast subnetwork behaviour without the support of multicast addressing. It is similar to the principle of EON (RFC 1070), but avoids the a priori knowledge of all ESs in ISs. Hence, it is applicable to any kind of general topology subnetwork (for instance, X.25).
STNA recommendation :

- STNA disagree with the incorporation of ES-IS considerations into the ICS-SARPs.

- STNA suggest incorporating chapter 4 into the GM, but with a broader scope, suggesting a way of implementing ES-IS for any type of broadcast or non broadcast subnetwork (not only IP).

	WP408_R012 
	page 10, 4.3
	The relation of using a null HT with the IP SNDCF is unclear. There is no reference to the use of this specific value in the document.

For information, the STNA already has encountered some problems with commercial ISO routers when attempting to use such a value in ESH. A null timer value logically indicates a null delay until timeout; however, in the logic of programming, without specific care, a null timer value usually results in an infinite timer. Therefore, it would make sense to avoid sending a null HT to a COTS router.

This issue is somewhat important because COTS ISO router may not necessarily process a null HT ESH this way.

STNA recommendation :

- Remove chapter 4.3.

	WP408_R013 
	page 11, 4.4.2 and

page 12, 4.5.2
	The formulation (an IP access with a list of remote SNPA) may be seen as too restrictive by implementers.

The ISO/IEC 9542 standard specifies the procedures for 3 types of subnetworks : broadcast, point-to-point and general topology.

One of the variant specified in this document (IP with multicast) corresponds to the use of ES-IS on a broadcast subnetwork.

The other variant (IP access with list of remote SNPA) has no equivalent. It over-specifies ISO/IEC 9542 for the purpose of operating both Configuration and Redirection Information over a non-broadcast subnetwork. Note that this procedure may also apply to X.25 subnetworks.

Although this procedure may be very beneficial for the ATN community, its specification should not lead to precluding in the ATN the use of the standard ISO/IEC 9542 procedures when operating over non broadcast subnetworks (i.e. using Redirection Information only over point-to-points and Configuration Information only over General Topology subnetworks).

Because implementation of ES-IS is essentially an intra-domain issue, the ATN-ICS may formulate some recommendation concerning this topic, but should not bring any requirement. As a consequence, the " IP access with list of remote SNPA" function should be, at most, optional.

STNA recommendation :

- Avoid precluding the use of any standard ISO/IEC 9542 procedures for ground subnetworks (including the IP SNDCF).

	WP408_R014 
	page 11, 4.4.3.2
	It could be beneficial to specify the behaviour of the ES when receiving an RD PDU without an ATN Security label. Two possible behaviours :

· Assume the RD covers only the General Communication traffic.

· Assume the RD covers all ATN traffic types.

This issue is somewhat important because COTS ISO router would probably not insert the ATN Security label in their generated RD. 

STNA recommendation :

- Clarify handling by an ATN ES of an RD received without any ATN security label.

	WP408_R015 
	page 11, 4.5
	The IS section should specify an ATN specific procedure for inserting the ATN Security Label in any RD generated by an ATN router (otherwise procedure specified in 4.4.3 would be useless).

STNA recommendation :

- Over-specify Request Redirect function in ATN IS.

	WP408_R016 
	page 12, 4.5.2.5 Note
	The Note was unclear for me (I assumed erroneously that the list of known ES was in relation with the concept of manual ES adjacency from IS-IS). I suggest modifying the last sentence into :"If this is not possible, the ES IP address shall be configured into the IP Address List of the IS, and a static route to the ES added to the IS CLNP forwarding table."

An other solution could have been to specify a symmetrical procedure for ES (i.e. allowing discovery of an IS by an ES on reception of an ISH). Most probably, implementers will want to develop this feature (although less useful than ES discovery in IS).

STNA recommendation :

- Consider the above proposals.


7 Synthesis of STNA recommendations

Remarks and recommendations made by STNA during this review could be summarised in the following way :

· Concerning the ICS-SARPs part of the IP SNDCF :

Specify the IP SNDCF based on materials from the chapter 3 of WP408, but with the following adaptations :

· No mandate for a priority mapping (because of a possible conflict with non ATN traffics on a shared IP network).

· No requirement / recommendation for supporting ICMP inside the SNDCF (because of a possible conflict with local domain policy concerning security).

· No requirement / recommendation for supporting ES-IS into the SNDCF (because of a possible conflict with local domain policy concerning the intra-domain routing strategy).

· Concerning the ICS-GM part of the IP SNDCF :

The current GM text about the IP SNDCF is mostly obsolete and should be updated. During this effort, the ATNP should carefully checks materials to be integrated into the GM because unsuitable materials could perturb the reader instead of supporting it.

More particularly, STNA believe the ATNP should not attempt to (re)specify whole or part of an IP network architecture (i.e. supporting MPLS, linking NSAP to IP addresses are implementation ).

GM should focuses on the way for providing the service and QOS expected by the ATN-ICS from an IP subnetwork, with minimum assumptions on the underlying IP network architecture.

It could be beneficial to integrate WP408 chapter 4 in GM for the purpose of supporting the implementation of ES-IS over any type of broadcast and non-broadcast subnetwork.

There could be an interest for the ATN community to specify the ATN IP SNDCF rapidly (this is the case for the French STNA). If a SARPs text preview were available before end 2002, STNA would be able to participate to the validation work (otherwise, STNA will face some difficulties to allocate efforts for this task during 2003).

Update of the GM is not so urgent. Practically, it could be interesting to take into account results from ATN IP SNDCF experimentations (e.g. validation work) before freezing the technical content of the ICS-GM concerning the IP SNDCF. However, a rapid agreement on the summary of the GM section about the IP SNDCF will permit to anticipate the effort for completing this task.
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