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1. Introduction

1.1 Scope

The use of Internet Protocol version 4 (IPv4) to support the operation of the Connection-Less Network Protocol (CLNP) is described in Reference [1].  In a complementary fashion, this paper adopts a similar approach, using an Internet Protocol version 6 (IPv6) infrastructure to support the conveyance of CLNP and associated payloads among ATN end systems.
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2. IPv6 Service Assumptions

The IPv6 network is to be implemented in compliance with [2], [4], and [7] for Ground-to-Ground applications. ATN CLNP will be enabled on the end systems as described in [3] and [8].

3. Discussion

Global Internet networks are expected to migrate their operations to the IPv6 protocol. Since IPv6 has adopted many Open Systems Interconnect (OSI) standard features included in the ATN architecture, IPv6 is a choice subnetwork to provide connectivity among ATN Ground-to-Ground end systems. The following subsections will elaborate on the mechanisms and RFCs that would implement this functionality.

3.1 Approach

In order to convey ATN messaging in an IPv6 domain, encapsulation of CLNP packets will be used. This allows the use of a robust subnetwork, with minimal impact on the ATN end systems. This is accomplished by setting up tunnels through an IPv6 network that serve as virtual links between two Sub Network Dependent Convergence Function (SNDCF) endpoints.   The tunnel end points act as logical point-to-point links, and the IPv6 acts as the subnetwork protocol.  The individual end points have the responsibility of performing encapsulation and decapsulation between CLNP and IPv6; this takes place in the IPv6 tunnel entry and exit points, as described in [5].

As a result, CLNP packets traverse the virtual link represented by the tunnel.  This method enables communication among ATN end systems that support SNDCF encapsulation and decapsulation of CLNP over IPv6 networks, without having to make modifications to ATN end system CLNP functions.

IPv6 addresses are statically configured as tunnel entry and exit points. These addresses will be mapped to the ATN Network Service Access Point Addresses (NSAPA) as described in [9]. A caveat of this approach is that dynamic mapping between NSAPAs and IPv6 addresses is not supported.  This constraint impacts availability and recovery of the network configuration if a tunnel becomes inaccessible.

3.2 Model of Operations

The Model of Operations for this approach is illustrated in Figure 3-1. An interface is provided between CLNP and IPv6.  Other communications protocols may also make use of the IPv6 Network Services (e.g., Transmission Control Protocols/User Data Protocol (TCP/UDP)).









Figure 3-1 CLNP over IPv6 Network

Note: – CLNP is not intended to be an exclusive user of the IPv6 Network Service, nor is it restricted to use only the network service provide by IPv6.  The IPv6 Header does not replace the CLNP Header.  Instead, the CLNP PDUs (i.e., the CLNP Header and user data) are encapsulated and transferred as the data portion (i.e., payload) of an IPv6 Datagram.

The process of encapsulation and decapsulation from one ATN End System/Subnetwork to another ATN End System/Subnetwork via IPv6 networks is illustrated in Figure 3-2, as described in [5].

Blocks A and D of Figure 3-2 represent the ATN layers of the End Systems, whereas blocks B and C represent IPv6 tunnel points between the End System ATN layers.  IPv6 tunnels look like virtual point-to-point links to the ATN End Systems.


IPv6 bi-directional tunnels are formed from individual, unidirectional tunnels flowing in opposite directions over the tunnel path.


ATN CLNP PDUs consist of an International Organization for Standardization (ISO) CLNP formatted header and payload/data fields.


Therefore, encapsulation of ATN CLNP PDUs in IPv6 is accomplished at the end system IPv6 tunnel entry points by pre-pending an IPv6 header and IPv6 extension headers (as applicable) to each ATN CLNP PDU.

During the encapsulation process, the IPv6 address of the tunnel entry point node is used as the source address in the IPv6 tunnel header and the address of the tunnel exit-point is used as the IPv6 tunnel destination address.

Decapsulation of ATN CLNP PDUs from IPv6 is accomplished at the ATN IPv6 tunnel exit points by removing the previously pre-pended IPv6 header and IPv6 extension headers (as applicable) from the IPv6 packet.


As an option, extension headers can be added during the encapsulation process to support additional IPv6 functional capabilities (e.g. hop-by-hop processing, fragmentation, authentication, routing header), and ATN addressing information (see [9]).    

3.3 ICMPv6 Error Messages

IPv6 includes the ICMPv6 error reporting and diagnostics protocol [7], which defines the following four types of error messages:

1. Destination Unreachable

2. Packet Too Big

3. Time Exceeded, and 

4. Parameter Problem.

If any of these error messages originate from a node in the tunnel domain, it shall be reported to the tunnel entry point node.  However, because ICMPv6 is not supported by the ATN management system, the messages will be discarded or not recognized by the ATN end systems.  Further studies may be undertaken to determine how such error messages may be propagated in the ATN domain.



















Figure 3-2 End-to-End Tunneling Process

3.4 Conclusion and Recommendations

Worldwide use of IP technology can be leveraged to connect ATN-compliant systems for Air Traffic Management applications in the Ground-Ground domain. This paper describes an approach to achieve this convergence with a tailored SNDCF between ATN and IP layers. IPv6 is the recommended version for the infrastructure, since many features of ATN have migrated to this release of IP (e.g., security, network management, routing, Quality of Services (QoS)).

The findings of this working paper should be used for future analysis of IPv6 as a candidate for inclusion in the ATN guidance material.  Further studies should be performed in the following areas: dynamic mapping, mobile implementations, conformance testing, security, and network management (including inter- and intra-domain implementations with IPv6)

 4.0 Abbreviations

ATM
Air Traffic Management

ATN
Aeronautical Telecommunication Network

CLNP
Connection-Less Network Protocol

ICAO
International Civil Aviation 

ICMP
Internet Control Massage Protocol

IETF
Internet Engineering Task Force

IP
Internet Protocol

ISO
International Standards for Organization

NSAP
Network Service Access Point

OSI
Open System Interconnection

PDU
Packet Data Unit

QoS
Quality of Services

RFC
Request for Comments

SNDCF
Subnetwork Dependent Convergence Function   

SNPA
Subnetwork Point of Attachment

TCP
Transmission Control Protocol


UDP
User Datagram Protocol

SUMMARY�


This working paper defines the use of an IPv6 Network to support encapsulation of ATN CLNP and its payloads during the transition phase to the full ATN architecture.
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