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1.0 Background

Both Connection-Less Network Protocol (CLNP) and Internet Protocol (IP) support connection-less services. They are functionally similar; the major differences between the two include addressing, Quality of Service (QoS) parameters and packet formats.  IPv4 is currently facing limitations on addressing, routing, security, optional services, and Quality of Service (QoS) capabilities.  To mitigate many of these issues, the Internet Engineering Task Force (IETF) reviewed the IPv4 network layer and the Internet Control Message Protocol version 4 (ICMPv4) capabilities.  As a result, enhancements were provided in a series of Request For Comments (RFCs) documents describing the next generation Internet Protocol (IPng), including IPv6, and ICMPv6. This paper will discuss these issues and provide a tabular comparison between the subject protocols.

2.0 Discussion

To assist the Aeronautical Telecommunication Network (ATN) Working Group B in implementing connectivity among Ground-Ground Air Traffic Management (ATM) systems, this section discusses the various features of applicable subnetwork protocol functions and services of CLNP, IPv4, and IPv6.

2.1 Header Comparison

Table 1 provides a comparison between ATN/ISO CLNP, IPv4 and IPv6 header formats and services.  

Figurs 1, 2, 3, 4 and 5 depict the various formats of CLNP, IPv4, basic IPv6, IPv6 with extension header packets and ICMP error messages.



Table 1

Comparison of ATN/CLNP to IPv4/6

Services
ATN/CLNP
IPv4
IPv6
Comments

Addressing Size
20 bytes
4 bytes
16 bytes
RFC 1888 describes an experimental method to map IPv6 addressing space to CLNP

Addressing Class Structure
None
4 classes or Classless Inter-Domain Routing (CIDR)
None
CLNP and IPv6 offer more efficient routing due to no class structure

Special Addressing
Multicast/Broadcast
Multicast/Broadcast
Multicast/Anycast
IPv6 offers anycast addressing, to send a packet to any one of a group of nodes

Embedded Hierarchical Addresses
Supported through NSAP address structure
Not available due to IP addressing size
Not available due to IP addressing size
NSAP addressing structure supports embedded hierarchical addressing for end-to-end services.

Security
Network layer security as per ISO DIS 11577

Security option in ISO/IEC 8348
Optional support for conveyance of security level, restriction codes, and user group parameters (RFC 1108 and 1825)
Supports IPSec with RFC 2401
IPv6 supports authentication, data integrity and confidentiality, encryption, PPP, VPN under IPSec.

Table 1 (con’t)

Comparison of ATN/CLNP to IPv4/6 

Services
ATN/CLNP
IPv4
IPv6
Comments

Quality of Services (QoS)
QoS supported

(see Fig. 1)
Limited to ToS

(see RFC 791)
QoS supported with Traffic Class and Flow Label

(see RFC 2460)
QoS in CLNP and IPv6 provides more robust quality-ensuring services than IPv4

Support for Mobility
ISO NSAP addressing will allow future mobility support
Public domain software is available that supports this functionality using RFCs 2002, 2290, and 2794.
In accordance with RFC 2026 (may be modified by Internet Draft “Mobility Support in IPv6”, July 2, 2001)
RFC not yet approved for Mobile IPv6

Header Length
 1 Octet, in units of octets
4 bits, in units of 32-bit words
Removed
IPv6 does not include an Internet Header Length field



Version Identification
1 Octet
4 bits
4 bits
--

Segment/fragment offset
16 bits, in units of octets (Segment)
13 bits, in units of octets (Fragment)
Not present; See comment
No fragmentation allowed in basic IPv6; see Figure 4 for IPv6 extension that allows fragmentation for packets larger than Maximum Transmission Unit (MTU) 

Protocol Identifier
1 Octet
1 Octet
1 Octet
IPv6 Next Header field is equivalent to IPv4 Protocol field  

Total length
16 bits, in units of octets
16 bits, in units of octet
Similar to IPv4 Total Length, with exception – see Comment
IPv4 Total Length measures header and data; IPv6 Payload Length only measures data

Packet Longevity 
1 Octet, in 500 ms units (Lifetime)
1 Octet, in units of seconds (Time to Live)
1 Octet (Hop Limit)
CLNP and IPv4 measure packet longevity in time; IPv6 limits number of hops for each packet

Packet Header size
Variable
20-40 octet
40 Octet
IPv6 header is 40 octets. As option  Extension Header can be add (see RFC 2406) 

Header  Checksum
2 Octet
2 Octet
Removed
In IPv6 error detection for packet is performed by the link layer

Flags
Segmentation permitted; More segments; error reports
Don’t fragment; More fragments
Removed
Fragmentation for IPv6 contained on extension header

Table 1 (con’t)

Comparison of ATN/CLNP to IPv4/6 

Services
ATN/CLNP
IPv4
IPv6
Comments

Options
Priority

Complete source routing

Partial source routing

Record route

Padding

Not present

Reason for discard (ER PDU only)
Precedence bits in ToS

Strict source route

    Loose source route

        Record route

Padding

Timestamp

N/A
Removed
IPv4 options are replaced by IPv6 extension header (see RFCs 2460, 2402, and 2406)

2.2 Error Reporting

Table 2 compares the features and services of ICMPv4, ICMPv6, and CLNP Error Reporting.

Table 2 Comparison of ATN CLNP Error Reports and ICMPv4/6 Messages

Category
CLNP Error Report
IPv4 ICMP Message
IPv6 ICMP Message
Comments

General
Reason not specified
Parameter problem

-Type 12, code 0 (see RFC 792)
Parameter problem


See note below


Protocol procedure error
Parameter problem  (same as above)
Parameter problem


See note below


Incorrect checksum
Parameter problem (same as above)
Parameter problem


See note below


PDU discarded due to congestion
Source quench 

- Type 4, code 0 (see RFC 792)
N/A
See note below


Header syntax error (cannot be parsed)
Parameter problem

 –Type 12 , code 0 (see RFC 792)
Parameter problem


See note below


Incomplete PDU received
Parameter problem

(same as above)
Parameter problem
See note below


Duplicate option
Parameter problem (same as above)
Parameter problem
See note below


Segmentation needed, not permitted


Destination Unreachable - Fragmentation needed, but Don’t Fragment flag is set

-Type 3, code 4 (see RFC 792)
Packet Too Big

-Type 2, code 0 (see RFC 2463)
--

Addressing-related
Destination address unreachable
Destination unreachable- host unknown

 -  Type 3, code 1 (see RFC 792) 
Destination unreachable – Address unreachable 

-Type 1, code 3 (see RFC 2463)
Type/Code values are different between IPv4 and IPv6


Destination address unknown
Destination unreachable-

Network unreachable 

 - Type 3, code 1 (see RFCs 792 & 1122 )
Destination unreachable- No routing to destination

-Type 1, code 0 (see RFC 2463)
Type/Code values are different between IPv4 and IPv6

Source routing
Unspecified source-routing error
Destination unreachable – Type 3, Code 5 (see RFCs 792)
Not supported


--

Table 2 Comparison of ATN CLNP Error Reports and ICMPv4/6 Messages (con’t)

Category
CLNP Error Report
IPv4 ICMP Message
IPv6 ICMP Message
Comments


Syntax error in source routing field
Parameter problem – Type 12, Code 0 (see RFC 792)
Not Supported
Type/Code values are different between IPv4 and IPv6


Unknown address in source-routing field
Destination unreachable – Type 3, Code 5 (see RFCs 792 & 1122)
Not Supported
--


Path not acceptable
Destination unreachable – Type 3, Code 5 (see RFCs 792 & 1122)
Not Supported
--

Lifetime
Lifetime expired while data unit was in transit
Time Exceeded - Time to live exceeded in transit

-Type 11, code 0 (see RFC 792)
Time Exceeded – hop limit exceeded in transit

-Type 3, code 0 (see RFC 2463)
Type/Code values are different between IPv4 and IPv6


Lifetime expired during reassembly
Time Exceeded - fragment reassembly time exceeded

-Type 11, code 1 (see RFC 792)
Time exceeded - fragment reassembly time exceeded

-Type 3, code 1 (see RFC 2463)
Type/Code values are different between IPv4 and IPv6

Reassembly
Reassembly interference
Time Exceeded -fragment reassembly time exceeded

-Type 11, code 1 (see RFC 792)
Time exceeded - fragment reassembly time exceeded

-Type 3, code 1 (see RFC 2463)
Type/Code values are different between IPv4 and IPv6

PDU discarded
Unsupported option not specified
Parameter problem

-Type 12, code 0 (see RFC 792)
Parameter problem – Type 4, Code 2 (see RFC 2463) 
See note below


Unsupported protocol version
Parameter problem

(same as above)
Parameter problem (same as above)
See note below


Unsupported security option
Parameter problem

(same as above)
Parameter problem (same as above)
See note below


Unsupported source-routing  option
Parameter problem

(same as above)
Parameter problem

(same as above)
See note below


Unsupported recording of route option
Parameter problem

(same as above)-Type
Parameter problem (same as above)
See note below

Note: 

An ICMPv6 Parameters Problem message is either sent by a router or by the destination. This occurs when an error is detected in either the IPv6 header or in an extension header - see RFC 2463.

3.0 Vendor implementation of IPv6

The following is a list of selected manufacturers, product categories, and site addresses for IPv6 – related Internetworking Products:

· Cisco System Inc.                           Router  ( www.cisco.com)

· Compaq Computer Corp.               End-systems (http://www.compaq.com/ipv6/Tru64UNIX.html)

· IBM                                                Router, End-systems (http://www.networking.ibm.com/220/220over.html)

· Silicon Graphics, Inc.

     End-systems (http://www.sgi.com/peripherals/networking/future_tech.html)

· 3 Com Corporation                        Router (http://www.3com.com/corpinfo/en_US/pressbox/press_release.jsp?INFO_ID=2001772)

· Mentat Inc.,                                   End-systems (http://www.mentat.com/tcp/tcpfaq.html - #functionality)

· Nokia, Inc.


    VoIP (http://www.nokia.com/ipv6/backgrounder_1.html)

· Sun Microsoft systems Inc.,          End-systems (http://www.sun.com/solaris/ipv6/)

· Ericsson Telebit 

    Router (http://www.ericsson.com/infocenter/news/ipv6_trial.html) 

· Hewlett-Packard                           End-systems (http://www.software.hp.com/cgi-bin/swdepot_parser.cgi/cgi/displayProductInfo.pl?productNumber=T1305AA)

· Hitachi, Ltd.


    Gateway/Router (http://www.hitachi.co.jp/Prod/comp/network/nr60e.htm)

· Microsoft, Inc.

    End-systems (http://www.research.microsoft.com/msripv6/)
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5.0 Abbreviations


ATN
Aeronautical Telecommunication Network


CIDR
Classless Inter-Domain Routing

CLNP 
Connection-Less Network Protocol


DoD 
(US) Department of Defense


ER          Error Report


FAA
Federal Aviation Administration


ICMP
Internet Control Message Protocol


IETF
Internet Engineering Task Force


IPng
Internet Protocol next generation


IPSec
Internet Protocol security


IPCP 
Internet Protocol Control Protocol


IPv4/6
Internet Protocol version 4 or 6


MTU 
Maximum Transmission Unit


N/A
Not Available or Applicable


PDU
Protocol Data Unit


PPP 
Point-to-Point Protocol


QoS
Quality of Services


RFC
Request For Comments


ToS
Type of Service


TUBA 
TCP/UDP with Bigger Addresses


VPN
Virtual Private Network
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Figure 2. IPv4 Packet Layout
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 Figure 1.  CLNP Data Unit Format
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Figure 4.  IPv6 Packet and Extension Header 
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Figure 5. ICMP error message formats
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