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Air/Ground Router Changes for Operation with an IPv4 SNDCF
SUMMARY

This document specifies the enhancements needed to an Air/Ground Router to support communication with a Ground Station Control Unit using IPv4.
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1. seq chapter \hIntroduction

1.1 Scope

This document specifies the enhancements needed to an Air/Ground Router to support communication with a Ground Station Control Unit using IPv4..

1.2 References

1. 
ICAO Doc9705/AN956: 2nd Edition
Manual of Technical Provisions for the Aeronautical Telecommunication Network (ATN)

2. System Context

An ATN Air/Ground Router has a number of distinguishing characteristics described by the ATN Internet SARPs including:

1. Interfaces to Mobile Subnetworks

2. The implementation and use of the ATN Mobile SNDCF and compression algorithms

3. Route Initiation procedures that dynamically create IDRP Adjacent BIS Managed Objects and then initiate BIS to BIS communications with an Airborne Router as and when an aircraft makes contact over a Mobile Subnetwork.

However, the ATN SARPs do not necessarily prescribe how the functions of an Air/Ground Router are implemented and in particular how they may be distributed between different physical platforms. Indeed, when the ICAO VHF Digital Link (VDL) is used for the Mobile Subnetwork there are specific advantages in separating the first two functions from the third, as illustrated in Figure 2‑1.
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Figure 2‑1 Distribution of ATN Air/Ground Router Functionality

In this configuration, it is the GSCU that supports the interface to the Mobile Subnetwork via the Mobile SNDCF. It is connected to the Air/Ground Router through an IP Network, with CLNP PDUs passed between the Air/Ground Router and the GSCU by encapsulating them inside an IP Datagram,. The GSCU accepts and manages ISO 8208 virtual circuits on behalf of the Air/Ground Router.

This configuration is perceived to have a number of advantages for support of VDL and similar Mobile Subnetworks:

1. Geographically distributed VDL Ground Stations can be interconnected to a central Air/Ground Router using an existing COTS IP.

2. Aircraft can change their point of attachment (i.e. to a different Ground Station) without incurring the overhead of changing the Air/Ground Router even on a comparatively long flight.

3. Other End Systems and Routers can be attached to the IP Network permitting more optimised routing i.e. CLNP packets are not constrained to pass through the Air/Ground Router when a shorter route exists. This reduces the load on the Air/Ground Router and avoids a further need for the aircraft to change Air/Ground Routers on a long flight i.e. due to increasingly non-optimal ground routes.

4. The architecture is not constrained to a single VDL mode and hides the specifics of each VDL Mode in the GSCU.

The GSCU is not a full router. All downlinked packets are by default forwarded to the Air/Ground Router which is responsible for their routing to their final destination. The GSCU does, however, make use of the ISO/IEC 9542 ES-IS protocol in order to:

a) optimise the routing of downlinked packets. It can receive Redirect (RD) PDUs from the Air/Ground Router in order to inform it of more direct routes to a given destination, and it can also receive multicast ESH PDUs in order to learn about direct routes to End Systems directly connected to the IP Network (e.g. a GACS/ACARS Gateway).

b) learn about the status of the available Air/Ground Routers by listening to their ISH PDUs.

Note.—This is the same functionality as required from a CLNP End System Implementation.

As regards uplinked packets, the GSCU does not route using the destination CLNP address. Instead, it has a pool of IP Addresses assigned to it and, when an aircraft connects to it through the Mobile Subnetwork, an IP Address is selected from the pool and dynamically assigned to the aircraft for the duration of the data link connection (via that GSCU and Ground Station). The Air/Ground Router is informed about this assignment by sending it an ISH PDU. It can also be informed about a later de-assignment of the IP Address by sending an ISH PDU with a zero Holding Time.

Any encapsulated CLNP packets received by the GSCU and addressed to the assigned IP Address are forwarded to the aircraft without any further checks or analysis.

In this context, the Air/Ground Router is still responsible for IDRP exchanges with the Aircraft, but reachable over the IP Network (as an ATN Subnetwork). Its procedures are thus adapted to a connectionless “air/ground network”, using an IP SNDCF for CLNP exchanges and where ISH PDUs are the triggers for Join Events and a lack of ISH PDUs (or an ISH PDU with a zero holding time) is the Leave Event Trigger.

The Air/Ground Router can also make use of the ES-IS protocol to optimise routing for End Systems and other routers attached to the IP subnetwork. This is simply done using the Redirection Information function supported by the ES-IS protocol.

Additional complexity is needed to handle handoff (i.e. the movement of an aircraft from one GSCU to another). However, this requires no new protocol and is achieved by recognising that the source of the aircraft’s ISH PDU has changed. ES-IS redirections need also to be recorded and “refreshed” when aircraft handoff occurs.

3. Air/Ground Router Procedures

Note.—This section specifies the additional procedures necessary for an Air/Ground Router to support the use of a GSCU interconnected via an IP Subnetwork, and is supplementary to the requirements specified in the ATN Internet SARPs. The Air/Ground Router may also be simultaneously attached directly to other Mobile Subnetworks (e.g. SATCOM). In the context of other Mobile Subnetworks it operates as specified by the ATN Internet SARPs.

3.1 IP SNDCF

An Air/Ground Router shall support the IP SNDCF specified in [??] for the exchange of CLNP and ES-IS PDUs over and IP subnetwork.

If the IP SNDCF indicates that it has received a permanent error preventing delivery to a specified destination then the corresponding FIB entry shall be removed.

3.2 Configuration Information

An Air/Ground Router shall implement the ES-IS Report Configuration and Configuration Notification functions on an IP Subnetwork.

Note.—The purpose of this is to notify End Systems (such as CLNP Relays) that the Air/Ground Router is operational.

3.3 Request Redirect Function

An Air/Ground Router shall implement the Request Redirect function when a CLNP PDU received on an IP Subnetwork is forwarded to a destination on the same IP Subnetwork. 

The RD PDU shall include as the value of its security parameter, the ATN Security Label, if any, contained in the forwarded CLNP PDU.

The Air/Ground Router shall record each redirect sent in order to update the redirection if necessary (see 3.6 below).

3.4 ISH PDU Processing

The Air/Ground Router shall maintain:

a) a local Routing Information Base (RIB) of received ISH PDUs (as required by ISO/IEC 9542), and

b) a local configuration table associating ranges of IP Addresses with a given Mobile Subnetwork, as follows:

· a local Mobile Subnetwork Identifier,

· the Air/Ground Router acts as IDRP Initiator or Responder,

· the ATSC Class of the Mobile Subnetwork, 

· the Air/Ground Subnetwork type and 

· any restrictions on traffic types that may use that Mobile Subnetwork. 

This configuration table shall be configurable by a Network Manager.

Note.—It is the Network Manager’s responsibility to ensure that the IP Address Ranges used by CLNP Relays correspond to appropriate entries in the local configuration table.

When an ISH PDU is received from an IP Address known, by accessing the above defined configuration table, not to be associated with a CLNP Relay (e.g. GSCU) to an Air/Ground Subnetwork then the PDU shall be processed in compliance with ISO/IEC 9542.

Note.—In this case, the ISH PDU comes from another ATN Router attached to the IP Network.

Otherwise, the RIB shall be consulted to determine if there is a corresponding ISH PDU entry with the same Mobile Subnetwork Identifier and NET. 

a) If no entry exists corresponding to the ISH PDU NET parameter and the same Mobile Subnetwork Identifier then the arrival of the ISH PDU shall indicate that a new data link has been established. 

· The ISH PDU shall be entered into the RIB and

· The Holding Timer shall be initialised to the value contained in the ISH PDU. 

· A CLNP FIB entry shall be made for the ISH PDU NET indicating that CLNP PDUs addressed to that NET shall be routed via the IP Subnetwork. 

· The ISH PDU source IP Address shall be entered into the FIB as the destination SNPA Address for this entry. 

· The ISH PDU Information shall be passed to the Air/Ground Router’s IS-SME and BIS-BIS communication with the Airborne Router shall be established as specified in 3.5.

b) If the ISH PDU Holding Time is non-zero and an entry already exists corresponding to the ISH PDU NET parameter and the same Mobile Subnetwork Identifier but from a different source IP Address then this shall imply that a Handoff has taken place. 

· Both RIB and FIB entries shall be updated, and

· The new IP Address (i.e. the ISH PDU source address) shall replace the previous IP Address as the destination SNPA Address in the FIB entry

· The received ISH PDU shall replace the existing RIB entry. 

· The ISH PDU shall be passed to the Air/Ground Router’s IS-SME and IDRP Routing Information shall be updated as specified in 3.6.

c) Otherwise, if an entry does exist corresponding to the ISH PDU NET parameter and the same Mobile Subnetwork Identifier then this is updated i.e. the Holding Timer for the entry is restarted and the expiration time set to the value in the received ISH PDU.

3.5 Establishing BIS – BIS Communications

When an ISH PDU is received from a GSCU as specified above and passed to the IS-SME, clause 5.3.5.2.8 of the ATN Internet SARPs [1] shall be applied, followed by clause 5.3.5.2.10 or 5.3.5.2.12 as appropriate, and clause 5.3.5.2.11. 

Note.—This will cause the Air/Ground Router to establish a BIS-BIS connection if one does not already exist.

With reference to paragraphs 5.3.5.2.10.2 and 5.3.5.2.10.3 of the ATN Internet SARPs, the ISH PDU’s source IP Address and the local Configuration Table (see 3.4) shall be used to determine if the Air/Ground Router is in the responder role (Air Initiated Mobile Subnetworks) or the initiator role (Ground Initiated Mobile Subnetworks).

3.6 Handoff and BIS-BIS Connections

Note.—When a Handoff occurs the bisPeerSNPA attribute of the adjacentBIS MO corresponding to the airborne router has to be updated with the new IP Address and the Routing Decision process run to update the routing information.

When an ISH PDU is received from a CLNP Relay resulting from a Handoff i.e. the RIB already contains an entry for the same NET and Mobile Subnetwork Identifier, the IS-SME shall:

a) Locate the bisPeerSNPA attribute of the adjacentBIS MO for the Airborne Router identified by the NET, remove the previous IP Address from the SNPA list and replace it with the new IP Address. The IDRP Routing Decision process shall be performed in order to process the changed routing information.

b) Resend any Request Redirect (RD) PDUs that had included the previous IP Address as the “Subnetwork Address” given in the RD PDU, replacing the Subnetwork Address with the new IP Address (i.e. the ISH PDU Source Address).

Note.—The purpose of this procedure is to redirect other subnetwork users to the new point of attachment for the aircraft.

3.7 Flush Old Configuration

If the ISO/IEC 9542 “Flush Old Configuration” function removes RIB entries corresponding to ISH PDUs received from an IP Address associated with a CLNP Relay to an Air/Ground Subnetwork then:

a) The corresponding CLNP FIB entry shall be removed.

b) Paragraphs 5.3.5.2.13.7 through to 5.3.5.2.13.9 of the ATN Internet SARPs [2] shall be applied.
Note.—As a result the routing information will either be updated to reflect the loss of the data link, or the IDRP adjacency will itself be terminated if no other data link exists to the aircraft.

4. Protocol Requirements List

4.1 ISO 9542  - Air/Ground Router operation over an IP Subnetwork

When ISO 9542 is supported, then the protocol implementation shall conform to the following.

Item
Protocol Function
Clauses
Status

CI 
Is configuration information supported over the associated subnetwork?
5.1
M

RI 
Is redirection information supported over the associated subnetwork?
5.1
M


Are the following functions supported ?



ErrP 
Protocol Error Processing
6.13
M

HCsV 
PDU Header Checksum Validation
6.12
M

HCsG 
PDU Header Checksum Generation
6.12
O

RpCf 
Report Configuration
6.2,6.2.2
M

RcCf 
Record Configuration
6.3,6.3.1
:M

FlCf 
Flush Old Configuration
6.4
M

RqRd 
Request Redirect
6.8
M

CfNt 
Configuration Notification
6.7
M

CTGn 
ESCT Generation
6.3.2
CI:O

AMGn 
Address Mask (only) generation
6.8
RI:O

SMGn 
Address mask and SNPA Mask generation
6.8
RI:O


Are the following PDUs Supported ?



ESH-r 
<r> End System Hello
7.1,7.5
M

ISH-<r> 
<r> Intermediate System Hello
7.1,7.6
CI:O

ISH-<s> 
<s> Intermediate System Hello
7.1,7.6
M

RD-s 
<s> Redirect
7.1,7.7
M

RD-r 
<r> (ignore) Redirect
6.9,7.1,7.7
M


Are the following PDU fields supported ?



FxPt 
<s> Fixed Part

<r> Fixed Part
7.2.1-7.2.7

7.2.1-7.2.7
M

M

SA-r 

<r> Source Address, one or more NSAPs
7.3.1/2/3
CI:M

NET-s 
<s> Network Entity Title
7.3.1/2/4
M

NET-r 
<r> Network Entity Title
7.3.1/2/4
ISH-r:M

DA-s 
<s> Destination Address
7.3.1/2/5
RI:M

BSNPA-s 
<s> Subnetwork Address
7.3.1/2/6
RI:M

Scty-s 
<s> Security
7.4.2
M

Scty-r 
<r> Security
7.4.2
O

Pty-s 
<s> Priority
7.4.3
O

Pty-r 
<r> Priority
7.4.3
O

QoSM-s 
<s> QOS Maintenance
7.4.4
RI:O

AdMk-s 
<s> Address Mask
7.4.5
RI:O

SNMk-s 
<s> SNPA Mask
7.4.6
RI:O

ESCT-s 
<s> Suggested ES Configuration Timer
7.4.7
CI:O

ESCT-r 
<r> (ignore) Suggested ES Configuration Timer
7.4.7
ISH-r:M

MSNC-r
<r> Mobile Subnetwork Capabilities
ATN SARPS ref: 5.8.2.1.3, 5.3.5.2.6.9
M

OOpt-r 
<r> (ignore) unsupported or unknown options
7.4.1
M

OOpt-s 
<s> Other options

P


Parameter Ranges



HTv 
What range of values can be set for the Holding Time Field in transmitted PDUs ?

0 ( t < 65536

CTv 

If configuration information is supported, what range of values can be set for the Configuration Timer ?



5 < t < 32767
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