
REPORT OF THE 2ND MEETING OF THE AERONAUTICAL TELECOMMUNICATIONS NETWORK (ATN) SUB-GROUP B1 – ATN INTERNET COMMUNICATIONS SERVICE, GATWICK, UK, 5TH – 7TH JUNE 2001

1 MEETING ORGANISATIONAL ISSUES

The second meeting of the ICAO Aeronautical Telecommunications Network Panel Sub-Group B1 was held in NATS Spectrum House, Gatwick, UK from the 5th – 7th June 2001. The meeting was chaired by the WG B Rapporteur, Brian Cardwell (BC), and was attended by 12 Members. 9 Working Papers (WP) and 1 Flimsy (FL) were presented. A copy of the Agenda for the meeting is at Appendix A, the list of Working Papers is attached at Appendix B, and the list of attendees is at Appendix F

The meeting was hosted by NATS, and Brian Cardwell welcomed the members to Gatwick.

2 REVIEW/APPROVE MEETING AGENDA
The meeting approved the 10 items on the agenda. BC informed the group that five new working papers have been submitted since the publication of the agenda.

3 REVIEW OF MEETING PURPOSE
BC reminded the group of the reason for calling this meeting as identified at the Honolulu meeting. There is a need for use of IP networks on the ground as ATC providers migrate from X.25 services to IP backbone infrastructure. Eurocontrol Comm-T strategy states future use of IP with the use of X.25 to be phased out. There is the discussion point whether to address IPv4 or, due to ICAO timescales, to move directly to IPv6.

4 WORK IN PROGRESS/COMPLETED ELSEWHERE
The Chairman invited the members to exchange any knowledge they had of similar work involving IP integration within the ATN.  The group agreed that no current work was identified.  This enabled SG-B1 to work from a 'clean sheet' for accommodation of IP subnetworks as no existing investments/developments could be affected.

Paul Hennig presented WP202 - Potential Use of TCP/IP in Aviation. This presentation is a summary of a presentation by Computer Networks & Software Inc to United Airlines. It addresses the comparison of the ATN protocols vs. TCP/IP suite, the costs and benefits associated with ATN and TCP/IP products, and finally recommends that the TCP/IP suite is at least technically equivalent if not superior to the ATN protocols. There were several major flaws, and many minor errors in this material. It incorrectly states that the ATN has limited mobility support and it suggests that a COTS IP air/ground router would cost only $250. The group agreed that they could not accept that a certifiable aviation router would cost $250 nor that IP mobility was superior to ATN mobility.  It was decided that no response to this paper was necessary, as it was patently incorrect. However, TW and TMcP suggested that the group should have a statement that addresses IP considerations so that other papers like this could be refuted easily.

Vic Patel presented IP 208 - CPDLC Build 1 Architecture. This paper detailed the FAA CPDLC architecture for implementation of VDLM2 CPDLC within the Miami region.

Al Burgemeister gave the group a verbal high-level overview of the 'Connexions by Boeing' project and its intended evolution to offer Ku-band based cabin IP services. Boeing were making no claim that this technology would be used for ATC purposes.

It was noted that other companies e.g. SITA and ARINC were planning IP Air/Ground services for passenger cabin use.

In this discussion it was observed that future IP A/G subnetworks may be able to use the ATN mobility protocols to enhance the service they provided. An example architecture is shown in Appendix D.  Future airborne TCP/IP services could utilize the CLNP service of the ATNP stack or the use of the IP service directly. The ATNP communication stack, with suitable mobile SNDCF work, could make use of the future high-bandwidth IP air-ground services.

After a significant amount of discussion and speculation it was agreed that the group would focus on what was well understood and could be achieved i.e. an IP SNDCF that would enable ground IP subnetworks to be used to link BISs across State/Organisation boundaries.

5.
HIGH LEVEL ATN SUB-NETWORK REQUIREMENT AND CURRENT ANNEX 10, DOC 9705, DOC 9739 ACCOMMODATION OF IP

HB presented IP 209 - Current Status of SARPs Ed.2 Subnetwork Requirements and Guidance Material on IP. This material would be used to cross check any requirements of a new IP subnetwork.

6
GENERAL APPROACH TO IPV4/IPV6 AS AN ATN SUBNETWORK

Pierre Vabre presented WP 203 - Integrating an SNDCF for using IP as an ATN subnetwork. This investigation addressed direct access through an IP stack or indirect access via UDP.  It is the recommendation of WP203 that the UDP approach would provide a better approach as access to the IP service is often restricted by certain operating systems.

Tony Whyman presented WP206 Air/Ground Communications and CLNP over IP. This paper details the implementation of IP as an ATN subnetwork within a VDL M2 scenario. He also briefly explained the content of WP 205 - An SNDCF for IPv4 and WP 207 Air/Ground Router Changes for Operation with an IPv4 SNDCF. Although tailored to address a VDLM2 architecture, TW pointed out that the solution is generic enough to be used for general IPv4 encapsulation and IPv6 with few perceived implementation problems within an ATN router.

Leon Sayadian presented WP 204 - ATN Adaptation to External Subnetworks. This paper recommends possible Guidance Material development to cover SNDCF for ATN End System CLNP over IPv4/IPv6, and SNDCF for ATN Router CLNP over IPv4/IPv6.  LS also indicated to the group that IP 204a provided additional material that could be incorporated into future guidance material.

The group had a concern that use of an IP subnetwork may create security problems.  MB pointed out that there are no current security requirements placed on subnetworks themselves.

Christine Ricci indicated that there is more of a concern with quality and performance of a subnetwork rather than imposing specific security requirements on the subnetwork requirements.

 The group had some discussion whether to address IPv4, IPv6 or both. LS stated that due to the slow ICAO process would it not be better to move directly to IPv6.  TW pointed out that there was a danger of looking too far ahead with internet technology.  The current environment is based solely on IPv4 and it will drive the current requirements.  Christine Ricci observed that even if backbone networks evolved to IPv6, there would still be IPv4 access points for a long time yet.

Day 2

TW presented FLIMSY 1 - ATNP WGB-SGB1 Policy Statement on the use of IP Networking as part of the ATN. This paper outlines the background and reasons for continuing use of OSI protocols plus the need for integration with IP networks. 

PH suggested that policy based routing should be added to the section on mobile routing within the ATN.  BC recommended that the paper should also recognize industry air-ground IP developments.  TW agreed to update FLIMSY 1.  It was agreed the policy statement would be forwarded to the next ANTP JWG meeting.

BC then led the group through a brain storming session to capture all the relevant areas on the subject of IP integration.  These are captured in Appendix C and D.

7 FUTURE WORK FOR TOULOUSE MEETING - ALLOCATE ACTIONS

The chairman summarised the group's discussions and the following actions were agreed for delivery at the next meeting in Toulouse;

· MB and TMcP to present a paper on the security issues of using IP subnetworks.

· LS to produce a paper identifying:

· IPv6 header parameters, and how the SNDCF should handle them. (WP205 should be used as the model).  

· Managed Objects for the IP SNDCF should be documented

· TW to rework WP205 with the comments made during the meeting.

· CR and PV to investigate performance issues identified in Appendix C

· TMcP to summarise and document network problems

· BC and HB to investigate software performance and certifiability of IP stacks for aviation use.


Possible future work item to update RFC 1070 prior to applying for a new protocol identifier and/or port numbers.

8 OUTPUT OF SG-B1 TO OTHER GROUPS

It was agreed that no output was required. However, the updated Policy Statement should be presented at the next joint working-group meeting in Toulouse.

9 A.O.B

The chairman told the group that the final version of the ICS GM for Doc 9739 Ed. 2 was on the CENA server and should be reviewed. Mike Bigelow confirmed that the DOC 9739 Ed. 2 Security GM would be available by 30th June as required.

The chairman stated there had been further progress on the CLNP priority mapping table and an update to the PDR would be issued shortly.

BC asked PH and AB if there was any relevant AEEC work involving IP avionics.  AEEC 664 and 763 are being developed to address on board LAN and server architecture.  PH suggested that it may be possible to arrange a presentation on the subject at the Toulouse meeting by an Airbus representative.

Harry Boyce
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APPENDIX C

IP Sub-net Performance Issues

· Congestion Management (vendor differences?)

· Priority handling 

· Transit delays

· Data integrity / Residual error rate

· Extra overhead

· Segmentation / re-assembly

· Availability

· Interoperability between IP vendors

· Timers and interactions of timers in difference layers

IP Sub-net Security Issues

· Susceptibility to denial of service attacks

· Firewalling

· Intrusion detection systems

· Use of IPSec

· Use of VPN Techniques

IP Sub-net Addressing Issues

· No algorithmic mapping required

· No mandatory use of Directory Services required

· IPv4 and IPv6 address field usage 

IP sub-net Management Issues

· Accessibility of ICMP in end-systems

· CMIP / SNMPv3 interaction

IP Sub-net Software Issues

· Certifiable software stacks 

· Interoperability issues between different vendors products

· congestion management

· priority handling

· Supportability / Deprecation issues

· Accessibility of the IP service in end-systems (use of UDP instead)

Other General Issues

· Extensibility / Scaleability

· Use of UDP where access to IP service is privileged

· Request for Protocol IDs and/or Port Numbers from IANA

APPENDIX D
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APPENDIX E

ATNP WGB-SG1 Policy Statement on the use of IP Networking as part of the ATN

Considerations

1. The ATN was designed to embrace all air/ground and ground/ground communications technologies; some of these will provide IP Services. IP networks can and should be part of the ATN.

2. Non-ICAO Air/Ground networks are being developed that provide IP Services to non-safety airborne applications. Where the Quality of Service provided is acceptable for ATC Applications, such networks should be useable as part of the ATN. 

3. It may also be desirable for air/ground applications developed to use TCP/IP networks to be able to make use of ATN mobile communications services by tunnelling IP packets through the ATN.

4. The ICAO specification for the ATN uses OSI protocols and specifically, CLNP and TP4 to supporting internetworking and reliable end-to-end connection mode communications. ICAO Applications and Upper Layers Communications Services including Security Services also depend upon the availability of TP4. There is considerable industry investment in these protocols and applications including the development and validation of the ICAO specification and the development and certification of ATN compliant products. This investment must be protected.

5. TCP/IP communications protocols although functionally similar cannot replace the OSI protocols specified by ICAO without a similar level of investment in time and effort to produce certified products. Off the shelf implementations are not acceptable as they neither include additional features deemed necessary for ATC use nor have they been developed using the lifecycles and methodologies appropriate for certifiable software.

6. The ATN Mobile Routing strategy permits mobile platforms to :

· act as servers and receive incoming connections on well known and statically assigned network addresses, and to make outgoing connections to ground systems;

· seamlessly move between different mobile networks without disrupting end-to-end communications; 

· simultaneously use more than one mobile network; and

· support Policy Based Routing Decisions in order to choose between alternative routes to the same destination.

Mobile IP strategies are directed to the support of single systems and support only the first two of the above functionalities. Mobile IP also introduces a special point into the network (the Home Agent) and has issues associated with a potential single point of failure, inefficient routing due to the necessity of routing through a Home Agent, and security due to apparent “spoofing” by a mobile system.

In consequence, the ATNP believes that it is appropriate, on both economic and technical grounds, to continue the use of CLNP and TP4 as the ATN core protocols whilst developing specifications to enable the use of IP Networks as ATN subnetworks for both ground-ground and air/ground use, where there is industry demand. 

SARPs to support the tunnelling of IP packets through the ATN may also be developed if user requirements for this function are forthcoming.

The Co-existence Strategy

ATNP WGB SG-1 will develop SARPs to permit:

1. The use of ground-ground IP Networks as ATN subnetworks for both Router to Router and Router to End System interconnections.

2. The use of Air/Ground IP Networks for Airborne Router to Air/Ground Router interconnections.

In order to achieve the above, ATNP WGB SG-1 will develop SARPs and Guidance Material for an IP SNDCF to support the encapsulation of CLNP packets for their transit across an IP Network. ATNP WGB SG-1 will also consider the quality of service and security issues concerned with the use of IP Networks and develop SARPs to address such issues.
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