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SUMMARY

This paper presents the results of the validation activity performed by STNA on PDR M0040002. The extended transport checksum mechanisms have been implemented on the ProATN lower layers (including TP4 and CLTP). These results give confidence that this mechanism can be implemented and that an ATN ICS implementation supporting this mechanism inter-operates with early implementations (that do not support it). 
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1. Introduction

1.1 Scope

A potential problem of reliability has been detected on the ATN ICS early 2000. Lack of any mechanism for covering the requirement 1.3.28 of ICAO Doc 9705 Subvolume one ([REF1]) may lead existing ATN ICS implementation to misdeliver CLNP frames.

To overcome this problem, the ATN ICS PDR M0040002 proposed an amendment to the ICAO Doc 9705 Subvolume five (REF2) that extend the checksum mechanism used by the transport layer protocol. This enhancement may be summarised has following:

· Introduction of 3 levels of Residual Error Rate (RER) at the transport service interface. Thus, when establishing a connection, a transport user may either request:

· a low RER:

This instructs the transport layer to negotiate the use of the 32 bits checksum over the new connection over COTS (with fallback to the standard 16 bits checksum if the remote system reject the use of the 32 bits checksum). Over CLTS, include the 32 bits checksum in the CLTP datagram.

· a medium RER: 

This instructs the transport layer to negotiate the use of the standard 16 bits checksum over the new connection (cannot be rejected by the remote system) Over CLTS, include the standard 16 bits checksum in the CLTP datagram. 

· a high RER: 

This instructs the transport layer to negotiate the non-use of the standard 16 bits checksum over the new connection over COTS (however, the remote system may reject non-use; this lead to the use of the 16 bits checksum over the connection) Over CLTS, no checksum is included in the CLTP datagram. 

· Introduction of new rules for negotiating the use of the 32 bits checksum.

Implementation of this mechanism has been targeted on the ProATN Lower Layers stack.

The main objectives of the validation performed by the STNA was:

· Demonstrate that the mechanism can be implemented.

· Demonstrate that ATN ICS implementation supporting this mechanism inter-operates with early implementations (that do not support it).

The following items are out of the scope of this validation:

· Demonstrating that the mechanism fulfils the requirement of 1.3.28 of [REF1].

· Validating the extended checksum handling by the ATN upper layers.

· Validating handling of errors related to the extended checksum. No specific validation is required since procedures are shared with the standard checksum management.

1.2 Purpose of the document

This document is the result report produced after validation of the new checksum mechanism proposed by the PDR M0040002.

This result report includes the following conventional sections:

· An overview of the validation exercise

· A summary of the results, concluded by a statement declaring the tests successful or unsuccessful

· A detailed description and analysis of the problems encountered, if any.

· The Proposed Defect Reports (PDRs), if the problems have to be reported to ATNP

· A reference to the location where the configuration, log and trace files are archived.

1.3 References

REF1 

Doc 9705 Sub-Volume 1

REF2 

Doc 9705 Sub-Volume 5

REF3 

ATN ICS PDR M0040002

2. Findings during implementation of the enhancement

Implementation and validation of the ATN 32 bits transport checksum has been carried out second half of 2000 on the ProATN Air/Ground BIS software by STNA.

During implementation, a potential conformance issue with ISO 8073 has been discovered. Stéphane Tamalet (STNA) has reported it during September 2000 to WG2 members for discussion.

After some debate on the subject, Stéphane Tamalet has made a proposition of amendment to the PDR M0040002 on 29 September 2000.

The implementation and the validation made by the STNA takes this proposed amendment into account.

3. Description of the Validation Exercise

3.1 EXTCHK_COTS_1

3.1.1 Objective of the test

The objective of this test consists in checking that any possible combination of checksum negotiation when a transport connection is established complies with the rules specified in [REF2].

3.1.2 Configuration

The configuration used for this test is built as follows:

· Two instances of the ProATN Lower Layer stack operating as End System.

· A LAN subnetwork connecting the two End Systems. Connectivity is achieved through the use of ES-to-IS.

· A simulated transport user above every End System, implemented by a specific test program. This test program exposes through a command-line every XTI API function, thus allowing simulation of simple exchanges between peer transport users.

3.1.3 Specification of the tests

The principle of the test consists in successively establishing a transport connection between a transport user asking for one of the 3 levels of RER and an other one accepting with the same or a different level of RER.

Thus, this results in 9 combinations to check.

For every combination, the sequence of transport service events is as following:

Client side
Server side

Request a connection with a specified RER



Accept connection with a (possibly different) RER.

Send data from client to server



Send data from server to client

Break connection


Transport protocol level traces are requested and logged on client side.

3.1.4 Expected results

The table below indicates the expected test result, according to the RER requested by the client program and the RER accepted by the server program.

Among the 9 checked combinations, only 5 corresponds to an effective negotiation, the other 4 (greyed cells) corresponding to wishes on server side that are not obtainable. In this last case, the STNA implementation choice consists in selecting a compatible setting instead of reporting a user-error to the server program and rejecting the call.

RER Client \ Server
High
Medium
Low

High
High
No checksum
Medium
Standard checksum
Medium
Standard checksum

Medium
Medium
Standard checksum
Medium
Standard checksum
Medium
Standard checksum

Low
Low
32 bits checksum
Medium
Standard checksum
Low
32 bits checksum

Visual inspection of generated CO-TPDU traces shall display the checksum option setting corresponding to the particular RER negotiation performed during every test step.

3.2 EXTCHK_CLTS_1

3.2.1 Objective of the test

The objective of this test consists in checking that CLTS datagram using different levels of RER may be generated and received in compliance with the rules specified in [REF2].

3.2.2 Configuration

The configuration used for this test is built as following:

· Two instances of the ProATN Lower Layer stack operating as End System.

· A LAN subnetwork connecting the two End Systems. Connectivity is achieved through the use of ES-to-IS.

· A simulated transport user above every End System, implemented by a specific test program. This test program exposes through a command-line every XTI API function, thus allowing exchange of datagrams between peer transport users.

3.2.3 Specification of the tests

The principle of the test consists in sending CLTS datagrams successively requesting use of the 3 levels of RER.

Transport protocol level traces are requested and logged on client side.

3.2.4 Expected results

Inspection of test results shall indicates that all generated CLTS datagrams are received by the peer system and delivered to the peer CLTS user.

Visual inspection of generated CL-TPDU traces shall display the checksum option setting corresponding to the RER requested by the CLTS datagram sender.

3.3 EXTCHK_COTS_2

3.3.1 Objective of the test

The objective of this test consists in checking that an ATN ICS implementation supporting and requesting use of the 32 bits checksum over COTS is able to inter-operate with an implementation that does not implement the 32 bits checksum extension.

3.3.2 Configuration

The configuration used for this test is built as following:

· The ProATN Lower Layer stack operating as End System, and supporting the checksum extension

· The DNA ES, not supporting the checksum extension. This software is currently used by the CAUTRA architecture (translate as: automated air traffic control).

· A LAN subnetwork connecting the two End Systems. Connectivity is achieved through the use of ES-to-IS.

· A simulated transport user above every End System, implemented by a specific test program.

3.3.3 Specification of the tests

The principle of the test consists in successively establishing transport connections between the ProATN ES and the DNA ES.

The test is made of 4 steps, every one using different RER setting on the PROATN ES and DNA ES sides.

The sequence of event is indicated in the table above.

ProATN ES
DNA ES

STEP 1


Request a connection with a low RER
(request use of extended checksum)



Accept connection with a medium RER
(accept use of standard checksum)

Send data client to server
(standard checksum present)



Send data server to client
(standard checksum present)

Break connection
(standard checksum present)





STEP 2


Request a connection with a low RER
(request use of extended checksum)



Accept connection with a high RER
(however, accept use of standard checksum, because use of checksum cannot be denied when requested by the initiator)

Send data client to server
(standard checksum present)



Send data server to client
(standard checksum present)

Break connection
(standard checksum present)





STEP 3



Request a connection with a medium RER
(request use of standard checksum)

Accept connection with a low RER
(however, accept use of standard checksum, because checksum cannot be negotiated up from standard to extended)


Send data client to server
(standard checksum present)



Send data server to client
(standard checksum present)

Break connection
(standard checksum present)





STEP 4



Request a connection with a high RER
(request no use of checksum)

Accept connection with a low RER
(however, accept use of standard checksum, because checksum cannot be negotiated up from standard to extended)


Send data client to server
(standard checksum present)



Send data server to client
(standard checksum present)

Break connection
(standard checksum present)


Transport protocol level traces are requested and logged on ProATN ES side.

4. Result of the Exercises

4.1 Results of EXTCHK_COTS_1

4.1.1 Details on the execution of the test

The test was executed on the STNA lab between two instances of ProATN Lower Layer stacks running on the same system. A pseudo-device driver emulated the LAN subnetwork. This way of operation is called 'simulated environment', although only the characteristics of the subnetwork are simulated.

The name of the configuration is extchk.

The ProATN beta-test version 3.0, because the 3.0 release was not available at the time the test were performed.

The transport layers addresses referenced during the test are given below:

· ES1 (client, connection initiator)

T-Sel:
5555
N-Sap address:
470027 81 834652 00 534f41 0000 05534f424101 00
· ES2 (server, connection responder)

T-Sel:
1111
N-Sap address:
470027 81 834652 00 534f41 0000 05534f424201 00
The usual way of starting the configuration and playing the extchk_cots_1 test is:

cd extchk

simone

Note: this requires that the 'simulated test environment' be installed on the test system.

A result file named extchk_cots_1.log is produced. This file contains notifications messages produced by the ProATN Lower Layer stacks during the test, as well as the transport protocol traces collected on ES1.

Files required to run the test are indicated in the table below:

File
Purpose

extchk_cots_1.scu
Unix command file executed when simone is run.

extchk_cots_1.ref
Reference output file. Compared to extchk_cots1.log by simone to assess test verdict (test succeed when ref is identical to log)

node1.prm
Description of ES1 configuration suitable for the 'simulated test environment'.

node2.prm
Description of ES2 configuration suitable for the 'simulated test environment'.




These files are available on the CENA archive at the following location:

URL:
http://www.tls.cena.fr/atnp/wgb/valid/extchk.zip
Note: Access via the Web server is restricted to user "atnp", with the password "upplval".

4.1.2 Observations

Analysis of the log file generated during the test showed that:

· The checksum negotiation mechanism performs as specified in [REF3],

· The checksum option inserted in any subsequent TPDU, if any, reflects the result of the negotiation,

· The data are delivered to the recipient.

4.1.3 Conclusions

The objectives of the test are met.

4.2 Results of EXTCHK_CLTS_1

4.2.1 Details on the execution of the test

This test was executed in the same condition as for extchk_cots_1: the parameterisation of the stacks and the operation mode are identical.

The produced result file is named extchk_clts_1.log is produced. 

Files required to run the test are indicated in the table below:

File
Purpose

extchk_clts_1.scu
Unix command file executed when simone is run.

extchk_clts_1.ref
Reference output file. Compared to extchk_clts1.log by simone to assess test verdict (test succeed when ref is identical to log)

node1.prm
Description of ES1 configuration suitable for the 'simulated test environment'.

node2.prm
Description of ES2 configuration suitable for the 'simulated test environment'.




These files are available on the CENA archive at the following location:

URL:
http://www.tls.cena.fr/atnp/wgb/valid/extchk.zip
Note: Access via the Web server is restricted to user "atnp", with the password "upplval".

4.2.2 Observations

Analysis of the log file generated during the test showed that:

· The checksum setting in any outgoing transport datagram depends on the RER value selected by the transport user, as specified in [REF3],

· The data are delivered to the recipient.

4.2.3 Conclusions

The objectives of the test are met.

4.3 Results of EXTCHK_COTS_2

4.3.1 Details on the execution of the test

The test was executed on the STNA lab between two systems connected through an Ethernet subnetwork.

The first system (ES1) has run the ProATN beta-test version 3.0, operating as an ES.

The second system (ES2) has run the DNA ES software (version 1.3.3).

The transport layers addresses referenced during the test are given below:

· ES1 (client, connection initiator)

T-Sel:
5555
N-Sap address:
470027814652410041544F0000ffffffffff0201
· ES2 (server, connection responder)

T-Sel:
1111
N-Sap address:
470027814652410041544F001100180011A00121
The mode of operation is described below:

On ES2, checks that the communication layers are running:

osiam check

If not, start them (using a root account):

osiam start

On ES2, start the test scenario:

extchk_cots_2.ser

On ES1, start the test scenario:

extchk_cots_2.cli

A result file named extchk_cots_2.cli.log is produced on ES1. This file contains notifications messages produced by the ProATN Lower Layer stack during the test, as well as the transport protocol traces.

Files required to run the test are indicated in the table below:

File
Purpose

extchk_cots_2.cnf
ProATN ES configuration file

extchk_cots_2.cli
Unix command file executed on ES1 (client side).

extchk_cots_2.cli.cmd
ProATN scenario file (run by extchk_cots_2.cli).

extchk_cots_2.ser
Unix command file executed on ES2 (server side).

extchk_cots_2.ser.cmd
DNA ES scenario file (run by extchk_cots_2.ser).

extchk_nochk
DNA ES script for disabling use of checksum.

extchk_usechk
DNA ES script for enabling use of checksum.




These files are available on the CENA archive at the following location:

URL:
http://www.tls.cena.fr/atnp/wgb/valid/extchk.zip
Note: Access via the Web server is restricted to user "atnp", with the password "upplval".

4.3.2 Observations

Analysis of the log file generated during the test showed that:

· The two ES implementations inter-operate.

· The expected checksum setting is negotiated over every connection.

4.3.3 Conclusions

The objectives of the test are met.

5. Conclusion/recommendation

Given the results of this validation activity, we recommend that SGB1 endorse this document as demonstrating that : 

· The extended checksum mechanism specified by [REF3] is implementable.

· Implementation of this mechanism is backwards compatible when operating the connection mode transport protocol: ATN ICS implementing this PDR inter-operate with early implementations that do not implement it.

Full validation of PDR M040002 however should also include: 

· Demonstrating that the mechanism fulfils the requirement of 1.3.28 of [REF1].

· Validating the extended checksum handling by the ATN upper layers.








































