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Summary

The purpose of the present document is to provide information on the work undertaken by a Task Force established by EUROCONTROL in August 2001, the main objective of which is to propose an alternative based on the TCP/IP protocol suite for the eventual replacement of the X.25 propocol for the exchange of aeronautical information between ATS or CNS systems.

1. Introduction

The current operational situation in Europe is that X.25 is the standard proocol to support data exchange on the international level. Additionally, IP version 4 is widely used within national or regional networks for both operational and non-operational applications but implementation has not been co-ordinated.

Since the advent of internet-related products and services, industry-wide support of X.25 products and services is rapidly diminishing. As a result, the European ATM community as a whole has to face a technology change from existing ground X.25 communication to internet-based communication protocols. This is mainly applicable to surveillance data exchange and flight data exchange. Voice applications and other services (e.g Air Traffic Flow Management) shall be also affected by this technology change but at a much later stage.

The internet Protocol for Aeronautical eXchange Task Force (iPAX-TF) has been established in August 2001 by EUROCONTROL to address the need to evolve current ATSP
 X.25-based data network infraxtructure and services to the internet-based protocol suite (TCP/IP). Currently, this task force involves some 25 experts from 15 EUROCONTROL Member States.

2. Overview of the iPAX-TF

2.1 Mission statement

The objective of the iPAX-TF is to develop or modify guidelines, specifications and possibly standards related to the exchange of aeronautical data between ATS or CNS systems based on the TCP/IP protocol suite with the aim to propose an alternative for the eventual replacement of the X.25 protocol in ATS/CNS.

2.2 Way forward

The iPAX-TF is relying as far as possible on the work either already done in this field or being progressed in the EATMP Communication domain (e.g. NSM-TF, SPACE, ECG, Wideband, etc.), or in other EATMP domains (e.g. EAD, Surveillance, etc.) or even outside (e.g. ICAO fora) related to the below tasks.

The way forward is to fill-in the "gaps", in terms of technical specifications, to define a European wide IP service for ATC/ATS communications.

2.3 iPAX Terms of Reference

The iPAX Terms of Reference addresses organisational issues and tasks to be performed. The latter are described below.

· Task iPAX/01:

Develop an Addressing Scheme

Currently, a number of groups have defined or partially developed addressing schemes for communication purposes.  These schemes relate to the different layers of the OSI model and there is a need to have a consolidated view of the addressing schemes considering the affected applications.  This view can be broken down as follows :

· Network layer addressing (X.25, IP, ATM, Frame Relay)

· Transport layer addressing (TCP/UDP ports, CIDIN)

· Naming conventions mapped to addresses (hierarchy of a naming service e.g. DNS)

· Radar application addressing

· Messaging addressing (AFTN, AMHS X.400, OLDI, CRCO, etc.)

· Mobile application addressing

For this task, the following steps shall be performed:

1. Inventory and consolidation of the existing addressing schemes

2. Analyse the impact of mobile IP standards for ATS communication.

3. Considering the constraints of existing schemes, identify an overall coherent addressing scheme based on IPv4 and IPv6.

4. Specify the coherent addressing scheme including the development of the possible missing elements based on IPv4 and IPv6.

5. Define the need for a directory service for IPv4 and IPv6 addresses.

6. Validate the scheme with EEC IPv4/v6 expertise.

7. Clarify the requirements for managing the addressing scheme (centrally/distributed).

8. Deliver the addressing scheme.

9. Co-ordination of the developed scheme within international fora.

It is expected to complete this task within 16 months elapsed time.

· Task iPAX/02:

Identify Security Mechanisms
An overall strategy for the security of communications has been developed.  However, the deployment of new IP cross-border interconnections will potentially introduce new threats to ATC security.  As a result, the scope of the iPAX-TF will be first limited to the identification of the existing security mechanisms, encryption techniques and their limitations.  Although, large contributions by industry can be expected, the iPAX-TF may make recommendations in this domain.

It is expected to complete this task within 7 months elapsed time.

· Task iPAX/03:

Development of Specifications for the Transition to IP
A number of ATSPs have already identified that the migration of existing applications to the IP suite would be beneficial for their operations.  The purpose of this task is to list and prioritise the deployment of the above IP addressing scheme for existing and planned ATS/CNS applications (e.g. CIDIN, OLDI, A-MHS, Radar data exchange, mobile data exchange)

The proposed steps are :

1. Prioritisation of candidate applications

2. Deliver technical specifications (including ICD's) mature for deployment

3. Recommend standardisation where required

Co-ordination of the developed schemes within international for a is required.  It is expected to complete this task within 7 months elapsed time.

A review of these Terms of Reference revealed that the following points need to be emphasised:

· A strong and clear reference to COTS products is missing

· Validation and certification issues are not mentioned

· There has to be close coupling between the IP addressing architecture and the security tasks

· Mobile IP will be considered in terms of it's impact on the ground fixed infrastructure (addressing, routing, directory services and security).  It is clear that analysis of air/ground data/link applications is not planned unless TCP/IP requirements emerge.  Therefore this task is clearly limited to assessing the impact of Mobile IP targets irrespective of their nature.

· CIDIN over TCP/IP will not be addressed until further notice and is not a priority.  The reason being that AMHS is planned to be the replacement of AFTN/CIDIN services.

· Effort to support AMHS is planned as priority work, on the assumption that operation of AMHS over TCP/IP is recommended.  If TCP/IP is not selected for AMHS, effort on this application will terminate.

The following detailed technical comments should be considered:

· The impact of Voice over IP (VoIP) in particular with regard to the quality of service (QoS) requirements is missing.

· Directory Services may require extensions to cover other aspects than IPv4/IPv6 addresses (it is to be noted that a co-ordinated approach with other directory services such as AMHS could be foreseen).

· IP routing services are missing.

· Multicast services are missing (e.g. surveillance data).

· Synergies, IP Telephony: EUROCONTROL/FAA co-ordination work has been agreed.

2.4 iPAX Work Programme Progress

2.4.1 On-Line Data Interchange (OLDI) over TCP/IP

The initial iPAX-TF target is to deliver a specification for OLDI over TCP/IP while executing in parallel work on other tasks of the terms of reference. OLDI is the European automated flight data exchange application between ATC centres, a regional implementation of ATN AIDC SARPs. A first draft of the OLDI FDE ICD
 Communications stack over TCP/IP has been specified and should be released in March 2002.

From the offset, these specifications have been made IP version 4 or 6 independent. In this respect, the extension of the FDE Prototype to support IPv4 and IPv6 has been conclusive.

In terms of security, this new specification includes an application-oriented "authentication" phase. As a result, OLDI can rely on flexible dual approach to security:

· Layer 3 security: a secured network service (IPsec encryption, integrity and authentication);

· Above Layer 4 security: application dependent security (system identification and authentication).

2.4.2 Defining the IP Service

The task of the iPAX-TF is to define a solution to enable IP services internationally from 2005 and beyond. Work on this subject had already been initiated by the former Network Service Management - Task Force (NSM-TF).

In 2000, no clear long term solution based on IPv4 or IPv6 had really met the objectives of the NSM-TF. Today however, IPv6 deployment is rapidly increasing (e.g. Windows, Solaris, AIX, Linux, HP-UX, Nokia, Ericsson, Juniper, Cisco). In addition, Nortel has now announced planned IPv6 availability in Passport starting in 2002. In view of the planned 2005 implementation date, IPv6 appears to be a timely option. The key benefits of IPv6 are a scalable addressing and routing architecture and the provision of better support for voice and mobile applications. However, one cannot ignore a potential risk factor.

The choice of continuing with IPv4 or IPv6 has now to be re-addressed by the iPAX-TF. There is no unanimous position at present. Views differ as some prefer a consistent scalable solution based on IPv6, others preferring IPv4 as potentially being more cost effective and less risky. 

By nature, the IPv6 addressing scheme can deliver a solution for both fixed and mobile devices which proposes an alternative protocol to implement the Aeronautical Telecommunication Network (ATN) concept. Deployment of IPv6 could correspond to the European regional implementation of the ATN, with the ECG or other application specific devices acting as gateways to adjacent OSI-compliant ATN regions if required. It is believed that the European direction to implement international IPv6 services should be co-ordinated with the international community as early as possible.

2.5 For further information

A full iPAX-TF website has been prepared to increase awareness of the task force activities. The public site is http://www.eurocontrol.int/ipax. Specifications will be made publicly available once the iPAX-TF considers them mature.

3. Conclusion

Once approved by the EUROCONTROL Member States, a major milestone for the European ground infrastructure is reached in setting the IP Service on the basis of version 6 with natural consequences for the future air-ground infrastructure.

ATNP/WGA is invited to take note of the information contained in this paper.

� 	ATSP : Air Traffic Services Provider


� 	FDE ICD : Flight Data Exchange Interface Control Document
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