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Summary

In the framework of the SPACE (Study and Planning of AMHS Communications in Europe) Project, a work package addresses the need for and the means to implement security measures within AMHS, taking into account the existing SARPs.  During the execution of this work package a number of issues arose and are presented in this working paper as they are considered to be the subject of further dicussions in the ATNP fora.

1. Introduction and Purpose

The SPACE
 Consortium has been studying the need for, and how to implement security measures within AMHS, taking into account the existing SARPs and ATNP work, and a wide range of other input sources and studies. During this study, a number of issues arose that should be the subject of further discussions in the ATNP. 

The purpose of this working paper is to present the issues that have been identified in order that they may be considered at a later stage as future enhancements of the corresponding SARPs.

2. The requirements for Non-Repudiation of Origin

Repudiation is - ‘Denial by the originator of a message, that they originated the message’.

The ATNP Security Policy statements do not include or suggest a requirement for ‘accountability’ and ‘Non-Repudiation’– e.g. of staff for their correct/incorrect/malicious actions in preparing or sending messages. Also, the way in which the current ATNP AMHS security and the proposed ATN PKI is arranged based on cross certification can only guarantee authenticity in a mutually trusting environment (i.e. where Air Traffic Sservice Providers - ATSPs - have mutual trust of each other). They cannot guarantee non-repudiation.

However, with the AMHS, there may be a need for ‘accountability’ of either states or personnel for the messages that they send. This potentially introduces an additional security policy statement element regarding the threat of Message-Repudiation. If there are ever occasions on which it is necessary to allocate accountability for origination of a message (e.g. during incident investigations) to a particular state or person, then the repudiation threat is valid, and the countermeasures have to be tailored accordingly. 

The SPACE consortium concluded that:

· Non-Repudiation at the individual person level was not required – local access controls and messaging activity logging by the ATSPs should suffice for this; 

· Non-repudiation at the state level is a current requirement in the AFTN – it is one of the reasons that legal recording of messages takes place in the AFTN (and provides ‘proof of transfer’ of messages). Legal recording also provides an element of audit and ‘proof of transfer’ between centres that cannot be easily emulated by using cryptographic techniques.

It should be noted that there is no impact in providing non-repudiation on AMHS itself, since the AMHS and cryptographic technologies used remain the same. However, the decision to implement non-repudiation directly impacts the PKI used to support AMHS security. 

To support non-repudiation by cryptographic means, the Public Key Infrastructure supporting AMHS security must:

· Guarantee a legal/contractual binding between a public/private key pair and the certificate holder. This can only really be achieved if the user (i.e. the ATSP) physically signs a contract or statement when the certificate is issued, or on enrolment with the Certification Authority. This should state that the user’s certificate contains a public key for which the user possesses the associated private key. This is an essential quality if the digital signatures that result from use of the associated private key can be considered to be non-repudiable (e.g. to support Qualified Electronic Signatures);

· The CA must obtain a ‘proof-of-possession’ of the public/private key pair from the certificate holder (e.g. by requesting the certificate holder to sign some information with the private key and validating the resulting digital signature);

· Guarantee non-repudiation of digital signatures (and the messages they sign). 

Conclusion:
the AMHS authentication techniques can be used unchanged to counter non-repudiation. The S0 Functional Group is sufficient for this. If non-repudiation ever becomes an issue, it is the PKI that must be upgraded. 

The consequence of a non-repudiation requirement is that the root CA of the PKI would have to be operated independently and impartially of the ATSPs to which it issues certificates (i.e. operated by ICAO
 or some other impartial external service provider).

Recommendation:
It is suggested that the ATN panel should review the requirement for Non-repudiation of Origin of messages in the context of AMHS and other ATC applications.

3. The need for Message Replay countermeasures

The SARPs suggest that Replay is a significant threat to AMHS and suggests that message sequence numbering should be used to overcome the threat. However, there are two reasons why replay might not be considered to be a significant AMHS threat:

· Message duplication can happen within the MTS anyway, and UAs and applications (including operational aspects) ought to be constructed to avoid the consequences of this (these would be indistinguishable from replay attacks);

· The AMHS message types determined in the context of SPACE are all idempotent – repeats do not have any additional effect than the original message on the applications that use them.

The countermeasure suggested by the ATNP documents is to use the Message Sequence Integrity Check. However, this technique entails specification and maintenance of (possibly secret) sequencing algorithms either on a multilateral basis (weak security) or on a bilateral basis (strong security but very time consuming). It is also difficult to establish appropriate sequences in a many–to–many scenario. Also, whereas Message Sequence Integrity may be very good at detecting the absence of messages or presence of extra messages in a predefined stream with a known pattern, it is not evident that AMHS traffic ever follows any such predictable patterns. 

There are other techniques that could be applied (e.g. use of random integers or unique sequence numbers in the message headings) to prevent re-play if required. If AMHS applications identified outside the SPACE context were specified that needed to counter this threat, then the UAs that support those message flows need to be specially constructed, together with specification of the appropriate techniques. However this can be decided on a per-application basis, and the UAs can be specially constructed for that purpose.

It was felt by the SPACE consortium members that Replay is a relatively minor threat. The real question is, how to counter it efficiently. The MTS Message Sequence Integrity element of service would be very difficult to implement. This is because there are many-to-many communications relationships, and also because most AMHS traffic does not fit into fixed patterns for which reliable sequence numbering algorithms can be defined. Also, the results of the EATCHIP
 project seemed to play down the importance of the replay threat.

Recommendation:
The ATNP should examine the possibility of mandating the inclusion of a unique serial number or time and date or random number in the IP-Message identifier field. The ATNP could make a recommendation that either the time and date of origin or a unique serial number or a random number is included in the IP-Message Identification, then this would introduce sufficient information to enable recipient UAs to detect and eliminate duplicate messages and counter the replay threat.

4. Mapping digital signatures to P1 – MOACK or Token

The AMHS SARPs specify that the digital signature used to protect a message’s content should be carried in the P1 TOKEN protocol element. If this is done, the P1 protocol contains one ‘per-recipient token’ for each recipient of a message, and they are signed by the originator to bind them to the message (ensuring that they are authentic). The same digital signature and one of the  recipient’s OR-Address are carried in each token. (The OR-address will therefore be carried twice for each recipient. This seems a trifle inefficient). 

TOKENs are strictly only necessary where there is a requirement to send different security parameters to each different recipient (i.e. if confidentiality is required, or if different recipients operate different signature verification algorithms – both of which are unlikely over longer terms in the ATC environment).

Use of the per-message token is not strictly required, and a mapping to the P1 envelope Message Origin Authentication Check (MOACK) would seem to be the more appropriate place to carry the originator’s digital signature. MOACK occurs once only in each message, it is valid for all recipients and it eliminates the duplication of the digital signature and the recipient OR-Addresses. 

In the case that ICAO decides to migrate to the use of a different digital signature algorithm, it could be argued that there is a need to use the TOKEN mapping – since during the transition phase, it is likely that two algorithms will be in existence. However:

· Users who receive digital signatures with the new algorithm can simply discard the signature – they still have access to the message contents.

· Signature verification software for the new algorithm can and should be rapidly distributed and brought into operation.

This means that at the worst, some message recipients will not be able to verify digital signatures for a short time.

Recommendation:
Whilst the current TOKEN mapping of the digital signature is specified, and the ATSP’s ought to adopt this in the short term, it is suggested that the ATNP should re-visit this mapping, seek to justify it, and examine whether the more efficient mapping to MOACK would suffice.

5. The Need to identify Message Originators by Personal Directory names as opposed to X.400 OR_Addresses

The ATNP documents have specified that it is the UA used to generate a message that is the ‘authenticated originator’. This is because the authenticated entity is identified by an OR-Address. Unless every Message Originator (person) is allocated a different address (which is unlikely) this means a few things:

· A piece of equipment (the AMHS terminal or UA) will have to hold a private key. This is never really a good idea from a security point of view (i.e. machines holding Private Keys), and its consequences should be re-discussed by the ATNP;

· If non-repudiation of persons is required, each UA will have to implement some form of local strong authentication and access controls of personnel that are allowed to use the terminal/UA and also implement a log of all those using the terminal/UA at each time interval and the messages that they originate.

Members of the SPACE consortium concluded that while non-repudiation of the ‘person’ using cryptographic techniques was not necessary in an international context for the types of traffic it was considering (i.e. AFTN traffic), advanced uses of the AMHS and new applications may well require identification and non-repudiation of the person. 

Recommendation:
It is suggested that the ATNP re-examine the implications of using X.400 OR-addresses to allow identification of message originators in the context of advanced applications, and consider whether the SARPs should allow identification at the personal level by Directory Name.

6. Migration to the use of different Signature Algorithms and use of a Cryptographic Profile

SPACE should acknowledge that cryptographic algorithms can ‘wear out’ for various reasons:

· Ever increasing computing power effectively reduces the amount of protection that a particular algorithm with a given key length can provide against ‘brute-force’ attacks, so, over time, the key lengths must be increased to maintain adequate security;

· If ever a mathematical breakthrough is achieved that simplifies the ‘difficult mathematical process’ used as a basis for a cryptographic algorithm, the algorithm can no longer provide protection. For instance, if someone solves the mathematical ‘prime number’ problem, then the RSA algorithm will no longer be useful and will have to be replaced.

For these reasons:

· the algorithms used for any AMHS implementation of security should be ‘replaceable’ at relatively short notice. Implementations of AMHS should therefore allow this;

· to counter these (and other) threats, the ATSPs should establish contact with national/international CERTs (Computer Emergency Response Teams) that specialise in recognising/identifying such events and warn their communities of these incidents;

· it should be ensured that the security architecture used to support AMHS is not too tightly bound into the AMHS software technology so that it is possible to rapidly change from one set of algorithms to another without re-writing large parts of AMHS.

Also, the AMHS community should track the ongoing work on suitable algorithms (e.g. the Cryptographic Profile that will be issued by CEN (European Committee for Standardization) in support of the EU (European Union) Digital Signature Directive).

The current SARPs seem to strongly bind the signature algorithm into the text of the SARPs, and do not seem to isolate the cryptography sufficiently from the AMHS texts, nor does it attempt to define what procedures are to be adopted during algorithm change.

Recommendation:
It is suggested that the ATNP should re-visit this issue and plan to isolate the elements of cryptography from the main AMHS text, and isolate it in a cryptographic profile that can be updated easily.

7. Need to consider implementation of a PKI infrastructure in EUR-Region

Note:
Although this section is not directed to the ATNP, it is included here for the sake of completeness.

Secure generation and distribution of Public Key Certificates to support the AMHS security functions based on digital signatures is necessary for AMHS security. These operations rely on the provision of Certification Authorities and Public Key Infrastructures. Although the ATNP has initiated work in this area, it is not complete, and it will also be necessary for the EUR region to plan the implementation of such a PKI. This should be discussed by the AFS Group of the EANPG, and it is a pre-requisite to implementation of AMHS security.

8. The need for Access Controls for UA to MTA and MTA to MTA

If the ATSPs decide that they want to implement S0 MHS security, and rely on authentication/non-repudiation using the OR-address of the originating UA, and they want to support accountability and access controls at the personnel level, then they must implement a local system of access controls and activity logging (recording who used the UA and when, and what messages were created). This is purely a local matter, and it can be achieved in many ways. What has to be achieved is:

· Only allow access to UAs to authorised personnel;

· Record the actual use of each UA and log each message together with the identity of the person originating the message.

Both of these requirements need to be achieved using some form of access controls. This requirement could be met by providing personnel-level origin authentication using the proposed AMHS security facilities directly (this requires local implementation of either the S1 or the Simple Protected Password functional groups), using personnel Directory names and providing personnel with the appropriate smart cards. ATSPs might care to consider this approach to their local access control strategies, since it is possible to base access control strategies on a PKI infrastructure.

Also, comments by SPACE Consortium members have indicated that there may be a need to authenticate BINDs between MTAs. The real question is how strongly this bind needs to be protected. There are three options for providing Inter-MTA access controls:

1. Identity and password authentication (this capability is a basic requirement of all MTAs);

2. Use of Strong Authentication in and the S1 Functional Group (this is an option that would have to be procured).

3. Establishment and use of a Virtual Private Network (VPN) that provides encrypted links between MTAs, supported by PKI-based authentication. This can be established independently of AMHS itself (i.e. it is a ‘lower layer’ solution). However, it can simultaneously provide appropriate authentication and confidentiality.

The S0 functional group mandated in the SARPs does not cover any of these, nor do the SARPs recommend anything for this. 

Recommendation:
The ATN panel should review the need for the Simple Protected Password and S1 functional groups for enhanced protection of inter-MTA links and for UA-MTA links. It should also consider the use of VPNs using Data Link/Data Network level encryption in this context, since it would provide a degree of protection also.

9. The need to provide standards for link level encryption 

The security policy used as a basis for the ATNP work and this work package suggests that breach of confidentiality is not a valid, nor significant threat. It has also been implied that encryption of information such that ATC centres cannot access a message’s content is not acceptable. Furthermore, if some ATSPs implement confidentiality, and others don’t, ‘Islands of AMHS’ would be created that would partition the AMHS and make inter-working within the AFTN impossible. 

Despite this, some members of the SPACE Consortium have expressed concerns that confidentiality may be needed to counter e.g. terrorist attacks. 

However, if we take the view that messages are sufficiently protected whilst they are in an ATC centre, and only become ‘exposed’ during transmission between ATC centres, then link level encryption will suffice as a countermeasure. Also, link level encryption does not seem to need standardisation by the ATNP, and it can be installed on a piecemeal basis, as and when required under bilateral agreements, and it will not lead to ‘islands of AMHS security’.

Recommendation:
Although the use of link level encryption may be seen as a purely ‘local’ and ‘bilateral’ issue, the ATNP should review this topic in a more global context. This should also be considered in the context of establishing Virtual Private Networks.

10. The need to consider ‘object’ security as opposed to ‘AMHS-specific’ security

The ATNP documents specify how to use MHS elements of Service and protocols to secure AMHS messages. This binds the security aspects to AMHS, meaning that the messages are only ‘secure’ in the context of the AMHS message, and that transfer of messages into another environment (e.g. to a store or over SMTP/Internet) usually means that the security is lost.

However, there is potentially an alternative approach based on ‘secure objects’ which is in wider use and is very available. Examples of ‘secure objects’ are S/MIME, PKCS#11, CMS, PGP and the ETSI (European Telecommunications Standards Institute) Electronic Signature Formats.

Secure objects can be stored and communicated over any media because they are not bound to a particular messaging environment. So, for instance, a secure object might be created and shipped over an MHS service (a special IPM body part that has been developed precisely for this use), and later transferred over SMTP and the Internet whilst maintaining its security.

The disadvantage of this approach is that the signature related to the object of ‘origin’ would not necessarily be bound to the X.400 OR-address of the originator – although this could be arranged by configuring the PKI and AMHS appropriately. However, the AMHS security requirements only suggest the use of a digital signature applied to the message’s content – this in itself is ‘object security’ – but implemented by using MHS elements of service. In fact, it seems unlikely (to the author) that the AMHS will ever need to use those security elements of service that can only be supported directly by MHS (i.e. Proof of Submission, Proof of Delivery, Secure Access Control, Access controls to MTS facilities such as MTAs and DLs …). 

The conditions under which these ‘object security’ techniques could be used are that the OR-address of the originating UA is not necessarily used as a check on authenticity (but the originators Directory Name suffices). The advantages of adopting such a non-AMHS solution are as follows:

· their implementation may be more readily available (e.g. PGP or S/MIME) as ‘off the shelf’ products;

· they are independent of AMHS, so their protection continues outside the AMHS environment, and is not limited to their presence in AMHS components.

Since they are independent of AMHS, they can be transferred as body parts in MHS, and as contents of S/MIME through the Internet (without a need for conversion), or stored on disks whilst retaining their protection.

SPACE consortium members felt that the implementation of ‘object’ security may have some longer term benefits. However, since no agreed SARPs specification is available, they should implement AMHS security as currently defined in the SARPs and the rest of this document. 

Recommendation:
The ATNP should examine the potential benefits of migrating to and using ‘Object’ Security such as S/MIME, PGP etc. at a later time.

11. The impact of the EU directives and Qualified Certificates (and Signatures) on AMHS 

Over the last years, Governments (and particularly the EU and USA) have been striving to adopt e-commerce principles to support their administrations. An important part of this in Europe has been the development and implementation of the EU’s Digital Signature Directive. In support of this Directive, it was felt necessary to develop technical ‘quality’ standards to define what a ‘Qualified Certificate’ is and what a ‘Qualified Electronic Signature’ is. The intention is to use e.g. digital signatures to secure legal/administrative documents, and to ensure that they are strong and secure enough to convince a court of law of their validity and acceptance as evidence in courts of law, and their non-repudiatable nature. Such Electronic Signatures are considered to be applied to ‘Signer’s Documents’ which could be any form of digital information (including AFTN/AMHS messages). The ensuing CEN standardisation covered all aspects of ensuring the quality of HW/SW systems used to generate Qualified Electronic Signatures. Several new concepts were developed to ensure that Qualified Electronic Signatures were strong and un-ambiguous enough to achieve this aim. Of these, those that impact AMHS directly are:

· The requirement that the originator’s certificate shall be conveyed in and signed with the message to ensure that the originator cannot claim that another certificate that holds the same public key was used to create the signature. This ploy could render a signature ambiguous if the other certificate had different semantics (i.e. usage and PKI support) associated with it. 

· Each signed document is required to be implicitly or explicitly linked to a Signature Policy that specifies exactly what the meaning of the signature is (in a legal sense), and how it should be verified etc. This arises from the recognition that different signatures to the same document need to express different legal meanings – e.g. in a passport application, it is usual to require two signatures to the same document – one for the applicant and one for the witness to the applicant’s signature. Both sign the same document, but their legal responsibilities are quite different. 

The purpose of raising these issues is to highlight the fact that the issues exist, and that AMHS implementors and users should be made aware of it. In practical terms, for the immediate future (where the AMHS is limited to a single purpose and limited context of the identified SPACE AMHS traffic) this is not an issue. However, if AMHS were to become a multi-purpose messaging system, there may well be instances where the development of Signature Policies and Certificates specific to the ATC environment (or subsets thereof) will become necessary. The following are recommended:

· For the immediate future, SPACE members can assume a commonly understood and unwritten ‘signature policy’ that is based on the implicit understandings that already exist within the AFTN;

· The ATNP should review the need for qualified signatures in the context of a wider AMHS use and the legal issues that accompany inter-working with commercial organisations.

However, it is necessary to consider data other than the digital signature itself that is required to support the signature generation and verification processes of qualified signatures such as the originator’s public key and the certificates that protect it. The problem is, where to carry the information necessary to support the ‘signature’ (e.g. certificates) in AMHS Messages such as Qualified Certificates and Signature Policies?. 

To comply with the CEN Electronic Signatures standards requirements, the certificate carrying the public key (or a reference to it) that is used in the signature verification process must be signed as a part of the signed document. 

In general, it would be a good idea to convey the originator’s certificate in the message. This saves time, directory accesses and ‘searching’ on the part of the verifier – particularly if an originator possesses multiple certificates held in the directory. Also, in using MOACK or the P1 Token, only the content of the message is signed but not the originator’s certificate itself. If the aim is to support a qualified electronic signature, then the originator’s certificate must form a part of the content (e.g. as an additional body part). 

Recommendation:
the ATNP should examine the requirement for Qualified Certificates (and Qualified Signatures) and, if necessary, develop a suitable mapping to the IPM content (e.g. as a separate body part?) for Originator’s Certificate and Signature Policy.

A second requirement of the CEN Electronic Signature Standards is that the signed document must be accompanied either by an implicit Signature Policy
 (i.e. embedded in the document) or by an explicitly referenced signature policy that is signed together with the document. 

There is no obvious place in MHS protocols to convey an explicit signature policy. If such a policy (or reference to it) must be carried, then it must be as a separate IPM body part. However, it may be that by defining the context of the digital signatures and the certificates appropriately, it is possible to imply the signature policy for the AMHS. This can be achieved if:

· Certificates used within the AMHS environment are only issued for the specific purpose of supporting AMHS – e.g. protection of ATC operational messaging traffic;

· An ATNP agreement to this is achieved.

This requires an ATNP wide agreement on how to ‘specialise’ the certificates and the PKI for the sole purpose of AMHS operational traffic, and agreement that these certificates will only ever be used for that purpose. 

Recommendation:
The ATNP should consider the impact of Qualified Signatures, Qualified Certificates and Signature Policies on the implementation of AMHS.

12. Overall recommendation

ATNP/WG A/SG A3 and ATNP/WG A are invited:

· to take note of the information contained in this paper; and

· to decide on how to further address the recommendations made in the preceding sections.

� 	SPACE (Study and Planning of AMHS Communications in Europe) is a European Commission project, co-funded by the Commission of the European Union in the framework of the TEN-T ATM Programme and run by a consortium of the following European States and Organisations: France (DGAC/STNA), Germany (DFS GmbH), Spain (Aena), United Kingdom (NATS Ltd) and the Eurocontrol Agency.


�	Closer examination of the implications of this might actually show that operation of a single root CA by ICAO that certifies the certificates of each ATSP’s internal CA might be simpler to arrange and manage than having each ATSP’s CA cross-certify each others CA. However, some interesting issues might arise where one CA is operated to support multiple ATSP’s!


� 	EATCHIP (European ATC Harmonisation and Integration Programme) Doc. COM.ET1.ST16.DEL01, Develop the Management of Communications Information Security, April 1995.


� 	A signature policy determines the intent of the signature and the verification procedures
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