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Summary
The need for canonical encoding rules has been identified at an early stage in the development of the Extended ATS Message Service provisions.

The choice of DER has been in Document 9705 as far as AMHS security is concerned. However, the corresponding clauses also cross-refer to Sub-Volume 8 of Document 9705, which makes use exclusively of PER encoding. This appears to be a contradiction to be discussed prior to submission of a PDR aiming at resolving the issue.

1. Introduction

An ambiguity or a contradiction appears to be present in the sections of ICAO Document 9705 specifying AMHS Security. 

This issue is related to encoding rules for the purpose of digital signatures. 

The goal of this paper is to highlight the issue and to propose a way forward to resolve it.

2.
Discussion

2.1.
Description of the issue

The need for canonical encoding rules has been identified at an early stage in the development of the Extended ATS Message Service provisions.

The choice of DER has been in Document 9705 as far as AMHS security is concerned. This appears for example in section 3.1.2.2.1.3.2.2.2.2. The use of certificates is also recommended without a clear specification of whether these are DER- or PER-certificates.

Additionally, the corresponding clauses also cross-refer to Sub-Volume 8 of Document 9705, for example specifying the use of the ASP (ATN Signature Generation Primitive) and AVP (ATN Signature Verification Primitive), which make use exclusively of PER encoding when implemented in the ATN System Security Object (SSO). See in particular Sub-Volume 8, clause 8.6.2.1, 8.6.39 and 8.6.3.10.

This appears to be a contradiction to be discussed prior to submission of a PDR aiming at resolving the issue.

2.2. Possible solutions

Several approaches are possible to resolve this issue, as follows :

1) replace the reference to DER by a reference to PER in Sub-Volume 3, thereby aligning fully on the general ATN Security approach, but also introducing in the AMHS encoding rules which are uncommon for X.400/MHS systems. This implies the need to check that the SSO specified functions are fully applicable in the AMHS context, and can be used within MHS ASN.1 structures and protocol data units ;

2) introduce the notion of an exception to the encoding rules specified in Sub-Volume 8, using DER instead of PER, but maintaining the use of the Sub-Volume 8 specification apart from this exception ;

3) adopt an approach where only the cryptographic algorithm, i.e. the Elliptic Curve Digital Signature Algorithm (ECDSA), is common to the AMHS and to the general ATN Security Services. This implies the need to check that the AMHS specification is complete and unambiguous with this respect.

3. Validation

It is clear that only full validation, including implementation of secure AMHS systems, would ensure that the specification is complete and unambiguous. Unfortunately, no validation effort has been reported in this area.

4. Recommendation

The subgroup is invited to discuss the issue identified above and confirm its existence, and to adopt an approach toward the resolution of the issue, if confirmed.
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