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CPDLC VALIDATION REPORT
1.
Introduction

1.
Scope

Since the publication of the first edition of the Manual of Technical Provisions for the Aeronautical Telecommunication Network (ATN) (ICAO Doc. 9705/AN-956), a number of enhancements to Sub-Volume 2 of that document, the Air-Ground ATN Applications, have been progressed within ATNP/WG3.  The effect of the enhancements in question is to add new functionality, and hence new technical provisions, which need to be validated before they can be published.

This is the draft ATNP/3 Validation Report for the major enhancements which have been made to the ATN Controller-Pilot Data Link Communications (CPDLC) Application by ATNP/WG3/SG2, i.e. security.  This report presents the results of the validation and implementation programmes that have been undertaken by various States and Organisations, which apply to the CPDLC enhancement.  It summarises the results and analyses them against a set of high-level validation objectives (VOs).  

The CPDLC security enhancement has been designed for backwards compatibility and interoperability with the first edition of Doc 9705, and this compatibility also needs to be validated. 

1.
Background

The first edition of ICAO Document 9705/AN-956 was published in November 1998. This document contains in section 2.1 the specification of Version 1 of the CM Application. Since that time a number of Proposed Defect Reports (PDR) have been raised against this version and have been have resolved through the ATNP Configuration Control Board (CCB). This will result in the publication by ICAO in November 1999 of amendment 1 of Doc. 9705. Amendment 1 still relates to version 1 of the CPDLC Application.

On the basis of Doc 9705 Ed. 1 Amendment 1, the specification of Version 2 of the CPDLC Application has been developed by WG3/SG2 and validated through paper review activity.  Software prototyping has also started. The first draft of this specification was presented to WG3 in Italy in May 1999.  Subsequently, the approach to add security and directory services was presented in Spain in October 1999, with the next draft presented in Japan in December 1999.  Some changes were made and the resulting draft from Japan was presented at ATNP/3.  Results from on-going validation programs were then included into the draft edition 3 presented at Berlin.

The change history is summarised below:

Table 1-1: Change History

	ICAO Version Number
	CCB Version Number
	Date
	CPDLC Protocol Version
	Comment

	-
	Version 1.1
	March 97
	1
	Phuket version

	-
	Version 2.2
	Dec 97
	1
	Montreal version

	Doc 9705 Edition 1
	Version 2.3
	Nov 98
	1
	

	Doc 9705 Edition 2
	Version 3.0
	Nov 99
	1
	Output Naples

	-
	-
	May 99
	1 and 2
	Input Naples

	-
	-
	Dec 99
	1 and 2
	Input Tokyo

	Doc 9705 Edition 3
	Version 1.0
	ATNP/3
	1 and 2
	Output ATNP/3

	-
	Version 1.1
	ATNP/3
	1 and 2
	Output Berlin


1.
High Level Validation Objectives

2.1.
Validation Objectives (VO)

At the lowest level of validation, every technical provision clause (“shall” and “should” statement) is validated for correctness, consistency, lack of ambiguity and lack of duplication. This is typically done as an integral stage of implementation.  This report concentrates instead on high-level validation objectives.  Each validation objective is categorised as:

· System Level Validation Objective (SVO), relating to the system level requirements which are based on operational requirements within the ICAO Manual of ATS Data link Applications, or elsewhere.

· Functional Validation Objective (FVO), relating to the functional characteristics described in the Technical Provisions.

· Technical Validation Objective (TVO), relating to the technical details in the Technical Provisions.

The following table lists the high-level validation objectives adopted for the air-ground ATN applications functional enhancements.

Table 2-1: Validation Objectives

	
	VO
	Description

	
	SVO 1
	To determine which System Level Requirements are satisfied by the functional descriptions in combination with the user requirements and recommended practices.

	
	SVO 2
	To determine if the ATN specifications are mutually consistent and that backwards compatibility is achieved.

	
	FVO 1
	To determine if the functional descriptions are compatible with the technical requirements.

	
	FVO 2
	To determine if the user requirements and recommended practices are compatible with the technical requirements.

	
	FVO 3
	To determine if the technical provisions are complete.

	
	FVO 4
	To determine if the technical provisions are unambiguous.

	
	FVO 5
	To determine if the technical provisions are consistent.

	
	FVO 6
	To determine if there are redundant technical provisions, i.e. requirements which would have no effect if removed.  
Note:  This VO should be interpreted to mean that there are no requirements that are not necessary for the defined functionality, or to achieve migration to future functionality.  It is not meant to eliminate possible duplicated statements of requirement that are known to exist.

	
	FVO 7
	To determine if provision has been made to ensure that the technical provisions are implementation independent.

	
	TVO 1
	To determine if the protocol description supports the stated end to end services.

	
	TVO 2
	To determine if the protocol description has any unacceptable behaviour

	
	TVO 3
	To determine if the abstract service interface parameters are mapped appropriately to PDU fields and/or communication service interface parameters, and vice versa.

	
	TVO 4
	To determine if protocol errors in the peer application entity are correctly handled.

	
	TVO5
	To determine if the SARPs are consistent with the Upper Layer architecture to the extent that this is a requirement, e.g. use of the Dialogue Service, application of the control function.

	
	TVO 6
	To determine if the APDUs are correctly specified.

	
	TVO 7
	To determine if provision for QOS management has been addressed.

	
	TVO 8
	To determine if provision for future migration has been addressed.

	
	TVO 9
	To determine if efficiency requirements have been addressed, e.g. minimising size of data transfer, appropriate maintenance of dialogue.

	
	TVO 10
	To determine that the functionality described in the technical provisions is implementable.

	
	TVO 11
	To determine that independent implementations built in accordance with the technical provisions will be able to interoperate.

	
	TVO12
	To determine that the way security is handled by the application is compliant with the overall ATN security framework.


2.1.
Grouping of Requirements

For the validation of version 2 of the CPDLC Application, the following functional groups of requirements have been identified:

· requirements allowing the optional support of security in Version 2. The inclusion of security parameters in the dialogue service as well as security-related user information will be concentrated on, and will exercise both secure and unsecure operation.

· requirements guaranteeing the interoperability between Versions 1 and 2. Some requirements have been added in version 1 and 2 to allow a minimum level of interoperability between systems implementing different versions of the CPDLC application.

1.
Validation Means

The following generic means of validation have been identified, and are used in Table 4.1.

a) Two or more independently developed interoperating implementations validated by two or more states/organisations.

b) Two or more independently developing interoperating implementations validated by one state/organisation.

c) One implementation validated by more than one state/organisation.

d) One implementation validated by one state/organisation.

e) Partial implementation validated by one or more state/organisation.

f) Simulation, analysis using tools e.g. ASN.1 compiler, modelling tools.

g) Analysis and inspection.

1.
Functional Validation Achieved by States and Organisations

The following table summarises the validation activities that have completed to date. The letters in the table correspond to the validation means given in section 3.
Table 4-1: Validation Activities Summary

	Group
	ATNP/WG3/SG2 
	CENA CHARME
	FAA

	Use of security
	g)
	d)
	g)

	Interoperability CPDLC V1 – CPDLC V2
	g)
	d)
	g)


1.
Summary of Activities Supporting Validation

1.
ATNP/WG3/SG2

Inspection and analysis of the CPDLC Application Version 2 SARPs has been performed by ATNP/WG3/SG2. This has involved close reading of the text with the specific aim of checking to make certain that there are no defects in the SARPs. 

1.
FAA

The FAA is undertaking a validation program involving version 2 ATN applications.  This includes an in-depth analysis of CPDLC version 2.  On-going validation work may also include CPDLC implementation, which would bring validation levels to d.

1.
STNA/CENA CHARME project

5.3.1
General

The objectives of CHARME are to provide the French DGAC with:

a) an ATN platform for data-link experiments on Package-1 applications,

b) a base for the prototyping of future air/ground data-link applications,

c) an infrastructure for the validation of some of the ATN Package-2 features, with a priority on: security services, naming and addressing extension, system management related to security, and key management mechanisms by CM ASE.

The CHARME developments consist of commercial off the shelf (COTS) products, and CENA-originated components. The COTS components are: the CO Session and Presentation layers, an ASN.1 compiler and associated PER runtime libraries, and the development environment for the CENA components. This COTS environment provides testing and integration facilities, and proved to enable the porting of CHARME components to various hardware platforms and operating systems. CENA developments for CHARME include: the CL Session, Presentation and CO/CL Application layers, together ASEs issued from OSI (CO/CL ACSE/Ed 2, ROSE, CMISE) or ICAO Package-1 specifications (ADS, ADS Report Forwarding, CM, CPDLC, and FIS). APIs are provided for each ASE, and for the Dialogue Service.

CHARME has successfully been integrated on SUN and DEC ALPHA systems with the ProATN lower layers. This integration resulted in:

a) a Package-1 connection oriented full ATN stack,

b) a Package-2 connection oriented, and connectionless ATN stack (complete up to the Dialogue service). 

The Package-2 stack includes the ATN ASEs, ROSE and CMISE for system management, and will include the Security ASO for upper-layers security.

CHARME is part of  the simulated data-link infrastructure of CENA, which includes:

a) simulated sub-networks (Mode S, AMSS and VDL mode 2) access, real sub-network access (X.25 WAN, LAN) and loop-back facilities.

b) air traffic simulator, cockpit simulator and pseudo-pilot interface,

c) experimental ground control facilities.

The following CHARME developments are completed:

a) a full package 1 connection oriented ATN stack: CO Session and Presentation layers, ACSE and Dialogue control function, together with APIs,

b) CO and CL Session and Presentation layers,

c) CO/CL package 2 dialogue control function, and CO/CL ACSE,

d) Package 2 ATN applications (ATIS/METAR, ARF).

e) ROSE and CMISE ASEs integrated in upper-layers (FastMIP profile).

For CENA's ATN activities, the on-going CHARME developments are:

a) Security ASO for upper-layers security, which should be finished by mid-2000,

b) Future ATN applications (CM) and package 2 ATN applications incorporating ATN security requirements.

Future CHARME activities (post mid-2000)  should address:

a) System management for the management of security,

b) Prototyping activities (X.500).

5.3.2
Version 2 CPDLC Prototyping and Validation

The CHARME project will develop a prototype of the CM Version 2 application and intends to conduct validation exercises following three phases as follows:

a) the ASN.1 description specified in the draft SARPs will be compiled with an COTS ASN.1 compiler. This will permit to check the correctness of the new ASN.1 specification.

b) based on the Version 1 CPDLC Application developed in a previous phase of the project, the software of version 2 of the application will be produced, leading to the identification of potential errors in the protocol specification. Interoperability between air and ground version 2 compliant systems will be tested.

c) interoperability between version 1 and version 2 compliant systems will finally be tested.   

These activities will start as soon as CPDLC Version 2 draft SARPs are issued and should hopefully be completed by mid-2000.

1.
Defect Report Summary

The table below gives a summary of the defect reports raised during the validation programme.

	Ref.
	Source
	Section
	Description of change

	1. 
	FRAVIS
	2.3.3.3, 2.3.3.4, 2.3.3.8
	Notes clarified, typos found

	2. 
	FRAVIS
	2.3.3.5.3
	Changed to check security parameter on D-START confirmation

	3. 
	FRAVIS
	2.3.6.2.3
	Added section on Security Requirements parameter values

	4. 
	FRAVIS
	2.3.7.5.5.2
	Reworded to explicitly require emulated version to be less than the sending ASE’s version

	5. 
	FRAVIS
	Table 3.2.8-1
	Note added to indicate emulation is not an option of version 2; it is an inherent capability


1.
Results and Analysis

1.
SVO 1 - TVO 11

Since the only changes made to CPDLC involve security and backwards compatibility related to security, it can be assumed that the CPDLC version 2 is validated based on CPDLC version 1 validation activities.

Therefore, these validation objectives may be considered as being achieved.

1.
TVO 12

To determine that the way security is handled by the application is compliant with the overall ATN security framework.

CENA has performed validation testing on different aspects of CPDLC version 2, including security.  Therefore, this validation objective may be considered achieved (d).

1.
Conclusions

Subject to the results of on-going validation, it is concluded that the enhanced technical provisions are sufficiently validated for inclusion in ICAO Doc. 9705 Edition 3.
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