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SUMMARY

Doc 9705 Sub-Volume VIII, ATN Security Services, specifies that that public keys be represented in compressed form.  The rational for point compression is bandwidth efficiency and compatibility with Commercial-Off-The-Shelf (COTS) Certificate Authority (CA) systems.  However, a patent for point compression has been applied for and if granted will result in patented technology in Sub-Volume VIII.  

1.

Point Compression

In elliptic curve (EC) cryptographic systems the public key is a point, i.e. a specific (x,y) coordinate on the selected curve.  In full representation the EC point requires 2m bits, where m is extension degree of the underlying finite field. For the ATN, m is 163 for ATN User domain parameters and m is 233 for ATN CA domain parameters.  Thus in full representation, ATN User public keys would be 326 bits and ATN CA public keys would be 466 bits.

The standards for elliptic curve systems published to date specify a method of representing elliptic curve points in compressed form. Specifically, Annex A to the IEEE Standard Specifications for Public Key Cryptography standard (P1363), the Standards for Efficient Cryptography Group Elliptic Curve Cryptography standard (SEC 1), and the ANSI Public Key Cryptography For The Financial Services Industry standards: Key Agreement and Key Transport Using Elliptic Curve Cryptography (X9.63) and The Elliptic Curve Digital Signature Algorithm (X9.62) all specify an optional method of Point Compression.  This method allows points to be represented compactly using the complete x-coordinate and a single additional bit derived from x and y.  The result is that an elliptic curve point can be represented with m + 1 bits.  Therefore in compressed form, ATN User public keys would be 164 bits and ATN CA public keys would be 234 bits.

2.

Patent for Point Compression

It has been reported to Working Group 1/Subgroup 2 that Certicom, Corp. has applied for a patent on the above-mentioned method for point compression. 

3.

CA Systems

Commercial-Off-The-Shelf CA systems are just beginning to provide support for elliptic curve schemes.  However, the certificates generated by these systems have been found to have the constraint that the EC certificates that they generate contain public keys in compressed form.  

4.

Alternatives

Given the above situation, the following alternatives to point compression are available for ATN security: 

a.  Signal the use of point compression.  This option is undesirable because it would minimally require two sets of certificates for all ground systems.

b.  Always use full point representation.  This option would have an obvious impact on bandwidth and may preclude use of certain COTS systems.

5.

Recommendation

It is recommended that the Working Group of the Whole accept Sub-Volume VIII with point compression specified.  In the event that a patent is granted for point compression, a  PDR will be generated with at least two possible resolutions.  Either a commitment from the patent holder to make the technology available to all States and manufacturers on a reasonable basis will be obtained, or Sub-Volume VIII will be modified to require uncompressed EC points. 
