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Problem





The definition of ATN Security Label in the ULCS SARPs is causing confusion to users, and also contains some minor errors.





Proposed solution or assumptions made (if any):





Encoding of the “Traffic_Type” option in the Eurocontrol TTS transport service interface is as follows:


The TTS expects the ATN Security Type parameter to hold only what is  efined as "Security Information (optional)" in figure 5.6-1. This means that, because the parameter is ATN specific, the Security Registration ID part is considered as redundant.


For example:


 a) "01 0F 01 10" means Traffic type, ATSC comms, Class A preferred.


 b) "" means General Communications, i.e. no security parameter.





Editor’s Comment:





Looking now at the figure in 4.4.7.9, there are some obvious errors: 


the OID for Security Registration ID should not have its type and length encoded, 


consequently the octet count is wrong,


the tag set name length should be 1 not 3,


the example security tag value is not defined in Table 5.6-1.





To remove the confusion over the definition of what constitutes the ATN Security Label, the components (Parameter Code, Parameter Length, Parameter Value (Security Format)) should not be included in the diagram in 4.4.7.10 Note 2.








Agreed Solution:





Modification to section 4.4.7.8





Original text:


The required ATN Security Label shall be conveyed by local means, using the encoding specified in 5.6.2.2.2.





Replacement text:


The ATN Security Label value shall be encoded according to 5.6.2.2.2.2.b), and passed between TS-User and TS-Provider by implementation-specific means.





Modification to section 4.4.7.9, Note 2





Original text:


Note.� 5.5.1.2 states that  the TS-User provides the complete ATN Security Label, although only security tag value is of relevance.  The encoding of the ATN Security Label is summarised below.  It consists of all fields under the heading “Security Label” (i.e.  12 octets).  The QOS parameter “Routing Class” maps to the field labelled “Security Tag”.





Table 4.4-10


Security Parameter encoding�
Value�
Length (Octets)�
�
Parameter Code�
1101 0101�
1�
�
Parameter Length�
0000 1101�
1�
�
Parameter Value:�
�
�
�
Security Format�
1100 0000�
1�
�
Security Label:�
�
�
�
Security Registration ID Length�
0000 0110�
1�
�
Security Registration ID:�
�
�
�
OID, Length, [1.3.27.0.0]�
06,04,43,27,00,00�
6�
�
Security Information Length�
0000 0100�
1�
�
Security Information:�
�
�
�
Tag Set Name Length�
0000 0011�
1�
�
Tag Set Name:�
�
�
�
Traffic Type & Associated Routing Policies�
0000 1111�
1�
�
Tag Set Length�
0000 0001�
1�
�
Security Tag:�
�
�
�
Traffic Type & category (from Table 5.6-1)�
0000 0011�
1�
�
�
Total:�
15 Octets�
�






Replacement text:


Note 2.� 5.5.1.2 requires the TS-User to provide the ATN Security Label as specified in Figure 5.6-1 and 5.6.2.2.2.2.b).  The encoding of the ATN Security Label is summarised below.  The D-START QOS parameter “Routing Class” maps to the field labelled “Traffic Type & category”.





ATN Security Label field�



Value (Hex)�
Length (Octets)�
�
Security Registration ID Length�
04�
1�
�
Security Registration ID = OID {1.3.27.0.0}�
2B,1B,00,00�
4�
�
Security Information Length�
04�
1�
�
Security Information:�
�
�
�
    Tag Set Name Length�
01�
1�
�
    Tag Set Name = “Traffic Type & Associated Routing Policies”�
0F�
1�
�
    Tag Set Length�
01�
1�
�
    Security Tag Value = Traffic Type & category (from Table 5.6-1)�
01 (for example)�
1�
�
�
Total:�
10 Octets�
�






