p4:
Secure dialogue requested

p5:
Security information already exchanged

p6:
Secure dialogue accepted

p7:
Release started

p8:
Response +

p9:
Response –

p10:
Release collision

p11:
Abort started

Event Source
State (
Event
STA0

Null
STASEC1

Security Start
STA 1
STA2

Data Transfer
STA3 
STA 4
STASEC2

Security Data Transfer
STASEC 3

Security Release
STASEC2

Security Data Transfer


























D-START req
p0 & p4 & ~p5

STASEC1

SA-GEN req

p0 & p4 & p5

STASEC 1

SA-SEND req










D-START rsp +


~p1 & p6

STASEC 1

SA-GEN req

~p1 & p6 & p5

STASEC 1

SA-SEND req

~p1 & ~p6 

STA 1

A-ASSOC rsp +








D-START rsp -


~p1 & ~p6

STA 1

A-ASSOC rsp –










D-DATA req



p6

STASEC 2

SA-SEND req

~p6

STA 2

P-DATA req (User)
p6 & ~p2

STASEC 2

SA-SEND req

~p6 & ~p2

STA 3

P-DATA req (User)






D-END req



p6

STASEC 3

SA-SEND req

~p6

STA 3

A-RELEASE req







D-END rsp +




~p2 & p6

SA-SEND req

~p2 & ~p6

A-RELEASE rsp +






D-ABORT req



p6

STASEC 3

SA-SEND req

~p6

STA 2

A-ABORT req









A-ASSOCIATE ind

(not complete)


p4 & ~p5

STASEC 1

SA-VAL req

~p4

STA 1

D-START ind








A-ASSOCIATE cnf +


p4 & p6

STASEC 1

SA-VAL req

p4&~p6

STASEC 1

SA-END req

~p4

STA 2

D-START cnf +








A-ASSOCIATE cnf -


p4 & p6

STASEC 1

SA-VAL req

~p4

STA 2

D-START cnf +








A-RELEASE ind




p6

STASEC 3

SA-VAL req

~p6

STA 3

D-END ind
p6

STASEC 3

SA-VAL req

~p6 & ~p1

STA 4

A-RELEASE rsp +

~p6 & ~p1

STA 4







A-RELEASE cnf +




p6

STASEC 3

SA-VAL req

~p6

STA 0

D-END cnf +

P-U-ABORT req
p6

STASEC 3

SA-VAL req

~p6 & p1

STA 0

D-END cnf +

P-U-ABORT req

~p6 & ~p1

SAT 0

D-END cnf +

A-RELEASE rsp +





A-RELEASE cnf -




p6

STASEC 3

SA-VAL req

~p6

STA 2

D-END cnf -






A-ABORT ind


p4

STA 0

SA-END req

D-ABORT ind

~p4

STA 0

D-ABORT ind
p6

STASEC 2

SA-VAL req

~p6

STA 0

D-ABORT ind
p6

STA 0

SA-END req

D-ABORT ind

~p6

STA 0

D-ABORT ind
p6

STA 0

SA-END req

D-ABORT ind

~p6

STA 0

D-ABORT ind





A-P-ABORT ind


p4

STA 0

SA-END req

D-P-ABORT ind
p6

STA 0

SA-END req

D-P-ABORT req

~p6

D-P-ABORT ind
p6

STA 0

SA-END req

D-P-ABORT req

~p6

D-P-ABORT ind
p6

STA 0

SA-END req

D-P-ABORT req

~p6

D-P-ABORT ind





P-CONNECT rsp -


p4

STA 0

SA-END req

P-CONN rsp –

~p4

P-CONN rsp -








P-RELEASE rsp +




p6

STA 0

SA-END req

P-DATA req (RLRE+)

~p6

P-DATA req (RLRE+)
~p1 & p6

STA 0

SA-END req

P-DATA req

(RLRE +)

p1

STA 4

P-DATA req

(RLRE +)

~p1 & ~p6

STA 0

P-DATA req

(RLRL +)





P-U-ABORT req (data)


p4 & p11

STA 0

SA-END req

P-U-ABORT req

p4 & ~p11

STA 0

P-U-ABORT req

~p4

STA 0

P-U-ABORT req
p6

STA 0

SA-END req

P-DATA req (ABRT)

~p6

STA 0

P-DATA req (ABRT)
p6

STA 0

SA-END req

P-U-ABORT req

~p6

STA 0

P-U-ABORT req
p6

STA 0

SA-END req

P-U-ABORT req

~p6

STA 0

P-U-ABORT req





P-U-ABORT req (no data)


p4 & p11

STA 0

SA-END req

P-U-ABORT req

p4 & ~p11

STA 0

P-U-ABORT req

~p4

STA 0

P-U-ABORT req
p6 & p11

STA 0

SA-END req

P-U-ABORT req

p6 & ~p11

STA 0

P-U-ABORT req

~p6

STA 0

P-U-ABORT req
p6 & p11

STA 0

SA-END req

P-U-ABORT req

p6 & ~p11

STA 0

P-U-ABORT req

~p6

STA 0

P-U-ABORT req
p6 & p11

STA 0

SA-END req

P-U-ABORT req

p6 & ~p11

STA 0

P-U-ABORT req

~p6

STA 0

P-U-ABORT req





P-DATA ind (user)



p6

STASEC 2

SA-VAL req

~p6

STA 2

D-DATA ind
p6

STASEC 2

SA-VAL req

~p6

STA 3

D-DATA ind






SA-GEN rsp +

p1

STA 1

A-ASSOC

req

~p1

STA 1

A-ASSOC rsp +











SA-GEN rsp -

p1

STA 0

D-START cnf

 -

~p1

STA 0

A-ASSOC rsp –

????









SA-VAL rsp +

~p1 & p4

STA 1

D-START ind

p1 & p4 & p8

STA 2

D-START cnf +

p1 & p4 & p9

STA 2

D-START cnf +

p7

STA 0

D-ABORT ind


~p7

STA 2

D-DATA ind

p7

STA 3

D-DATA ind
~p7

STA 3

D-END ind

p7 & p1

STA 4

A-RELEASE rsp +

p7 & ~p1

STA 4

p10 &  p1 & p8

STA 0

D-END cnf +

p10 & ~p1 & p8

STA 0

D-END cnf +

A-RELEASE rsp +

p10 & ~p1 & p9

STA 2

D-END cnf -



SA-VAL rsp -

~p1 & p4

STA 0

???









SA-SEND rsp +






~p7

STA2

P-DATA req (User)

p7 & ~p2

STA3

P-DATA req (User)
~p7 & p2

STA3

A-RELEASE req

p8

STA 3

A-RELEASE rsp +

p9

STA 3

A-RELEASE rsp –

~p8 & ~p9

STA 3

A-ABORT req



SA-SEND rsp -






????



????




SA-END rsp +

~p1

STA 2

D-START cnf +








