ATNP WG3/SG3 Flimsy # 2

Toulouse, 21 July 2000

Use of the ATN Security Architecture for AOC/GACS

This flimsy has been developed as the result of discussions in the WG3/SG3 meeting in Toulouse, July 2000.  It is presented as strawman input to the guidance material describing how AOC applications plan to use the ATN Security Architecture via GACS, as per ARINC Specification 637-1.

The AOC community is one source of operational requirements provided to the ATN Panel Working Groups.  Of prime concern is that the ATNP Security solution should be applicable to AOC applications as well as ATSC applications.

The agreed mechanism for initial AOC support over ATN is to use the Sub-Volume 4 Generic ATN Communications Service (GACS) protocol to encapsulate existing ACARS message formats.

In this environment, as number of issues have arisen, which require additional clarification in ATN Technical Provisions and/or Guidance Material.

AOC users require the ability to use the Connectionless ATN Stack via GACS.  This will need the same level of authentication and integrity checking as the Connection-Oriented stack, and eventually the addition of Confidentiality services.  It is anticipated that these Security requirements will be addressed in Edition 4 of the ATN Technical Provisions.  In the mean time, Edition 3 allows GACS access to the connectionless stack without specific Security services.

AOC users require the ability to use the GACS-AE without the need to use the CM application to exchange security and addressing information.  This should be possible with Edition 3 provisions.  The GACS-User, when first establishing a dialogue connection, would need to set the security requirements parameter to “Exchange Supporting Key Management” in order to obtain the necessary mutual certificate exchange.  This pre-supposes that the user knows the public key of the communications peer by local means (as is already the case with CM-users).  There are plans to enhance the Security CONOPS for Edition 4 to describe how security can be invoked independently of CM.

There are issues relating to the GACS Level of Service requested.  Use of “single shot, error recovery” mode results in a Connection-Oriented “Datagram” paradigm (D-START request / D-START negative response) such that the Data Transfer state is never established (similar to CM-Logon).  This will require careful management of the security information, between successive invocations.  Use of  “single-shot, no error recovery” maps to the connectionless service, if available, and will not support security services for the time being.

There is a potential issue relating to entity identification when retrieving security information (certificates and keys) from wherever it is stored (e.g. from a directory).  ATSC applications are identified by their Application Process Title (APTitle), which is an Object Identifier (OID) containing the application type (ADS, CPDPC, …) as one component.  AOC applications that use GACS-AE do not have their own unique APTitles.  It has been decided that applications can be identified by their PSAP address as an alternative to APTitle, when accessing security information.  The PSAP address will correspond to one invocation of a GACS-AE, with associated AOC user(s).

It is necessary that a GACS-User is able to verify that it is communicating with a GACS-User of the same type.  In principle, therefore, the GACS Message Type identifier should be part of the entity identification, since it is Message Type that identifies the “App-type” of the GACS-AE User.  However, it is considered that knowledge of the peer’s PSAP address affords sufficient protection.  It would soon become apparent if a user of the “wrong” type attempted to communicate with another AOC user, since the message syntax would be incompatible.

A GACS-AE invocation may in principle be used by any number of AOC and (potentially in the future) ATSC applications, provided they are distinguished by unambiguous Message Type identifiers.  In this context, legacy FANS ATC applications are considered in the same category as “AOC applications”.  That is, it is assumed that all current ACARS applications will have a value from the “AOC” space for their ATN Security Label (Routing Class parameter) when encapsulated as GACS messages.

If an ATSC application is ever specified to make use of GACS-AE, there would be a potential security threat due to the fact that an “AOC” application using the same GACS-AE could masquerade as the ATSC peer.  To counter this, it is required that an ATS GACS user will never use the same GACS-AE as an “AOC” (ARINC 637-1) user.

In reality, it is anticipated that if future ATS applications are developed to use GACS, they will use the “GACS-ASO” approach, so that the addressable entity is not GACS, but the application-specific AE.  Thus the masquerade threat is extremely unlikely to occur in practice.

AOC applications are likely to make use of the Confidentiality services (i.e. encryption of user data) that are planned for Edition 4 of Doc 9705.

There may be future requirements to use the future multicast ATN architecture for AOC applications.  The use of multicast is likely to require use of the connectionless upper layer stack, and would probably work by individual users registering with a multicast address, to receive all data sent to that address.  It is believed that there should not be problems using the planned connectionless security architecture to cover the multicast case.

In conclusion, GACS-AE Users are able to use the full set of ATN security services defined in Doc 9705 edition 3, provided:

a) they are constrained to use a connection-oriented stack, and 

b) they control the exchange of security information via the security requirements parameter.  

The use of the CM application is not a pre-condition, but there must be a suitable infrastructure in place to support the dissemination of security certificates and public keys. 

