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Comments on the Security Enhancements for Sub-Volume IV
1. Introduction

The FAA is conducting a validation of the security enhancements for the Upper Layer Communication Service (ULCS).  This validation effort includes modifying the FAA’s existing ULCS prototype to include the security enhancements.  The FAA has allocated the security enhancements requirements to the already developed portions of the ULCS prototype.  This paper documents the issues identified as a result of this effort.

2. Reference Documents

Draft ATN SARPS Technical Provisions, ICAO Document 9705, Edition 3, Version 1.0, Sub-Volume IV.

Draft ATN SARPS Technical Provisions, ICAO Document 9705, Edition 3, Version 1.0.9.r, Sub-Volume VIII.

3. Issues

The following issues were identified as a result of the requirements analysis effort.  Some issues were previously discussed with the Sub-Volume IV editors (Gerard Mittaux-Biron and Tony Kerr) and are included here for “paper trail” purposes.  The requirement identifier is given as E3-v1.0-paragraph.  These represent the paragraph number in the Draft Version 1.0 of Edition 3.

	No.
	Requirement
	Issue
	Proposed Disposition

	1 
	E3-v1.0-4.3.3.8.1.2.2
	Item f describes how to construct the A-ASSOCIATE Request primitive.  The inclusion of the SESE APDU in the authentication-value field duplicates the D-Start Request User Data that is conveyed in the User Information field since the SESE APDU contains the ATNProtectSign security exchange.  The ATNProtectSign security exchange contains a data type that includes the D-Start Request user data
	Use SSO-Sign with an Appendix Type of MAC-appendix or use SSO-ProtectSign but do not include the D-Start Request User Data in the User Information field of the A-ASSOCIATE Request primitive.

19 July:  GMB agreed with issue and will determine final solution.

	2 
	E3-v1.0-4.3.3.8.1.2.3
	This issues is the same as above but for the A-ASSOCIATE Response and D-Start Response primitives.
	Equivalent solution as above.

19 July: GMB agreed with issue and will determine final solution.

	3 
	E3-v1.0-4.3.3.7.4.2.13
	This section describes the actions to take when the CF is in the RELEASE COLLISION state and receives a SA-SEND Indication primitive but has not received an A-ASSOCIATE response or confirmation primitive.  This combination of event and state is invalid.  If the CF is in the RELEASE COLLISION state, it has already received a D-END request primitive from the application ASE.  As a result, the application ASE cannot send any more data using D-DATA Request.  The only time the CF could receive an SA-SEND indication is if the peer CF allowed a D-DATA Request from its application ASE after that application ASE issued a D-END Request.  Since this is an invalid state and event combination, the peer (remote) CF should not allow it for receipt.
	Remove this paragraph and update Table 4.3-4 accordingly.  Since no explicit actions for this combination of event, state, and predicate appears in the state table (Table 4.3-4), its occurrence will result in the dialogue being aborted.

19 July: GMB agreed with issue and will determine final solution.

	4 
	Many
	SSO-Stop should be invoked only upon a security error since SSO-Stop retains the Session Key as being invalid for future use.  Since SA-END request only invokes SSO-Stop, SA-END request should be invoked only upon a security error.
	Remove most occurrences of SA-END request.  Leave only those occurrences where SA-END request was invoked as the result of a security error.

	5 
	E3-v1.0-4.3.3.3.3.2.2 and E3-v1.0-4.3.3.3.3.2.3
	The CF must ensure that the Security Requirements parameter in the D-Start Response primitive is the same as that issued in the D-Start Indication primitive.  If it is not, a local error should be produced.
	Ensure that the Security Requirements parameter is the same as that received on the D-Start Indication.

19 July: GMB proposed modifying the lead in sentence to the requirement to indicate the matching Security Requirements parameter value.

	6 
	E3-v1.0-4.3.3.5.5.2.4, .5, and .6
	Since SA-END request will not be invoked unless there is a security error, paragraphs 4.3.3.5.5.2.5 and 4.3.3.5.5.2.6 can be removed and 4.3.3.5.5.2.4 does not need modification.
	As proposed in issue description.

19 July: GMB concurs and will correct.

	7 
	E3-v1.0-4.3.3.4.2.2.4
	This is an occurrence of version number negotiation.  This is strictly prohibited by SV8.  If the ACSE Requirements parameter is not set in a received A-ASSOCIATE Confirmation primitive and the A-ASSOCIATE request primitive had it set, the dialogue should be aborted.
	Remove this paragraph as it describes functionality not allowed by SV8.

19 July: GMB indicated that this paragraph is present for the case where a Version 2 CF is communicating with a Version 1 CF.  Since the Version 1 CF makes no use of the ACSE Requirements parameter, any received value will be  ignored by that CF.  The subsequent response from that CF will then not contain the ACSE Requirements parameter.  The requirement to abort the dialogue is placed upon the Dialogue Service user since the Dialogue Service must allow this condition for backward compatibility.

JS to follow up with WG3SG2 to ensure that the Version 2 applications other than CM will abort the dialogue since the Version 2 application should know by the CM exchange that the peer is Version 1 and should indicate Version 1 to that peer.  If the CM exchange reports that the peer application is a Version 2 application and the identified issue occurs, then the Version 2 application that receives this indication must abort the dialogue.

	8 
	E3-v1.0-4.3.3.7.4.2.4
	No state is given for this paragraph and the processing indicated is a duplicate of that in 4.3.3.7.4.2.2.
	Remove this paragraph.

19 July: GMB concurred and will determine final solution.

	9 
	
	Security type "Secured exchange" was renamed "Secured dialogue" in Sub-Volume VIII to remove confusion.
	

	10 
	
	Security type "Exchange supporting key management" was renamed "Secured dialogue supporting key management" in Sub-Volume VIII to remove confusion.
	

	11 
	
	Appendix type "atnSignature" was renamed "Signature-appendix" in Sub-Volume VIII since atnSignature is used elsewhere as an ASN.1 variable.
	

	12 
	
	Appendix type "atnMAC" was renamed "MAC-appendix" in Sub-Volume VIII to be consistent with the renaming of "atnSignature".
	


4. Conclusions

All of the above issues must be resolved before the validation of Sub-Volume IV can be declared successful.  Some of the above issues prevent the FAA from competing its prototype development.  As of this time, interim steps will be taken so as to continue the effort and the agreed disposition of each issue will be incorporated at a later time.

SUMMARY





This report addresses the validation of cryptographic primitives contained in the Cryptographic Infrastructure, which is one of many programs established to support the validation of the ATN Security Provisions, Document 9705, Sub-Volume VIII.  The purpose of this document is to report on the planned activities and coverage of Sub-Volume VIII validation objectives and Sub-Volume VIII requirements.
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