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SUMMARY





This paper reflects the urgent request from the ADSP Working Group of the Whole meeting in Dakar to incorporate message elements in the CPDLC Message set relating to Unlawful Interference�
�












1.	INTRODUCTION





1.1	At the recent meeting of the Automatic Dependent Surveillance Panel (ADSP) Working Group of the Whole (WGW)  in Dakar, the expert nominated by IFATCA highlighted a significant omission from the ADSP Draft ICAO Manual of Air Traffic Service Data Link Applications, namely that there was no reference to any actions to be taken in the event of Unlawful Interference to aircraft operations, for example by Hijacking.





1.2	In the event of an aircraft declaring an emergency, the objective is to let everybody know as soon as possible, so that all necessary actions may be taken by the ATC provider.  There will be a dialogue between the flight deck and the ground, explanations of the nature of the emergency, and discussions on the possible courses of action.  Unlawful Interference is a special type of aircraft emergency, in that generally the flight crew will wish to let the ground ATC know of this unlawful interference as discretely as possible, and to receive acknowledgment that the ground appreciates the situation, as covertly as possible, to ensure that the on-board situation is not exacerbated.





1.3	The ADSP/WGW identified an operational requirement to include suitable messages in the CPDLC Message set to be offered as part of the CNS/ATM-1 Package.  In addition, the WGW identified a need for a facility to be included in the ADS SARPs which would allow a notification of Unlawful Interference to be passed to the Ground Segment and to be drawn to the controller's attention in a similar way to that currently enabled for a pilot or system activated emergency.


�
2.	RATIONALE





2.1	When the ADSP were considering how to deal with emergencies, the members only considered the problem from the point of the 'normal' life-threatening situation, caused by aircraft or human failure.  In this situation, the pilot generally declares an emergency, initially on the frequency in use, and subsequently on any discrete frequency which may be allocated by the ATC Centre dealing with the emergency.  If the aircraft is in an area of SSR cover, the aircraft will squawk code 7700.  If the aircraft is in ADS contact with a periodic contract in force, activation of the Emergency switch on the flight deck will change the format of the reporting, and alert the ground system to the fact that an emergency has been declared.  The emergency is widely publicised, in order that all possible support can be solicited.





2.2	The members of ADSP omitted to take into account any other types of emergency, in particular, that of unlawful interference, where a perfect serviceable aircraft and its crew and passengers may be put in jeopardy by the illegal actions of one or more people on board the aircraft.  This omission was an error which the ADSP/WGW recognised as having to be remedied as soon as possible. 





3.	UNLAWFUL INTERFERENCE





3.1	Unlawful interference usually, but not always, takes the form of one or more 'passengers'  threatening the lives of others on board the aircraft in an attempt to influence the normal progress of the flight.  In general, operator company policy advises pilots to conform with the wishes of the interferer where possible, and to notify ATC.  





3.2	But in the case of unlawful interference, such overt operations as may accompany the declaration of a state of emergency may have precisely the opposite effect to that which is required.  In such a situation there may be the need for a state of unnatural calmness to exist, since any untoward actions may result in immediate and serious repercussions from the person or persons impeding the lawful progress of the flight.  If in SSR cover, the pilot will endeavor to squawk code 7500, but again, this may not be possible.





3.3	Covert operation of the Emergency switch may result in questions from the ATCC concerning the nature of the emergency, and this could be counter-productive, since those interfering with the flight may wish to maintain an element of surprise for their own ends.  Therefore there has to be a discrete method of notifying the ATCC, and a discrete method of replying.





4.	IMPLEMENTATION 





ADS





4.1	ADS operations make no allowance for aircraft generated discrete messages.  Indications of emergency are given by a change in report rate, and message structure, but there is no means within the ADS message structure of indicating the nature of the emergency.  Pilot initiation of the emergency mode is done manually.





4.2	It is likely that any implementation of methods of indicating unlawful interference will have to be developed in a similar manner to the current emergency procedures, where a pilot activated switch would alter either the reporting rate, or format, or both.  Further discussion will have to take place within ADSP to formulate the requirement precisely, prior to implementation in a future version of the ADS SARPs.





4.3	This will be a non-trivial change, requiring significant research to optimise the best methods, and will therefore not be available for inclusion into the early versions of SARPs being developed for the CNS/ATM-1 Package.





CPDLC





4.4	The paper presented to the ADSP/WGW on unlawful interference recommended that as a first step, two messages should be included in the CPDLC message set.  These would enable the pilot to inform the current data authority of the unlawful interference having occurred, and would also allow the current data authority to make a suitable low-key response, simply acknowledging receipt of the notification.





4.5	ADSP/WGW reviewed the contents of the proposed messages, edited them slightly for consistency, and agreed their immediate inclusion into the Draft Manual, with a recommendation that ATNP include them in the Draft CPDLC SARPs for the CNS/ATM-1 Package.  The proposed messages, extracted from the Manual, are included below for reference.





�
Message Intent/use�
Message Element�
URG�
ALRT�
RESP�
�
235�
Notification of receipt of unlawful interference message.�
ROGER 7500�
   U               �
  H     �
   N�
�
 


Extract from Table A-1:  Responses/Acknowledgments (uplink)








�
Message Intent/use�
Message Element�
URG�
ALRT�
RESP�
�
112�
Indicates specifically that the aircraft is being subject to unlawful interference. �
SQUAWKING 7500�
   U               �
  H     �
   N�
�



Extract from Table A-21:  Emergency Messages (downlink)





4.6	Since the relevant ATNP WG3/SG2 members were present at the ADSP meeting, a defect report was raised, and the relevant messages shown in the extracts above were included in the red-lined version of the CPDLC SARPs presented to this meeting.





4.7	Although the change is technically simple, it does involve a change to the message set, and is thus beyond the scope of simply being classed as 'Editorial'.  Nevertheless, the ADSP members unanimously perceive a real need for these messages, whilst freely acknowledging that the lack of earlier recognition of the requirement is their responsibility. 





5.	RECOMMENDATION





5.1	It is recommended that ATNP WG 3 - 





	a.	Note the new Operational Requirement (OR) from ADSP/WGW





	b.	Acknowledge the urgency of the OR relating to CNS/ATM-1 Package SARPs





	c.	Agree to defer consideration of the implementation into ADS SARPs pending further input from ADSP, and, 





	d.	Approve the implementation of the messages in the CPDLC SARPs through the simple amendment as proposed by SG 2.
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