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Summary
This document has been produced to facilitate the interconnection of information processing systems to provide directory services.

The paper recommends an approach for the specification of the ATN Directory in support of AMHS.
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1.- INTRODUCTION.

This document has been produced to facilitate the interconnection of information processing systems to provide directory services. The information held by the Directory, collectively known as the Directory Information Base (DIB), is typically used to facilitate communication between, with or about objects such as application entities, people, terminals, distribution lists and, in our case, to facilitate the addressing within the AMHS network.

This paper is a contribution to the production of sub-deliverables D141 (“Analysis of the AMHS Requirements for Directory Services”).

2.- X.500 DIRECTORY.

2.1 INTRODUCTION.

In essence, the DirectoryPRIVATE
 is a distributed database, capable of storing information about people and objects in various nodes or servers distributed across a network. It is these servers, acting in concert, which provide the potentially global access to information made possible by X.500 technologyPRIVATE
.

PRIVATE

Distributing information in this manner has various advantages over the conventional method of centralising information storage, for example: 

· The information is kept “close” to those people or processes which are most likely to make heaviest use of it or to be responsible for keeping it up to date - this is likely to reduce access time and network costs, and increase the likelihood of the accuracy of the stored information;

· Since the information is distributed across several (possibly hundreds, thousands, or even more) servers, the impact of a given server becoming inactive, for whatever reason, is only to make unavailable the information for which that server is responsible, rather than bringing down the entire database, as would be the case if a centralised server were to go down;

· The Directory has the capacity to grow indefinitely in size and storage capacity through the simple addition of new nodes. Such growth might be achievable but would be less practical with a centralised system;

· The Directory offers the opportunity to unify information resources across the globe, as opposed to the insularization, which tends to occur when organisations rely on proprietary, centralised databases.

The Directory user (person or process) accesses the Directory via a client process, known as a Directory User Agent, or DUAPRIVATE
. The DUA interfaces with the Directory using a Standard protocol between itself and one of the Directory servers, termed Directory System Agents, or DSAs. Usually the DSA contacted would be the one closest, in terms of connection cost or organisational affiliation, to the DUA.

The DSAs making up the Directory also communicate via a Standard protocol, which embodies a set of operations that may be performed by the Directory (e.g. to retrieve information, to add information, etc). Each DSA knows how to contact a number of other DSAs (at least one). This is the mechanism through which a Directory request can be propagated through the system: if a particular DSA is unable to satisfy a request, the request is forwarded to another DSA which is more likely to have the necessary information, and so on.

2.2.- DIRECTORY SCHEMA

The Directory Schema constitutes the framework within which Directory information is stored. It consists of a set of rules and definitions, which define the naming of entries, the content of attributes and entries, the structure of the Directory as whole and hierarchical relationships between entries.

The Schema comprises the following components (after [ISO 9594/2] Section 12.2):

· Name Form definitions, which describe how Directory entries should be named;

· DIT Structure Rules, which define hierarchical relationships between entries of different object classes;

· DIT Content Rules definitions, which allow the inclusion in entries of attributes not indicated in the entries’ structural object classes;

· Object Class definitions, which are used principally to distinguish between entries representing different types of object.

· Attribute Type definitions, which holds information regarding a particular quality or characteristic of an object represented by a Directory entry.

· Matching Rule definitions. Each attribute has associated with it a set of matching rules, which determine how values of the attribute may be matched against other values.

2.2.1.- NAME FORM.
Directory names:

Each entry in the Directory is identified by at least one unique name, called the entry's Distinguished Name or DN. The DN is formed in the following fashion: 

· The DIB is organised into a tree-shaped hierarchy, the Directory Information Tree (DIT), in which each entry has exactly one superior entry but may have many subordinate entries. This organisation is illustrated in figure 2.2.1.1:

[image: image2.wmf]
Clearly, each superior entry may have many subordinates, so the entry may be one of many siblings at the same level in the tree. 

· Each entry contains at least one attribute value, which is designated as the entry's name at that level, i.e. relative to all its siblings. This name, known as the entry's Relative Distinguished Name or RDN, must be unique among all the entry's siblings. 

· The unique name of the entry, it's Distinguished Name or DN, is formed by the concatenation of the RDN of the entry with those of each of its superiors, from the top of the DIT on down to the entry. 

2.2.2.- DIT STRUCTURE RULES.

The placement of entries within a portion of the DIT is governed by rules set out by the responsible authority, known as DIT Structure Rules. Each entry in the Directory contains an attribute of type governingStructureRule, which holds the structure rule that governs the possible placement of the entry. The entry may only be placed in a portion of the DIT if the Directory schema holds a DIT structure rule that matches that held in the entry.

The DIT structure rule consists of 3 parts: 

1. A unique identifier; 

2. A name form identifier, which specifies the name form that entries governed by this structure rule will take; 

3. A list of superior structure rule identifiers, which denote where in the DIT the entry may be placed, i.e. which classes of entry it may be placed subordinate to. 

2.2.3.- DIT CONTENT RULES.

The content of an entry, in terms of the attributes it contains, is regulated primarily by the entry's structural and auxiliary object classesPRIVATE
. However, additional contents may be specified by the definition of a DIT Content Rule associated with the entry's structural object class.

A DIT content rule specifies the following (after [ISO 9594/2], section 12.7.1):

· The identifier of the structural object class to which it applies;

· The identifiers of the auxiliary object classes permitted in entries governed by the rule (optional);

· The identifiers of the mandatory attributes required for entries governed by the content rule, in addition to those mandated in the structural and auxiliary object classes (optional);

· The identifiers of the optional attributes required for entries governed by the content rule, in addition to those named in the structural and auxiliary object classes (optional);

· A list of identifiers of optional attributes from the entry's structural and auxiliary object classes that the content rule precludes from appearing in entries governed by the rule (optional).

Note that, unlike the characteristics of an object class, those of a DIT content rule are not inherited by any subclasses of the object class to which it applies. 

DIT content rules are thus useful in the following ways:

· They permit the modification of an object class at a particular level in the object class hierarchy, while avoiding the inclusion of the modifications into the object class chain;

· They permit the exclusion of certain optional attributes from entries of a given object class without modifying the object class itself; 

· They allow the inclusion of individual attributes into entries, without reference to other object classes.

2.2.4.- OBJECT CLASSES.

Directory object classes are used principally to distinguish between entries representing different types of object. Each Directory entry must belong to at least one object class, and contains an attribute, the value(s) of which indicate(s) the object class(es) to which the entry belongs. Following from this descriptive function, the entry's object class serves several specific functions within the Directory:

· It governs the attributes the entry containsPRIVATE
;

· It governs the position the entry may take in the Directory structurePRIVATE
;

· It governs the administrative policy associated with the entryPRIVATE
.

Object classes may be defined in international standards, by other standards or implementor bodies, by vendors, or by users (private object classes). The mechanism for object class definition is described in Section 12.3.3 of [ISO 9594/2]. 

Standard Object Classes are defined in X.521:

Item
Object class
Status

1
top
m

2
alias
m

3
country
o

4
locality
o

5
organization
o

6
organizationUnit
o

7
person
o

8
organizationalPerson
o

9
organizationalRole
o

10
groupOfname
o

11
residentialPerson
o

12
applicationProcess
o

13
aplicationEntity
o

14
dSA
m

15
device
o

16
strongAuthenticationUser
o

17
certificationAuthoriry
o

Other Object Classes are defined in X.402 (Annex A) and they will be deeplier explained in another section of this document.

Entry Attributes:

The object class of an entry dictates which attributes the entry may containPRIVATE
. In fact, it specifies a set of attributes the entry must contain, along with a further set that the entry may contain. No additional attributes are permitted.PRIVATE

Entry Position:

The object class identifier attribute of the entry is used by the Directory to ensure that the entry is not placed inappropriately within the Directory database. The structure of the Directory database and the placement of entries therein is defined by the DIT Structure Rules.PRIVATE
 

Administrative policy:

Various aspects of administrative policy may be associated only with entries of particular object classes. The Directory Administrative Model is described in Section 4 of [ISO 9594/2]. 

Object Class Inheritance:

Object classes may be created by declaring them to be subclasses of existing object classes. In this case, the new object class inherits all the attributes of an existing object class, its superclass, and has the opportunity to add further attributes.

Each entry in the Directory must contain an attribute indicating the object classes to which it belongs. This is because, by definition, each object class is a subclass of a special object class known simply as top, which indicates that all Object classes MUST CONTAIN such an attribute. This attribute holds the unique object class identifier for the object class to which the entry belongs, in addition to the corresponding identifiers for all the entry's superclasses. Thus, an entry belonging to a given class also belongs to all the superclasses of that class. This set of superclasses, from the entry up to top, is known as the object class' superclass chain.

One important effect of this object class inheritance is that if an information retrieval request is made based on the object class of the entry, all entries of that class and all its subclasses will be returned.

Types of Object Class:

Object classes may be subdivided into three types: abstract, structural, and auxiliary. So far, this description has been centred around structural object classes. The two other classes can be summarised as follows: 

· Abstract Object Class: PRIVATE
An abstract object class is an object class which is defined purely for the purpose of serving as a superclass or template for other (structural) object classes. It is a way of conveniently collecting together a set of attributes which it is known will be common to a set of structural object classes, in order that these classes may be derived as subclasses of the abstract class rather than being defined from scratch. Note that an entry may not belong to an abstract object class.

· Auxiliary Object Class: Each entry, while belonging to only a single structural object class, may belong to zero or more auxiliary object classes. Auxiliary object classes serve as a means to provide multiple inheritance to Directory entries, that is to say, to combine the attributes from two or more superclass chains into a single entry. This is useful in the case where a common group of attributes is desired in entries from various object class hierarchies.

2.2.5.- ATTRIBUTE TYPES.

X.500 attributes are defined either in the standard (see [ISO 9594/6] for the standard attribute definitions), by various implementers bodies, by vendors or by the user (private attributes). The mechanism for attribute definition is given in Section 12.4.6 of [ISO 9594/2].

Standard Attribute Types are defined in X.520:

Item
Attribute Type
Status
Upper bound
Notes

0
objectClass
c1

p90

1
aliasedObjectName
o



2
knowledgeInformation
o



3
commonName
o
64


4
surname
o
64


5
serialNumber
o
64


6
countryName
o

size=2

7
localityName
o
128


8
stateOrprovinceName
o
128


9
stretAddress
o
128


10
organizationName
o
64


11
organizationUnitName
o
64


12
title
o
64


13
description
o
1024


14
searchGuide
o



15
businessCategory
o
128


16
postalAddress
o
6(lines)x30(chs)


17
postalCode
o
40


18
postOfficeBox
o
40


19
physicalDeliveryOfficeNa
o
128


20
telephoneNumber
o
32


21
telexNumber
o
14, 4, 8


22
teletexTerminalIdentifier
o
24


23
facsimileTelephoneNumber
o
32


24
X.121Address
o
15


25
internationalISDNNumber
o
16


26
regidteredAddress
o
6(lines)x30(chs)


27
destinationIndicator
o
128


28
preferredDeliveryMethod
o



29
presentationAddress
o



30
supportedApplicationCont
o



31
member
o



32
owner
o



33
roleOccupant
o



34
seealso
o



35
userPassword
o
128


36
userCertificate
o



37
cACertificate
o



38
authorityRevocationList
o



39
certificateRevocationList
o



40
crossCertificatePair
o



Other Attribute Types are defined in X.402 (Annex A) and they will be deeplier explained in another section of this document.

The Directory attribute holds information regarding a particular quality or characteristic of an object represented by a Directory entry, and has two principal components:

· Attribute Type: Unique identifier, which has both a semantic and a syntactic function. The semantic function is to indicate what purpose the information contained in the attribute serves. The syntactic function is to indicate how the attribute value should be parsed in order to accurately retrieve the information it contains.

· Attribute Value: where the attribute's information is held. As mentioned above, the attribute type determines the parsing and interpretation of the attribute value. 

Figure PRIVATE
2.3.1PRIVATE
 in the next section shows how attribute types and values are combined into a Directory entry.

Also associated with each attribute are a set of matching rules (see next section), an indication as to whether the attribute is to have a single or multiple values, and some administrative data.

Attribute Type Hierarchies:

When defining attributes in the Directory, it is possible, though not necessary, to create an attribute hierarchy, by defining groups of attributes of a general nature and then defining subtypes of these attributes to hold more refined or detailed information of a similar nature. These latter attribute types can, in turn, serve as supertypes for another level of attribute subtyping. 

The useful aspect of attribute type hierarchies is that they offer the opportunity to examine Directory information at different levels of detail. When an attribute type is requested in an information retrieval requestPRIVATE
, attributes of that type together with all its subtypes are returned.

Collective Attributes:

Collective attributes serve as repositories for information common to all entries in an entry collection (see section 2.3)PRIVATE
. For example, if all entries in a group share the same information, this one might be stored in a collective attribute residing in a Directory subentry close to the object entries making up the entry collection. One advantage of storing information in this way is that, if it becomes necessary to change the information, this need be done only once for all the members of the collective, rather than once for each member.

The information held in collective attributes appears as if it is part of the information held in any entry in the entry collection when that entry is retrieved using any of the Directory interrogation services, but modification must take place through the subentry where the information is actually held. 

2.2.6.- MATCHING RULES.

Each attribute has associated with it a set of matching rules, which determine how values of the attribute may be matched against other values.

Matching rules which may be included in the attribute are rules for equality match, ordering match (to determine whether a stored quantity is greater or less than a presented quantity); and substrings match, which enables presented substrings to be picked out of stored string values. 

2.3.- ENTRIES.

The entry is the fundamental unit of information in the Directory. That is to say, all information stored in the Directory is stored in the form of entries, each of which is uniquely named and represents one of three things:

4. An object in the real world. The bulk of the entries in the Directory are of this type, termed an object entry;

5. An alternative name for an object entry. This type of entry is termed an alias entry, and is also uniquely named;

6. A collection of information used to meet administrative needs of the Directory. Such an entry is termed a subentry.

The unique naming of entries has already described in Section 2.2.1PRIVATE
.

Object Entries:

Typically, when the term ’entry’ or ‘Directory entry’ is used, it refers to an object entry, although all entries are structured in the same manner.

All Directory entries are made up of a collection of attributesPRIVATE
, each of which describes a particular quality or aspect of the object represented by the entry. In this regard, an entry may be likened to a database record, and an attribute to a field of that record.

Initially it was envisioned that the entries in the Directory would contain information relating largely to data communications devices and applications, but increasingly it is being thought of as a general purpose repository. Having been said, it seems that the greatest role for X.500 in the foreseeable future is as an enabling technology for data communications, especially electronic mail.

Alias Entries:

An alias entry contains only one user attribute, the value of which is the unique name of an object entry. Alias entries are thus used to provide alternative names for object entries. This can be useful in the case where the actual name of an entry is cumbersomely long, or to apparently place an object in several different positions within the Directory.

When an alias entry is encountered by one of the Directory servicesPRIVATE
 as the name of an entry, the aliasedEntryName attribute is read, the target object of the operation is reset to the name it contains, and processing continues as if the aliasedEntryName had been supplied as the original entry name to the service. This process is known as alias dereferencing. Aliases may point to object entries or other alias entries, but they must always be leaf entries, i.e. they are not permitted to have subordinate entries.

Subentries:

A subentry is used strictly within the Directory architecture itself. It contains information used by the Directory in various administrative functions. For example, collective attributes, described in Section 2.2.5PRIVATE
, are stored in subentries, along with accounting and access control information for the entries in the vicinity of the subentry. 

Entry Collections:

An entry collection may be formed when any set of entries share properties or characteristics in common. Usually when this is the case, the common information may be stored once in a collective attribute (see section PRIVATE
2.2.5) rather than being stored many times, once in each individual entry. 

3.- MHS USE OF THE DIRECTORY WITHIN THE ATN FRAMEWORK.
3.1.- ATN NAME FORM.

3.1.1.- According to the “Preliminary Draft Sub-volume 7 Directory”:

The Directory Information Tree shall be comprised of a ATN-specific hierarchy. The DIT is defined as a set of levels, some mandatory and some optional.

Top-level DIT.

[image: image3.wmf]The top levels of the ICAO ATN DIT is shown in figure 3.1.1:

The root level is defined according to the ITU-T/ISO defined X.500 Directory root.

Level 1 – Country: shall be the country under which all other entries are defined.  

Note: There will be separate subtrees for each country maintaining directory entries.

Level 2 – Organisation: The Level 2 of the ATN DIT shall define subtrees based on organisation object class.  

Note: The two currently identified values for the object class are CAA names and airline names.

Level 3 – Organisational Unit: The Level 3 of the ATN DIT shall define the organisational role within the organisation.

Locality levels.

Following the top three levels of the ATN DIT shall be a series of levels based on the locality of the directory entry. The number of levels of locality-based DIT information shall be at least <n> with a maximum based on the requirements of the defining organisation.

The locality levels of the ATN DIT are shown in Figure 3.1.2:
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 - L5 (and optionally more):  contains location specific organizational units. The number of levels is dependent on 

                                                    the structure of the organization

L6

:  contains the directory entries for identifiable objects including names, organizations, applications, and devices

Level 4 – Location Level 1: The Level 4 of the ATN DIT shall comprise the location according to whether it is a ground-based, or airborne subtree. The value of this level shall also be capable of being set to <mail list> to include the capability of establishing mail lists at this level.

Level 5 – Location Level 2:

Ground-Based Entries: The Level 5 of the ATN DIT shall comprise the location of the entry according to the type of facility in which it is located.  The set of values for this field shall be set according to the requirements of the States.

Airborne Entries: The Level 5 of the ATN DIT shall comprise the location of the entry according to the type of equipment in which it is located.  The set of values for this field shall be set according to the requirements of the aircraft and avionics.

Level 6 through <n>: The ATN DIT supports locality levels based upon the requirements of the States and airlines providing directory services.

3.1.2.- According to the “The Use of X.500 Protocols in ATM Data Link Technology: ATN Directory Approach”:

Based on the ATN information and object classes identified, the DIT for the ATN Directory is depicted in Figure 5.  Note that the application process and application entity object classes are used in the DIT, since they are the structural object classes for the newly created ones.
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Figure.  Proposed ATN Directory Information Tree

3.1.3.- WG3/SG1 (“Ground Application Subgroup”) approach:

Note that the ATN Directory Tree defines the structure of the X.500 directory through the definition of a hierarchical, tree structure. The directory structure is based upon the combination of the defined ATN information and object classes identified. That means that the final form of the DIT has to be defined in ATN scope, taken into account all the public and private Object clases identified by all the air-groung and ground-ground applications forming the ATN.

This document aims to depict the public and private AMHS Object classes and attribute types needed for ATSMHS purposes.

3.2.- PUBLIC AMHS OBJECT CLASSES AND ATTIBUTE TYPES.

In sections 2.2.4 and 2.2.5, general purpose standard Object Classes and Attribute Types have been shown. That is to say, these ones are not explicitly defined for any application. Nevertheless, specific Object Classes and Attribute Types for MHS use exist. They are collected in ISO/IEC 10021-2 (Annex A). These objects are defined in the mentioned ‘Annex A’ by using the notation specified in X.501 standard.

To apply the base standards in a specific instance, it is generally necessary to specify requirement for the options provided in the standards (“profiling” of the base standards). Regional Workshops, in conjunction with ETSI STC TE10, have developed several International Standardised Profiles (ISPs)/Draft International Standardised Profiles (DISPs) with reference to the 1988 base standard of the Directory. 

One of these profiles has been generated with the goal of performing a X.500 Directory Service implementation associated to the Message Handling System (MHS). The name of this profile is FD12, specified in ISO/IEC DISP 11189. This one refers explicitly to ‘Annex A’ of the ISO/IEC 10021-2 standard. The primary objective of this ISP is to define the minimum capabilities that DSAs must have to support an MHS application’s view of Directory information. It does this by specifying a minimum set of structure and naming elements for the DIT which a DSA must be capable of holding and accessing, and other minimum schema requirements.

The FD12 augments the requirements specified in FD11 (ISO/IEC ISP 10616). This means that, an implementation claiming conformance to FD12, must also be compliant with FD11.

Like many others ISPs, FD12 profile, as specified in ISO/IEC DISP 11189, states basic requirements and optional functional groups. These ones are summarised in the following table:

Ref. No.
Object Classes
ISO 10021-2 Annex A
DISP 11189

Basic profile
DISP 11189

DL profile

1
mhs-user
o
m


2
mhs-distribution-list
o
o
m

3
mhs-message-store
o
o


4
mhs-message-transfer-agent
o
o


5
mhs-user-agent
o
o


· The Basic Requirements collected in the FD12 profile are:

· Fulfilment of ISP 10616-1.

· Support of the ‘mhs-user’ object class.
· Support of the following Attribute Types:

Ref. No.
Attribute Type
ISO 10021-2 Annex A
DISP 11189

Basic

1
mhs-or-addresses
m
m

2
mhs-delivery-content-types
o
m

3
mhs-exclusively-acceptable-eits
o
m

4
mhs-maximun-content-lenght
o
m

5
mhs-acceptable-eits
o
o

6
mhs-unacceptable-eits
o
o

7
mhs-or-addresses-with capabilities
o
o

8
mhs-message-store-drectory-name
o
o

· The Optional Functional Groups collected in the FD12 profile claim:

1. Support of the ‘distribution-list’ functional group. This functional group, although is optional in the Basic DISP 11189 profile, it is proposed to be mandatory for the AMHS extended service. This means the following aspects:

· Support of the ‘mhs-distribution-list’ object class.
· Support of the following Attribute Types:

Ref. No.
Attribute Type
ISO 10021-2 Annex A
DISP 11189

DL





















































































































































































1
commonName
m
m

2
mhs-dl-submit-permissions
m
m

3
mhs-or-addresses
m
m

4
mhs-dl-policy
o
m

5
mhs-dl-subscription-service
o
m

6
mhs-dl-archive-service
o
m

7
mhs-dl-related-lists
o
m

8
mhs-dl-members
o
m

9
description
o
o

10
organizationName
o
o

11
organizationalUnitName
o
o

12
owner
o
o

13
seeAlso
o
o

14
mhs-maximun-content-lenght
o
o

15
mhs-delivery-content-types
o
o

16
mhs-acceptable-eits
o
o

17
mhs-unacceptable-eits
o
o

18
mhs-exclusively-acceptable-eits
o
o

2. Support of the ‘Additional Matching Rules (AMR)’ functional group. This functional group is optional in the Basic DISP 11189 profile.

3. Support of the ‘Substring Matching Rules (SMR)’ functional group. This functional group is optional in the Basic DISP 11189 profile.

· Other additional ‘Object Classes’ to be supported by the Directory Service.

The support of Object Classes and Attribute Types other than those listed above is optional in the DISP 11189 profile. These include object classes such as mhs-transfer-agent, mhs-user-agent, mhs-message-store:

1. Support of the ‘MHS User Agent’ object class. That means:

· Support of the following Attribute Types:

Ref. No.
Attribute Type
ISO 10021-2 Annex A
DISP 11189

DL

1
owner
o
o

2
mhs-maximum-content-length
o
o

3
mhs-deliverable-content-types
o
o

4
mhs-acceptable-eits
o
o

5
mhs-exclusively-acceptable-eits
o
o

6
mhs-unacceptable-eits
o
o

7
mhs-deliverable-classes
o
o

8
mhs-or-addresses
o
o

9
protocol information
o
o

2. Support of the ‘MHS MTA’ object class. That means:

· Support of the following Attribute Types:

Ref. No.
Attribute Type
ISO 10021-2 Annex A
DISP 11189

DL

1
owner
o
o

2
mhs-maximum-content-length
o
o

3
protocol information
o
o

3. Support of the ‘MHS Message Store’ object class. That means:

· Support of the following Attribute Types:

Ref. No.
Attribute Type
ISO 10021-2 Annex A
DISP 11189

DL

1
owner
o
o

2
mhs-supported-attributes
o
o

3
mhs-supported-automatic-actions
o
o

4
mhs-supported-matching-rules
o
o

5
mhs-supported-content-types
o
o

9
protocol information
o
o

As it was mentioned before, the use of these additional object classes and attributes is optional in the DISP 11189 profile. Nevertheless, a deeper study about the convenience or not of making mandatory which object classes and which attribute types in the extended AMHS service is needed.

3.3.- DETAILED DESCRIPTION OF THE PUBLIC AMHS OBJECT CLASSES AND ATTIBUTE TYPES.

3.3.1.- OBJECT CLASS: ‘MHS User’:

An MHS User object is a generic MHS user. The attributes in its entry identify the user’s OR-address and, to the extent that the relevant attributes are present, identify the user’s maximum content length, content types, and EITs; its MS; and its preferred deliverable methods.

ASN.1 definitions of this object class and its attributes are depicted in Annex A of this document.

AMHS: In the AMHS environment, this object class is going to used as a superclass of the private ‘AMHS User’ object class to be defined in 3.5.1..

MANDATORY ATTRIBUTES:

1. ‘MHS OR-Addresses’. ISO 10021 –A (m). DISP FDI2 (m).
The MHS OR-addresses attribute specifies a user’s or DL’s OR-addresses. The Directory user may choose any one of the values to use as the OR-address of this user.

A value of this attribute is an OR-address.

AMHS: This attribute holds the X.400 OR-addresses of an Aeronautical Messaging User independently of being ‘XF’ or ‘MF’. It is emphasised that this aeronautical messaging user may be a functional messaging unit, as for example the COM office of a Control Centre.  This one may be supporting different AFTN addresses, that is to say, supporting different X.400 OR-addresses that would be included in this attribute.

Recommended AMHS support: Yes.

OPTIONAL ATTRIBUTES:

1. ‘MHS-Maximum-Content-Length’. ISO 10021 –A (o). DISP FDI2 (m).
The MHS Maximum Content Length attribute identifies the maximum content length of the messages whose delivery a user will accept, or which a DL will expand, or which an MTA will accept.

A value of this attribute is an Integer.

AMHS: In principle, the ATSMHS SARPs does not establish any limit in the message length, although may be defined in the future, in particular, associated to an specific type of messaging users.

Recommended AMHS support: Yes.

2. ‘MHS-Deliverable-Content-Types’. ISO 10021 –A (o). DISP FDI2 (m).
The MHS Delivery Content Types attribute identifies the content types of the messages whose delivery a user will accept, or which a DL will expand. The absence of this attribute indicates that any content type may be delivered (or expanded).

A value of this attribute is an Object Identifier.

AMHS: The ATSMHS SARPs defines a set of content types allowed in the AMHS. That means that the use of this attribute is convenient to assure that X.400 messages with other content type are not delivered.

Recommended AMHS support: Yes.

3. ‘MHS-Exclusively-Acceptable-eits’. ISO 10021 –A (o). DISP FDI2 (m).
The MHS Exclusively Acceptable EITs attribute identifies a set of EITs; the presence of all EITs of a message within this set makes it a message whose delivery a user will accept, or which a DL will expand, as defined in 8.4.1.1.1.3.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

A value of this attribute is an Object Identifier.

AMHS: The ATSMHS SARPs define a set of EITs allowed in the AMHS. That means that the use of this attribute is convenient to assure that X.400 messages with other EIT are not delivered.

Recommended AMHS support: Yes.

4. ‘MHS-Acceptable-eits’. ISO 10021 –A (o). DISP FDI2 (o).
The MHS Acceptable EITs attribute identifies a set of EITs; the presence of any one of these EITs in a message makes it a message whose delivery a user will accept, or which a DL will expand, as defined in 8.4.1.1.1.3.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

A value of this attribute is an Object Identifier.

AMHS: The use of this attribute would go against the ATSMHS SARPs due to a message would be accepted whether only one EIT belongs to the specified set of EITs. The message may contain another not-allowed EIT and this message would be delivered.

Recommended AMHS support: No.

5. ‘MHS-Unacceptable-eits’. ISO 10021 –A (o). DISP FDI2 (o).
The MHS Unacceptable EITs attribute identifies a set of EITs; the presence of any one of these EITs in a message makes it a message whose delivery a user will not accept, or which a DL will not expand, as defined in 8.4.1.1.1.3.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

A value of this attribute is an Object Identifier.

AMHS: Taking into account the ATSMHS SARPs, this set of EITs would be very large. It is better to manage the use of the EITs with the ‘MHS-Exclusively-Acceptable-eits’ attribute, described before.

Reccomended AMHS support: No.

6. ‘MHS OR-Addresses-with-capabilities’. ISO 10021 –A (o). DISP FDI2 (o).
The MHS OR-addresses with Capabilities attribute identifies the deliver capability of each of a user’s OR-addresses. This attribute may be used to indicate the individual capabilities of each of the user’s OR-addresses where different addresses have differing capabilities. It may also be used where a single address has, for example, differing capabilities for different content types. Where there are no differing capabilities which the user requires to distinguish, the MHS OR-addresses attribute alone is sufficient.

A value of this attribute is an OR-address with capabilities.

AMHS: In principle, the existence of different OR-addresses with different capabilities makes no sense in the AMHS environment: All the OR-addresses have the same capabilities. That means that the use of this attribute would not be necessary in the AMHS.

But, this capacity of defining a set of capabilities concerning on the delivery of a X.400 message could be interesting, although they were defined the same for all the OR-addresses. This set of capabilities is:

· Content-types: a set of extended content types would be defined.

· Maximum-content-length: this parameter would be defined.

· Eits-constraints: this parameter would be defined.

· Security labels: tbd.

Recommended AMHS support: tbd. This attribute is mandatory in the atn-entry object class (see “Preliminary Draft: Sub-Volume 7 Directory”).

7. ‘MHS-Message-Store-Directory-Name’. ISO 10021 –A (o). DISP FDI2 (o)..
The MHS Message Store Directory Name attribute identifies a user’s MS by name.

A value of this attribute is a Directory distinguished name.

AMHS: Study the possible utility of this attribute.

Recommended AMHS support: tbd.
3.3.2.- OBJECT CLASS: ‘MHS Distribution List’. 

An MHS Distribution List object is a DL. The attributes in its entry identify its common name, submit permissions and OR-addresses and, to the extent that the relevant attributes are present, describe the DL, identify its organisation, organisational units, and owner; cite related objects; identify its maximum content length, deliverable content types, and acceptable, exclusively acceptable, and unacceptable EITs; and identify its expansion policy, subscription addresses, archive addresses, related lists and members.

AMHS: In the AMHS environment, this object class is going to used as a superclass of the private ‘AMHS Distribution List’ object class to be defined in 3.5.2.

ASN.1 definitions of this object class and its attributes are depicted in Annex A of this document.

MANDATORY ATTRIBUTES:

1. ‘Common Name’. ISO 10021 –A (m). DISP FDI2 (m).
This attribute identifies the name of a distribution list.

A value of this attribute is a common name.

AMHS: With this attribute a specific distribution list is differed of another one. In AMHS, we are going to use the eight-character AFTN address of the distribution list as common name.

Recommended AMHS support: Yes.
2. ‘MHS DL Submit Permissions’. ISO 10021 –A (m). DISP FDI2 (m).
The MHS DL Submit Permissions attribute identifies the users and DLs that may submit messages (or probes) to a DL. It does not affect the handling of reports at DL expansion points.

A value of this attribute is a DL submit permission.

When using the MHS DL Submit Permission attribute to determine whether a particular message may be expanded by a DL, the following procedure is applied. If the message contains a DL Expansion History then it is the OR-name of the last DL in the expansion history which is compared with the values of the submit permission attribute, otherwise the OR-name of the originator of the message is compared.

This comparison may be:

· Individual: The OR-name from the message is compared with the OR-name from this attribute value.

· Member of DL: This attribute value is the OR-name of a DL. The MHS DL Members of that DL are obtained. If any member’s OR-name lacks an OR-address component then this is obtained from the MHS OR-addresses attribute from that member’s Directory entry. The OR-name from the message is compared with each member OR-name. If no match is found, a Directory look-up is performed on each member OR-name to determine whether it is itself another DL. For each nested DL found, the procedure for Member of DL is applied, recursively.

· Pattern-match: This attribute value contains elements of an OR-name: that is it may contain some OR-addresses components, or some relative distinguished names (RDNs) components of a Directory Name, or both. If the attribute value is an empty OR-name pattern then submit permission for any user exists.

· Member of group: This attribute value is the Directory Name of a Group of Names. The members of that Group of Names are obtained, and an OR-name for each OR-address of each member is constructed from that member’s Directory Name plus that member’s MHS OR-addresses attribute. The OR-name from the message is compared with each member OR-name. If no match is found, a Directory look-up is performed on each member’s Directory Name to determine whether it is itself another Group of Names. For each nested Group of Names found, the procedure for Member of group is applied, recursively.

AMHS: The MHS DL Submit Permissions attribute identifies the users and DLs that may submit messages (or probes) to a DL. In principle, the ATSMHS SARPs allows that any originator can submit a message to any DL. Due to this, this attribute is not necessary in the AMHS. Nevertheless, this attribute is mandatory in both the standards and ‘DL DISP 11189 profile’. There are no problems in supporting it.

Recommended AMHS support: Yes. This is a standard X.402 attribute used by ATN Object Classes (See “Preliminary Draft Subvolume 7: Directory” document).
3. ‘MHS OR-Addresses’. ISO 10021 –A (m). DISP FDI2 (m).
Idem that in 3.3.1.

Recommended AMHS support: Yes.

OPTIONAL ATTRIBUTES:

1. ‘MHS-dl-policy’. ISO 10021 –A (o). DISP FDI2 (m).
The MHS Policy attribute identifies the choice of policy options to be applied when expanding a DL.

A value of this attribute is a DL policy.

A DL policy may specify values for the following options:

· ‘Report propagation’: Whether reports received at the DL expansion point are to be sent to the preceding DL or the originator if no preceding DL (default value), or to the DL owner, or to both of these;
AMHS: According to the ATSMHS SARPs, the default value is the best: to send the reports to the preceding DL or the originator if no preceding DL.

· ‘Report fom DL’: Whether the DL expansion point sends a confirmatory delivery report whenever it expands a message which requests one (default value), or whether such reports are sent only either when report propagation is dl-owner or when originator-report is no-report or non-delivery-report;

AMHS: tbd. 

· ‘Originating MTA report’: Whether the MTA report request is unchanged (default value), or set to request both delivery and non-delivery reports, or set to request only non-delivery reports, or set to request audited delivery reports;
AMHS: In principle, the default value is convenient in AMHS, although whether the ATSMHS SARPs states an specific value of this parameter, this one would be set here. Confirm this issue.

· ‘Originator report’: Whether the originator’s report request is unchanged (default value), or set to request no reports, or set to request both delivery and non-delivery reports, or set to request only non-delivery reports;
AMHS: According to the ATSMHS SARPs, all IPM messages shall be submitted requesting only non-delivery reports. This parameter can be used for setting directly this option. So, a potential mistake of the message originator is avoided.

· ‘Return of content’: Whether the originator’s report request is unchanged (default value), or set to request no return, or set to request return with non-delivery reports;
AMHS: Idem that in preceding case, setting this parameter to ‘content-return-no-request’.

· ‘Priority’: Whether the originator’s setting for priority is unchanged (default value), or set to normal, or set to non-urgent, or set to urgent;
AMHS: The optimal value is to keep the original IPM message priority (default value).

· ‘Disclosure of other recipients’: Whether the originator’s setting is unchanged (default value), or set to prohibit disclosure, or set to allow disclosure;
AMHS: Idem that in the case of the ‘originator report’. The IPM message shall be submitted requesting ‘disclosure-allowed’, as it is defined in the ATSMHS SARPs.

· ‘Implicit conversion prohibited’: Whether the originator’s setting is unchanged (default value), or set to allow implicit conversion, or set to prohibit implicit conversion;
AMHS: Idem that in the preceding case. The IPM message shall be submitted requesting ‘implicit-conversion-allowed’, as it is specified in the ATSMHS SARPs.

· ‘Conversion with loss prohibited’: Whether the originator’s setting is unchanged (default value), or set to allow conversion with loss, or set to prohibit conversion with loss;
AMHS: The IPM message shall be submitted requesting ‘conversion-with-loss-prohibited’, as it is specified in the ATSMHS SARPs.

· ‘Further DL expansion allowed’: Whether expansion by any nested DLs is allowed or prohibited;
 AMHS: According to the ATSMHS SARPs, the Boolean value ‘TRUE’ has to be set.

· ‘Removal of originator requested alternate recipient’: Whether the originator’s requested alternate recipient setting is unchanged (default value), or removed;
AMHS: In the ATSMHS SARPs, the use of alternate recipients is allowed. That means that this parameter has to be set to the default value.

· ‘Generation of proof of delivery’: Whether the proof of delivery when requested is generated at the DL expansion point, or by the DL members (default value), or by both, or is not generated;
AMHS: According to the ATSMHS SARPs, proofs of delivery are never requested.

· ‘Requested Delivery Method’: Whether the originator’s setting is unchanged (default value), or removed, or replaced by a specified value.
AMHS: In principle, to keep the default value. To be discuss.

AMHS: The use of this DL Policy attribute is interesting in order to define here the settings at the DL expansion point in the AMHS framework.

Recommended AMHS support: Yes.

2. ‘MHS-dl-subscription-service’. ISO 10021 –A (o). DISP FDI2 (m).
The MHS DL Subscription Service attribute identifies a service to which a user may request changes to the membership of this DL (e.g., for a user to request to be added to the DL). Further specification of any such service (e.g., the format of requests) is beyond the scope of the international standard.

A value of this attribute is an OR-name.

AMHS: According to the AFTN and ATSMHS SARPs, a messaging user has not got the possibility to include itself in a DL. This process has to be endorsed by a suitable Air Navigation Organisation and carried out by the system administrator.

Recommended AMHS support: No. This attribute is mandatory in the DISP 11189 DL profile but it must not be activated in the AMHS.

3. ‘MHS-dl-archive-service’. ISO 10021 –A (o). DISP FDI2 (m).
The MHS DL Archive Service attribute identifies a service from which a user may request copies of messages previously distributed by this DL. Further specification of any such service (e.g., the format of requests) is beyond the scope of the international standard.

A value of this attribute is an OR-name.

AMHS: The normal procedure in AFTN and AMHS environments is to request the copies of messages previously distributed by a DL to the originator or to a COM Centre operator.

Recommended AMHS support: No. This attribute is mandatory in the DISP 11189 DL profile but it must not be activated in the AMHS.

4. ‘MHS-dl-related-lists’. ISO 10021 –A (o). DISP FDI2 (m).
The MHS DL Related Lists attribute identifies other Distribution Lists which are, in some unspecified way, related to this DL.

A value of this attribute is a Distinguished Name.

AMHS: This attribute may have any utility in the aeronautical framework, although the ATSMHS SARPs does not specify anything about it.

Recommended AMHS support: Yes. Be aware that this attribute is mandatory in the DISP 11189 DL profile.

5. ‘MHS-dl-members’. ISO 10021 –A (o). DISP FDI2 (m).
The MHS DL Members attribute identifies a DL’s members. When a DL is expanded, each of the values of this attribute will become a recipient of the message.

A value of this attribute is an OR-name.

AMHS: This is the main goal of a DL.

Recommended AMHS support: Yes.

6. ‘MHS-Maximum-Content-Length’. ISO 10021 –A (o). DISP FDI2 (o).
See 3.3.1 attribute description.

Recommended AMHS support: Yes.

7. ‘MHS-Deliverable-Content-Types’. ISO 10021 –A (o). DISP FDI2 (o).
See 3.3.1 attribute description.

Recommended AMHS support: Yes.

8. ‘MHS-Exclusively-Acceptable-eits’. ISO 10021 –A (o). DISP FDI2 (o).
See 3.3.1 attribute description.

Recommended AMHS support: Yes.

9. ‘MHS-Acceptable-eits’. ISO 10021 –A (o). DISP FDI2 (o).
See 3.3.1 attribute description.

Recommended AMHS support: No.

10. ‘MHS-Unacceptable-eits’. ISO 10021 –A (o). DISP FDI2 (o).
See 3.3.1 attribute description.

Recommended AMHS support: No.

11. ‘Description’. ISO 10021 –A (o). DISP FDI2 (o).
The Description attribute contains text describing the use of the associated object.

A value of this attribute is a string.

AMHS: This attribute contain a description of the DL.

Recommended AMHS support: Yes.

12. ‘Organisation-Name’. ISO 10021 –A (o). DISP FDI2 (o).
The Organisation-Name attribute specifies an Organisation. When this attribute is used as a component of a directory name, it express the Organisation to which the object belongs.

A value of this attribute is a string chosen by the Organisation.

AMHS: This attribute may contain the name of the Air Navigation Organisation to which the DL belongs.

Recommended AMHS support: Yes.

13. ‘Organisational-Unit-Name’. ISO 10021 –A (o). DISP FDI2 (o).
The Organisational-Unit-Name attribute specifies an Organisational Unit. When this attribute is used as a component of a directory name, it express the Organisational Unit to which the object belongs.

A value of this attribute is a string chosen by the Organisation for the Organisational Unit.

AMHS: This attribute may contain the name of an Organisation Unit given by the Air Navigation Organisation to which the DL belongs.

Recommended AMHS support: Yes. This attribute is mandatory in the “Preliminary Draft Sub-Volume 7: Directory” document.

14. ‘Owner’. ISO 10021 –A (o). DISP FDI2 (o).
The Owner attribute specifies the name of an object that has any responsibility over the associated object.

A value of this attribute is a Distinguished Name.

AMHS: This attribute may contain the name of the owner of the DL.

Recommended AMHS support: Yes.

15. ‘SeeAlso’. ISO 10021 –A (o). DISP FDI2 (o).
The ‘SeeAlso’ attribute specifies the names of other directory objects that may constitute other aspects of the same object.

A value of this attribute is a Distinguished Name.

AMHS: This attribute may contain references to other directory objects regarding to the DL.

Recommended AMHS support: Yes.

3.3.3.- OBJECT CLASS: ‘MHS User Agent’.

An MHS User Agent object is an application entity that realises a ‘UA’. The attributes in its entry, to the extend that they are present, identify the UA’s owner; its maximum content length, content types, and EITs; its deliverable classes; its OR-addresses; and its supported network protocols.

ASN.1 definitions of this object class and its attributes are depicted in Annex A of this document.

AMHS: In the AMHS environment, this object class is going to be used as a superclass of the private ‘AMHS User Agent’ object class to be defined in 3.5.2..

Recommended AMHS support: Yes. This object class is mandatory in the “Preliminary Draft Sub-Volume 7: Directory” document.

OPTIONAL ATTRIBUTES:

Ref. No.
Attribute Type
ISO 10021-2 Annex A
DISP 11189

DL

1
owner
o
o

2
mhs-maximum-content-length
o
o

3
mhs-deliverable-content-types
o
o

4
mhs-acceptable-eits
o
o

5
mhs-exclusively-acceptable-eits
o
o

6
mhs-unacceptable-eits
o
o

7
mhs-deliverable-classes
o
o

8
mhs-or-addresses
o
o

9
protocol information
o
o

See 3.3.1 and 3.3.2 attribute descriptions and AMHS support.

3.3.4.- OBJECT CLASS: ‘MHS Message Transfer Agent’.

An MHS Message Transfer Agent object is an application entity that implements an MTA. The attributes in its entry, to the extent that they are present, describe the MTA and identity its owner, its maximum content length and its supported network protocols.

ASN.1 definitions of this object class and its attributes are depicted in Annex A of this document.

Recommended AMHS support: Yes. This object class is mandatory in the “Preliminary Draft Sub-Volume 7: Directory” document.

OPTIONAL ATTRIBUTES:

Ref. No.
Attribute Type
ISO 10021-2 Annex A
DISP 11189

DL

1
owner
o
o

2
mhs-maximum-content-length
o
o

3
protocol information
o
o

See 3.3.1 and 3.3.2 attribute descriptions and AMHS support.

3.3.5.- OBJECT CLASS: ‘MHS Message Store’.

An MHS Message Store object is an application entity that realises an MS. The attributes in its entry, to the extent that they are present, describe the MS, identify its owner and enumerate the attributes, automatic actions, matching rules, content types and network protocols.

ASN.1 definitions of this object class and its attributes are depicted in Annex A of this document.

Recommended AMHS support: Yes. This object class is mandatory in the “Preliminary Draft Sub-Volume 7: Directory” document.

OPTIONAL ATTRIBUTES:

Ref. No.
Attribute Type
ISO 10021-2 Annex A
DISP 11189

DL

1
owner
o
o

2
mhs-supported-attributes
o
o

3
mhs-supported-automatic-actions
o
o

4
mhs-supported-matching-rules
o
o

5
mhs-supported-content-types
o
o

9
protocol information
o
o

See 3.3.1 and 3.3.2 attribute descriptions and AMHS support.

3.4.- ATSMHS EXTENDED SERVICE AND ISSUES CONCERNING X.500 DIRECTORY SERVICES.

3.4.1.- SECURITY ISSUES.

3.4.1.1.- PUBLIC KEY INFRASTRUCTURE

It has been detected in WP/225 and WP/237 regarding to the Security environment within an AMHS Security operation using Security class S0, that the (End-to-End) Content Integrity Check and Message Origin Authentication operates by means of digital signatures. This means that the necessary functions for signature processing are available in the Secure AMHS environment.

This mostly includes:

· Selection of a hashing function (to be defined in WG1/SG2);

· Selection of an asymmetrical signature algorithm, using pairs of public/secret key (to be defined in WG1/SG2);

· Availability of a Public Key infrastructure (PKI).

Secure operation of applications as AMHS are based on public key technology and will require directory support to store the public key material to be used for verifying digital signatures and for encrypting message contents among large communities of users. Scalable public key infrastructures will become the basis for secure operations of ATN applications.

Public keys are intended to be distributed widely, even over non-secure channels. The 1988 X.400 and X.500 standards address this part of the key management problem by recommending that public keys be encapsulated in nonforgeable Certificates and listed in the X.500 Directory.

Certificates are special data structures used to register and protectively encapsulate the public keys of users and prevent their forgery. Certificates are digitally signed by a Certification Authority using its private key, containing the public key of the subject user. Every other user who has the public key of the certification authority can decode the certificate in a reliable manner and therefore obtain a reliable public key of the subject user. Certification Authorities are organisations that perform key management functions and issue Certificates.

Since Certificates identify not only the public key, but also the Directory Name of the user, the X.500 Directory can establish a link between the unique identity of a user (or application entity) and that entity’s public key. It can also serve as a single repository which applications using secure messaging services can consult to obtain the key.

Taking into account all the ideas expressed above, the X.500 plays a key role in Certification infrastructures: first, in that X.509 provides the broadly accepted structure and definition of a Certificate and, second, in that the global X.500 directory, once in place, would provide a potential repository for Public Key Management: Generating and Distributing Public Keys and maintaining a Certificate Revocation List information.

The Directory DIT forms a viable repository for Certificates because every entry is represented by a unique distinguished name.

That means that the subject user certificate can be stored in a X.500 directory, together with the other data regarding the subject user as a new attribute (‘userCertificate’ attribute) in the private ‘AMHS User’ object class (see 3.5.1).

Upon reception of a message containing a digital signature for originator authentication, a receiving ATS Message User Agent which supports the Extended ATS Message Service queries an AMHS Directory to retrieve the public key of the message originator, i.e. the originator certificate.

3.4.1.2.- BACKWARD COMPATIBILITY

WP225 states that all X.400 security elements are all defined as ASN.1 Extensions. That is to say, the behaviour of the implementation is governed by the Criticality mechanism.

The content-integrity-check has no criticality specified.

The message-token and the proof-of-delivery-request are specified as ‘Critical for Delivery’. This means that, at the moment of delivery, if the receiving UA is not able to decode and semantically understand these elements, the message will be rejected and a ‘NDR’ generated, stating ‘secure messaging error’ (or ‘unsupported critical function’). Upon reception of the ‘NDR’, the originator of the subject message still has the possibility to re-send the message without requesting for the secure elements. In this way compatibility is obtained in a sort ‘degraded mode’.

Another possibility to achieve backward compatibility with the Basic service is making use of the X.500 Directory services.

Before submitting a message including these X.400 security elements (message-token and proof-of-delivery-request), an originating ATS Message User Agent or AFTN/AMHS Gateway which supports the Extended ATS Message Service, needs to be able to query an AMHS Directory to determine whether or not the intended message recipient can accept those X.400 security elements.

That means that the potential support of the Extended ATS Message Service by the AMHS user, specifically the MHS ISP Security Class S0, can be stored in a X.500 directory, together with the other data regarding the subject user as a new attribute (‘Security-class-S0-Support’ attribute) in the private ‘AMHS User’ object class and in the private ‘AMHS User Agent’ object class (see 3.5.1 and 3.5.2).

3.4.2.- BUSSINES CLASS EXTENSIONS ISSUES.

The WP228 deals with a study concerning on the use of the Business Class Extensions started with the WP203 and WP211. This study states the high criticality of the loss of information produced when an IPM message is submitted by an Extended Service ATS Message User Agent or by an Extended service AFTN/AMHS Gateway and it is received by a Basic service ATS Message User Agent.

The lost information is the ATS-Message-Priority, the ATS-Message-Filing-Time and the ATS-Message-Optional-Heading-Information.

The reason of this criticality is the loss of the unique AFTN message identifier, where the ATS-Message-Filing-Time is used.

The consequence is that, in order to achieve the backward compatibility with the Basic service, the use of the X.500 Directory services is needed.

Before submitting a message including the Business Class Extensions, an originating ATS Message User Agent or AFTN/AMHS Gateway which supports the Extended ATS Message Service, needs to be able to query an AMHS Directory to determine whether or not the intended message recipient can accept the Business Class Extensions.

That means that the potential support of the Extended ATS Message Service by the AMHS user, specifically the Business Class Extensions, can be stored in a X.500 directory, together with the other data regarding the subject user as a new attribute (‘Business-Class-Extensions-Support’ attribute) in the private ‘AMHS User’ object class and in the private ‘AMHS User Agent’ object class (see 3.5.1 and 3.5.2).

3.4.3.- RELATIONSHIP BETWEEN RNs AND DLs.

The WP188 and WP223 raises a potential defect related to the relationship between RNs and DLs. Clause 8 of ISO/IEC 10021-7: 1990 (equivalent to X.420 – 1992) has been amended by a Technical Corrigendum stating that in the case where the subject IPM has been delivered as a result of a DL Expansion, a IPN is not generated.

The WP245 deals with an analysis of the types and operational procedures of the ‘SS’ AFTN messages. The conclusions agreed by the group were:

· Solution 1: To prohibit the use of DLs in the ‘SS’ priority messages. In this case, the ability of identifying these DLs is needed. For the case of Extended service, the use of X.500 Directory is recommended. For the case of Basic service, the use of Naming conventions is suggested.

· Solution 2: To allow the use of DLs in the ‘SS’ priority messages. The consequence would be the use of UAs not in compliance with the X.420 standard.

This document meets the solution 1 in the case of Extended service: to prohibit the use of DLs in the SS priority messages. This goal is achieving taking into account that two different Object classes are going to be used in the context of the Extended service: the private ‘AMHS User’ Object class and the ‘MHS Distribution List’ Object class.

That means that before submitting a message with ‘SS’ priority, an originating ATS Message User Agent or AFTN/AMHS Gateway which supports the Extended ATS Message Service, needs to be able to query an AMHS Directory to determine whether or not the intended message recipient is a Distribution List or not.

This information is intrinsically in a X.500 directory, taken into account the type of Object class where the information of the recipient is stored.

3.4.4.- STORAGE OF THE AF-ADDRESS OF THE USER.

WP237 states that the X.500 Directory, for each AMHS user which it includes, in the form of an entry of ‘AMHS User’ object class, should support an attribute providing the AF-Address of the user (if existing), in particular when the user also has a MF-address.

The goal of this bullet is to study the usefulness of the X.500 Directory to aid the AF <-> MF address conversion issues.

3.4.4.1.- AF -> MF address conversion.

Upon reception of an AFTN message containing a list of recipient addresses, a receiving AFTN/AMHS Gateway which support Basic service will use its Domain and User look-up tables to revolve the address conversion issue.

Upon reception of an AFTN message containing a list of recipient addresses, a receiving AFTN/AMHS Gateway which support Extended service will determine the AMHS user’s OR-Addresses from its directory name, and from an alias being its AF-Address. For this case, ‘AMHS User’ and ‘MHS Distribution List’ Object classes have been envisaged.

3.4.4.2.- MF -> AF address conversion.

The ATSMHS SARPs foresees the use of XF addresses for indirect users. That means that, upon reception of an AMHS message containing a list of recipient addresses, a receiving AFTN/AMHS Gateway which support Basic service will use the ‘Organisational Unit 1’ field of the XF address, which contains the AF address.

Upon reception of an AMHS message containing a list of recipient addresses, a receiving AFTN/AMHS Gateway which support Extended service could determine the AF user’s Addresses making a query in the X.500 Directory. In this case, the AF-address information could be stored as a new attribute (‘user-AF-address’) in the private ‘AMHS User’ object class (see 3.5.1). This practice would allow us to independence the AF-address with the MF-address selected by each organisation.

3.4.5.- STORAGE OF CIDIN/AMHS GATEWAY INFORMATION.

WP238 states the need of one MTCU specification per CIDIN application and, as a consequence, the need of the identification of the appropriate MTCU by Ax (input from CIDIN) or MF/XF address (from AMHS).

The goal of this bullet is to study the usefulness of the X.500 Directory to aid the CIDIN/AMHS address conversion issues.

3.4.5.1.- Ax -> MF address conversion.

For the AFTN application (MTCU), address tranlations have to be performed between AFTN originator/destination addresses and AMHS originator/recipient addresses as only the AFTN addresses have end-to-end relevance. The CIDIN exit address via which a given destination address is reached has to be determined according to the CIDIN conventions.

For the non-AFTN applications (MTCUs) address translations have to be performed between entry/exit addresses and AMHS originator/recipient addresses. Upon reception of an CIDIN message containing a list of recipient addresses (Axs), a receiving CIDIN/AMHS Gateway which support Extended service will determine the appropriate MTCU and the AMHS user’s OR-Addresses from its directory name and/or from an alias being its Ax address. In this case, the MTCU information could be stored as a new attribute (‘user-CIDIN-MCF’) in the private ‘AMHS User’ object class (see 3.5.1).

3.4.4.2.- MF -> Ax address conversion.

Upon reception of an AMHS message containing a list of recipient addresses, a receiving CIDIN/AMHS Gateway which support Extended service could determine the recipient Ax making a query in the X.500 Directory. In this case, the Ax information could be stored as a new attribute (‘user-Ax-address’) in the private ‘AMHS User’ object class (see 3.5.1). This practice would allow us to independence the Ax address with the MF-address selected by each organisation. In the same manner than before, the MTCU information for the CIDIN/AMHS Gateway could be stored in the attribute (‘user-CIDIN-MCF’).

3.5.- PRIVATE AMHS OBJECT CLASSES AND ATTIBUTE TYPES.

In the last 3.2 and 3.3 bullets of this document, a starter set of AMHS directory information components has been defined based on public Object classes and attribute types.

In bullet 3.4, new AMHS Extended Elements of Service have raised and explained.

With the aim of taking into account this ATSMHS Extended Service, new private Object classes and attribute types have to be depicted. The goal is that the X.500 Directory helps the support of the ATSMHS Extended Service.

All the considerations above demonstrate that for the AMHS, some specific object classes have to be defined. They are described as follows:

3.5.1.- OBJECT CLASS: ‘AMHS User’:

This object class is defined as a subclass of the public ‘MHS User’ object class, described in 3.3.1.

An AMHS User object is a generic AMHS user (direct and indirect AMHS users). The attributes in its entry identify the AMHS user’s OR-address and, to the extent that the relevant attributes are present, identify the user’s maximum content length, content types, and EITs, its MS, its preferred deliverable methods, ...

The ASN.1 definition is:

‘AMHS User’ OBJECT-CLASS ::= {


SUBCLASS OF
{ MHS User }


MUST CONTAIN
{ UserCertificate |
Business-Class-Extensions-Support |
Security-class-S0-Support |
user-AF-address 

user-CIDIN-MCF

user-Ax-address}


MAY CONTAIN
{ }


ID
id-oc-amhs-user }

MANDATORY ATTRIBUTES:

1. ‘UserCertificate’ attribute.

This attribute would contain the AMHS subject user certificate, as was explained in 3.4.1.

A value of this attribute is a Certificate.

It is proposed to be a mandatory attribute for the ‘AMHS User’ Object class.

The ASN.1 definition of this attribute is described as follows:

UserCertificate


ATTRIBUTE
::=
{

WITH SYNTAX
Certificate

ID



id-at-userCertificate }

Certificate



::=
SIGNED { SEQUENCE {

version



[0]
Version DEFAULT v1,

serialNumber



CertificateSerialNumber,

signature



AlgorithmIdentifier,

issuer





Name,

validity




Validity,

subject




Name,

subjectPublicKeyInfo

SubjectPublicKeyInfo,

issuerUniqueIdentifier
[1]
IMPLICIT UniqueIdentifier OPTIONAL,

subjectUniqueIdentifier
[2]
IMPLICIT UniqueIdentifier OPTIONAL }}

2. ‘Business-Class-Extensions-Support’ attribute.

This attribute would contain whether or not the AMHS subject user supports the Extended ATS Message Service, specifically the Business Class Extensions, as was explained in 3.4.2.

A value of this attribute is a Boolean.

It is proposed to be a mandatory attribute for the ‘AMHS User’ Object class.

The ASN.1 definition of this attribute is described as follows:

3. ‘Security-class-S0-Support’ attribute.

This attribute would contain whether or not the AMHS subject user supports the Extended ATS Message Service, specifically the MHS ISP Security Class S0, as was explained in 3.4.1.

A value of this attribute is a Boolean.

It is proposed to be a mandatory attribute for the ‘AMHS User’ Object class.

The ASN.1 definition of this attribute is described as follows:

4. ‘user-AF-address’ attribute.

This attribute would contain the AF-address of an AMHS user, being either direct or indirect one, as was explained in 3.4.4.

A value of this attribute is a string containing the AF-address of the AMHS user.

It is proposed to be a mandatory attribute for the ‘AMHS User’ Object class.

The ASN.1 definition of this attribute is described as follows:

5. ‘user-CIDIN-MCF’ attribute.

This attribute would contain the MTCU information needed by the CIDIN/AMHS Gateway in order to choose the appropriate MTCU to manage the message according to the corresponding CIDIN application, as was explained in 3.4.5.

A value of this attribute is a digit containing the MCF associated with an direct and/or indirect AMHS user.

It is proposed to be a mandatory attribute for the ‘AMHS User’ Object class.

The ASN.1 definition of this attribute is described as follows:

6. ‘user-Ax-address’ attribute.

This attribute would contain the Ax address of an AMHS user, being either direct or indirect one, as was explained in 3.4.5.

A value of this attribute is a string containing the Ax address of the AMHS user.

It is proposed to be a mandatory attribute for the ‘AMHS User’ Object class.

The ASN.1 definition of this attribute is described as follows:

OPTIONAL ATTRIBUTES:

None.

3.5.2.- OBJECT CLASS: ‘AMHS Distribution List’:

This object class is defined as a subclass of the public ‘MHS Distribution List’ object class, described in 3.3.2.

An AMHS Distribution List object is a DL of an AMHS network. The attributes in its entry identify its common name, submit permissions and OR-addresses and, to the extent that the relevant attributes are present, describe the DL, identify its organisation, organisational units, and owner; cite related objects; identify its maximum content length, deliverable content types, and acceptable, exclusively acceptable, and unacceptable EITs; and identify its expansion policy, subscription addresses, archive addresses, related lists and members, ...

The ASN.1 definition is:

‘AMHS Distribution List OBJECT-CLASS ::= {


SUBCLASS OF
{ MHS Distribution List }


MUST CONTAIN
{ UserCertificate (tbd)|
Business-Class-Extensions-Support (tbd)|
Security-class-S0-Support (tbd)|
user-AF-address 

user-CIDIN-MCF

user-Ax-address }


MAY CONTAIN
{ }


ID
id-oc-amhs-distribution-list }

(Editor’s Note 1: the attributes ‘Business-Class-Extensions-Support’ (tbd) and ‘Security-class-S0-Support’ (tbd) have to take into account the individual values of these attributes in the corresponding members of the DL. If the respective service is supported for all the members of the DL, this situation would be reflected in the AMHS Distribution List Object class).
(Editor’s Note 2: the attribute ‘UserCertificate’ (tbd) seems to have no usefulness in this context.)

3.5.3.- OBJECT CLASS: ‘AMHS User Agent’:

This object class is defined as a subclass of the public ‘MHS User Agent’ object class, described in 3.3.3.

An AMHS User Agent object is an application entity that realises an AMHS ‘UA’. The attributes in its entry, to the extend that they are present, identify the UA’s owner; its maximum content length, content types, and EITs; its deliverable classes, its OR-addresses, its supported network protocols, ...

The ASN.1 definition is:

‘AMHS User Agent’ OBJECT-CLASS ::= {


SUBCLASS OF
{ MHS User Agent }


MUST CONTAIN
{ }


MAY CONTAIN
{ Business-Class-Extensions-Support |

Security-class-S0-Support  }


ID
id-oc-amhs-user-agent }

MANDATORY ATTRIBUTES:

None.

OPTIONAL ATTRIBUTES:

1. ‘Business-Class-Extensions-Support’ attribute.

This attribute would contain whether or not the AMHS subject user supports the Extended ATS Message Service, specifically the Business Class Extensions, as was explained in 3.4.2.

A value of this attribute is a Boolean.

It is proposed to be an optional attribute for the ‘AMHS User Agent’ Object class.

2. ‘Security-class-S0-Support’ attribute.

This attribute would contain whether or not the AMHS subject user supports the Extended ATS Message Service, specifically the MHS ISP Security Class S0, as was explained in 3.4.1.

A value of this attribute is a Boolean.

It is proposed to be an optional attribute for the ‘AMHS User’ Object class.

3.6.- ATN OBJECT CLASSES AND ATTRIBUTE TYPES.

As it was mentioned in 2.2.4 and 2.2.5, object classes and attribute types may be defined in international standards, by other standards or implementor bodies, by vendors, or by users (private object classes).

In section 3.2 and 3.3 of this document, international public object classes and attribute types have been studied concerning on the AMHS (Aeronautical Message Handling System). These ones belong to the Standard ATN Object Classes and Attribute Types.

In section 3.4 and 3.5 of this document, private object classes and attribute types have been studied concerning on the Extended Service of the AMHS (Aeronautical Message Handling System).

This means that the public and private object classes and attribute types needed by the AMHS in order to support the Extended service are collected in this document. Some ATN private Object Classes and Attribute Types have to be defined in the final “Sub-Volume 7 Directory” document as subclasses of those public and private AMHS ones  in order to inherit their attributes types.

In practice, taking into account the document presented in the ATN framework regarding to the Directory:

· “Preliminary Draft Sub-Volume 7: Directory” document: There exists private auxiliary ATN Object classes defined for AMHS users: ‘atnMhsUser’ and structural Object classes: ‘atnOrganizationalUnit’, ‘atnOrganizationalPerson’, ‘atnAFTNGateway’ and other ones that are defined as subclasses of public AMHS Object classes. In this case, the WG3/SG1 would define the properly public and private AMHS object classes to use and the private ATN Object classes would be defined as subclasses of these last ones.

· “The use of X.500 Protocols in ATM Data Link Technology: ATN Directory Approach” document: There exists the  bullet 3.2.3. to collect Directory information concerning on X.400 Object Classes. The present document would perfectly meet this mentioned section.

4.- PROTOCOL IMPLEMENTATION CONFORMANCE STATEMENT (PICS).

To evaluate conformance of a particular implementation, it is necessary to have a statement of which capabilities and options have been implemented for a given OSI protocol. Such statement is called a Protocol Implementation Conformance Statement (PICS).

The ITU-T International Standardisation Organisation has generated the X.582 (1988) standard with the goal of collecting the mentioned Protocol Implementation Conformance Statement form of the X.500 Directory. This form makes references to:

· Supported application context.

· Operations.

· Protocol Elements.

· Directory Schema:

· Supported Object Classes: defined in the standard ITU-T 1988 X.521 and X.402.

· Supported Attribute Types: defined in the standard ITU-T 1988 X.520 and X.402.

· Other supported object classes and attribute types.

Each X.500 Directory implementation must fill in the corresponding PICS proforma according to the X.582 premises. The different tables to be filled in by the supplier of the implementation can be obtained in the Annex A of the mentioned X.582 standard.

In the following, the PICS tables concerning to the Directory Schema are depicted:

· Supported Object Classes

· Standard Object Classes (see X.582, Annex A).

· Other Supported Object Classes

The table below indicates the conformance requirements of the ATSMHS Directory Service in addition to those stated in X.521:

Ref. No.
Object Classes
ISO 10021-2 Annex A
DISP 11189

Basic profile
DISP 11189

DL profile
ATSMHS

profile
Support

1
mhs-user
o
m

m


2
mhs-distribution-list
o
o
m
m


3
mhs-message-store
o
o

m


4
mhs-message-transfer-agent
o
o

m


5
mhs-user-agent
o
o

m


6
AMHS User
-
-
-
m


7
AMHS Distribution List
-
-
-
m


8
AMHS User Agent
-
-
-
m


Supported Attribute Types

· Standard Attribute Types (see X.582, Annex A).

· Other Supported Attribute Types

The table below indicates the conformance requirements of the ATSMHS Directory Service:

Ref. No.
Attribute Type
ISO 10021-2 Annex A
DISP 11189

Basic
DISP 11189

DL profile
ATSMHS

profile
Support

1
mhs-or-addresses
m
m

m


2
mhs-delivery-content-types
o
m

m


3
mhs-exclusively-acceptable-eits
o
m

m


4
mhs-maximun-content-lenght
o
m

m


5
mhs-acceptable-eits
o
o

n


6
mhs-unacceptable-eits
o
o

n


7
mhs-or-addresses-with capabilities
o
o

tbd


8
mhs-message-store-drectory-name
o
o

tbd


9
commonName
m

m
m


10
mhs-dl-submit-permissions
m

m
m


11
mhs-dl-policy
o

m
m


12
mhs-dl-subscription-service
o

m
n


13
mhs-dl-archive-service
o

m
n


14
mhs-dl-related-lists
o

m
m


15
mhs-dl-members
o

m
m


16
description
o

o
m


17
organizationName
o

o
m


18
organizationalUnitName
o

o
m


19
owner
o

o
m


20
seeAlso
o

o
m


21
mhs-deliverable-classes
o
o

?


22
protocol information
o
o

?


23
mhs-supported-attributes
o
o

?


24
mhs-supported-automatic-actions
o
o

?


25
mhs-supported-matching-rules
o
o

?


26
mhs-supported-content-types
o
o

?


27
UserCertificate
-
-
-
m


28
Business-Class_Extensions_Support
-
-
-
m


29
Security-Class-S0_Support
-
-
-
m


30
user-AF-address
-
-
-
m


31
user-CIDIN-MCF
-
-
-
m


32
user-Ax-address
-
-
-
m










5.- RECOMMENDATION.

1.- The Subgroup 1 is invited to endorse the approach described in this document.

2.- To note that SG1 intends to identify the properly public and private AMHS Object classes and attributes types to use in support of the AMHS Extended service in order to submit this information to the WG3. 

3.- To complete the study of the inclusion of the AMHS Directory requirements into the ATN ones, when there exists a draft of the Subvolumen 7 document.

Annex A (X.402 Recommendation)

Directory object classes and attributes



A.1
Object Classes.


mhs-distribution-list OBJECT-CLASS ::= {


SUBCLASS OF
{ top }


MUST CONTAIN
{ commonName |


mhs-dl-submit-permissions |


mhs-or-addresses }


MAY CONTAIN
{ description |


organizationName |


organizationalUnitName |


owner |


seeAlso |


mhs-maximum-content-length |


mhs-deliverable-content-types |


mhs-acceptable-eits |


mhs-exclusively-acceptable-eits |


mhs-unacceptable-eits |


mhs-dl-policy |


mhs-dl-subscription-service |


mhs-dl-archive-service |


mhs-dl-related-lists |


mhs-dl-members }


ID
id-oc-mhs-distribution-list }


mhs-message-store OBJECT-CLASS ::= {


SUBCLASS OF
{ applicationEntity }


MAY CONTAIN
{ owner |


mhs-supported-attributes |


mhs-supported-automatic-actions |


mhs-supported-matching-rules |


mhs-supported-content-types |


protocolInformation }


ID
id-oc-mhs-message-store }


mhs-message-transfer-agent OBJECT-CLASS ::= {


SUBCLASS OF
{ applicationEntity }


MAY CONTAIN
{ owner |


mhs-maximum-content-length |


protocolInformation }


ID
id-oc-mhs-message-transfer-agent }


mhs-user OBJECT-CLASS ::= {


SUBCLASS OF
{ top }


KIND
auxiliary


MUST CONTAIN
{ mhs-or-addresses }


MAY CONTAIN
{ mhs-maximum-content-length |


mhs-deliverable-content-types |


mhs-acceptable-eits |


mhs-exclusively-acceptable-eits |


mhs-unacceptable-eits |


mhs-or-addresses-with-capabilities |


mhs-message-store-dn }


ID
id-oc-mhs-user }


mhs-user-agent OBJECT-CLASS ::= {


SUBCLASS OF
{ applicationEntity }


MAY CONTAIN
{ owner |


mhs-maximum-content-length |


mhs-deliverable-content-types |


mhs-acceptable-eits |


mhs-exclusively-acceptable-eits |


mhs-unacceptable-eits |


mhs-deliverable-classes |


mhs-or-addresses |


protocolInformation }


ID
id-oc-mhs-user-agent }

A.2
Attributes


mhs-acceptable-eits ATTRIBUTE ::= {


WITH SYNTAX
ExtendedEncodedInformationType


EQUALITY MATCHING RULE
objectIdentifierMatch


ID
id-at-mhs-acceptable-eits }


mhs-deliverable-classes ATTRIBUTE ::= {


WITH SYNTAX
Capability


EQUALITY MATCHING RULE
capabilityMatch


ID
id-at-mhs-deliverable-classes }


mhs-deliverable-content-types ATTRIBUTE ::= {


WITH SYNTAX
ExtendedContentType


EQUALITY MATCHING RULE
objectIdentifierMatch


ID
id-at-mhs-deliverable-content-types }


mhs-dl-archive-service ATTRIBUTE ::= {


WITH SYNTAX
ORName


EQUALITY MATCHING RULE
oRNameExactMatch


-- EXTENSIBLE MATCHING RULE
{ oRNameMatch | oRNameElementsMatch |


--
oRNameSubstringElementsMatch | oRNameSingleElementMatch } --


ID
id-at-mhs-dl-archive-service }


mhs-dl-members ATTRIBUTE ::= {


WITH SYNTAX
ORName


EQUALITY MATCHING RULE
oRNameExactMatch


-- EXTENSIBLE MATCHING RULE
{ oRNameMatch | oRNameElementsMatch |


--
oRNameSubstringElementsMatch | oRNameSingleElementMatch } --


ID
id-at-mhs-dl-members }


mhs-dl-policy ATTRIBUTE ::= {


WITH SYNTAX
DLPolicy


SINGLE VALUE
TRUE


ID
id-at-mhs-dl-policy }


mhs-dl-related-lists ATTRIBUTE ::= {


SUBTYPE OF
distinguishedName


EQUALITY MATCHING RULE
distinguishedNameMatch


ID
id-at-mhs-dl-related-lists }


mhs-dl-submit-permissions ATTRIBUTE ::= {


WITH SYNTAX
DLSubmitPermission


ID
id-at-mhs-dl-submit-permissions }


mhs-dl-subscription-service ATTRIBUTE ::= {


WITH SYNTAX
ORName


EQUALITY MATCHING RULE
oRNameExactMatch


-- EXTENSIBLE MATCHING RULE
{ oRNameMatch | oRNameElementsMatch |


--
oRNameSubstringElementsMatch | oRNameSingleElementMatch } --


ID
id-at-mhs-dl-subscription-service }


mhs-exclusively-acceptable-eits ATTRIBUTE ::= {


WITH SYNTAX
ExtendedEncodedInformationType


EQUALITY MATCHING RULE
objectIdentifierMatch


ID
id-at-mhs-exclusively-acceptable-eits }


mhs-maximum-content-length ATTRIBUTE ::= {


WITH SYNTAX
ContentLength


EQUALITY MATCHING RULE
integerMatch


SINGLE VALUE
TRUE


ID
id-at-mhs-maximum-content-length }


mhs-message-store-dn ATTRIBUTE ::= {


SUBTYPE OF
distinguishedName


EQUALITY MATCHING RULE
distinguishedNameMatch


SINGLE VALUE
TRUE


ID
id-at-mhs-message-store-dn }


mhs-or-addresses ATTRIBUTE ::= {


WITH SYNTAX
ORAddress


EQUALITY MATCHING RULE
oRAddressMatch


-- EXTENSIBLE MATCHING RULE
{ oRAddressElementsMatch |


--
oRAddressSubstringElementsMatch | oRNameSingleElementMatch } --


ID
id-at-mhs-or-addresses }


mhs-or-addresses-with-capabilities ATTRIBUTE ::= {


WITH SYNTAX
AddressCapabilities


EQUALITY MATCHING RULE
addressCapabilitiesMatch


ID
id-at-mhs-or-addresses-with-capabilities }


mhs-supported-attributes ATTRIBUTE ::= {


WITH SYNTAX
MS-ATTRIBUTE.&id ({AttributeTable})


EQUALITY MATCHING RULE
objectIdentifierMatch


ID
id-at-mhs-supported-attributes }


mhs-supported-automatic-actions ATTRIBUTE ::= {


WITH SYNTAX
AUTO-ACTION.&id ({AutoActionTable})


EQUALITY MATCHING RULE
objectIdentifierMatch


ID
id-at-mhs-supported-automatic-actions }


mhs-supported-content-types ATTRIBUTE ::= {


WITH SYNTAX
ExtendedContentType


EQUALITY MATCHING RULE
objectIdentifierMatch


ID
id-at-mhs-supported-content-types }


mhs-supported-matching-rules ATTRIBUTE ::= {


WITH SYNTAX
MATCHING-RULE.&id ({MatchingRuleTable})


EQUALITY MATCHING RULE
objectIdentifierMatch


ID
id-at-mhs-supported-matching-rules }


mhs-unacceptable-eits ATTRIBUTE ::= {


WITH SYNTAX
ExtendedEncodedInformationType


EQUALITY MATCHING RULE
objectIdentifierMatch


ID
id-at-mhs-unacceptable-eits }

A.3
Attributes Syntax.


DLSubmitPermission ::= CHOICE {


individual
[0] ORName,


member-of-dl
[1] ORName,


pattern-match
[2] ORNamePattern,


member-of-group
[3] Name}


DLPolicy ::= SET {


report-propagation [0] INTEGER {


previous-dl-or-originator (0),


dl-owner (1),


both-previous-and-owner (2) } DEFAULT previous-dl-or-originator,


report-from-dl [1] INTEGER {


whenever-requested (0),


when-no-propagation (1) } DEFAULT whenever-requested,


originating-MTA-report [2] INTEGER {


unchanged (0),


report (2),


non-delivery-report (3),


audited-report (4) } DEFAULT unchanged,


originator-report [3] INTEGER {


unchanged (0),


no-report (1),


report (2),


non-delivery-report (3) } DEFAULT unchanged,


return-of-content [4] ENUMERATED {


unchanged (0),


content-return-not-requested (1),


content-return-requested (2) } DEFAULT unchanged,


priority [5] INTEGER {


unchanged (0),


normal (1),


non-urgent (2),


urgent (3) } DEFAULT unchanged,


disclosure-of-other-recipients [6] ENUMERATED {


unchanged (0),


disclosure-of-other-recipients-prohibited (1),


disclosure-of-other-recipients-allowed (2) } DEFAULT unchanged,


implicit-conversion-prohibited [7] ENUMERATED {


unchanged (0),


implicit-conversion-allowed (1),


implicit-conversion-prohibited (2) } DEFAULT unchanged,


conversion-with-loss-prohibited [8] ENUMERATED {


unchanged (0),


conversion-with-loss-allowed (1),


conversion-with-loss-prohibited (2) } DEFAULT unchanged,


further-dl-expansion-allowed [9] BOOLEAN DEFAULT TRUE,


originator-requested-alternate-recipient-removed [10] BOOLEAN DEFAULT TRUE,


proof-of-delivery [11] INTEGER {


dl-expansion-point (0),


dl-members (1),


both (2),


neither (3) } DEFAULT dl-members,


requested-delivery-method [12] CHOICE {


unchanged [0] NULL,


removed [1] NULL,


replaced RequestedDeliveryMethod } DEFAULT unchanged:NULL }


AddressCapabilities ::= SEQUENCE {


description GeneralString,


address ORAddress,


capabilities SET OF Capability }


Capability ::= SET {


content-types [0] SET OF ExtendedContentType OPTIONAL,


maximum-content-length [1] ContentLength OPTIONAL,


encoded-information-types-constraints [2] EncodedInformationTypesConstraints OPTIONAL,


security-labels [3] SecurityContext OPTIONAL,


... }


addressCapabilitiesMatch MATCHING-RULE ::= {


SYNTAX
AddressCapabilities


ID
id-mr-address-capabilities-match }


capabilityMatch MATCHING-RULE ::= {


SYNTAX
Capability


ID
id-mr-capability-match }


oRNameExactMatch MATCHING-RULE ::= {


SYNTAX
ORName


ID
id-mr-orname-exact-match }
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Figure 2.2.1.1: The basic structure of the Directory Information Tree





Figure 3.1.2: Levels 2 through <n> of ATN DIT
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Figure 3.1.1: ATN Directory Information Tree Levels 1 through 3
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