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Specification of the exercise


	





            This exercise has been derived from the following documents, written in the frame of the Harmonization Studies of the EURATN project:


« High-level Specifications of CNS/ATM-1 Package Internet SARPs Validation Exercises - Parts 4 and 5 », ESG_4.0_WD_03 


« Detailed specifications of CNS/ATM- 1 Package Internet SARPS Validation Exercises », SOF_4.0_WD_05  





The high-level specification of this exercise is described in ANNEX 1 of this document, and in « The EURATN Validation Initiative: High-level Specifications » (ref: STNA/8CA/VAL/DOC_01)


The detailed specification is given in ANNEX 2 of this document and in « The EURATN Validation Initiative: Detailed Specifications» (ref: STNA/8CA/VAL/DOC_02).


Experimental Conditions


This test has been conducted on the EURATN demonstrator with EURATN Version 2.0 Software in Toulouse CENA.


Experimental Configuration





		


			


			Physical configuration
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			Routing configuration
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The two workstations are located at CENA Toulouse, using the following addresses:





Workstation�
NETs�
NSAPs�
SNPAs�
�
kolek (R2)�
4700270156414c00303030000000000001000100�
4700270156414c00303030000000000001000101�
SITA:


233172722f�
�
kinef (R1)�
4700270156414c003131310000000000010002fe�
4700270156414c00313131000000000001000201�
AMSS:


504039�
�






IDRP Specific:


kinef is declared as adjacent BIS of kolek on the Air/Ground link.





�
Collection of STEP 1 results


Test report


The STEP 1 exercise lasted 4 minutes.





From the traces of the X.25, and CLNP protocol on R1, the history of the test has been summarised below.


Event/ phase number  �
Event/phase description�
�
�
R1 and R2 are started. It is observed that the FIBs of the two BISs does not contain any routing information. The two BIS are quiet; no X.25 or CLNP traffic is detected.�
�
�
The operator order a Satellite Logon Request via the terminal connected SDU. A Logon Request is then sent from the SDU to the Aussaguel GES via the satellite. The GES answers with a Logon confirm.�
�
�
An X.25 Call Request with the facility ‘Fast Select, restriction on response’ is received by R1. The Call Request packet contains call user data indicating that the SDU has been logged on the Aussaguel GES. The call is cleared by the mobile SNDCF of R1.�
�
�
R1 issues over the satellite subnetwork an X.25 Call Request with the fast select facility to the R2 SNPA address. The Call User data  includes the ATN mobile SNDCF parameter block with the sixth octet indicating that no compression techniques is offered by R1 to R2, and with a user data field  conveying the ISH PDU of R1. The Holding Time field in the ISH PDU is set to 3 minutes. The NET conveyed  in the ISH has the selector field set to 0xfe.�
�
�
The X.25 Call Request packet is received by R2. The information (NET of R1, SNPA or R1, on Satellite subnetwork) is then stored in the « neighbour IS » part of the FIB of R2. �
�
�
R2 issues an X.25 Call Accept packet to R1. The Call User data includes a first octet indicating that no compression mechanism is in use, followed by the ISH PDU of R2. The Holding Time field in the ISH PDU is set to 1 minute.�
�
�
The following two routes are stored in the FIBs of R2:


A route to NLRI 4700270156414c00313131, next hop R1 and without any security path attribute


A route to NLRI 4700270156414c00313131, next hop R1 with a A/G subnetwork type security tag set to ‘Satellite’ and with the permissible traffic type set to ATSC + AOC + Administrative + General + System Management �
�
�
The X.25 Call Accept packet is received by R1. The information (NET of R2, SNPA or R2, on Satellite subnetwork) is then stored in the « neighbour IS » part of the FIB of R1.�
�
�
The following 6 routes are stored in the inter-domain part of the FIB of R1:


A route to NLRI 4700270156414c00303030, next hop R1 and without any security path attribute


A route to NLRI 4700270156414c, next hop R1 and without any security path attribute


A route to NLRI 47002701, next hop R1 and without any security path attribute


A route to NLRI 4700270156414c00303030, next hop R1 with a A/G subnetwork type security tag set to ‘Satellite’ and with the permissible traffic type set to ATSC + AOC + Administrative + General + System Management


A route to NLRI 4700270156414c, next hop R1 with a A/G subnetwork type security tag set to ‘Satellite’ and with the permissible traffic type set to ATSC + AOC + Administrative + General + System Management


A route to NLRI 47002701, next hop R1 with a A/G subnetwork type security tag set to ‘Satellite’ and with the permissible traffic type set to ATSC + AOC + Administrative + General + System Management


�
�
�
Then, ISH PDUs are exchanged periodically between R1 and R2�
�



Test analysis





The main objectives of the test were met:


the Air-Ground routing initiation procedure succeeded between the A/G BIS and the airborne BIS implementing the procedure for the optional non-use of IDRP


the FIBs of R1 and R2 were correctly updated


The detailed analysis of the events allows to put forward the role played by the different involved ATN and OSI functions:


On phase 1 each BIS does not know the peer BIS. The Satellite subnetwork is an air-initiated mobile subnetwork and the Air-Ground BIS is therefore waiting for call indications from airborne BIS. The Airborne BIS is waiting for an indication of connection with a GES (Satellite LOGON).


Phase 2 begins by the manual operation used to connect the SDU with the GES, and leads to get the SDU logon onto the Aussaguel GES.


Event 3 is the specific mechanism used in EURATN to have a Satellite Logon reported to the airborne BIS.


According to the ATN SARPs, the airborne BIS has been configured with the DTE address of the Air-Ground router attached to the Aussaguel GES (R2 in our case). Event 4 corresponds then to the airborne BIS attempt to contact the Air-Ground Router. Since R2 has been configured to not use any compression mechanism, no compression method are offered in the call request user data. Furthermore, since fast select is supported by the Satellite subnetwork, R1 encodes the first ISH PDU in the Call Request user data, according to the procedures for the mobile SNDCF specified in the SARPs. It is verified that the selector of the NET conveyed in the ISH PDU is set to 0xFE according to the related SARPs requirement pertaining to airborne BISs implementing the procedure for the optional non use of IDRP.


On receipt of the X.25 Call Request packet , the R2 mobile SNDCF extracts the ISH PDU and passes it to the R2 ES-IS entity. The ES-IS Record Configuration function is then invoked and the routing information necessary for NPDUs to be sent over the subnetwork connection to the indicated NET is written into the FIB. The arrival of the ISH is notified to the R2 ISSME, which in turn notifies the R2 IDRP entity about the reachability of the IDRP-not-equipped Airborne BIS.


The receipt by R2 of the first ISH from R1, triggers also the ES-IS Configuration notification function, which, on detecting that a new IS has just become available, transmits an ISH PDU to the new IS. The R2 ISH is conveyed in the call user data of the call accept packet (event 6).


Event 7 corresponds to the update by IDRP of the FIB resulting from the indication that a new IDRP not-equipped airborne BIS has become reachable. According to the SARPs, a BIS-BIS connection with the airborne BIS is simulated and routes to the aircraft have been derived from the ISH information by truncating the received NETto the first eleven octets and using the resulting prefix as the NLRI) of the routes.  These routes are stored in the IDRP RIBs and the FIBs of R2. �It may be noted that in addition to a route with the security attribute, a route without the security attribute is derived from the ISH. This is a deviation from the SARPs specification which only require the derivation of a route with the security attribute. The reason why the EURATN implementation also derives a route without the security attribute was the specific EURATN requirement to keep for a certain period of time the capability to advertise on the ground route to the aircraft to ground BIS not yet supporting the security RIB-Att. This was notably required for ADS EUROPE experiments.


On receipt of the X.25 Call Accept packet , the R1 mobile SNDCF extracts the ISH PDU and passes it to the R2 ES-IS entity. The ES-IS Record Configuration function is then invoked and the routing information necessary for NPDUs to be sent over the subnetwork connection to the indicated NET is written into the FIB (event 8).


Event 9 corresponds to the insertion of new routes to the FIB, resulting from the indication that a new Air-Ground BIS has become reachable. According to the SARPs, a route have been derived from the ISH information by truncating the received NETto the first eleven octets and using the resulting prefix as the NLRI of the routes. In addition, and as authorised by the SARPs, the EURATN implementation also derives a route by truncating the received NET to the first seven octets, and another route by truncating the NET to the first four octets and using the resulting prefixes as the NLRI of the routes. This allows the airborne BIS to know a route to RD2, a route to all ATN RDs having the ADM field set to ‘VAL’ and a route to all ATN RDs . Each of these 3 routes is created with and without the security attribute. This explains why 6 routes are stored in the inter-domain part of the FIB.


On phase 10 it is verified that according to the SARPs requirement concerning the operation of ES-IS between an IDRP-not-equipped airborne BIS and an Air-Ground BIS, the periodic ISH exchange has not been suppressed. This confirms the success of the test.


Relation to the expected results





Expected result (as documented in ANNEX 2)�
Result check report�
�
Airborne must be able to handle a JOIN event.�
OK�
�
The X25 traces file shall contain :�
�
�
Airborne router R1 :�
�
�
When receiving the JOIN Event (Call Request with Fast select and Restricted response) the airborne router must first answer with a Clear Request and then try to establish a X25 connection with the Air/Ground router R2.�
OK�
�
Some ISH transmission over the AMSS subnetwork.�
OK�
�
Air/Ground routers must be able to support a non IDRP equipped airborne.�
�
�
The IDRP traces file shall contain :�
�
�
Air/Ground router R2 :�
�
�
An addition of the Airborne in the Adj-RIB-in.�
OK�
�
The FIB traces file shall contain :�
�
�
Airborne router R1 :�
�
�
The IS neighbour part must contain as soon as the ISH transmission is enable : �
�
�
NSAP and SNPA addresses of R2 through the AMSS subnetworks.�
OK�
�
Air/Ground router R2 :�
�
�
The IS neighbour part must contain as soon as the ISH transmission is enable :: �
�
�
NSAP and SNPA addresses of R1 through the AMSS subnetworks.�
OK�
�
The Inter-Domain part must contain after the IDRP connection establishment :�
�
�
an entry to reach RD1 through R1.�
OK�
�
Airborne and Air/Ground routers must not stop the ISH transmission over the AMSS subnetwork to ensure the liveness of the connection.�
OK�
�
The X25 traces file shall contain :�
�
�
Airborne and Air/Ground router R1 :�
�
�
ISH PDU exchange at interval compatible with the configuration.�
OK�
�
Raised issues


None


	Collection of STEP 2 results


Test report


The STEP 2 exercise lasted 1 minute and was directly performed at the continuation of STEP 1.





From the traces of the X.25, and CLNP protocols on R1 and R2, the history of the test has been summarised below.


Event/ phase number  �
Event/phase description�
�
�
ISH PDUs are exchanged periodically between R1 and R2�
�
�
The operator order a Satellite Logoff Request via the terminal connected to the SDU. A Logoff Request is then sent from the SDU to the Aussaguel GES via the satellite..�
�
�
The X.25 Virtual Circuit established between R1 and R2 is cleared. R1 receives the X.25 Clear Request packet and sends back an X.25 clear confirm packet�
�
�
An X.25 Call Request with the facility ‘Fast Select, restriction on response’ is received by R1. The Call Request packet contains call user data indicating that the SDU has been logged off the Aussaguel GES. The call is cleared by the mobile SNDCF of R1.�
�
�
On receipt of the logoff indication, on the airborne BIS the mobile SNDCF generates a LEAVE event to the ISSME entity. �
�
�
All the information contained in the FIB of the airborne BIS is removed..�
�
�
R2 receives the X.25 Clear Request packet and sends back an X.25 clear confirm packet�
�
�
On the Air-Ground BIS, the mobile SNDCF generates a LEAVE event to the ISSME entity. �
�
�
All the information contained in the FIB of the Air-Ground BIS is removed.�
�



Test analysis


The main objectives of the test were met:


the Air-Ground routing termination procedure between the IDRP-not-equipped airborne BIS and the A/G BIS succeeded


the FIBs of R1 and R2 were correctly updated


The detailed analysis of the events allows to put forward the role played by the different involved ATN and OSI functions:


Phase 1 consists of the periodic exchange of ISH PDUs which is typical of the background traffic on mobile subnetwork connection established between IDRP-not-equipped Airborne BIS and Air-Ground BIS.


The step 2 begins by the manual operation used to disconnect the SDU from the GES, and leads to get the SDU logged off the Aussaguel GES.


Since the communication is not possible anymore between the airborne BIS and the Air-Ground BIS, all opened X.25 Virtual Circuit are cleared. Since, only one VC was opened, the airborne BIS receives only one Clear request packet. (Event 3)


Event 4 is the specific mechanism used in EURATN to have a Satellite Logoff reported to the airborne BIS. Without this event, the airborne BIS would have considered all Air-Ground BIS connected to the Aussaguel GES, as reachable and would have re-attempted to open a Virtual Circuit with R2 


The satellite logoff event corresponds for an Airborne router to a « Leave Event applying to all subnetwork connections » as defined in the ATN SARPs. According to the SARPs, the Mobile SNDCF reports the Leave event to the ISSME (event 5) 


The ISSME removes the ISH information (NET of R2, SNPA of R2, on satellite SN) from the neighbour part of the FIB and notifies the R2 IDRP about the unreachability of the Air-Ground BIS. According to the SARPs, on receipt of the indication that R2 has become unreachable, it is verified on step 6 that all routes, that had been inserted in the FIB as a result of the ISH PDU having been received from R2 (see STEP1, event 9), are removed from the FIB. 


Event 7 allows to signal to the Air-Ground BIS that the subnetwork connectivity with the Airborne router ceases to be available. This event corresponds for the Air-Ground router to a « Leave Event applying to a single subnetwork connection » as defined in the ATN SARPs. According to the SARPs, the Mobile SNDCF reports the Leave event to the ISSME (event 8)


The ISSME removes the ISH information (NET of R1, SNPA of R1, on satellite SN) from the neighbour part of the FIB and since there are no other subnetwork connection established with the Airborne BIS, the unreachability of the airborne BIS is reported to IDRP. It is then verified on step 9 all routes, that had been inserted in the FIB as a result of the ISH PDU having been received from R1 (see STEP1, event 7), are removed from the FIB. 


Relation to the expected results


Expected result (as documented in ANNEX 2)�
Result check report�
�
Airborne must be able to handle the LEAVE Event.�
OK�
�
The X25 traces file shall contain :�
�
�
Airborne router R1 :�
�
�
When receiving the LEAVE Event (Call Request with Fast select and Restricted response) the airborne router must first answer with a Clear Request.�
OK�
�



Raised issues


Evaluation of the results


None


Validated items of the SARPs


This exercise validates some parts of the following sections of the ATN Internet SARPs:


	5.3.5  Air-Ground Interconnection


	5.4 Network and Transport Addressing Specification	


	5.6.4 APRLs (for Mandatory APRLs and the specific EURATN implementation options)


	5.7.6.SNDCF for ISO/IEC 8208 Mobile Subnetworks


		5.7.6.2 Call Set-up, 5.7.7.8 ATN Requirements for Mobile SNDCFs (APRLs


	5.8.2 ES-IS Protocol over Mobile Subnetworks


	5.8.3.2.2 Use of the Security Path Attribute


	5.8.3.2.4 Update of Security Information


	5.8.3.2.9 Network Layer Reachability Information


	5.8.3.2.10 BISPDU Authentication


	5.8.3.2.11 Restriction on Routes Advertisement


	5.8.3.2.12 RIB_Att  Support


	5.8.3.4.3 to 5.8.3.4.15 APRLs for IDRP








Validation Objectives Coverage	


The Validation Objectives that are covered by this exercise are: 


	AVO_234: « Verify that air-Ground and airborne BISs supporting the non-use of IDRP option can interwork at the functional level for subnetworks using polled-mode routing initiation mechanisms. »


Raised issues - Recommendations


None
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