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1. Introduction

1.1 Scope

This document has been developed in the frame of the "French ATN Validation Initiative" (FRAVI). 

FRAVI is the French Initiative that has been targeted at contributing towards the validation of the proposed enhancements to the Internet Communications Service (ICS) technical provisions proposed for incorporation into the third edition of ICAO Doc 9705, Sub-Volume V ([REF1]). FRAVI has been undertaken and is sponsored by the French DGAC.

The FRAVI validation strategy, methods, tools, objectives and exercises are described in the FRAVI ATN Internet SARPs Validation Plan ([REF2])

1.2 Purpose of the document

This document is the AVE result report corresponding to the ATN Validation Exercize AVE_214, which is also referenced under the title "Validation of the IDRP security enhancements (backward interoperability). An AVE result report is a summary of the results of a tests campaign associated with a particular validation exercize. It includes the following information:

· An overview of the validation exercize

· A summary of the results, concluded by a statement declaring the tests successful or unsuccessful

· A detailed description and analysis of the problems encountered, if any.

· The Proposed Defect Reports (PDRs), if the problems have to be reported to ATNP

· References to the location where the configuration, log and trace files are archived.

1.3 References

REF1 

Proposed Draft third Edition of Doc 9705 Sub-Volume 5 (10 December 99)

REF2 

FRAVI - ATN Internet SARPs Validation Plan (30 December, 1999)

2. Findings during implementation of the enhancement

Note: In the scope of FRAVI, the validation of the new requirements for enhanced IDRP security has been limited to the implementation and test of the procedures and options related to the negotiation of the use of mutual or single authentication on air-ground and ground-ground IDRP connections. The authentication procedures (ASVDP, AKDF, AMACP and AMAVP) have not been implemented. As a consequence, the enhancements for the secure exchange of IDRP information cannot be considered as totally validated by this validation exercise.

The procedures and options for the negotiation of the use of authentication type 2 on air-ground and ground-ground IDRP connections have been implemented on the ProATN A/G BIS without strong difficulties. However, it was noted that the SARPs text was sometimes not specific enough and clarification required. Requests and suggestion for clarifications have been issued to the ATNP/WG2/IDG under the form of P2DRs. These P2DRs are attached in annex A of the AVE_211 result report.

3. Description of the Validation Exercize

3.1 High level specification

3.1.1 Exercize references

AVE
AVT
AVC used
AVO covered

AVE_214
AVT_214_01

AVT_214_02


AVC_02
AVO-3_104 (partial implementation of ICS3_06)

AVO-3_214


AVT_214_03

AVT_214_04
AVC_04


3.1.2 Objectives of the tests

The objective of this exercize is to demonstrate that a compliant air/ground BIS will interoperate for the unsecured exchange of routing information with a peer BIS implemented in accordance with the baseline edition of Doc 9705 SubVolume V

3.1.3 Configuration

The following two configurations are used as physical configurations for the tests.

AVC_02 
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3.1.4 Specification of the tests

3.1.4.1 General

AVE_214 consists of the following 4 AVTs. AVE_214 will be successful if these 4 AVTs are sucessful.

AVT_214_01
Type 1 Authentication between an ICS-3 compliant air/ground BIS and a baseline edition compliant airborne BIS 

AVT_214_02
Test with a security policy that does not permit Type 1 Authentication

AVT_214_03
Type 1 Authentication between an ICS-3 compliant airborne BIS and a baseline edition compliant air/ground BIS 

AVT_214_04
Test with a security policy that does not permit Type 1 Authentication

3.1.4.2 AVT_214_01: Type 1 Authentication between an ICS-3 compliant air/ground BIS and a baseline edition compliant airborne BIS

3.1.4.2.1 Preparation of the test

The test uses the configuration AVC_02 with the following particularities:

· On BIS 2, the local security policy must be configured so that:

1. Authentication type 2 is selected for use over the mobile subnetwork

2. The use of Authentication type 1 is permited over the mobile subnetwork.

The X.25, ESIS and IDRP traces must be active on BIS1 and BIS2

3.1.4.2.2 Test execution

Start BIS1 and BIS2

Simulate a join event onto BIS1 so that to trigger the mobile subnerwork connection establishment between BIS1 and BIS2, and the performance of the routing initiation procedures.

Wait until the routing initiation is completed

3.1.4.2.3 Expected results

Analysis of the traces must demonstrate that:

· The ISH PDU sent by BIS1 does not include any ATN Data Link Capability Parameter 

· The ISH PDU sent by BIS2 includes the ATN Data Link Capability Parameter 

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

· Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 1

3.1.4.3 AVT_214_02: Test with a security policy that does not permit Type 1 Authentication

3.1.4.3.1 Preparation of the test

The test uses the configuration AVC_02 with the following particularities:

· On BIS 2, the local security policy must be configured so that:

1. Authentication type 2 is selected for use over the mobile subnetwork

2. The use of Authentication type 1 is not permited over the mobile subnetwork.

The X.25, ESIS and IDRP traces must be active on BIS1 and BIS2

3.1.4.3.2 Test execution

Start BIS1 and BIS2

Simulate a join event onto BIS1 so that to trigger the mobile subnerwork connection establishment between BIS1 and BIS2, and the performance of the routing initiation procedures.

3.1.4.3.3 Expected results

Analysis of the traces must demonstrate that:

· The ISH PDU sent by BIS1 does not include any ATN Data Link Capability Parameter 

· The ISH PDU sent by BIS2 includes the ATN Data Link Capability Parameter 

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

· BIS 2 does not send its OPEN PDU 

· Between BIS1 and BIS2, the IDRP connection is not established 

· The mobile subnetwork connection is left open ? (to be confirmed, there is a missing requirement in the SARPs).
3.1.4.4 AVT_214_03: Type 1 Authentication between an ICS-3 compliant airborne BIS and a baseline edition compliant air/ground BIS

3.1.4.4.1 Preparation of the test

The test uses the configuration AVC_04 with the following particularities:

· On BIS 1, the local security policy must be configured so that:

1. Authentication type 2 is selected for use over the mobile subnetwork

2. The use of Authentication type 1 is permited over the mobile subnetwork.

The X.25, ESIS and IDRP traces must be active on BIS1 and BIS2

3.1.4.4.2 Test execution

Start BIS1 and BIS2

Simulate a join event onto BIS1 so that to trigger the mobile subnerwork connection establishment between BIS1 and BIS2, and the performance of the routing initiation procedures.

Wait until the routing initiation is completed

3.1.4.4.3 Expected results

Analysis of the traces must demonstrate that:

· The ISH PDU sent by BIS1 includes any ATN Data Link Capability Parameter 

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

· The ISH PDU sent by BIS2 does not include the ATN Data Link Capability Parameter 

· Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 1

3.1.4.5 AVT_214_04: Test with a security policy that does not permit Type 1 Authentication

3.1.4.5.1 Preparation of the test

The test uses the configuration AVC_04 with the following particularities:

· On BIS 1, the local security policy must be configured so that:

1. Authentication type 2 is selected for use over the mobile subnetwork

2. The use of Authentication type 1 is not permited over the mobile subnetwork.

The X.25, ESIS and IDRP traces must be active on BIS1 and BIS2

3.1.4.5.2 Test execution

Start BIS1 and BIS2

Simulate a join event onto BIS1 so that to trigger the mobile subnerwork connection establishment between BIS1 and BIS2, and the performance of the routing initiation procedures.

3.1.4.5.3 Expected results

Analysis of the traces must demonstrate that:

· The ISH PDU sent by BIS1 includes any ATN Data Link Capability Parameter 

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

· The ISH PDU sent by BIS2 does not include the ATN Data Link Capability Parameter 

· BIS2 sends its OPEN PDU using Authentication Type 1

· BIS1 ignores the OPEN BISPDU received from BIS1

· Between BIS1 and BIS2, the IDRP connection is not established 

· The mobile subnetwork connection is left open ? (to be confirmed, there is a missing requirement in the SARPs).
3.2 Details on the execution of the exercize

The exercize was executed on the STNA lab in a simulated environment. The details on the name and configuration of the systems used to play the roles of BIS1, BIS2 and BIS3 are provided in the table below:

Role

Configuration details
BIS1
BIS2

Name of the Workstation
Tennis1 (simulated node 1)
Tennis1 (simulated node 2)

ATN Software version
For AVT_214_01 and AVT_214_02: 

ProATN V2.1

For AVT_214_03 and AVT_214_04: 

ProATN bV3.0
For AVT_214_01 and AVT_214_02: 

ProATN bV3.0

For AVT_214_03 and AVT_214_04: 

ProATN V2.1

Main characteristics of the configuration
Airborne BIS
A/G BIS

Trace files
NegoAuth.log

The files referenced in this table are available on the CENA archive at the following location:

URL: http://www.tls.cena.fr/atnp/wg2/val-Ed3/fravi/log214.zip


Note: Access via the Web server is restricted to user "atnp", with the password "upplval".

4. Result of the Exercizes

4.1 Results of AVT_214_01

4.1.1 Observations

The traffic observed over the subnetwork during the execution of the test case, is represented in the following time sequence diagram:
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Analysis of the traces shows that:

· Bit 1 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

· Bits 1 (Authentication type 2 Requested) and 2 (PKC Required) of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

· Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 1

4.1.2 Conclusions

The test results match the expected outcomes of the test scenario. 

4.2 Results of AVT_214_02

4.2.1 Observations

The traffic observed over the subnetworks during the execution of the test case, is represented in the following time sequence diagram:
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Analysis of the traces shows that:

· Bit 1 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

· Bits 1 (Authentication type 2 Requested) and 2 (PKC Required) of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

· Between BIS1 and BIS2, the IDRP connection is not established

· The mobile subnetwork connection is left open

4.2.2 Conclusions

The test results match the expected outcomes of the test scenario. 

4.3 Results of AVT_214_03

4.3.1 Observations

The traffic observed over the subnetwork during the execution of the test case, is represented in the following time sequence diagram:
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Analysis of the traces shows that:

· Bit 1 (Authentication type 2 Requested) of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

· Bit 1 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 2

· Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 1

4.3.2 Conclusions

The test results match the expected outcomes of the test scenario. 

4.4 Results of AVT_214_04

4.4.1 Observations

The traffic observed over the subnetwork during the execution of the test case, is represented in the following time sequence diagram:
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Analysis of the traces shows that:

· Bit 1 (Authentication type 2 Requested)of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

· Bits 1 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 2

· BIS2 sends its OPEN PDU using Authentication Type 1

· BIS1 ignores the OPEN BISPDU received from BIS2

· Between BIS1 and BIS2, the IDRP connection is not established 

· The mobile subnetwork connection is left open

4.4.2 Conclusions

The test results match the expected outcomes of the test scenario. 

5. Conclusion/summary

This validation exercize shows that the draft third edition procedures and options for the negotiation of the use of authentication type 2 on air-ground IDRP connections can be implemented, and do not introduce interoperability problems between Edition 3 compliant systems and baseline edition compliant systems.

Areas where the SubVolume V is not specific enough were detected during implementation of this draft third Edition enhancement. Requests and suggestion for clarifications have been issued to the ATNP/WG2/IDG under the form of P2DRs. These P2DRs are attached in annex A of the AVE_211 result report.
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