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1. Introduction

1.1 Scope

This document has been developed in the frame of the "French ATN Validation Initiative" (FRAVI). 

FRAVI is the French Initiative that has been targeted at contributing towards the validation of the proposed enhancements to the Internet Communications Service (ICS) technical provisions proposed for incorporation into the third edition of ICAO Doc 9705, Sub-Volume V ([REF1]). FRAVI has been undertaken and is sponsored by the French DGAC.

The FRAVI validation strategy, methods, tools, objectives and exercises are described in the FRAVI ATN Internet SARPs Validation Plan ([REF2])

1.2 Purpose of the document

This document is the AVE result report corresponding to the ATN Validation Exercize AVE_211, which is also referenced under the title "Validation of the secure and unsecure exchange of  IDRP information over an air-ground path


An AVE result report is a summary of the results of a tests campaign associated with a particular validation exercize. It includes the following information:

· An overview of the validation exercize

· A summary of the results, concluded by a statement declaring the tests successful or unsuccessful

· A detailed description and analysis of the problems encountered, if any.

· The Proposed Defect Reports (PDRs), if the problems have to be reported to ATNP

· References to the location where the configuration, log and trace files are archived.

1.3 References

REF1 

Proposed Draft third Edition of Doc 9705 Sub-Volume 5 (10 December 99)

REF2 

FRAVI - ATN Internet SARPs Validation Plan (30 December, 1999)

2. Findings during implementation of the enhancement

Note: In the scope of FRAVI, the validation of the new requirements for enhanced IDRP security has been limited to the implementation and test of the procedures and options related to the negotiation of the use of mutual or single authentication on air-ground and ground-ground IDRP connections. The authentication procedures (ASVDP, AKDF, AMACP and AMAVP) have not been implemented. As a consequence, the enhancements for the secure exchange of IDRP information cannot be considered as totally validated by this validation exercise.

The procedures and options for the negotiation of the use of authentication type 2 on air-ground and ground-ground IDRP connections have been implemented on the ProATN A/G BIS without strong difficulties. However, it was noted that the SARPs text was sometimes not specific enough and clarification required. Requests and suggestion for clarifications have been issued to the ATNP/WG2/IDG under the form of P2DRs. These P2DRs are attached in annex A of this report.

3. Description of the Validation Exercize

3.1 High level specification

3.1.1 Exercize references

AVE
AVT
AVC used
AVO covered

AVE_211
AVT_211_01
AVC_09
AVO-3_104 (partial implementation of ICS3_06)

AVO-3_105 (partial implementation of ICS3_06)

AVO-3_211

AVO-3_213

AVO-3_230

3.1.2 Objectives of the tests

The objective of this exercize is to validate the procedures and options related to the negotiation of the use of authentication type 2 and associated options on air-ground IDRP connections.

Note: this exercize does not validate the use of the ASVDP, AKDF, AMACP and AMAVP procedures.

3.1.3 Configuration

The following configuration (AVC_09) is used as the physical configuration for the tests.

AVC_09:

BIS1 = ProATN BIS beta version 3 configured as an Airborne BIS + ES

BIS2 = ProATN BIS beta version 3 configured as an A/G BIS + ES located within a Routing Domain RD2

BIS3 = ProATN BIS version 2.1 configured as a ground BIS+ES located within a Routing Domain RD3

BIS1 and BIS2 are connected to a common simulated VDL subnetwork

BIS3 and BIS2 are connected to a common subnetwork and configured as being adjacent (in the IDRP sense)
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3.1.4 Specification of the tests

3.1.4.1 General

AVE_211 consists of multiple test cases, all referred under the AVT_211_01, as indicated in the table below. 

AVT_211_01
Tests of the negotiation of the use of Authentication type 2 and its different options.

3.1.4.2 AVT_211_01: Tests of the negotiation of the use of Authentication type 2 and its different options.

3.1.4.2.1 Preparation of the test

The test consists in the replay of the generic scenario described in section 3.1.4.2.2, and with modifying each time the configuration of BIS1 and BIS2 accordingly to the indication given in the table below. Each row of the table corresponds to a new test case, and specifies the new setting of BIS1 and BIS2 configuration parameters, to be applied before replaying the generic scenario.

The meaning of each column of the table is as follows:

· Use of Auth. Type 2 (yes/no): Indicates whether the local policy permits the use of Authentication Type 2. If 'yes', the BIS must set bit 1 of the value field of ATN Data Link Capability Parameter in its ISH PDUs.

· Local Policy Permits Auth. Type 1 (yes/no): Indicates whether the local policy permits the use of Authentication Type 1, in the event where a remote BIS does not support Authentication Type 2

· Single/mutual Auth. (single/mutual): Indicates whether local policy requires single or mutual Authentication. The associated behaviours are as follows:

· 'Single' for an airborne BIS: the airborne BIS will not set the bit 2 (i.e. Public Key Certificate Required) of the value field of ATN Data Link Capability Parameter in its ISH PDUs.

· 'Single' for an A/G BIS: the A/G BIS will not place its certificate path in the Authentication Data field of its OPEN PDUs, except if the Public Key Certificate has been requested by the Airborne BIS.

· 'Mutual' for an airborne BIS: the airborne BIS will set the bit 2 (i.e. Public Key Certificate Required) of the value field of ATN Data Link Capability Parameter in its ISH PDUs.

· 'Mutual' for an A/G BIS: the A/G BIS will systematically place its certificate path in the Authentication Data field of its OPEN PDUs.

· Deliv. Service Available (yes/no): Indicates whether the access to a supporting Public Key Certificate (P.K.C.) Delivery Service is enabled. If yes, A/G BIS will not set the bit 2 (i.e. Public Key Certificate Required) of the value field of ATN Data Link Capability Parameter in its ISH PDUs.

· P.K.C. validation (after/before): Indicates whether the A/G BIS performs the P.K.C. retrieval and validation before or after sending its ISH

Note: The ProATN A/G BIS software systematically performs PKC validation after sending the ISH PDU. As a consequence, it was not possible to test cases where the PKC validation is performed prior the sending of the ISH PDU. This is the reason why no test cases are defined with the configuration option 'PKC validation' set to before. 

· Retrieval failure (yes/no): Indicates whether a failure to retrieve the P.K.C from the Delivery Service is to be simulated

· Retrieved P.K.C. validation failure (yes/no): Indicates whether a failure to validate the P.K.C from the Delivery Service is to be simulated

· Initiator (BIS1/BIS2): indicates whether BIS1 or BIS2 is the initiator of the mobile subnetwork connection


BIS 1 configuration
BIS 2 configuration
Initiator

test case
Use of Auth. Type 2
Local Policy Permits Auth. Type 1
Single/mutual Auth.
Use of Auth. Type 2
Local Policy Permits Auth. Type 1
Single/mutual Auth
Deliv. Service Available
P.K.C validation
Retrieval failure
Retrieved P.K.C validation failure


1. 
no
-
-
no
-
-
-
-
-
-
BIS1

2. 
no
_
_
yes
yes
single
no
_
_
_
BIS1

3. 
no
_
_
yes
no
single
no
_
_
_
BIS1

4. 
yes
yes
single
no
_
_
_
_
_
_
BIS1

5. 
yes
no
single
no
_
_
_
_
_
_
BIS1

6. 
yes
no
single
yes
no
single
no
_
_
_
BIS1

7. 
yes
no
mutual
yes
no
single
no
_
_
_
BIS1

8. 
yes
no
single
yes
no
mutual
no
_
_
_
BIS1

9. 
yes
no
mutual
yes
no
mutual
no
_
_
_
BIS1

10. 
yes
no
single
yes
no
single
yes
After
no
no
BIS1

11. 
yes
no
single
yes
no
single
yes
After
yes
_
BIS1

12. 
yes
no
single
yes
no
single
yes
After
no
yes
BIS1

10 bis
yes
no
single
yes
no
single
yes
After
no
no
BIS2

11 bis
yes
no
single
yes
no
single
yes
After
yes
_
BIS2

12 bis
yes
no
single
yes
no
single
yes
After
no
yes
BIS2

3.1.4.2.2 Test execution

The following generic communication scenario is to be played for each of the test cases listed in the previous section:

a) Start BIS1, BIS2 and BIS3

b) Activate the X.25 traces, the ES-IS traces and the IDRP traces

c) If BIS1 is configured as the initiator of the mobile subnetwork connection (see the rightmost column of the table above), simulate a join event onto BIS1 so that to trigger the airborne initiated mobile subnerwork connection establishment procedure between BIS1 and BIS2, and the performance of the routing initiation procedures.

Else, simulate a join event onto BIS2 so that to trigger the ground initiated mobile subnerwork connection establishment procedure between BIS1 and BIS2, and the performance of the routing initiation procedures.

d) Wait until the routing initiation is completed or fails

3.1.4.2.3 Expected results

The expected results are indicated, on a per test case basis in the following table:

Test case
Expected results

1. 
Bit 1 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

Bit 1 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 2

Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 1

BIS 3 receives the route to BIS1 from BIS 2

2. 
Bit 1 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 1

BIS 3 receives the route to BIS1 from BIS 2

3. 
Bit 1 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

BIS 2 does not send its OPEN PDU 

Between BIS1 and BIS2, the IDRP connection is not established 

The mobile subnetwork connection is left open ? (to be confirmed, there is a missing requirement in the SARPs).

4. 
Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

Bit 1 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 2

Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 1

BIS 3 receives the route to BIS1 from BIS 2

5. 
Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

Bit 1 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 2

BIS2 sends its OPEN PDU using Authentication Type 1

BIS1 ignores the OPEN BISPDU received from BIS2

Between BIS1 and BIS2, the IDRP connection is not established 

The mobile subnetwork connection is left open ? (to be confirmed, there is a missing requirement in the SARPs).

6. 
Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

Bit 2 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 2 as follows.

The OPEN PDU sent by BIS2 includes the Public Key of BIS 2 (without any certificate), the Random variable and a Type 1 Authenticator

The OPEN PDU sent by BIS1 includes the P.K.C. of BIS 1, the Random variable and a Type 1 Authenticator

BIS 3 receives the route to BIS1 from BIS 2

7. 
Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

Bit 2 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

Bit 2 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 2 as follows.

The OPEN PDU sent by BIS2 includes the P.K.C of BIS 2, the Random variable and a Type 1 Authenticator

The OPEN PDU sent by BIS1 includes the P.K.C. of BIS 1, the Random variable and a Type 1 Authenticator

BIS 3 receives the route to BIS1 from BIS 2

8. 
Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

Bit 2 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 2 as follows.

The OPEN PDU sent by BIS2 includes the P.K.C of BIS 2, the Random variable and a Type 1 Authenticator

The OPEN PDU sent by BIS1 includes the P.K.C. of BIS 1, the Random variable and a Type 1 Authenticator

BIS 3 receives the route to BIS1 from BIS 2

9. 
Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

Bit 2 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

Bit 2 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 2 as follows.

The OPEN PDU sent by BIS2 includes the P.K.C of BIS 2, the Random variable and a Type 1 Authenticator

The OPEN PDU sent by BIS1 includes the P.K.C. of BIS 1, the Random variable and a Type 1 Authenticator

BIS 3 receives the route to BIS1 from BIS 2

10. 
Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 2

Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 2 as follows.

The OPEN PDU sent by BIS2 includes the Public Key of BIS 2 (without any certificate), the Random variable and a Type 1 Authenticator

The OPEN PDU sent by BIS1 includes the Random variable and a Type 1 Authenticator (and no PK, no P.K.C)

BIS 3 receives the route to BIS1 from BIS 2

11. 
Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 2

Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 2 as follows.

The bit 'P.K.C. required' is set in the OPEN PDU sent by BIS2. The OPEN PDU sent by BIS2 also includes the Public Key of BIS 2 (without any certificate), the Random variable and a Type 1 Authenticator

BIS1 sends an OPEN PDU that includes the P.K.C. of BIS 1, the Random variable and a Type 1 Authenticator

BIS 3 receives the route to BIS1 from BIS 2

12. 
Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 2

BIS 2 does not send its OPEN PDU 

Between BIS1 and BIS2, the IDRP connection is not established 

The mobile subnetwork connection is left open ? (to be confirmed, there is a missing requirement in the SARPs).

10 bis
Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 2

Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 2 as follows.

The OPEN PDU sent by BIS1 includes the Random variable and a Type 1 Authenticator (and no P.K., no P.K.C.)

The OPEN PDU sent by BIS2 includes the Public Key of BIS 2 (without any certificate), the Random variable and a Type 1 Authenticator

BIS 3 receives the route to BIS1 from BIS 2

11 bis
Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 2

BIS1 sends a first OPEN PDU that includes the Random variable and a Type 1 Authenticator (and no P.K., no P.K.C.)

The OPEN PDU sent by BIS2 includes the 'PKC Required' Option, the Public Key of BIS 2 (without any certificate), the Random variable,  and a Type 1 Authenticator

BIS1 re-sends an OPEN PDU that includes the PKC of BIS1, the Random variable and a Type 1 Authenticator

Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 2 and UPDATE PDUs are exchanged.

BIS 3 receives the route to BIS1 from BIS 2

12 bis
Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 2

BIS1 sends a first OPEN PDU that includes the Random variable and a Type 1 Authenticator (and no P.K., no P.K.C.)

BIS2 ignores the OPEN PDU received from BIS1

BIS2 does not send any OPEN PDU 

Between BIS1 and BIS2, the IDRP connection is not established

The mobile subnetwork connection is left open ? (to be confirmed, there is a missing requirement in the SARPs).


3.2 Details on the execution of the exercize

The exercize was executed on the STNA lab in a simulated environment. The details on the name and configuration of the systems used to play the roles of BIS1, BIS2 and BIS3 are provided in the table below:

Role

Configuration details
BIS1
BIS2
BIS3

Name of the Workstation
Tennis1 (simulated node 1)
Tennis1 (simulated node 2)
Tennis1 (simulated node 3)

ATN Software version
ProATN bV3.0
ProATN bV3.0
ProATN V2.1

Main characteristics of the configuration
Airborne BIS
A/G BIS
G/G BIS

Trace files
NegoAuth.log

The files referenced in this table are available on the CENA archive at the following location:

URL: http://www.tls.cena.fr/atnp/wg2/val-Ed3/fravi/log211.zip


Note: Access via the Web server is restricted to user "atnp", with the password "upplval".

4. Result of the Exercizes

4.1 Results of AVT_211_01 - test case 1

4.1.1 Observations

The traffic observed over the subnetworks during the execution of the test case, is represented in the following time sequence diagram:
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Analysis of the traces shows that:

· Bit 1 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

· Bit 1 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 2

· Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 1

· BIS 3 receives the route to BIS1 from BIS 2

4.1.2 Conclusions

The test results match the expected outcomes of the test scenario. 

4.2 Results of AVT_211_01 - test case 2

4.2.1 Observations

The traffic observed over the subnetworks during the execution of the test case, is represented in the following time sequence diagram:
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Analysis of the traces shows that:

· Bit 1 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

· Bits 1 (Authentication type 2 Requested) and 2 (PKC Required) of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

· Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 1

· BIS 3 receives the route to BIS1 from BIS 2

4.2.2 Conclusions

The test results match the expected outcomes of the test scenario. 

4.3 Results of AVT_211_01 - test case 3

4.3.1 Observations

The traffic observed over the subnetworks during the execution of the test case, is represented in the following time sequence diagram:
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Analysis of the traces shows that:

· Bit 1 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

· Bits 1 (Authentication type 2 Requested) and 2 (PKC Required) of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

· Between BIS1 and BIS2, the IDRP connection is not established

· The mobile subnetwork connection is left open

4.3.2 Conclusions

The test results match the expected outcomes of the test scenario. 

4.4 Results of AVT_211_01 - test case 4

4.4.1 Observations

The traffic observed over the subnetworks during the execution of the test case, is represented in the following time sequence diagram:
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Analysis of the traces shows that:

· Bit 1 (Authentication type 2 Requested) of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

· Bit 1 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 2

· Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 1

· BIS 3 receives the route to BIS1 from BIS 2

4.4.2 Conclusions

The test results match the expected outcomes of the test scenario. 

4.5 Results of AVT_211_01 - test case 5

4.5.1 Observations

The traffic observed over the subnetworks during the execution of the test case, is represented in the following time sequence diagram:
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Analysis of the traces shows that:

· Bit 1 (Authentication type 2 Requested)of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

· Bits 1 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 2

· BIS2 sends its OPEN PDU using Authentication Type 1

· BIS1 ignores the OPEN BISPDU received from BIS2

· Between BIS1 and BIS2, the IDRP connection is not established 

· The mobile subnetwork connection is left open

4.5.2 Conclusions

The test results match the expected outcomes of the test scenario. 

4.6 Results of AVT_211_01 - test case 6

4.6.1 Observations

The traffic observed over the subnetworks during the execution of the test case, is represented in the following time sequence diagram:
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Analysis of the traces shows that:

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

· Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

· Bit 2 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

· Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 2 as follows.

· The OPEN PDU sent by BIS1 includes the P.K.C. of BIS 1, the Random variable and a Type 1 Authenticator

· The OPEN PDU sent by BIS2 includes the Public Key of BIS 2 (without any certificate), the Random variable and a Type 1 Authenticator

· BIS 3 receives the route to BIS1 from BIS 2

4.6.2 Conclusions

The test results match the expected outcomes of the test scenario. 

4.7 Results of AVT_211_01 - test case 7

4.7.1 Observations

The traffic observed over the subnetworks during the execution of the test case, is represented in the following time sequence diagram:
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Analysis of the traces shows that:

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

· Bit 2 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

· Bit 2 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

· Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 2 as follows.

· The OPEN PDU sent by BIS1 includes the P.K.C. of BIS 1, the Random variable and a Type 1 Authenticator

· The OPEN PDU sent by BIS2 includes the P.K.C of BIS 2, the Random variable and a Type 1 Authenticator

· BIS 3 receives the route to BIS1 from BIS 2

4.7.2 Conclusions

The test results match the expected outcomes of the test scenario. 

4.8 Results of AVT_211_01 - test case 8

4.8.1 Observations

The traffic observed over the subnetworks during the execution of the test case, is represented in the following time sequence diagram:
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Analysis of the traces shows that:

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

· Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

· Bit 2 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

· Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 2 as follows.

· The OPEN PDU sent by BIS1 includes the P.K.C. of BIS 1, the Random variable and a Type 1 Authenticator

· The OPEN PDU sent by BIS2 includes the P.K.C of BIS 2, the Random variable and a Type 1 Authenticator

· BIS 3 receives the route to BIS1 from BIS 2

4.8.2 Conclusions

The test results match the expected outcomes of the test scenario. 

4.9 Results of AVT_211_01 - test case 9

4.9.1 Observations

The traffic observed over the subnetworks during the execution of the test case, is represented in the following time sequence diagram:
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Analysis of the traces shows that:

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

· Bit 2 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

· Bit 2 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

· Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 2 as follows.

· The OPEN PDU sent by BIS1 includes the P.K.C. of BIS 1, the Random variable and a Type 1 Authenticator

· The OPEN PDU sent by BIS2 includes the P.K.C of BIS 2, the Random variable and a Type 1 Authenticator

· BIS 3 receives the route to BIS1 from BIS 2

4.9.2 Conclusions

The test results match the expected outcomes of the test scenario. 

4.10 Results of AVT_211_01 - test case 10

4.10.1 Observations

The traffic observed over the subnetworks during the execution of the test case, is represented in the following time sequence diagram:


[image: image11.wmf]BIS 1

(airborne)

BIS 2

(A/G)

BIS 3

(G/G)

X.25 call 

Req

ISH 

dlcp

=03

X.25 call 

Ind

.

ISH 

dlcp

=03

IDRP OPEN 

Auth

 type 2 +

Public Key + random 

nb

IDRP OPEN 

Auth

 type 2 +

 Random 

nb

IDRP UPDATE

IDRP UPDATE

IDRP UPDATE


Analysis of the traces shows that:

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

· Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

· Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 2

· Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 2 as follows.

· The OPEN PDU sent by BIS1 includes the Random variable and a Type 1 Authenticator (and no P.K., no P.K.C.)

· The OPEN PDU sent by BIS2 includes the Public Key of BIS 2 (without any certificate), the Random variable and a Type 1 Authenticator

· BIS 3 receives the route to BIS1 from BIS 2

4.10.2 Conclusions

The test results match the expected outcomes of the test scenario. 

4.11 Results of AVT_211_01 - test case 11

4.11.1 Observations

The traffic observed over the subnetworks during the execution of the test case, is represented in the following time sequence diagram:
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Analysis of the traces shows that:

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

· Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

· Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 2

· Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 2 as follows.

· The OPEN PDU sent by BIS2 includes the 'PKC Required' Option, the Public Key of BIS 2 (without any certificate), the Random variable,  and a Type 1 Authenticator

· The OPEN PDU sent by BIS1 includes the PKC of BIS1, the Random variable and a Type 1 Authenticator

· BIS 3 receives the route to BIS1 from BIS 2

4.11.2 Conclusions

The test results match the expected outcomes of the test scenario. 

4.12 Results of AVT_211_01 - test case 12

4.12.1 Observations

The traffic observed over the subnetworks during the execution of the test case, is represented in the following time sequence diagram:
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Analysis of the traces shows that:

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

· Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

· Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 2

· BIS2 does not send any OPEN PDU 

· Between BIS1 and BIS2, the IDRP connection is not established

· The mobile subnetwork connection is left open

4.12.2 Conclusions

The test results match the expected outcomes of the test scenario. 

. 

4.13 Results of AVT_211_01 - test case 10 bis

4.13.1 Observations

The traffic observed over the subnetworks during the execution of the test case, is represented in the following time sequence diagram:
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Analysis of the traces shows that:

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

· Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

· Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 2

· Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 2 as follows.

· The OPEN PDU sent by BIS1 includes the Random variable and a Type 1 Authenticator (and no P.K., no P.K.C.)

· The OPEN PDU sent by BIS2 includes the Public Key of BIS 2 (without any certificate), the Random variable and a Type 1 Authenticator

· BIS 3 receives the route to BIS1 from BIS 2

4.13.2 Conclusions

The test results match the expected outcomes of the test scenario. 

4.14 Results of AVT_211_01 - test case 11 bis

4.14.1 Observations

The traffic observed over the subnetworks during the execution of the test case, is represented in the following time sequence diagram:
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Analysis of the traces shows that:

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

· Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

· Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 2

· BIS1 sends a first OPEN PDU that includes the Random variable and a Type 1 Authenticator (and no P.K., no P.K.C.)

· The OPEN PDU sent by BIS2 includes the 'PKC Required' Option, the Public Key of BIS 2 (without any certificate), the Random variable,  and a Type 1 Authenticator

· BIS1 re-sends an OPEN PDU that includes the PKC of BIS1, the Random variable and a Type 1 Authenticator

· Between BIS1 and BIS2, the IDRP connection is established using Authentication Type 2 and UPDATE PDUs are exchanged.

· BIS 3 receives the route to BIS1 from BIS 2

4.14.2 Conclusions

The test results match the expected outcomes of the test scenario. 

. 

4.15 Results of AVT_211_01 - test case 12 bis

4.15.1 Observations

The traffic observed over the subnetworks during the execution of the test case, is represented in the following time sequence diagram:
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Analysis of the traces shows that:

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 1

· Bit 1 of the ATN Data Link Capability Parameter is set in the ISH sent by BIS 2

· Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 1

· Bit 2 of the ATN Data Link Capability Parameter is not set in the ISH sent by BIS 2

· BIS1 sends a first OPEN PDU that includes the Random variable and a Type 1 Authenticator (and no P.K., no P.K.C.)

· BIS2 ignores the OPEN PDU received from BIS1

· BIS2 does not send any OPEN PDU 

· Between BIS1 and BIS2, the IDRP connection is not established

· The mobile subnetwork connection is left open

4.15.2 Conclusions

The test results match the expected outcomes of the test scenario. 

5. Conclusion/summary

This validation exercize shows that the draft third edition procedures and options for the negotiation of the use of authentication type 2 on air-ground IDRP connections can be implemented, and do not introduce interoperability problems between Edition 3 compliant systems.

Areas where the SubVolume V is not specific enough were detected during implementation of this draft third Edition enhancement. Requests and suggestion for clarifications have been issued to the ATNP/WG2/IDG under the form of P2DRs. These P2DRs are attached in annex A of this report.

The authentication procedures (ASVDP, AKDF, AMACP and AMAVP) have not been implemented. As a consequence, the enhancements for the secure exchange of IDRP information cannot be considered as totally validated by this validation exercise.

Annexe A:   Defects reported to the WG2/IDG

A.1 P2DR 2K010015

SDM Reference:



2K010015

SDM Status:                        
SUBMITTED

Title:   
interoperability with a peer BIS that 

does not support authentication

PDR Reference:                     
N/A

Originator Reference:

SARPs Document Reference:          
ICS SARPs, Section ... 

Status:                            

Impact:                            
Editorial/Minor/Major/Change

PDR Revision Date:                 

PDR Submission Date:               

Submitting State/Organisation:     
France/STNA 

Submitting Author Name:            
Stephane Tamalet

Submitting Author E-mail Address:  
Tamalet_stephane@stna.dgac.fr 

Submitting Author Supplemental

Contact Information:

SARPs Date:                        
SV 5 Edition 3, 10 December 1999

SARPs Language: 



English

Summary of Defect:

The SV 5 is not specific on the procedure to be followed by a third edition compliant A/G or Airborne BIS (supporting Authentication type 2) when the routing is initiated over a mobile subnetwork with a remote BIS that does not support Authentication type 2.

Discussion:

    The following procedures are proposed:

* During routing initiation, when an ATN A/G or Airborne router that supports the ATN security service receives and ISH PDU from the remote BIS indicating that the remote BIS does not support the ATN security services, then: 

1) if the remote BIS, is a class 7 airborne BIS, the routing initiation procedure as specified in 5.3.5.2 can proceed.

2) Else, i.e. if the remote BIS is a class 5 or 7 router, then

a) If local policy permits authentication type 1 as a fallback then the routing initiation procedure as specified in 5.3.5.2 can proceed, using Authentication type 1 for the establishment of the IDRP connection.

b) If local policy does not permit authentication type 1 as a fallback, then the BIS-BIS connection is unacceptable. A clear must be generated to terminate the subnetwork connection. And the forwarding information associated with the subnetwork connection must be removed from the Forwarding Information Base.

* As a complement to § 5.8.3.2.10.1.3 ("When an Airborne or A/G Router, which has signalled type 2 authentication during the ISH exchange receives an OPEN PDU with the Authentication Code field set to 1, it shall process the OPEN PDU only if not permitted to do so by local policy"), one the following 2 alternative procedures is proposed, in the case where Authentication type 1 is not permitted as a fallback:

1) a clear must be generated to terminate the subnetwork connection(s). And the forwarding information associated with the subnetwork connection(s) must be removed from the Forwarding Information Base. 

2) the subnetwork connection is maintained; however the router must ignore and discard the OPEN BISPDU and any further PDUs received from the remote BIS.

Proposed SARPs Amendment:

     TBD

Impact on Interoperability:  

SME Recommendation to CCB:   N/A

CCB Decision:                N/A

P2DR 2K010016

SDM Reference:


     2K010016

SDM Status:                        SUBMITTED

Title:        BIS behaviour in case of certificate path validation failure                           

PDR Reference:                     N/A

Originator Reference:

SARPs Document Reference:          ICS SARPs, Section ... 

Status:                            

Impact:                            Editorial/Minor/Major/Change

PDR Revision Date:                  

PDR Submission Date:               

Submitting State/Organisation:     France/STNA 

Submitting Author Name:            Stephane Tamalet

Submitting Author E-mail Address:  Tamalet_stephane@stna.dgac.fr 

Submitting Author Supplemental

Contact Information:

SARPs Date:                        SV 5 Edition 3, 10 December 1999

SARPs Language: English

Summary of Defect:

§ 5.3.5.2.16.3.4 and 5.3.5.2.16.3.6 state that an IDRP connection shall not be established when the validation of a certificate fails.

The Note in § 5.3.5.2.16.3.4 explains then that the "subnetwork connection processing (i.e. whether to clear or leave the subnetwork connection up) is subnetwork dependent but should be handled in the same fashion as when there is a failure of an IDRP connection"

This Note is somewhat disconcerting. It explains that the action  to be performed on failure of the validation of a certificate path the same as the one performed on failure of an IDRP connection. 

The procedure associated with the failure of an IDRP connection is described in section 5.3.5.2.15: it consists in attempting to re-establish the IDRP connection. This procedure is contradictory to § 5.3.5.2.16.3.4 and 5.3.5.2.16.3.6 (the IDRP connection shall not be established) 

Discussion:

one the following 2 alternative procedures is proposed, in the case of failure of validation of the certificate path:

1) a clear must be generated to terminate the subnetwork connection(s). And the forwarding information associated with the subnetwork connection(s) must be removed from the Forwarding Information Base.  

2) the subnetwork connection is maintained; however the router must ignore and discard the OPEN BISPDU and any further PDUs received from the remote BIS.

Proposed SARPs Amendment:

     TBD

Impact on Interoperability:  

SME Recommendation to CCB:   N/A

CCB Decision:                N/A

P2DR 2K010017

SDM Reference:


     2K010017

SDM Status:                        SUBMITTED

Title:                             A/G BIS access to a delivery service 

PDR Reference:                     N/A

Originator Reference:

SARPs Document Reference:          ICS SARPs, Section ... 

Status:                            

Impact:                            Editorial/Minor/Major/Change

PDR Revision Date:                  

PDR Submission Date:               

Submitting State/Organisation:     France/STNA 

Submitting Author Name:            Stephane Tamalet

Submitting Author E-mail Address:  Tamalet_stephane@stna.dgac.fr 

Submitting Author Supplemental

Contact Information:

SARPs Date:                        SV 5 Edition 3, 10 December 1999

SARPs Language: English

Summary of Defect:

Section 5.3.5.2.16.3 mentions the possibility for an A/G BIS to access a delivery service, when routing is initiated with an airborne BIS.

This section is not very specific on the time at which the access to the delivery service can be triggered. Is it possible to retrieve the airborne public key certificate as soon as the 24bit aircraft address is known to the A/G BIS, i.e. when a join event or an X.25 call indication is received ? Or is it necessary to wait for the receipt of the information in the airborne BIS ISH PDU (notably the Network Entity Title, and the value of the Data Link Capability Parameter) ?

Discussion:

Proposed SARPs Amendment:

     TBD

Impact on Interoperability:  

SME Recommendation to CCB:   N/A

CCB Decision:                N/A

P2DR 2K010018

SDM Reference:


     2K010018

SDM Status:                        SUBMITTED

Title:                    encoding of the Random Variable Parameter Value

PDR Reference:                     N/A

Originator Reference:

SARPs Document Reference:          ICS SARPs 

Status:                            

Impact:                            Minor (clarification)

PDR Revision Date:                  

PDR Submission Date:               

Submitting State/Organisation:     France/STNA 

Submitting Author Name:            Stephane Tamalet

Submitting Author E-mail Address:  Tamalet_stephane@stna.dgac.fr 

Submitting Author Supplemental

Contact Information:

SARPs Date:                        SV 5 Edition 3, 10 December 1999

SARPs Language: English

Summary of Defect:

Section 5.8.3.2.10.3.1.6 specifies the encoding of the Random Variable Parameter of an IDRP OPEN BISPDU.

The value field of this parameter is a 32-bit unsigned integer (see § 5.8.3.2.10.3.1.6.4)

The specification is not specific on the way this 32-bit unsigned integer must be encoded ("least significant byte first", or the reverse ?) 

Discussion:

The "most significant byte first" encoding is to be applied. This is the standard ISO/IEC 10747 way to encode binary numbers for IDRP PDU parameters.

Proposed SARPs Amendment:

replace paragraph § 5.8.3.2.10.3.1.6.4 by:

5.8.3.2.10.3.1.6.4 The Random Variable Parameter Value field  shall contain a 32-bit unsigned integer value that is encoded most significant byte first.

Impact on Interoperability:  None

SME Recommendation to CCB:   N/A

CCB Decision:                N/A

P2DR 2K010019

SDM Reference:


     2K010019

SDM Status:                        SUBMITTED

Title:                             Length of the Certificate Path Parameter

PDR Reference:                     N/A

Originator Reference:

SARPs Document Reference:          ICS SARPs 

Status:                            

Impact:                            Minor (clarification)

PDR Revision Date:                  

PDR Submission Date:               

Submitting State/Organisation:     France/STNA 

Submitting Author Name:            Stephane Tamalet

Submitting Author E-mail Address:  Tamalet_stephane@stna.dgac.fr 

Submitting Author Supplemental

Contact Information:

SARPs Date:                        SV 5 Edition 3, 10 December 1999

SARPs Language: English

Summary of Defect:

Section 5.8.3.2.10.3.1.8 specifies the encoding of the Certificate Path Parameter of an IDRP OPEN BISPDU.

According to the figure 5.8-7, the length field of this parameter is one octet long, and cannot therefore be greater than 255 octets.

On the other hand, according to § 5.8.3.2.10.3.1.8.4 and the figure 5.8-8, the Certificate Path Parameter value may be longer than 255 octets.

Additionally, the following typo should be corrected on figure 5.8-8: on the figure, the field "CA Certificate 1" is positionned from octet 115 to octet 242, and has therefore a length of 128 octets. This is contradictory with the Note below figure 5.8-8 ("Each CA certificate is 127 octets long)

Discussion:

1) Two octets should be used to encode the length field of the Certificate Path parameter. It must be noted that all standard IDRP parameters (or path attributes) are TLV parameters with a length field that is encoded using 2 octets. In order to ease the development of procedures for the decoding/encoding of IDRP PDUs it is proposed that any new IDRP PDU parameters introduced in the SV5, be encoded using the same TLV structure, i.e. with a length field encoded on 2 octets. This is therefore proposed to be applied also for the encoding of:

· The Random Variable Parameter

- The Public Key Information Parameter

2) In figure 5.8-8, the position of the field "CA Certificate 1" should be 115-241

Proposed SARPs Amendment:

    TBD

Impact on Interoperability:  None

SME Recommendation to CCB:   N/A

CCB Decision:                N/A
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