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1. Introduction

1.1 Scope

This document has been developed in the frame of the "French ATN Validation Initiative" (FRAVI). 

FRAVI is the French Initiative that has been targeted at contributing towards the validation of the proposed enhancements to the Internet Communications Service (ICS) technical provisions proposed for incorporation into the third edition of ICAO Doc 9705, Sub-Volume V ([REF1]). FRAVI has been undertaken and is sponsored by the French DGAC.

The FRAVI validation strategy, methods, tools, objectives and exercises are described in the FRAVI ATN Internet SARPs Validation Plan ([REF2])

1.2 Purpose of the document

This document is the AVE result report corresponding to the ATN Validation Exercize AVE_203, which is also referenced under the title "Validation of the enhancements to deal with changing subnetwork connectivity


An AVE result report is a summary of the results of a tests campaign associated with a particular validation exercize. It includes the following information:

· An overview of the validation exercize

· A summary of the results, concluded by a statement declaring the tests successful or unsuccessful

· A detailed description and analysis of the problems encountered, if any.

· The Proposed Defect Reports (PDRs), if the problems have to be reported to ATNP

· References to the location where the configuration, log and trace files are archived.

1.3 References

REF1 

Proposed Draft third Edition of Doc 9705 Sub-Volume 5 (10 December 99)

REF2 

FRAVI - ATN Internet SARPs Validation Plan (30 December, 1999)

2. Findings during implementation of the enhancement

The enhancement ICS3-08 has been implemented on the ProATN A/G BIS without difficulties. However, the following two issues have been considered worthwhile to report to the ATN/WG2/IDG. 

Additionally, it was noted that the SARPs text was sometimes not specific enough and clarifications required. A requests and suggestion for clarifications has been issued to the ATNP/WG2/IDG under the form of a P2DRs (P2DR 2K010002). This P2DR is attached in annex B.2 of this report.

2.1 First issue

The enhancement ICS3-08 aims at resolving the problem of the regular re-advertisement of IDRP routes that may result from changing mobile connectivity when an aircraft has more than one adjacency with the same A/G router via different mobile subnetworks.

However, the ICS3-08-related changes in the December 1999 Draft version of the edition 3 of the SubVolume V resolve the problem partially only. The initial objective of these changes is not completely met.

Indeed, with the December 1999 draft Version of SV5, the re-advertisement of routes in case of changing mobile subnetwork connectivity is suppressed only if the changing connectivity is/was of the same ATSC class as the other existing/remaining mobile subnetwork connectivities. However, if the changing connectivity has a different ATSC class from the one of the other existing connectivities, the re-advertisement of IDRP routes is not suppressed.

Thus, for example, if the AMSS and VDL2 subnetworks are not classified at the same ATSC class level, then the following scenario may occur: if an aircraft has an adjacency with an Air/Ground router over AMSS and also comes into contact with the same A/G router through a VDL subnetwork, the A/G Router will re-advertise the routes that it had previously uplinked to the aircraft. Should the aircraft then go out of contact with the VDL subnetwork then another re-advertisement of the routes should also be expected.

A solution to this problem is proposed in Annex A of this report, under the form of a Working Paper to be presented at the next WG2/IDG meeting.

2.2 Second Issue 

In the scope of enhancement ICS3-08, the A/G BIS procedures for the update of the security information of IDRP UPDATE PDU have been modified (SV5 section 5.8.3.2.4.1). The purpose of the modification is to remove the A/G Subnetwork Type Security Tag from the UPDATE PDUs that are advertised by edition 3-compliant A/G BIS to edition 3 compliant airborne BIS. 

On the other hand, no change have been made on the airborne BIS procedures to be performed on receipt of an IDRP UPDATE PDU that does not contain any A/G Subnetwork Security Tag, and clarification on this point are required. It should be notably explained that the Airborne BIS has to build its FIB and RIB taking into account the information contained in the received UPDATE PDU and the security information contained in the received ISH PDUs.

The P2DR 2K010012 has been produced in order to report this problem to the ATNP/WG2/IDG. This P2DR is attached in annex B.1 of this report.

3. Description of the Validation Exercize

3.1 High level specification

3.1.1 Exercize references

AVE
AVT
AVC used
AVO covered

AVE_203
AVT_203_01

AVT_203_02


AVC_05
AVO-3_104 (implementation of ICS3_01, ICS3_02 and ICS3_08)

AVO-3_105 (implementation of ICS3_01 ICS3_02 and ICS3_08)

AVO-3_106 (implementation of ICS3_01 and ICS3_02)

AVO-3_203

AVO-3_220

AVO-3_230

AVO-3_300

AVO-3_301

AVO-3_410

AVO-3_420

3.1.2 Objectives of the tests

The objectives of this exercize are twofold:

1. verify that the enhancements ICS-01 (for mobile subnetwork to issue Join and Leave Events within given latency intervals), ICS3-02 (for IS-SME to respect quarantine time of the Join events) and ICS3-08 (suppression of re-advertisement of routes in the case of changing mobile subnetwork connectivity) have been implemented.

2. Verify that airborne and air-ground BISs implementing these enhancements will interoperate.

3.1.3 Configuration

AVC_05 will be used as the physical configuration for the tests.

AVC_05:

BIS1 = ProATN BIS beta version 3 configured as an airborne BIS + ES

BIS2 = ProATN BIS beta version 3 configured as an A/G BIS + ES

BIS1 and BIS2 can be interconnected via 2 simulated mobile subnetworks:

1. A simulated satellite subnetwork, which is permitted for all types of traffic. The ATSC class of this subnetwork is 'F'.

2. A simulated VDL subnetwork, which is permitted for all types of traffic except for general communication. The ATSC class of this subnetwork is 'F'.

On BIS1 and BIS2, the Join event quarantime timer (tle) must be set to 10 seconds.

3.1.4 Specification of the tests

3.1.4.1 General

AVE_203 consists of the following 2 AVTs. AVE_203 will be successful if these 2 AVTs are sucessful.

AVT_203_01
Test of the Join event quarantine procedure

AVT_203_02
Verify that the readvertisement of route is suppressed in the case of changing mobile connectivity

3.1.4.2 AVT_203_01: Test of the Join event quarantine procedure

3.1.4.2.1 Preparation of the test

Only the simulated VDL subnetwork is used for this test.

The X.25 traces must be active on BIS1 and BIS2

3.1.4.2.2 Test execution

Start BIS1 and BIS2

Simulate a join event onto BIS1 so that to trigger the mobile subnerwork connection establishment between BIS1 and BIS2 over the VDL subnetwork

Wait until the routing initiation is completed.

Generate a leave event, followed immediately after by a new joint event.

Wait until the routing initiation is completed.

Generate a leave event, followed immediately after by a new joint event and followed immediately after by a second leave event.

3.1.4.2.3 Expected results

Analysis of the traces must demonstrate that:

1. A joint event received immediately after a leave event, is processed only after the expiration of the quarantime timer tle.
2. When a leave event is received before expiration of the quarantime timer, the joint event is not processed.

3.1.4.3 AVT_203_02: Verify that the readvertisement of route is suppressed in the case of changing mobile connectivity

3.1.4.3.1 Preparation of the test

Both the simulated VDL subnetwork and the simulated satellite subnetwork are used for this test.

The X.25, CLNP and IDRP traces must be active on BIS1 and BIS2

3.1.4.3.2 Test execution

Start BIS1 and BIS2

Simulate a join event onto BIS1 so that to trigger the mobile subnerwork connection establishment between BIS1 and BIS2 over the VDL subnetwork

Wait until the routing initiation is completed.

Simulate a join event onto BIS1 so that to trigger the mobile subnerwork connection establishment between BIS1 and BIS2 over the satellite subnetwork

Wait until the routing initiation is completed (ISHs are exchanged and FIBs/RIBs are updated).

On the VDL subnetwork, generate a leave event, followed immediately after by a new joint event.

Wait until the routing termination and the subsequent routing initiation is completed.

Between an NSAP of BIS 1 and an NSAP of BIS 2 generate bidirectional CLNP traffic of the following categories:

· AOC traffic to be routed only via satellite data link

· AOC traffic to be routed only via VHF data link

· ATSC class B traffic

· ATSC class G traffic

3.1.4.3.3 Expected results

Analysis of the traces must demonstrate that:

1. UPDATE PDUs are exchanged only once

2. ISHs PDUs exchanged over the mobile subnetworks include the ATN Datalink Capability parameter

3. The A/G subnetwork type security tag set is not present in UPDATE PDUs exchanged over the mobile subnetworks

4. The CLNP traffic is routed via the mobile subnetwork the security characteristics of which match those of the CLNP traffic.

3.2 Details on the execution of the exercize

The exercize was executed on the STNA lab in a real test environement. The details on the name and configuration of the systems used to play the roles of BIS1 and BIS2 are provided in the table below:

Role

Configuration details
BIS1
BIS2

Name of the Workstation
Tennis1
Rugby1

ATN Software version
ProATN bV3.0
ProATN bV3.0

Main characteristics of the configuration
Airborne BIS
A/G BIS

Configuration file
AVT_203_01_tennis1.cnf

AVT_203_02_tennis1.cnf
AVT_203_01_rugby1.cnf

AVT_203_02_rugby1.cnf

NET
4700278183465200534f44000005534f42440100
4700278183465200534f544f3400525547425900

SNPA (on the simulated mobile subnetwork)
020832795305367
020832791110667

Operator command/response history file
AVT_203_01_tennis1.psup.hist.1

AVT_203_02_tennis1.psup.hist.1
AVT_203_01_rugby1.psup.hist.1

AVT_203_02_rugby1.psup.hist.1

Other Trace files
N/A
N/A

The files referenced in this table are available on the CENA archive at the following location:

URL: http://www.tls.cena.fr/atnp/wg2/val-Ed3/fravi/log203.zip


Directory in the zip file: AVT_203_01 and AVT_203_02

Note: Access via the Web server is restricted to user "atnp", with the password "upplval".

4. Result of the Exercizes

4.1 Results of AVT_203_01

4.1.1 Observations

Analysis of the traces shows that:

1. When a Join Event is received immediately after a Leave event, the Join Event is not immediately processed. A laps of 10 seconds is observed between the time the Join Event is received by the Airborne Router, and the time the airborne system triggers the routing initiation sequence and issues the X.25 Call Request over the mobile subnetwork. This laps of time corresponds exactly to the configured duration of the Quarantine timer Tle.

2. When a Join Event has been received immediately after a Leave event, if a further Leave Event for the same DTE address is received before expiration of the Quarantine timer Tle, then the routing initiation sequence is not triggered at the time of expiration of the Quarantime timer (the airborne router does not issue the X.25 call request over the mobile subnetwork). The Join Event has been discarded.

The test results match exactly the expected outcomes of the test scenario.

4.1.2 Conclusions

The objectives of the test are met: it is demonstrated that the Join event quarantine procedure has been implemented, and that this procedure effectively mitigates the problems resulting from the over generation of Join/Leave events.

4.2 Results of AVT_203_02

4.2.1 Observations

Analysis of the traces shows that:

1) On receipt of the Join event from the (simulated) VDL Subnetwork, 

a) the airborne BIS issues an X.25 Call Request to the A/G BIS that includes it the Call User Data Part an ISH PDU. This ISH PDU includes the ATN Data Link Capability Parameter. The bit 0 of the Value field of this parameter is set to 1, thereby indicating support of the mobile subnetwork capability parameter.

b) The X.25 Call Confirm Packet includes in its User data part the ISH PDU of the A/G BIS. This ISH PDU includes the ATN Data Link Capability Parameter and the Mobile Subnetwork Capability Parameter. 

c) The IDRP BIS-BIS connection is successfully established.

d) UPDATE BISPDUs exchanged over the mobile subnetwork do not include the A/G subnetwork security tag

e) The airborne BIS RIBs and FIBs are correctly updated. The security information of the routes is correctly updated by the airborne router, taking into the information uplinked within the A/G subnetwork capability parameter of the ISH PDU.

2) On receipt of the Join event from the (simulated) Satellite Subnetwork, 

a) the X.25 connection is established and the ISHs are exchanged over the satellite subnetwork, in the same way as described above under bullets 1-a and 1-b (the only difference relates to the value of the A/G Subnetwork capability parameter in the uplinked ISH PDU)

b) The UPDATE PDUs are not re-advertised

c) The airborne BIS RIBs and FIBs are correctly updated. The security information of the routes is correctly updated by the airborne router, taking into the information uplinked within the A/G subnetwork capability parameter of the ISH PDU.

3) On occurrence of the Leave+Join events sequence from the (simulated) satellite subnetwork:

a) The UPDATE PDUs are not re-advertised

b) The airborne BIS RIBs and FIBs are correctly updated. The security information of the routes is correctly updated by the airborne router, taking first into account the loss of the VDL connection, and then its re-establishment and its associated security characteristics.

4) The CLNP traffic exchanged between the airborne BIS and the A/G BIS is correctly routed and forwarded as follows: 

· "AOC-Satellite only" traffic passes over the satellite data link

· "AOC-VDL only" traffic passes over the VHF data link 

The test results match the expected outcomes of the test scenario. 

4.2.2 Conclusions

The objectives of the test are met. The test shows that airborne and A/G BIS implementing the enhancements to deal with changing mobile connectivity interoperate correctly. The test also demonstrates that the enhancements to the SARPs contribute to reduce the amount of routing information exchanged over the mobile subnetwork, by suppressing the re-advertisement of UPDATE PDUs.

5. Conclusion/summary

This validation exercize shows that the draft third edition enhancements to deal with changing mobile subnetwork connectivity can be implemented, do not introduce interoperability problems between Edition 3 compliant systems and contribute to reduce the amount of routing information exchanged over the mobile subnetworks.

Two minor issues have been raised during implementation (see sections 2.1 and 2.2). These two issues have been documented under the form of a Working Paper and of a PDR on Edition 3 (see Annex A and B of this report) and will be discussed and resolved at the next WG2/IDG meeting.

Annexe A:  Working Paper to report the Issue introduced in section 2.1

Erreur! Source du renvoi introuvable.ATNP/WG2 Actions 5/11 and 5/12

\DEFINIR Doc_task "STA_ATNP" STA_ATNP
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\DEFINIR Doc_nr "40" 40

\DEFINIR Doc_author "Tony Whyman" Tony Whyman

\DEFINIR Doc_revno "Issue 1.0" Issue 1.0

\DEFINIR Doc_date "15-Sep-95" 15-Sep-95

\DEFINIR Doc_ref "DED1/ATNIP//Erreur! Source du renvoi introuvable./Erreur! Source du renvoi introuvable."
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SUMMARY

The enhancement ICS3-08 aimed at resolving the problem of the regular re-advertisement of IDRP routes that may result from changing mobile connectivity when an aircraft has more than one adjacency with the same A/G router via different mobile subnetworks. 

In the current Draft of the edition 3 of the SubVolume V, the objective of ICS3-08 is met partially only. 

This paper proposes a solution and the associated SARPs changes, which could allow the complete resolution of this problem.
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6. Introduction

The enhancement ICS3-08 aimed at resolving the problem of the regular re-advertisement of IDRP routes that may result from changing mobile connectivity when an aircraft has more than one adjacency with the same A/G router via different mobile subnetworks.

In the current Draft of the edition 3 of the SubVolume V, the objective of ICS3-08 is met partially only. With the current ICS3-08 changes, the re-advertisement of routes in case of changing mobile subnetwork connectivity is suppressed only if the changing connectivity is/was of the same ATSC class as the other existing/remaining mobile subnetwork connectivities. However, if the changing connectivity has a different ATSC class from the one of the other existing connectivities, the re-advertisement of IDRP routes is not suppressed.

Thus, for example, if the AMSS and VDL2 subnetworks are not classified at the same ATSC class level, then the following scenario may occur: if an aircraft has an adjacency with an Air/Ground router over AMSS and also comes into contact with the same A/G router through a VDL subnetwork, the A/G Router will re-advertise the routes that it had previously uplinked to the aircraft. Should the aircraft then go out of contact with the VDL subnetwork then another re-advertisement of the routes should also be expected.

This paper proposes a solution and the associated SARPs changes, which could allow the complete resolution of this problem. 

7. Background

The problem is due to the SARPs requirement 5.3.5.2.10.6. This paragraph requires an A/G router to re-advertise to an airborne router all routes affected by the change in subnetwork connectivity.

A proposal to remove this requirement was made in WP520. In that Working Paper, it was observed that thanks to the ISH PDU subnetwork capability parameter (introduced in edition 2 to resolve PDR 98060006), it was from now on possible to uplink the security characteristics of the subnetwork with the ISH PDU. It was then considered that the re-advertisement by the A/G BIS of the IDRP routes could be suppressed, because the aircraft can rebuild by itself the IDRP routes, from the routes received previously and from the information on the security characteristics of the subnetworks that is now conveyed in the ISH.

This proposal was rejected at IDG2. An exception case was found that impacted on the proposal to remove the requirement 5.3.5.2.10.6. This exception case is described below.

Suppressing the re-advertisement of IDRP routes over the A/G links is not possible because the security information conveyed in an IDRP UPDATE PDU, is not limited to the simple aggregate/combination of the security characteristics of the existing mobile subnetwork connectivites. The security information conveyed in an IDRP UPDATE PDU encompasses the following:

· The security characteristics of the GROUND PART of the route, and this being aggregated/combined with

· The security characteristics of the existing mobile subnetwork connectivities.

By non re-advertising the IDRP routes over the A/G links, all information on the security characteristics of the GROUND PART of the routes may not be uplinked to the aircraft, and this may result in invalid routing decisions made by the airborne routers. An example of such error cases is presented below:

Example: 

Let us assume that an A/G BIS is connected to a Mode S subnetwork and a VDL subnetwork. The Mode S subnetwork is assumed to be permitted for ATSC traffic only, whereas the VDL subnetwork is permitted for all categories of traffic. Let us additionally assume that the A/G BIS knows the following 2 routes, and that have to be advertised to the aircraft:

· an ATSC-only route to a given destination A 

· a route to a given destination B, that is available for both ATSC and non-ATSC traffic

When an aircraft establishes a first contact with that A/G BIS via the Mode S subnetwork, the A/G BIS advertises both routes to A and B as ATSC-only routes (route to B is not declared available for non-ATSC traffic because  the Mode S subnetwork is not permitted for non-ATSC traffic).

If a mobile VDL subnetwork connection becomes then available between that aircraft and the A/G BIS, the airborne router knows thanks to the ISH PDU subnetwork capability parameter that the mobile connectivity with the A/G router is available for both ATSC and non-ATSC traffic. However, in the absence of IDRP routes update, the airborne router cannot ascertain that the routes to A and B are available end-to-end for both ATSC and non-ATSC traffic. The airborne router only knows the security characteristics of the mobile links, but not of the routes in their entirety.

Then, if the airborne router assumes that routes to A and B have become available to both ATSC and non-ATSC traffic, it makes a wrong assumption with respect to the route to A. This may potentially create a black hole for all the non-ATSC traffic sent by the Airborne router toward A (the A/G router will discard the non-ATSC traffic to A, since the ground component of the route is permitted for ATSC traffic only).

On the other hand, if the airborne router assumes that routes to A and B remain unavailable to non-ATSC traffic, it makes a wrong assumption with respect to the route to B. 

In order to avoid this kind of problem, it was decided at IDG 2 no to remove the requirement 5.3.5.2.10.6.

8. Proposed solution

The core reason that prevents suppressing the re-advertisement of IDRP routes in case of changing mobile subnetwork connectivity is the following: the security restrictions that may exist on the ground segment of the routes are hidden to the airborne routers. The airborne routers receive IDRP routes which security information has already been filtered/updated by the A/G router in function of the security restriction and characteristics of the mobile subnetwork connectivity that exists at the time the IDRP route is advertised. This is due to the fact that A/G routers are required (§ 5.8.3.2.4) to perform the update/filtering of the security information of the routes received from adjacent ground BIS, before advertising these routes to airborne routers.

Should the airborne routers know the ground characteristics of the routes, they would be able to perform by themselves the update/filtering of the security information and thereby derive the actual end-to-end security characteristics of the routes. 

Hence, the basis of the proposed solution is to modify the SubVolume V so that, over IDRP connections established between edition 3 compliant airborne and A/G BISs, the A/G BIS is not charged anymore to update the security information of the routes advertised to the airborne routers: the update of the security information becomes a function of the airborne router. With such a change it would not be necessary anymore for the A/G BIS to re-advertise the route when the mobile connectivity changes and the objective of ICS3_08 could be completely fulfilled.

It must be noted that the A/G BIS procedure for the update of the IDRP security information has already been partly reduced in the draft third edition of the SubVolume V. Notably, A/G routers do not uplink anymore the A/G subnetwork security tag within IDRP update PDUs advertised to edition 3 compliant airborne routers. What is proposed in this paper, should then be considered as an extension to the changes already agreed.

9. Proposed changes to the SARPS

The SARPs changes implied by this proposal would be well contained: 

1. In $ 5.8.3.2.4.2.1, replace the first sentence ("When a route is advertised to an adjacent BIS, then:") by:

"When a route is advertised to an adjacent ground or air/ground BIS or to an adjacent airborne BIS which has not signalled its capability to support the Mobile Subnetwork Capabilities Parameter (see 5.8.2.1.3), then:"

2. Add the following new paragraph:

5.8.3.2.4.2.8 When a route is advertised by an A/G BIS to an adjacent airborne BIS which has signalled its capability to support the Mobile Subnetwork Capabilities Parameter (see 5.8.2.1.3), then:

a) if the route has been originated locally (i.e. within the same Routing Domain) and is required by the local security policy to be available for ATSC traffic then, an ATSC Class security tag shall be added to the route which identifies the ATSC class(es) supported by the route, as defined by the local security policy, without being downgraded to the ATSC Class(es) temporarily supported by the adjacency.

b) If the route has been received from another BIS, the ATSC Class Security Tag shall not be modified.

3. In § 5.8.3.2.4.2.1, add the following new clause f) and g)

f) if the route 

1) has been received from an A/G router by an Airborne router over an adjacency supported by one or more subnetworks approved for ATSC traffic, and 

2) includes an ATSC Class Security Tag, then

the ATSC Class(es) of the route shall be downgraded, as specified below, to the ATSC Class(es) supported by the adjacency.

Note.- The Airborne router knows the ATSC class(es) supported by the adjacency from the information contained in the Mobile Subnetwork Capability Parameter of the ISH PDUs received from the adjacent A/G BIS.

g) if the route 

3) has been received from an A/G router by an Airborne router over an adjacency supported by subnetworks that are not approved for ATSC traffic, and 

4) includes an ATSC Class Security Tag, then

the ATSC Class security tag shall be removed from the route.

4. After paragraphs 5.3.5.2.10.6, and 5.3.5.2.13.7.a).3) insert the following new note:

Note.- When a change in the mobile subnetwork connectivity occurs over an adjacency with an airborne router that has signalled its capability to support the Mobile Subnetwork Capabilities Parameter, the security path attribute's security information of the routes contained in the Adj-RIB-Out associated with the remote ATN Airborne Router is not updated (see 5.8.3.2.4.2.8). As a consequence, these routes are not affected by the changes and do not need to be re-advertised to the airborne router.

Annexe B:  Defects reported to the WG2/IDG

B.1 P2DR 2K010012

SDM Reference:


     2K010012

SDM Status:                        SUBMITTED

Title:              

PDR Reference:                     N/A

Originator Reference:

SARPs Document Reference:          ICS SARPs 

Status:                            

Impact:                            Minor (clarification)

PDR Revision Date:                  

PDR Submission Date:               

Submitting State/Organisation:     France/STNA 

Submitting Author Name:            Stephane Tamalet

Submitting Author E-mail Address:  Tamalet_stephane@stna.dgac.fr 

Submitting Author Supplemental

Contact Information:

SARPs Date:                        SV 5 Edition 3, 10 December 1999

SARPs Language: English

Summary of Defect:

In the scope of enhancement ICS3-08, the A/G BIS procedures for the update of the security information of IDRP UPDATE PDU have been modified (SV5 section 5.8.3.2.4.1). The purpose of the modification is to remove the A/G Subnetwork Type Security Tag from the UPDATE PDUs that are advertised by edition 3-compliant A/G BIS to edition 3 compliant airborne BIS. 

On the other hand, no change have been made on the airborne BIS procedures to be performed on receipt of an IDRP UPDATE PDU that does not contain any A/G Subnetwork Security Tag, and clarification on this point are required. It should be notably explained that the Airborne BIS has to build its FIB and RIB taking into account the information contained in the received UPDATE PDU and the security information contained in the received ISH PDUs.

Discussion:

In the SV5, there are 3 sections where the behaviour of an airborne BIS on receipt of new routing information is described:

1) The section 5.3.5.2.10 includes the description of the Airborne BIS procedure to be performed on receipt of an ISH PDU. More specifically, the § 5.3.5.2.10.5 explains that on receipt of an ISH PDU, the ISSME must cause the IDRP Routing Decision Function to be invoked in order rebuild the FIB, the Loc-RIB and the Relevant Adj-RIB-Out(s) taking into account the additional subnetwork connectivity.

This paragraph can be considered still valid and sufficient. However, it must be noted that this procedure does not update the Adj-RIB-Ins of the Airborne BIS. This was not necessary in Edition 2 because the Edition 2-compliant A/G BISs do systematically update and readvertise the security information of the routes, and hence maintained up-to-date information in the Adj-RIB-Ins of the airborne BIS.

With edition 3 A/G BIS, the security information of the the routes contained in the Adj-RIB-Ins of the airborne BIS is not automatically updated.

The ProATN A/G BIS implementers consider that it is simpler and more elegant for an airborne BIS to perform the following procedure when a change in subnetwork connectivity occurs:

a) to update the security path attribute's security information of all routes contained in the Adj-RIB-IN associated with the remote ATN router, and

b) to invoke the IDRP Routing Decision function, in order to rebuild the  FIB, the LOC_RIB and relevant Adj-RIB-Out(s)

2) The section 5.3.5.2.13 should include the description of the Airborne BIS routing information update procedure to be performed when subnetwork connectivity is lost. However, this section does not contain anything on this subject. The only airborne BIS-related procedures described in this section are the ones for an airborne BIS implementing the optional non-use of IDRP.

There are no routing information update procedure described for Class 6 Airborne BIS in section 5.3.5.2.13 because this was not necessary in Edition 2 (Edition 2-compliant A/G BISs do systematically update and readvertise the security information of the routes, and hence maintain up-to-date information in the RIBs of the airborne BIS).

With edition 3 A/G BIS, the security information of the routes contained in the RIB of the airborne BIS is not automatically updated. Therefore a specific procedure must be performed by the Airborne BIS and this procedure must be described in section 5.3.5.2.13. The procedure described should be similar to the one described in section 5.3.5.2.10 (see the point 1/ above)

3) The section 5.8.3.2.4 should describe the airborne BIS procedures for the update of the security information on receipt of an UPDATE BISPDUs. It should be notably explained that the Airborne BIS must combine the information contained in the received UPDATE PDU and the subnetwork  security information (extracted from the ISH) in order to derive the security associated with the route.

Proposed SARPs Amendment:

With regard to point 1/ above, the following is proposed:

Replace § 5.3.5.2.10.5 as follows:

§ 5.3.5.2.10.5 If a BIS-BIS connection was already established with the remote ATN Air/Ground Router, then the ISSME of the Airborne Router shall cause:

a) the update of the Security path attribute's security information of all routes contained in the Adj-RIB-In associted with the remote ATN Air/Ground Router, and

b) the IDRP Routing Decision function to be invoked in order to rebuild the FIB, the Loc_RIB and relevant Adj-RIB-Out(s) taking into account the additional subnetwork connectivity       

With regard to point 2/ above, the following is proposed:

In § 5.3.5.2.13.7, insert the following new bullet c):

c) In the case of an IDRP-equipped Airborne Router, then the ISSME of the Airborne Router shall cause:

1) the update of the Security path attribute's security information of all routes contained in the Adj-RIB-In associted with the remote ATN Air/Ground Router, and

2) the IDRP Routing Decision function to be invoked in order to rebuild the FIB, the Loc_RIB and relevant Adj-RIB-Out(s) taking into account the loss of  subnetwork connectivity   

With regard to point 3/ above, the following is proposed:

- In § 5.8.3.2.4.1.1 insert the following new condition b):

b) received by an Airborne Router from an Air/Ground Router, or

- In § 5.8.3.2.4.1.1  renumber the old condition b) to become condition c).   

- In § 5.8.3.2.4.1.1 renumber the Note to become Note 1 and add the following 2 new notes:

Note 2.- For an A/G BIS, the ITU requirements or local policy restriction on the Traffic Types that may pass over the subnetwork are derived from local configuration information.

Note 3.- For an Airborne BIS, the ITU requirements or local policy restriction on the Traffic Types that may pass over the subnetwork are derived from the information contained in the Mobile Subnetwork Capability Parameter of the ISH PDUs received from the adjacent A/G BIS.

Impact on Interoperability:  (TO BE DISCUSSED) 

SME Recommendation to CCB:   N/A

CCB Decision:                N/A

B.2 P2DR 2K010002
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SARPs Date:                        SV 5 Edition 3, 10 December 1999 

SARPs Language: English

Summary of Defect:

During implementation and validation of the Draft Edition 3 of SubVolume V  it appeared that implementers did not understood the intended meaning and purpose of bit 0 of the ISH Data Link Capability Parameter.

Discussion:

The semantic associated with bit 0 of the ISH Datalink Capability Parameter is "Mobile Subnetwork Capability Parameter Supported". Its intended purpose is for the airborne BIS to indicate to the A/G BIS that receipt and processing of the mobile subnetwork capability parameter is supported, and that the A/G BIS is consequently allowed (and required) to remove the A/G Subnetwork Security Tags from uplinked UPDATE PDUs.

During implementation of this ICS-3 enhancement, the following comments were made by the ProATN A/G BIS development team:

a) In section 5.8.2, explanations or reference to explanations on the purpose of the bit 0  of the Datalink Capability Parameter are missing.

As this bit is defined beside the section specifying the Subnetwork Capability Parameters, implemententors may wrongly assume that the bit 0 is to be set when the Subnetwork Capability Parameter is also present in the ISH PDU.

Explanatory Notes should be added to describe the purpose of the bit, and refer to the other sections in Subvolume 5 where the use of this bit is specified.

More specifically the Notes should explain that:

· the bit 0 is to be set by an airborne BIS when it supports receipt and processing of the subnetwork capability parameter in ISH PDU (as specified in 5.3.5.2.6.6) , 

· When setting this bit, a Class 6 airborne BIS  must be prepared to receive UPDATE IDRP PDUs that do not include any A/G Subnetwork Security Tags

· When the bit 0 is set in an ISH PDU received by an A/G BIS, the A/G BIS is expected not to insert A/G Subnetwork Security Tags in uplinked UPDATE PDU (as specified implicitly by the negation of § 5.8.3.2.4.1.1 )

b) In Table 5.8-1, the semantic of the bit 0 (i.e. "Mobile Subnetwork Capability Parameter supported") is not totally exact:

The true semantic should be "support of UPDATE BISPDUs without A/G Subnetwork  Security Tags". This is indeed the true purpose of the bit 0 (to allow A/G router reducing the size of uplinked UPDATE BISPDU). 

(Note: An edition 2-compliant Airborne BIS does support the Mobile Subnetwork Capability parameter in ISH PDU but may not support UPDATE BISPDUs without A/G Subnetwork Security Tags)

On the other hand, this true semantic is not applicable in the particular case of IDRP-not-equipped (class 7) airborne BIS. Consequently, if we change the semantic that way, it is also necessary to specify that the bit is to be used by class 6 airborne BIS only.

c) When we were drafting the draft Edition 3 of the SV5, I personnally proposed that bit 0 of the Data Link Capability Parameter be used only in the downlink  direction only (i.e. be set by an airborne BIS and not by an A/G BIS). 

The ProATN A/G BIS development team has a different view on this. After dicussion, I tend to agree with the development team, and we would like to propose that bit 0 be used in both direction, as follows:

- bit 0 set by an A/G BIS to indicate support of the generation of UPDATE BISPDUs without A/G Subnetwork Security Tags

- bit 0 set by an airborne BIS to indicate support of the reception of UPDATE BISPDUs without A/G Subnetwork Security Tags

The rational is as follows: an airborne BIS may need to know in advance whether the peer A/G BIS supports the generation of UPDATE BISPDUs without A/G Subnetwork Security Tags. This is because depending on the capability of the remote A/G BIS the Airborne BIS may create, initialize and activate the BIS-BIS connection in a different way, with activation of different procedures for the construction of the FIB and the update of the security information into that FIB.

One could consider, that an Airborne router should systematically assume the following:

i) If the A/G BIS ISH includes the Data Link Capability Parameter then the A/G BIS is edition 3-compliant;

ii) If the A/G BIS is edition 3-compliant then it supports the generation of UPDATE BISPDUs without A/G Subnetwork Security Tags

Consequently, one could consider that the presence of the Data Link Capability Parameter in the A/G BIS ISH is sufficient to indicate support of the generation of UPDATE BISPDUs without A/G Subnetwork Security Tags.

However, experience has shown that implementations are not always fully compliant to the SARPs, and it could happen that a pre-Edition 3 A/G BIS implementation chooses to implement the ISH Data Link Capability Parameter (e.g. because Authentication Type 2 is supported) and to not impement the support of the generation of UPDATE BISPDUs without A/G Subnetwork Security Tags.

So, in order to maximise interoperability, it is proposed that the bit 0 be used also in the uplink direction.

Proposed SARPs Amendment:

Summary of the proposal:

1) In Table 5.8-1, replace the semantic of bit 0 by "support of UPDATE BISPDUs without A/G Subnetwork Security Tags" and update all paragraphs that refer to the bit 0 accordingly  

2) Allow the use of the bit 0 by A/G Routers to indicate support of the generation of UPDATE BISPDUs without A/G Subnetwork Security Tags (changes in section 5.3.5.2.6)

3) Class 7 Airborne BIS should set the bit 0 to 0(changes in section 5.3.5.2.6)

4) In section 5.8.2.1, Explanatory Notes should be added to describe the purpose of the bit 0, and refer to the other sections in Subvolume 5 where the use of this bit is specified.

Impact on Interoperability:  None

SME Recommendation to CCB:   N/A

CCB Decision:                N/A








































