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1. Introduction

1.1 Purpose of the document

This report presents the results of the French ATN Validation Initiative (FRAVI) that have been obtained in the period from December 1999 to June 2000. It summarises the outcomes of the validation exercises, lists the ATN Validation Objectives that have been covered, and finally expresses the level of confidence of the French DGAC on the quality and correctness of the Sub-Volume V.

1.2 Structure of the document

This document comprises the following sections:

· Chapter 1 is the introductory section

· Chapter 2 gives an overview of the French Initiative, describes the tools used for the validation, and list the objectives

· Chapter 3 provides the status of the implementation of the draft 3rd edition ICS enhancements, and reports on the potential defects raised by the development team.

· Chapter 4 summarizes the results of the validation initiative

· Chapter 5 is the conclusion of this report

1.3 References

REF1 
Proposed Draft third Edition of Doc 9705 Sub-Volume 5 (10 December 99)

REF2
Proposed Doc 9705, Sub-Volume V (ICS) 3rd Edition Validation Report

REF3
FRAVI - ATN Internet SARPs Validation Plan - 

URL: http://www.tls.cena.fr/atnp/wg2/val-Ed3/fravi/fravplan.zip

REF4
FRAVI - AVE 100 Result Report 

URL: http://www.tls.cena.fr/atnp/wg2/val-Ed3/fravi/res_100.zip

REF5
FRAVI - AVE 101 Result Report

URL: http://www.tls.cena.fr/atnp/wg2/val-Ed3/fravi/res_101.zip

REF6
FRAVI - AVE 240 Result Report

URL: http://www.tls.cena.fr/atnp/wg2/val-Ed3/fravi/res_240.zip

REF7
FRAVI - AVE 250 Result Report

URL: http://www.tls.cena.fr/atnp/wg2/val-Ed3/fravi/res_250.zip

REF8
FRAVI - AVE 251 Result Report

URL: http://www.tls.cena.fr/atnp/wg2/val-Ed3/fravi/res_251.zip

REF9
FRAVI - AVE 203 Result Report

URL: http://www.tls.cena.fr/atnp/wg2/val-Ed3/fravi/res_203.zip

REF10
FRAVI - AVE 204 Result Report

URL: http://www.tls.cena.fr/atnp/wg2/val-Ed3/fravi/res_204.zip

REF11
FRAVI - AVE 210 Result Report

URL: http://www.tls.cena.fr/atnp/wg2/val-Ed3/fravi/res_210.zip

REF12
FRAVI - AVE 211 Result Report

URL: http://www.tls.cena.fr/atnp/wg2/val-Ed3/fravi/res_211.zip

REF13
FRAVI - AVE 214 Result Report

URL: http://www.tls.cena.fr/atnp/wg2/val-Ed3/fravi/res_214.zip

2. The French ATN Validation Initiative

2.1 Introduction

The French ATN Validation Initiative (FRAVI) is the validation programme undertaken by the French DGAC to contribute toward the validation of the third edition of Doc 9705 Sub-Volume V.

The principle of FRAVI is to implement and test a number of the Package 2 ICS enhancements on the operational ATN End System of the DNA, and on the Sofréavia/Airtel-ATN ProATN router. FRAVI will verify first the correct behaviour of a Package 2 implementation and secondly the backwards compatibility between Package 2 and Package 1 implementations of the ICS SARPs.

2.2 Initiative Reference & Title

FRAVI: French DGAC ATN Validation Initiative

2.3 Type

Experimentation/pre-operational implementation

2.4 Responsible State/Organisation

French DGAC

2.5 Contact Point

State/Organisation
Contact Details

French DGAC
Mrs Christine Ricci

STNA/8CA

1, avenue Dr Grynfogel

BP 1084

31055 Toulouse Cedex

France

Tel: +33 (0)5 62 14 54 82

Fax: +33 (0)5 62 14 54 02

e-mail: ricci_christine@stna.dgac.fr


2.6 Validation tools involved

The experiments are conducted on the STNA ATN test laboratory. The STNA ATN test laboratory consists of multiple SUN SOLARIS workstations running ATN software, and which can be interconnected in multiple ways through X.25 and/or Ethernet subnetworks according to the test scenarios requirements. A maximum of 4 workstations is available for validation purpose. However, for test configurations that require more than 4 systems, it is possible to run multiple instances of the ATN system software on each of the available workstations, and to interconnect each running instance of an ATN system through either real or simulated LANs, X.25 WANs and mobile subnetworks. This permits to set-up and test large network topology.

The ATN software environment consists of the version 2.1 and the beta Version 3 of the ProATN air/ground BIS software, and the version 1.3.3 of the DGAC End System. 

The version 2.1 of the ProATN air/ground BIS is compliant with the second edition of Doc 9705 Sub-Volume V. This version of the system is used for testing the backward interoperability of the beta 3.0 version with ATN systems compliant with the baseline Doc 9705 Sub-Volume V.

The beta version 3.0 of the ProATNair/ground BIS is compliant with the draft third edition of Doc 9705 Sub-Volume V, at the following exception: the procedures specified for generating and verifying digital signatures and used for the authentication of the IDRP routing information have not been implemented.

The DGAC End System is an ATN End System that is operationally used within the French CAUTRA system, and provides transport and internetworking services to CAUTRA applications. The system is compliant with the draft third edition of Doc 9705 Sub-Volume V at the exception of the support of the ATN Transport Congestion Avoidance mechanism.

2.7 Validation Period

The validation of the draft third edition of Doc 9705 Sub-Volume V spans over a period of 7 month from December 1999 to June 2000.

2.8 Objectives of the French ATN Validation Initiative

2.8.1 General objectives of FRAVI

The French DGAC validation initiative mainly aims at demonstrating that: 

1. the requirements of the third edition of Doc 9705 Sub-Volume V are implementable, 

2. compliant ATN systems are interoperable,

3. compliant ATN systems are interoperable with ATN systems that comply with the baseline edition of Doc 9705 Sub-Volume V,

4. The draft third edition of Doc 9705 Sub-Volume V satisfies the user requirements.

The French DGAC validation initiative also covers some validation objectives related to ATN properties and performances.

2.8.2 Detailed Objectives 

2.8.2.1 General

The overall strategy for the validation of the draft third edition of Doc 9705 Sub-Volume V has been defined by ATNP/WG2, on the basis of its past experience on the validation of the baseline edition of Doc 9705 Sub-Volume V. The starting point of the validation process is the definition by ATNP/WG2 of a common unique set of ATN Validation Objectives (AVOs). AVOs are statements which express the various verifications and evaluations required in order to declare related part of the draft third edition of Doc 9705 Sub-Volume V as validated. 

The coverage of AVOs by the French DGAC validation initiative is described in the following sections. AVOs that have been covered by the time of ATNP/3.

2.8.2.2 AVOs covered by the French DGAC initiative

AVO Number
Description

AVO-3_101
Verify that all requirements associated with Doc 9705 Sub-Volume V Third edition enhancements pertaining to ground End Systems have been implemented and demonstrated to be compliant.  

AVO-3_102
Verify that all requirements associated with Doc 9705 Sub-Volume V Third edition enhancements pertaining to airborne End Systems have been implemented and demonstrated to be compliant.

AVO-3_103
Verify that all requirements associated with Doc 9705 Sub-Volume V Third edition enhancements pertaining to ground-ground Boundary Intermediate Systems have been implemented and demonstrated to be compliant.

AVO-3_104
Verify that all requirements associated with Doc 9705 Sub-Volume V Third edition enhancements pertaining to air-ground Boundary Intermediate Systems have been implemented and demonstrated to be SARPs compliant.

AVO-3_105
Verify that all requirements associated with Doc 9705 Sub-Volume V Third edition enhancements pertaining to airborne Boundary Intermediate Systems supporting IDRP have been implemented and demonstrated to be compliant.

AVO-3_106
Verify that all requirements associated with Doc 9705 Sub-Volume V Third edition enhancements pertaining to airborne Boundary Intermediate Systems not supporting IDRP have been implemented and demonstrated to be compliant.

AVO-3_201
Verify that two compliant ATN End Systems interoperate and provide Connection-Oriented Transport Service to Transport Service users. 

AVO-3_202
Verify that two ATN End Systems supporting different protocol profiles (i.e., support of ATN recommendations) interoperate and provide the Transport Service 



AVO-3_460
Show the enhanced COTP provisions for dynamic re-transmission timers result in an improved ability to quickly recover to changes in transit delay by the underlying internet service or a non-uniform delay in the delivery of TPDUs.

AVO-3_461
Show that the revised COTP ACK timer setting results in improved recovery from the loss of TPDUs.

AVO-3_240
Verify compliant airborne and air-ground BISs will interoperate with a peer BIS has been implemented according to the baseline Doc 9705 Sub-Volume V and implementing the ACA compression mechanism. 

AVO-3_109
Verify that all requirements associated with Doc 9705 Sub-Volume V Third edition enhancements pertaining to routing architecture and routing policy have been implemented and demonstrated to be SARPs compliant. This includes ATN system aspects and associated procedures.

AVO-3_203
Verify that compliant airborne and air-ground BISs implementing the enhancements to the mobile SNDCF(s) to deal with changing subnetwork connectivity will interoperate

AVO-3_204
Verify that a compliant airborne BIS or air-ground BIS implementing the enhancements to the mobile SNDCF(s) to deal with changing subnetwork connectivity will interoperate with a peer BIS implementing the mobile SNDCF according to the existing baseline Sub-Volume V provision.

AVO-3_210
Verify that ground BISs and air-ground BISs will interoperate for the secure exchange of IDRP information.  The provisions to authenticate IDRP exchanges with the peer BIS across a ground-ground path will be verified.

AVO-3_211
Verify that compliant airborne and air-ground BISs supporting authentication of IDRP exchanges in the air-to-ground direction will interoperate.

AVO-3_213
Verify that compliant airborne BISs and air-ground BISs supporting the option to request and to attach a security certificate to an IDRP OPEN-PDU will interoperate.

AVO-3_214
Verify that a compliant airborne BIS, air-ground BIS and ground BIS will interoperate for the unsecured exchange of routing information with a peer BIS implemented in accordance with the current baseline Sub-Volume V provisions.

AVO-3_220
Verify compliant airborne and air-ground BISs suppress the re-advertisement of routes in the case of changing mobile subnetwork connectivity.

AVO-3_221
Verify that a compliant airborne or air-ground BIS supporting the mechanisms to suppress the re-advertisement of routes in the case of changing mobile subnetwork connectivity will interoperate with a peer BIS that has been implemented according to the baseline Doc 9705 Sub-Volume V.

AVO-3_230
Verify compliant airborne and air-ground BISs using a parameter in ISH PDU to signal protocol capabilities which are beyond first edition of Doc. 9705 will interoperate.

AVO-3_231
Verify that a compliant airborne or air-ground BIS supporting the use of a parameter in ISH PDU to signal protocol capabilities which are beyond first edition of Doc. 9705 will interoperate with a peer BIS that has been implemented according to the baseline Doc 9705 Sub-Volume V.

AVO-3_250
Verify compliant airborne and air-ground BISs supporting negotiation of pre-stored Deflate dictionaries will interoperate.

AVO-3_251
Verify a compliant airborne or air-ground BISs supporting negotiation of pre-stored Deflate dictionaries will interoperate with a peer BIS that has been implemented according to the baseline Doc 9705 Sub-Volume V.

AVO-3_252
Verify compliant airborne and air-ground BISs supporting a mobile SNDCF option to allow maintenance of Deflate history window when changing ground stations will interoperate.

AVO-3_253
Verify a compliant airborne or air-ground BISs supporting a mobile SNDCF option to allow maintenance of Deflate history window when changing ground stations will interoperate with a peer BIS that has been implemented according to the baseline Doc 9705 Sub-Volume V.

AVO-3_300
Verify the ability of the ATN service to ensure a rapid fall back to another mobile subnetwork in case of service interruption on the default mobile subnetwork, consistent with the declared ATSC traffic class supported by the default mobile subnetwork

AVO-3_301
Verify that a perturbated default sub-network (experiencing fading on the r.f. channel) has no impact on the ATN service except for increase in average end-to-end transit delay and/or fall back to another mobile subnetwork.

AVO-3_410
Show that compliant airborne and air-ground BISs implementing the enhancements to the mobile SNDCF(s) to deal with changing subnetwork connectivity minimise routing updates when the mobile subnetwork is experiencing rapid changes in connectivity.

AVO-3_420
Show compliant airborne and air-ground BISs suppress the re-advertisement of routes in the case of changing mobile subnetwork connectivity.

AVO-3_451
Evaluate the performance advantage provided by the use of a pre-stored Deflate dictionary compared to the dynamic construction of the dictionary, as per the standard Deflate mechanism specified by the baseline Doc 9705 Sub-Volume V

AVO-3_452
Evaluate the performance advantage provided by allowing the maintenance of Deflate history window when changing ground stations as compared to a Deflate algorithm that has been implemented according to the baseline Doc 9705 Sub-Volume V.

2.8.2.3 AVOs not covered by the French DGAC initiative

AVO Number
Description

AVO-3_107
Verify that the VDL Mode 3 subnetwork and the mobile SNDCF interaction has been implemented for support of ATN communications and demonstrated to be SARPs compliant.

AVO-3_108
Verify consistency of the Mobile SNDCF provisions versus the behaviour of VDL Mode 2, VDL Mode 3, AMSS, HFDL and Mode S subnetworks in the issuance of Join and Leave Events under conditions of rapid fading conditions on the r.f. link.

AVO-3_212
Verify that compliant airborne BISs and air-ground BISs supporting the optional mutual authentication of IDRP exchanges are each able to authenticate IDRP PDUs received from the peer BIS.

AVO-3_400
Evaluate the ground BISs and air-ground BISs capability to authenticate IDRP exchanges with the peer BIS across a ground-ground path.

AVO-3_401
Evaluate the compliant airborne and air-ground BISs capability for authentication of IDRP exchanges in the air-to-ground direction.

AVO-3_402
Evaluate the compliant airborne BISs and air-ground BISs capability for the mutual authentication (option) for IDRP exchanges.

AVO-3_403
Evaluate the security information exchange and processing overhead for the secure exchange of IDRP routing information, between ground and air-ground BISs.

AVO-3_404
Evaluate the security information exchange and processing overhead for the secure exchange of IDRP routing information, between airborne and air-ground BISs.

2.9 Validation strategy

The principle of the initiative is first to develop an ATN system that complies with third edition of Doc 9705 Sub-Volume V, in order to demonstrate feasibility. The system is developed by a team of persons who have not participated to the production of the SARPs. This provides further level of confidence that the SARPs are unambiguous. During implementation, the STNA experts participating to the ATNP/WG2 consider any requests for clarification, or questions raised by the development team. Those issues requiring correction to the Sub-Volume V, and/or provision of additional guidance are reported to the WG2 and/or to the CCB under the form of PDRs or of Working Papers.

Once a draft 3rd edition ICS enhancement is implemented, the focus is directed on the testing of the new functionality and the coverage of the associated AVOs. The AVOs coverage is achieved through the performance of a number of ATN Validation Exercizes (AVEs) . The problems detected with the validation exercizes are reported to the WG2 and/or to the CCB under the form of "Potential 3rd Edition Defect Reports" (P3DRs) or of Working Papers. The result of each AVE is documented in a separate AVE result report made available on the ATNP archive. 

The FRAVI summary report is produced on the basis of the outcomes of the implementation phase and of the AVE result reports.

3. Implementation status and report

3.1 Implementation status

The following table summarizes the current status of the implementation of the ICS-3 (draft third edition of Doc 9705 Sub-Volume V) enhancements on the beta version 3.0 of the ProATN air/ground BIS.

Label
Enhancement for 3rd Edition of ICS SARPs
Implementation status

ICS3-01
Requirements for mobile subnetworks to issue Join and Leave Events within given latency intervals
Completed

ICS3-02
Requirement for IS-SME to respect quarantine time before processing next Join event from mobile subnetworks having issued a Leave event
Completed

ICS3-03
Use of adaptive retransmission timers in the Connection Oriented Transport Protocol
Completed

ICS3-06
Requirements for enhanced IDRP security consistent with the ATN security architecture (i.e. draft Sub-Volume 8).
Partial Implementation

(see below)

ICS3-07
Deletion of the ATN NSAP address compression algorithm (ACA)
Completed

ICS3-08
Suppression of re-advertisement of routes in the case of changing mobile subnetwork connectivity 
Completed

ICS3-09
Conveyance of data link capability parameter in air/ground ISH PDU exchanges to signal protocol capabilities which are beyond 1st edition of Doc 9705 between air/ground and airborne routers in a backwards compatible manner
Completed

ICS3-11
Revised COTP acknowledgement (ACK) timer setting
Completed

ICS3-13
Potential enhancements to the DEFLATE algorithm to allow for the dynamic negotiation for the use of pre-stored dictionaries
Completed

ICS3-14
Potential additional mobile SNDCF option to allow maintenance of DEFLATE history window when changing ground stations or air/ground routers respectively
Completed

Status of the implementation of the version 3.0 of the ProATN Air-Ground BIS

At the exception of ICS3-06, all draft third edition ICS enhancements have been implemented. 
The enhancement ICS3-6 has been partially implemented. The software implements all procedures and options related to the negotiation of the use of mutual or single authentications on air-ground and ground-ground IDRP connections. However the implementation of the ASVDP, AKDF , AMACP, and AMAVP procedures that are specified in Sub-Volume 8 is not planned at the moment.

3.2 Findings

No major deficiency has been identified on the ICS enhancements. The implementation of ICS3 enhancement allowed raising 13 potential defects on the third edition of of Doc 9705 Sub-Volume V. However, these defects have all been classified as "minor/clarification". Most of them are requests for clarification aiming at removing potential ambiguities from the text. 

All these defects have been reported to the SubVolume V Subject Matter Expert and have been resolved by the Working Group2 by amending the draft third edition, or thanks to the production of additional Guidance Material. These defects are listed by title in the table below. The associated P3DR forms are available on the ATNP archive.

P2DR number
Title

M0020010
Processing of received Deflate Maintenance Parameter

M0020011
Issues on the concept of Subnetwork Connection Group 

M0020012
Bit 0 of the ISH Data link Capability 

M0020013
TP4 retransmission timer on the first RTT sample

M0020014
Valid/invalid round trip time sample in TP4

M0020015
Error condition for deflate compressor window

M0020016
Use of received security info by Airborne BIS

M0020017
Interoperability problem due to the suppression of ACA

M0020018
Interoperability with a peer BIS that does not support authentication type 2

M0020019
BIS behaviour in case of certificate path validation failure

M0020020
A/G BIS access to delivery service

M0020021
Encoding of Random Variable Parameter value

M0020022
Length of Certificate Path Parameter

An issue was raised regarding the enhancement ICS3-08 which aims at resolving the problem of the regular re-advertisement of IDRP routes that may result from changing mobile connectivity when an aircraft has more than one adjacency with the same A/G router via different mobile subnetworks. It was observed that the problem of the re-advertisement of routes was not totally solved with the changes made in the draft third edition of the SARPs. Further changes, which would allow to fix definitively the problem, were proposed in a Working Paper presented at the ATNP/WG2 Internet Drafting Group. At the time this report is produced, these changes are still under consideration.

The implementation of the draft 3rd edition enhancements to the mobile SNDCF (ICS3_13 and ICS3_14) led the ProATN A/G BIS team to deeply investigate the mechanisms of the deflate compression. This work allowed discovering that the ProATN A/G BIS did not comply with all the baseline SARPs requirements on the Deflate, and would not be able to interoperate with baseline SARPs compliant routeurs if deflate compression is used. It was felt that the ProATN A/G BIS could not be the only router concerned by this non-conformance issue, and a document describing the problem that existed in the ProATN A/G BIS implementation was distributed to the ATN systems developers and to the WG2. The discussion of this problem is in progress.

A number of Editorial corrections were proposed, and logged in an addendum/Corrigendum to the draft third edition of Doc 9705 until their incorporation in the final draft.

Finally, the validation exercizes allowed verifying that the changes introduced in the Draft third edition of the SubVolume V enhance the performance of the ATN Internet Communications Service, taking note of the fact that the procedures for the generation and verification of digital signatures that have been standardized for the authentication of the IDRP routing information have not been implemented nor tested in this initiative.

4. Validation exercizes results report

4.1 Introduction

FRAVI consists of the 10 ATN Validation Exercizes (AVE) listed by title in the following table. These Validation Exercizes are specified in [REF3]. Each exercize comprised multiple Validation Tests. For each Validation Exercize, a separate 'AVE Result report' has been produced. These Result Reports are made available to the ATN community via the ATNP archive at the following URL

http://www.tls.cena.fr/atnp/wg2/val-Ed3/fravi

AVE name
AVE title
AVE Result report

AVE_100
Non-regression tests
REF4

AVE_101
Validation of the enhancements to the ATN transport protocol
REF5

AVE_240
Validation of the deletion of the ACA mechanism
REF6

AVE_250
Validation of the enhancements to the mobile SNDCF
REF7

AVE_251
Validation of the enhancements to the mobile SNDCF (backward interoperability)
REF8

AVE_203
Validation of the enhancements to deal with changing subnetwork connectivity
REF9

AVE_204
Validation of the enhancements to deal with changing subnetwork connectivity (backward interoperability)
REF10

AVE_210
Validation of the secure and unsecure exchange of IDRP information over a ground-ground path
REF11

AVE_211
Validation of the secure and unsecure exchange of IDRP information over an air-ground path
REF12

AVE_214
Validation of the IDRP security enhancements (backward interoperability)
REF13

The following sections provide a summary of the results of these exercizes. 

4.2 AVE_100 results

All ProATN Air/Ground BIS non-regression tests were successfully replayed in a simulated environment with a beta version 3.0 of the ProATN Software

The ProATN A/G BIS non-regression tests allow the automatic testing of most of the different functions supported by the ProATN A/G BIS software, including its behaviour when faced to numerous different communication failure conditions, and its operation in many different network configurations. 

The success of these tests gives insurance that:

1. the implementation of the draft third edition ICS enhancements within an ATN system, does not compromise the correct execution of the basic functions of that ATN system; 

2. baseline edition-compliant ATN systems can be transparently replaced in an ATN network by third-edition-compliant ATN systems without negative effects.

4.3 AVE_101 results

This validation exercize allowed verifying that the draft third edition enhancements to the transport protocol perform well, allow interoperability with baseline edition compliant systems and contribute to provide extremely better end to end performances to the Transport Service end users.

Two minor defects were found in the draft third specification of these enhancements. These defects were reported as P3DRs to the WG2 and resolved. 

4.4 AVE_240 results

This validation exercize allowed demonstrating that a third edition-compliant airborne (resp. air/ground) BIS is capable to interoperate with a baseline edition-compliant air-ground (resp.airborne) BIS implementing the ACA compression mechanism. 

One potential backward interoperability problem was identified in the case where the X.25 fast select facility is not available over the mobile subnetwork. This problem was reported as a P3DR to the WG2 experts and has been resolved

4.5 AVE_250 results

This validation exercize allowed verifying that the draft third edition enhancements to the mobile SNDCF can be implemented, do not introduce interoperability problems between Edition 3 compliant systems, and enhance the level of compression achieved for mobile communications.

Areas where the draft 3rd edition of the SubVolume V was not specific enough were detected during implementation of these draft third Edition enhancements. Requests and suggestion for clarifications were issued under the form of P3DRs, and handled by the ATNP/WG2 Internet Drafting Group.

During the test, the ProATN A/G BIS was discovered to be non-conformant to the baseline SARPs with regard to the Deflate compression. It was felt that the ProATN A/G BIS could not be the only router concerned by this non-conformance issue, and a document describing the problem that existed in the ProATN A/G BIS implementation was distributed to the ATN systems developers and to the WG2. The discussion of this problem is in progress.

4.6 AVE_251 results

The success of this validation exercize demonstrates that the draft third edition enhancements to the mobile SNDCF do not introduce interoperability problems between Edition 3 compliant systems and baseline edition compliant systems. The issues encountered in the context of this validation exercize were the same as the ones already documented in the context of AVE_250.

4.7 AVE_203 results

This validation exercize focused on the validation of the draft third edition enhancements to deal with changing mobile subnetwork connectivity. Thanks to this exercize, it was demonstrated that these enhancements can be implemented, do not introduce interoperability problems between Edition 3 compliant systems and contribute to reduce the amount of routing information exchanged over the mobile subnetworks. However, as already mentioned in section 3.2, it was observed that a further level of optimization regarding the problem of the re-advertisement of IDRP routes over mobile subnetworks is possible and additional changes have been proposed. 

One minor issue has been raised during implementation. It has been documented under the form of a P3DR on Edition 3 and has been resolved by the WG2 Internet Drafting Group.

4.8 AVE_204 results

This validation exercize allowed verifying that a third edition-compliant airborne (resp. air/ground) BIS, implementing the enhancements ICS-01 (for mobile subnetwork to issue Join and Leave Events within given latency intervals), ICS3-02 (for IS-SME to respect quarantine time of the Join events) and ICS3-08 (suppression of re-advertisement of routes in the case of changing mobile subnetwork connectivity) can interoperate without trouble with an air/ground BIS (resp. airborne BIS) that is compliant with the baseline edition of Doc 9705 Sub-Volume V. 

The issues encountered in the context of this validation exercize were the same as the ones already documented in the context of AVE_203. 

4.9 AVE_210 results

This success of this validation exercize gives insurance that third Edition 3 compliant BISs will interoperate without trouble on the ground for the secure exchange of IDRP information with other 3rd edition compliant BIS, as well as for the unsecure exchange of IDRP information with other BISs that do not support or use the IDRP Authentication Type 2.

It must however be noted that the authentication procedures (ASVDP, AKDF, AMACP and AMAVP) have not been implemented and tested in the context of this validation exercize. As a consequence, the enhancements for the secure exchange of IDRP information between ground BISs cannot be considered as totally validated by this validation exercise.

4.10 AVE_211 results

This validation exercize focused on the validation of the draft third edition procedures and options for the negotiation of the use of authentication type 2 on air-ground IDRP connections (i.e. over mobile connection). Thanks to this exercize, it has been demonstrated that these procedures and options can be implemented, work correctly, and that Edition 3 compliant systems interoperate when these procedures and options are used.

Here again however, it must be noted that the authentication procedures (ASVDP, AKDF, AMACP and AMAVP) have not been implemented and tested in the context of this validation exercize. As a consequence, the enhancements for the secure exchange of IDRP information over mobile subnetworks cannot be considered as totally validated by this validation exercise.

Areas where the draft 3rd edition of the SubVolume V was not specific enough were detected during implementation. Requests and suggestion for clarifications were issued under the form of P3DRs, and handled by the ATNP/WG2 Internet Drafting Group.

4.11 AVE_214 results

This validation exercize complemented AVE_211. It allowed verifying that the draft third edition procedures and options for the negotiation of the use of authentication type 2 on air-ground IDRP connections do not introduce interoperability problems between Edition 3 compliant systems and baseline edition compliant systems.

The issues encountered in the context of this validation exercize were the same as the ones already documented in the context of AVE_211. 

5. Conclusion

As a result of the successful incorporation of the draft third edition enhancements to the ICS SARPs into the ProATN A/G BIS, and considering the success of the validation exercizes, the STNA is in position to express its confidence regarding the quality, and the validity of the SubVolume V of the third edition of Doc 9705. 

With the exception of the procedures of generation and verification of digital signatures used for the authentication of the IDRP routing information, all draft 3rd edition enhancements have been implemented, and tested. It has been verified that these enhancements do not compromise the correct execution of the baseline functions of the ATN systems, and that interoperability between ATN systems is maintained. No major deficiency has been identified. 

The implementation of the enhancements and the first validation exercizes allowed the detection of some areas in the specification where clarifications were required. This resulted in the production of a number of defect reports the resolution of which is in progress. However, in general, the third edition of Doc 9705 SubVolume V was found consistent and unambiguous.

Finally, the validation exercizes allowed verifying that the changes introduced in the Draft third edition of the SubVolume V enhance the performance of the ATN Internet Communications Service, taking note of the fact that the procedures for the generation and verification of digital signatures that have been standardized for the authentication of the IDRP routing information have not been implemented nor tested in this initiative.








































