Routing Information Exchange Protocol Specification

�Introduction

Scope

This chaptersection provides requirements and recommendations pertaining to the use of the ISO 10747 Inter-Domain Routing Protocol over Air-Ground and Ground-Ground Data Links, and the use of ISO 9542 in support of Route Initiation over Air-Ground Data Links. This chaptersection is concerned with the interoperability of protocol implementations and provides a compliance statement and APRL for each of the above protocols. It does not specify how Routing Information exchanged using ISO 10747 is used by Routers when forwarding ISO 8473 NPDUs, or the application of Routing Policy controlling Route Aggregation and re-advertisement of routes. These subjects are covered in ChapterSection 3.
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Applicability of Requirements

8.1.3.a. All ATN Airborne Routers, with the exception of Airborne Routers implementing the procedures for non-use of IDRP, shall comply with the provisions contained in 8.2, 8.3, 8.3.1.2 to 8.3.1.5 inclusive, 8.3.1.8 to 8.3.1.11 inclusive, 8.3.2.1.1, 8.3.2.2 and the APRLs specified for an Airborne Router in 8.3.3.  Airborne Routers implementing the procedures for non-use of IDRP shall be compliant with 8.2.

8.1.3.b. All ATN Air/Ground Routers shall comply with the provisions contained in 8.2, 8.3, 8.3.1.2 to 8.3.1.11 inclusive, 8.3.2.1.2, 8.3.2.2 and the APRLs specified for an Air/Ground Router in 8.3.3.

8.1.3.c. All Ground-Ground Inter-Domain Routers shall comply with the provisions contained in 8.2, 8.3.1.2 to 8.3.1.11 inclusive, 8.3.2.1.2, 8.3.2.2 and the APRLs specified for an Ground-Ground Router in 8.3.3.

End System to Intermediate System Routing Information Exchange Protocol (ES-IS)

ISO 9542 over mobile air-to-ground subnetworks

8.2.1.a. Airborne and Air/Ground ATN Routers directly connected to a mobile subnetwork (Mode S, AMSS or VDL) shall operate ISO 9542 over each such mobile subnetwork [a11 t 0050].

8.2.1.b. Configuration Information shall be exchanged by both Air/Ground and Airborne ATN Routers over each  mobile subnetwork connection supporting an adjacency between them [a11 t 0060].

Note.— The use of ISO 9542 Configuration Information over mobile subnetworks in support of air/ground route initiation  is specified in ChapterSection 3.[a11 n 0020].

8.2.1.c. Route Redirection information shall not be exchanged between an Air/Ground and an Airborne Router.

ATN Protocol Requirements List - ISO 9542 

In ATN Airborne and Air/Ground Routers,  the ISO 9542 protocol implementation shall conform to the APRL given in Table 8-1 [a11 t 0130].

Note.—  The requirements for ISO 9542 are provided in the form of a Protocol Requirements List [a11 n 0030]. 

�Table 8-1:  ISO 9542 - Intermediate System

Item�Protocol Function�Clauses�ISO Status�CNS/ATM-1 Package Support��CI [a11 a 0480] �Is configuration information supported over the associated subnetwork?�CNS/ATM-1 SARPs�Ref.: 8.2.1 �O�M��RI [a11 a 0490] �Is redirection information supported over the associated subnetwork?�CNS/ATM-1 SARPs�Ref.: 8.2.1�O�OX���Are the following functions supported?�����ErrP [a11 a 0500]�Protocol Error Processing�6.13�M�M��HCsV [a11 a 0510]�PDU Header Checksum Validation�6.12�M�M��HCsG [a11 a 0520]�PDU Header Checksum Generation�6.12�O�O��RpCf [a11 a 0530]�Report Configuration�6.2,6.2.2�CI:M�M��RcCf [a11 a 0540]�Record Configuration�6.3,6.3.1�CI:M�M��FlCf [a11 a 0550]�Flush Old Configuration�6.4�CI:M�M��RqRd [a11 a 0560]�Request Redirect�6.8�RI:M�OX��CfNt [a11 a 0570]�Configuration Notification�6.7�CI:O�OX��CTGn [a11 a 0580]�ESCT Generation�6.3.2�CI:O�O��AMGn [a11 a 0590] �Address Mask (only) generation�6.8�RI:O�OX��SMGn [a11 a 0600] �Address mask and SNPA Mask generation�6.8�RI:O�OX���Are the following PDUs Supported?�����ESH-r [a11 a 0610]�<r> End System Hello�7.1,7.5�CI:M�O��ISH-<r> [a11 a 0620]�<r> Intermediate System Hello�7.1,7.6�CI:O�M��ISH-<s> [a11 a 0630]�<s> Intermediate System Hello�7.1,7.6�CI:M�M��RD-s [a11 a 0640] �<s> Redirect�7.1,7.7�RI:M�OX��RD-r [a11 a 0650]�<r> (ignore) Redirect�6.9,7.1,7.7�M�M���

�Are the following PDU fields supported?�����FxPt [a11 a 0660]�<s> Fixed Part

<r> Fixed Part�7.2.1-7.2.7

7.2.1-7.2.7�M

M�M

M��SA-r [a11 a 0670]�<r> Source Address, one or more NSAPs�7.3.1/2/3�CI:M�M��NET-s [a11 a 0680]�<s> Network Entity Title�7.3.1/2/4�M�M��NET-r [a11 a 0690]�<r> Network Entity Title�7.3.1/2/4�ISH-r:M�ISH-r:M��DA-s [a11 a 0700] �<s> Destination Address�7.3.1/2/5�RI:M�OX��BSNPA-s [a11 a 0710] �<s> Subnetwork Address�7.3.1/2/6�RI:M�OX��Scty-s [a11 a 0720]�<s> Security�7.4.2�O�O��Scty-r [a11 a 0730]�<r> Security�7.4.2�O�O��Pty-s [a11 a 0740]�<s> Priority�7.4.3�O�O��Pty-r [a11 a 0750]�<r> Priority�7.4.3�O�O��QoSM-s [a11 a 0760] �<s> QOS Maintenance�7.4.4�RI:O�OX��AdMk-s [a11 a 0770] �<s> Address Mask�7.4.5�RI:O�OX��SNMk-s [a11 a 0780] �<s> SNPA Mask�7.4.6�RI:O�OX��ESCT-s [a11 a 0790]�<s> Suggested ES Configuration Timer�7.4.7�CI:O�O��ESCT-r [a11 a 0800]�<r> (ignore) Suggested ES Configuration Timer�7.4.7�ISH-r:M�ISH-r:M��OOpt-r [a11 a 0810]�<r> (ignore) unsupported or unknown options�7.4.1�M�M��OOpt-s [a11 a 0820]�<s> Other options��P�P���Parameter Ranges�����HTv [a11 a 0830]�What range of values can be set for the Holding Time Field in transmitted PDUs ?��M�M��CTv [a11 a 0840]�If configuration information is supported, what range of values can be set for the Configuration Timer ?��CI:M�M��

�Intermediate-System to Intermediate-System Inter-Domain Routing Information Exchange Protocol

With the exception of  Airborne Routers that implement the optional procedures for the non-use of IDRP, ATN Routers shall implement ISO/IEC 10747, including the ATN Specific Features specified in this section, and the APRLs specified in 8.3.3.

ATN Specific Features

Purpose of ATN Specific Features

ATN Airborne, Air-Ground and Ground-Ground Inter-Domain Routers shall implement the ATN Specific Features specified in the following subsections in order to support user requirements concerned with:

Ensuring that application data passed over air-ground data links conforms with any national and/or ITU restrictions applicable to that air-ground data link;

Ensuring that a classification scheme can be applied to routes throughout the ATN Ground Environment, reflecting the expected QoS available over each such route;

Ensuring that information on air-ground subnetwork types that a route passes over is available for determining which route to choose for a given application’s data;

Ensuring that changes to routing information distributed for the above changes that report negative changes (e.g. a downgrading of the classification of a route) are reported in a timely manner.

Use of the Security Path Attribute

8.3.1.2.a. ATN Routers supporting inter-domain routing shall support the IDRP Security Path Attribute with a Security Registration Identifier set to the value defined in 6.2.2.5 for the ATN Security Registration Identifier. The Security Information provided with a so identified IDRP Security Path Attribute shall consist of zero one or more Security Tag Sets as defined in 6.2.2.5. The following Security Tag Sets shall be supported:

The Air-Ground Subnetwork type, as defined in 8.3.1.3.1.

The ATC Class, as defined in 8.3.1.3.2.

Recommendation. — When an ATN Router supports data classified according to security policy and for the purpose of implementing mandatory access controls, then the ATN Router should also support the security classification security tag set defined in 6.2.2.5.

8.3.1.2.b. When a route is available over more than one air-ground subnetwork type, then a separate Security Tag set shall be encoded into this field to identify each air-ground subnetwork that may support the route. When an air-ground subnetwork is restricted to carrying data of only certain traffic types, then the Security Tag set that identifies that air-ground subnetwork shall enumerate the Traffic Types that may pass over that subnetwork.

8.3.1.2.c. At most one ATC Class Security Tag Set shall be present in a route’s Security Path Attribute.

Encoding of the Security Path Attribute Security Information Field

The Security Path Attribute Security Information Field shall comprise zero, one or more Security Tag Sets as defined in 6.2.2.5.

Note. The Security Tag set format defined for use with CLNP in ChapterSection 6, has been adopted here as a convenient method for the extensible encoding of security related information.

Encoding of the Air/Ground Subnetwork Type

8.3.1.3.1.a. The Tag Set Name shall be set to [0000 0101], and the Security Tag is always two octets in length.

8.3.1.3.1.b. The first (lowest numbered) octet of the Security Tag shall indicate an air-ground subnetwork over which the route may be available according to Table 8-2.



Subnetwork Type�Security Tag (1st Octet)��Mode S�0000 0001��VDL�0000 0010��AMSS�0000 0011��Gatelink�0000 0100��HF�0000 0101��Table 8-2 Subnetwork Type Security Tag Values



8.3.1.3.1.c. The second (highest numbered) octet of the Security Tag shall indicate the Traffic Types allowed to pass over the air-ground subnetwork identified in the first octet. This octet shall comprise a bit map, where each bit corresponds to a different traffic type. A value of FFh shall be used to imply no restrictions. The assignment of bits to traffic type shall be according to Table 8-3, where bit 0 is the low order bit:



Bit Number�Traffic Type��0�ATN Operational Communications - Air Traffic Service Communications��1�ATN Operational Communications - Aeronautical Operational Control��2�ATN Administrative Communications��3�General Communications��4�ATN Systems Management��Table 8-3 Identification of Permissible Traffic Types

8.3.1.3.1.d. The semantics of bits 5 to 7 are reserved for future use and shall always be set to one.

Encoding of the ATSC Class Security Tag Set

The Tag Set Name shall be set to [0000 0110] and the Security Tag is always one octet in length. When this security tag set is present, the Security tag shall identify the ATSC class of the route, as a single letter ‘A’ through to ‘H’ (upper case only) encoded according to International Alphabet No. 5 (IA5), and corresponding to the route’s ATSC class. The octet shall be encoded with the high order bit set to zero and with the remaining low order seven bits set to the IA5 encoding of the character. For example, a route of ATSC Class A includes an ATSC Class Security Tag set in its Security Path Attribute’s Security Information, with the value of the security tag being the IA5 encoded representation of the letter ‘A’.

Update of Security Information

The Air/Ground Subnetwork Type

8.3.1.4.1.a. When a Route is:

received over an adjacency supported by one or more air-ground subnetworks, and

contains a Security Path Attribute, and 

has the ATN Security Policy Identifier, as the Security Path Attribute’s Security Registration Identifier then, 

8.3.1.4.1.b. The Security Path Attribute’s Security Information shall be updated as follows:

An air-ground subnetwork Security Tag shall be added for each air-ground subnetwork supporting the adjacency and which is not already contained in the Security Information.

For each air-ground subnetwork Security Tag present in or added to the route, if ITU requirements or local policies restrict the Traffic Types that may pass over that subnetwork then the second octet of the security tag shall be modified to set to zero the bits corresponding to each traffic type not supported by that air-ground subnetwork.

The ATSC Class

When a route is advertised to an adjacent BIS, and according to local policy rules specified by a System Administrator and dependent on the BIS to which the route is being advertised and the route’s NLRI, then:

if the route has been originated locally (i.e. within the same Routing Domain), an ATSC Class security tag may be added to the route identifying the ATSC Class specified by the System Administrator and formulated as part of the local policy rule.

if an ATSC Class security tag is present in the route, the class may be downgraded to a lower class, where Class A is the highest and Class H is the lowest.

The Security Classification

When the router supports classified data, and a route is advertised to an adjacent BIS, and the highest level of protection offered by the subnetworks supporting the adjacency is lower than that reported by a Security Classification Security Tag, then that Security Tag shall be replaced by a Security Classification Security Tag reporting the highest protection offered by those subnetworks, as specified in the applicable security policy.

Route Selection

Note 1.— ISO/IEC 10747 clause 7.16.2 permits a loc-RIB that is identified by a RIB_ATT containing the Security Path Attribute, to contain more than one route to the same NLRI, provided that those routes provide the same level of protection.

8.3.1.5.a. When the Security Registration Identifier in an IDRP Security Path Attribute is the ATN Security Registration Identifier, then all routes shall be assumed to offer the same level of protection.

Note 2.—  the purpose of this statement is to permit, within the limitations imposed by IDRP, the existence in the loc-RIB of multiple routes to the same aircraft which differ only in the security related information.

8.3.1.5.b. During the Phase 2 Routing Decision process, when two or more routes to the same or overlapping destinations of equal and the highest local preference, are found in adj-RIB-ins identified by a RIB_Att that includes the Security Path Attribute, but which differ in the security information contained in their security path attribute, then all such routes shall be selected and copied to the corresponding loc_RIB.

Route Aggregation and Route Information Reduction

Note 1.—  Route Aggregation is defined by ISO 10747 as a procedure for the merging or aggregation of two routes  in order to form a single  replacement route. Route Aggregation may be applied as the result of a Routing Policy decision in order to reduce the routing information advertised to an adjacent Router. It is also necessary to aggregate two routes in the same loc_RIB and with identical NLRI prior to their being advertised to an adjacent Router. This latter case of Route Aggregation is automatic, not subject to Routing Policy,  and necessary for the proper dissemination of routing information.

Note 2.—  Route Information Reduction is defined by ISO 10747 as a procedure for replacing two or more NSAP Address Prefixes in a Route’s NLRI by a single shorter NSAP Address Prefix. The decision on  when to apply Route Information Reduction is also subject to Routing Policy and is typically associated with the application of Route Aggregation when applied as a result of Routing Policy.

Policy Based Route Aggregation

Recommendation.—  An Air/Ground Router should aggregate all routes to destinations in Routing Domains in its own ATN Island, other than those to destinations in its own Routing Domain, and similarly perform route information reduction as permitted by the ATN Addressing Plan, before advertising such routes to an airborne Routing Domain.

Note 1.—  It is intended that the result of Route Information Reduction is a single NSAP Address Prefix to  all destinations on the ATN Island. However, this will only be possible if NSAP Addresses have been allocated  within the ATN Island with a single common prefix for all such addresses.

Recommendation.—  An Air/Ground Router should  aggregate all routes to destinations in ATN Islands, other than its own ATN Island, and similarly perform route information reduction as permitted by the ATN Addressing Plan, before advertising such routes to an airborne Routing Domain.

Note 2.—  It is intended that the result of Route Information Reduction is a single NSAP Address Prefix to  all destinations within the ATN.

Recommendation.—  ATN Ground-Ground Routers should perform Route Aggregation and Route Information Reduction on routes to ground destinations, in line with local policy requirements for reducing the amount of routing information distributed within the ATN Ground Environment.

Note 3.—  The need for this will be determined according to local topology and NSAP Address Assignment and is outside of the scope of this specification. However, this feature is a necessary condition for the development of a large scale and  scaleable internet. 

Aggregation of Routes in the Same Loc-RIB with Identical NLRI

When two or more routes exist in the same loc_RIB and which have identical NLRI, then such routes shall be aggregated before the application of local policy rules that select routes for re-advertisement, and their consequently being copied to an adj-RIB-out. In order to aggregate such routes, an ATN Router shall apply one of the following two strategies:

True Route Aggregation: the routes are aggregated according to ISO 10747 route aggregation procedures and the procedures for aggregation of the security path attribute specified in 8.3.1.6.3 below. [a11 t 0630]

Route Merging: the routes are merged by arbitrarily selecting one of these routes and updating its security path attribute to the value that would have resulted had the routes been aggregated, as above. The selected route with its updated security path attribute is then the result of the merging procedure.

Note 1.—  The former of the two strategies is preferred.

Note 2.—  The second strategy has been introduced as an interim measure to simplify initial implementations. However, this second strategy leads to a situation where routing decisions based on RD_Path information cannot be performed, as this information is lost in the  merging process. The second strategy may therefore be deleted in a later revision of these SARPs.

Aggregation of the Security Path Attribute Information Field

The aggregation rules for the security information field contained in security path attributes that include the ATN Security Registration identifier shall be:

The aggregated security path attribute shall comprise each air-ground subnetwork security tag contained in the security path attribute of the component routes.

When an air-ground subnetwork security tag for the same air-ground subnetwork occurs in both component routes, then these shall be combined by a logical “OR” of the second octet of the security tags. Only a single air-ground subnetwork security tag for each distinct air-ground subnetwork shall be present in the aggregated route.

When an ATSC Class security tag occurs in all component routes then the aggregated route shall contain an ATSC Class security tag. The ATSC Class of the aggregated route shall be the lowest ATSC Class of the aggregated route’s component routes. If an ATSC Class security tag is not present in any component route then the aggregated route shall not contain an ATSC Class security tag.

When a Security Classification security tag occurs in all component routes then the aggregated route shall contain a Security Classification security tag. This shall be set to the lowest classification from the classifications given to the aggregated route’s component routes. If a Security Classification security tag is not present in any component route then the aggregated route shall not contain a Security Classification security tag.

Frequency of Route Advertisement

Note.—  ISO/IEC 10747 clause 7.17.3.1 requires that the advertisement of feasible routes to some common set of destinations received from BISs in other Routing Domains must be separated in time by at least minRouteAdvertisementInterval except for certain identified cases. The list of exceptions to this requirement is extended by this specification.

If a selected route to a given destination changes in respect of the Security Information contained in its Security Path Attribute, then that route shall be immediately re-advertised to all adjacent BISs to which that route had previously been advertised and not since withdrawn.  The procedure for ensuring a minimum time interval of minRouteAdvertisementInterval between successive advertisements of routes to the same destination shall not apply in this case.

Interpretation of Route Capacity

For the ATN environment, the CAPACITY path attribute shall contain one of the values listed in Table 8-4, and shall assumed to have the semantics given there:

Value�Meaning��1-9�Unassigned��13�0 - 19.2 KBits/sec��12�19.2 - 56 Kbits/sec��11�56 - 1500 Kbits/sec��10�> 1500 Kbits/sec��14 .. 255�Unassigned��Table 8-4 Interpretation of Capacity Route Metric [a11 t 0390]



Note.— The CAPACITY path attribute is a well known mandatory attribute that is used to denote the traffic handling capacity of the RD_PATH listed in the same UPDATE PDU. Higher values indicate a lower traffic handling capacity than do low values [a11 n 0150]. 

Network Layer Reachability Information (NLRI)

In support of ATN communications, ATN Routers shall encode the NLRI Addr_info field of each route as a list of NSAP Address Prefixes. The proto_type, and proto_length fields shall be set to 1 and the Protocol field shall be set to X’81’ in order to signal support of ISO 8473.

NSAP Address Prefix Alignment

When originating a route or performing route information reduction, an ATN Router shall only generate NSAP address prefixes that are octet-aligned. [a11 t 0560]

Note 1.—  For IDRP,  ATN NSAP prefixes will be eleven octets (or less) [a11 n 0170]. 

Note 2.— � RENV _Ref327583095 \n �
8.3.1.11
�specifies the RIB-Atts that an ATN Router must support. [a11 n 0180]

Note 3.— The above requirement does not modify the requirement in ISO/IEC 10747 to be able to accept and correctly handle a non-octet aligned NSAP Address Prefix. [a11 n 0190]

Note 4.— The above requirement simplifies prefix matching. [a11 n 0200] 

BISPDU Authentication

8.3.1.10.a. ATN Routers shall support the validation of BISPDUs using Authentication Type 1. When an ATN Router initiates a BIS-BIS connection, it shall set the value of the Authentication Code in the OPEN PDU to 1, in order to indicate that the Validation field in the header of all BISPDU sent over the BIS-BIS connection will contain an unencrypted checksum. [a11 t 0340]. 

8.3.1.10.b. When an authentication code of 1 is specified in the Authentication Code of the OPEN BISPDU that initiated a BIS-BIS connection then, an ATN Router shall generate a validation pattern according to clause 7.7.1 of ISO 10747, for each BISPDU that it sends over that connection, and similarly validate the validation pattern of all received BISPDUs on such a connection.

Note1.— Support of Authentication Codes 2 and 3 is outside of the scope of this specification and their use is a local matter.

8.3.1.10.c. The type 1 authentication code shall be generated according to the MD4 specification published in RFC 1320.

Note2. the interpretation of MD4 given in Annex B of ISO 10747 is open to ambiguous interpretation and may lead to interoperability problems.

Note3. — RFC 1320 supersedes RFC 1186 which was the basis for ISO 10747 Annex B. Specifications of MD4 algorithm contained in these two RFC documents are technically equivalent.



Restrictions on Route Advertisement

A route shall not be advertised to a BIS in another RD where:

a) The route contains the receiving RD’s RDI in its RD_PATH path attribute, or

b) The route’s RD_PATH path attribute contains the RDI of a confederation which is being entered when the route is advertised to the other RD.

Note.— This is essential to avoid long lived black holes following the explicit withdrawal of an unfeasible route and when many alternate paths are available (e.g. within an ATN Island Backbone).

RIB_ATT Support

�ISO Mandatory Requirement�Notes���Internal Update Procedures�Note 1.— There is only ever a single Boundary Router on board an aircraft, and hence, internal update is not applicable.���Operation of minRouteAdvertisementInterval Timer�Note 2.— An Aircraft is always an End Routing Domain, and hence will never re-advertise routes���Recognition of Next Hop Attribute�Note 3.— No Requirement for Support in ATN���Recognition of Residual Error, Expense, Transit Delay and Priority Distinguishing Path Attributes�Note 4.— Never negotiated for use in the ATN.���Support of RIB Refresh�Note 5.— RIB Refresh is necessary for long lived adjacencies rather than the short lived adjacencies anticipated for ATN Mobiles.���Support of DIST_LIST_EXCL�Note 6.— There are no known User Requirements to control the distribution of routes to or from Mobile Systems. Implementation may also be problematic due to changing point of attachment to ATN.���Support of Partial Source Routing�Note 7.— There are no known user requirements for partial source routing.��Table 8-5 ISO 10747 Mandatory Requirements Excluded for Support by ATN Airborne Router

8.3.1.12.a. An ATN Router incorporating IDRP shall support the following RIB_Att sets, and shall attempt to negotiate the use of all those RIB_Atts it supports when opening a BIS-BIS connection:

The empty RIB-Att

SECURITY

8.3.1.12.b. The semantics of the empty RIB_Att shall be taken as implying that routes advertised under the empty RIB_Att have a classification of “Unclassified”, have not passed over any Mobile Subnetworks and have been classed as ATSC Class H.

Compliance with ISO/IEC 10747

The IDRP protocol exchange shall use the connectionless network service provided by ISO 8473 as specified in ISO/IEC 10747 [a11 t 0540].

ISO 10747 Mandatory Requirements

Airborne Router

An ATN Airborne Router supporting the ISO 10747 Inter-Domain Routing Protocol shall support all mandatory requirements as specified in clause 12.1 of ISO 10747 with the exception of the requirements listed in Table 8-5, for which support is optional.

Note 7—. This specification deviates from ISO 10747 for Airborne Routers, in order to simplify the specification of operational equipment by removing all non-applicable requirements.

Note 8.— Representations are being made to ISO regarding possible over-specification in ISO 10747.

Ground Router

Note.— This section refers to both Air/Ground and Ground-Ground Routers generically as Ground Routers.

An ATN Ground Router supporting the ISO 10747 Inter-Domain Routing Protocol shall support all mandatory requirements as specified in clause 12.1 of ISO 10747. However, over adjacencies with Airborne Routers, ATN Air/Ground Routers are specifically excluded from dynamic use of the following functions and features:

The Next Hop Path Attribute

The DIST_LIST_EXCL Path Attribute

RIB Refresh Request

The Residual Error Path Attribute

The Expense Path Attribute

The Priority Path Attribute

The Transit Delay Path Attribute.

The Locally Defined QoS Path Attribute.

Hierarchical Recording

Support of Partial Source Routing

ISO 10747 Optional Requirements

An ATN Router shall support the Security Path Attribute as specified in 8.3.1.2 and 8.3.1.3.

Recommendation.— An ATN Air/Ground Router should implement Route Aggregation and Route Information Reduction Procedures.

Recommendation.— An ATN Ground-Ground Router should implement Route Aggregation and Route Information Reduction Procedures.

APRLs 

Note.—The IDRP requirements list is a statement of which capabilities and options of the protocol at minimum are required to be implemented for the ATN environment. The requirements list may be used by the protocol implementor as a check list to conform to this standard; by the supplier and procurer to provide a detailed indication of the capabilities of an implementation; by the user to check the possibility of interworking between two different implementations; and by the protocol tester, as the basis for selecting appropriate tests against which to assess the claim for conformance to the protocol. [a11 n 0230]

�ATN Specific Protocol Requirements

Index�Item�CNS/ATM-1 SARPs Ref�G-G Router�A/G Router��Airborne Router��ATNIDRP1�Encoding and use of the Security Path Attribute�8.3.1.2, 8.3.1.3�M�M�M��ATNIDRP2�Additional procedures for non-use of the minRouteAdvertisementInterval Timer�8.3.1.5�M�M�-��ATNIDRP3�Support of Route Aggregation and Route Information Reduction�8.3.2.2�O�O�-��ATNIDRP4�Support for Route Merging Procedures�8.3.1.6�M�M�-��

IDRP General 

Item�Description�ISO 10747 Ref.�ISO Status�G-G Router�A/G Router�Airborne Router��BASIC [a11 a 0940]�Are all basic BIS functions implemented?�12.1�M�M�M�M��MGT [a11 a 0950]�Is this system capable of being managed� by the specified management information?�11�M�O�O�O��VER [a11 a 0960]�Does this BIS support Version Negotiation?�7.8�M�M�M�M��RTSEP [a11 a 0970]�Does this BIS support ROUTE_SEPARATOR attribute?�7.12.1�M�M�M�M��HOPS [a11 a 0980]�Does this BIS support the RD_HOP_COUNT attribute?�7.12.13�M�M�M�M��PATH [a11 a 0990]�Does this BIS support the RD_PATH attribute?�7.12.3�M�M�M�M��CAPY [a11 a 1000]�Does this BIS support the Capacity Attribute?�7.12.15�M�M�M�M��FSM [a11 a 1010]�Does this BIS manage BIS-BIS connections according to the BIS FSM description?�7.6.1�M�M�M�M��FCTL [a11 a 1020]�Does this BIS provide flow control?�7.7.5�M�M�M�M��SEQNO [a11 a 1030]�Does this BIS provide sequence number support?�7.7.4�M�M�M�M��INTG1 [a11 a 1040]�Does this BIS provide Data integrity using authentication type 1?�7.7.1�O.1�M�M�M��INTG2 [a11 a 1050]�Does this BIS provide Data integrity using authentication type 2?�7.7.2�O.1�O�O�O��INTG3 [a11 a 1060]�Does this BIS provide Data integrity using authentication type 3?�7.7.3�O.1�O�O�O��ERROR [a11 a 1070]�Does this BIS handle error handling for IDRP?�7.20�M�M�M�M��RIBCHK [a11 a 1080]�Does this BIS operate in a "fail-stop" manner with respect to corrupted routing information?�7.10.2�M�M�M�M��

IDRP Update Send Process

�Item�ISO 10747 Ref.�ISO Status�G-G Router�A/G Router�Airborne Router��INT [a11 a 1090]�Does the BIS provide the internal update procedures?�7.17.1�M�M�M�O��RTSEL [a11 a 1100]�Does this BIS support the MinRouteAdvertisementInterval Timer?�7.17.3.1�M�M�M�O��RTORG [a11 a 1110]�Does this BIS support the MinRDOriginationInterval Timer?�7.17.3.2�M�M�M�M��JITTER [a11 a 1120]�Does this BIS provide jitter on its timers?�7.17.3.3�M�M�M�M��

IDRP Update Receive Process

Item�Description�ISO 10747 Ref.�ISO Status�G-G Router�A/G Router�Airborne Router��INPDU [a11 a 1130]�Does the BIS handle inbound BISPDUs correctly?�7.14�M�M�M�M��INCONS [a11 a 1140]�Does this BIS detect inconsistent routing information?�7.15.1�M�M�M�M��

IDRP Decision Process

Item�Description�ISO 10747 Ref.�ISO Status�G-G Router�A/G Router�Airborne Router��TIES [a11 a 1150]�Does this BIS break ties between candidate routes correctly?�7.16.2.1�M�M�M�M��RIBUPD [a11 a 1160]�Does this BIS update the Loc-RIBs correctly?�7.16.2�M�M�M�M��AGGRT [a11 a 1170]�Does this BIS support route aggregations?�7.18.2.1, 7.18.2.2, 7.18.2.3�O�ATNIDRP3:M�ATNIDRP3:M�-��LOCK [a11 a 1180]�Does this BIS provide interlocks between its Decision Process and the updating of the information in its Adj-RIBs-In?�7.16.4�M�M�M�M��

IDRP Receive

Item�Description�ISO 10747 Ref.�ISO Status�G-G Router�A/G Router�Airborne Router��RCV [a11 a 1200]�Does the BIS process incoming BISPDUs and respond correctly to error conditions?�7.14, 7.20�M�M�M�M��OSIZE [a11 a 1210]�Does this BIS accept incoming OPEN PDUs whose size in octets is between MinBISPDULength and 3000?�6.2,7.20�M�M�M�M��MXPDU [a11 a 1220]�Does the BIS accept incoming UPDATE, IDRP ERROR and RIB REFRESH PDUs whose size in octets is between minBISPDULength and maxBISPDULength?�6.2,7.20�M�M�M�BISREF: OX

^BISREF:M��BISREF: if RIB REFRESH PDU then true else false

Peer Entity Authentication

Item�Description�ISO 10747 Ref.�ISO Status�G-G Router�A/G Router�Airborne Router��AUTH [a11 a 1280]�Does this BIS correctly authenticate the source of a BISPDU?�7.7.2�O�M�M�M��Note.— Only support for an Authentication Code 1 is required [a11 n 0240].

IDRP CLNS Forwarding

Item�Description�ISO 10747 Ref.�ISO Status�G-G Router�A/G Router�Airborne Router��PSRCRT [a11 a 1230]�Does the BIS correctly handle 8473 NPDUs that contain a partial source route?�8�M�O�O�O��DATTS [a11 a 1240]�Does the BIS correctly extract the NPDU-derived Distinguishing Attributes from an 8473 NPDU?�8.2�M�M�M�M��MATCH [a11 a 1250]�Does the BIS correctly match the NPDU-derived Distinguishing Attributes with the corresponding FIB-Atts?�8.3�M�M�M�M��EXTF [a11 a 1260]�Does the BIS correctly forward NPDUs with destinations outside its own routing domain?�8.4�M�M�M�M��INTF [a11 a 1270]�Does the BIS correctly forward NPDUs with destinations inside its own routing domain?�8.1�M�M�M�M��

IDRP Receive Process

Item�Description�ISO 10747 Ref.�ISO Status�G-G Router�A/G Router�Airborne Router��RCV�Does the BIS process incoming BISPDUs and respond correctly to error conditions?�7.14, 7.20�M�M�M�M��OSIZE�Does this BIS accept incoming OPEN PDUs whose size in octets is between MinBISPDULength and 3000?�6.2,7.20�M�M�M�M��MXPDU�Does the BIS accept incoming UPDATE, IDRP ERROR and RIB REFRESH PDUs whose size in octets is between minBISPDULength and maxBISPDULength?�6.2,7.20�M�M�M�M��

IDRP Optional Transitive Attributes

Item�Description�ISO 10747 Ref.�ISO Status�G-G Router�A/G Router�Airborne Router��MEXIT [a11 a 1290]�Does this BIS support use of the MULTI-EXIT DISC attribute?�7.12.7�O�O�O�O��

Generating Well-Known Discretionary Attributes 

Item�Description�ISO 10747 Ref.�ISO Status�G-G Router�A/G Router�Airborne Router��EXTG [a11 a 1300]�Does the BIS support generation of the EXT_INFO attribute?�7.12.2�O�O�O�O��NHRS [a11 a 1310]�Does the BIS support generation of the NEXT_HOP attribute in support of route servers?�7.12.4�O�O�IDRPAG:OX

^IDRPAG:O�O��NHSN [a11 a 1320]�Does the BIS support generation of the NEXT_HOP attribute to advertise SNPAs?�7.12.4�O�O�IDRPAG:OX

^IDRPAG:O�O��DLI [a11 a 1330]�Does the BIS support generation of the DIST_LIST_INCL attribute?�7.12.5�O�O�O�O��DLE [a11 a 1340]�Does the BIS support generation of the DIST_LIST_EXCL attribute?�7.12.6�O�O�IDRPAG:OX

^IDRPAG:O�O��TDLY [a11 a 1350]�Does the BIS support generation of the TRANSIT DELAY attribute?�7.12.8�O�O�IDRPAG:OX

^IDRPAG:O�O��RERR [a11 a 1360]�Does the BIS support generation of the RESIDUAL ERROR attribute?�7.12.9�O�O�IDRPAG:OX

^IDRPAG:O�O��EXP [a11 a 1370]�Does the BIS support generation of the EXPENSE attribute?�7.12.10�O�O�IDRPAG:OX

^IDRPAG:O�O��LQOSG [a11 a 1380]�Does the BIS support generation of the LOCALLY DEFINED QOS attribute?�7.12.11�O�OX�OX�OX��HREC [a11 a 1390]�Does the BIS support generation of the HIERARCHICAL RECORDING attribute?�7.12.12�O�OX�OX�OX��SECG [a11 a 1400]�Does the BIS support generation of the SECURITY attribute?�7.12.14�O�M�M�M��PRTY [a11 a 1410]�Does the BIS support generation of the PRIORITY attribute?�7.12.16�O�O�IDRPAG:OX

^IDRPAG:O�O��IDRPAG: if Air/Ground adjacency then true else false

�Propagating Well-Known Discretionary Attributes

Item�Description�ISO 10747 Ref.�ISO Status�G-G Router�A/G Router�Airborne Router��EXTGP [a11 a 1420]�Does the BIS support propagation of the EXT_INFO attribute?�7.12.2�M�M�M�-��NHRSP [a11 a 1430]�Does the BIS support propagation of the NEXT_HOP attribute in support of route servers?�7.12.4�O�O�IDRPAG:OX

^IDRPAG:O�-��NHSNP [a11 a 1440]�Does the BIS support propagation of the NEXT_HOP attribute to advertise SNPAs?�7.12.4�O�O�IDRPAG:OX

^IDRPAG:O�-��DLIP [a11 a 1450]�Does the BIS support propagation of the DIST_LIST_INCL attribute?�7.12.5�O�M�M�-��DLEP [a11 a 1460]�Does the BIS support propagation of the DIST_LIST_EXCL attribute?�7.12.6�O�M�IDRPAG:OX

^IDRPAG:M�-��TDLYP [a11 a 1470]�Does the BIS support propagation of the TRANSIT DELAY attribute?�7.12.8�O�O�IDRPAG:OX

^IDRPAG:O�-��RERRP [a11 a 1480]�Does the BIS support propagation of the RESIDUAL ERROR attribute?�7.12.9�O�O�IDRPAG:OX

^IDRPAG:O�-��EXPP [a11 a 1490]�Does the BIS support propagation of the EXPENSE attribute?�7.12.10�O�O�IDRPAG:OX

^IDRPAG:O�-��LQOSP [a11 a 1500]�Does the BIS support propagation of the LOCALLY DEFINED QOS attribute?�7.12.11�O�OX�OX�-��HRECP [a11 a 1510]�Does the BIS support propagation of the HIERARCHICAL RECORDING attribute?�7.12.12�O�OX�OX�-��SECP [a11 a 1520]�Does the BIS support propagation of the SECURITY attribute?�7.12.14�O�M�M�-��PRTYP [a11 a 1530]�Does the BIS support propagation of the PRIORITY attribute?�7.12.16�O�O�IDRPAG:OX

^IDRPAG:O�-���Receiving Well-Known Discretionary Attributes 

Item�Description�ISO 10747 Ref.�ISO Status�G-G Router�A/G Router�Airborne Router��EXTR [a11 a 1540]�Does the BIS recognise upon receipt the EXT_INFO attribute?�7.12.2�M�M�M�M��NHRSR [a11 a 1550]�Does the BIS recognise upon receipt the NEXT_HOP attribute ?�7.12.4�M�M�M�O��DLIR [a11 a 1560]�Does the BIS recognise upon receipt the DIST_LIST_INCL attribute?�7.12.5�M�M�M�M��DLER [a11 a 1570]�Does the BIS recognise upon receipt the DIST_LIST_EXCL attribute?�7.12.6�M�M�M�O��TDLYR [a11 a 1580]�Does the BIS recognise upon receipt the TRANSIT DELAY attribute?�7.12.8�M�M�M�O��RERRR [a11 a 1590]�Does the BIS recognise upon receipt the RESIDUAL ERROR attribute?�7.12.9�M�M�M�O��EXPR [a11 a 1600]�Does the BIS recognise upon receipt the EXPENSE attribute?�7.12.10�M�M�M�O��LQOSR [a11 a 1610] �Does the BIS recognise upon receipt the LOCALLY DEFINED QOS attribute?�7.12.11�MO�O�O�O��HRECR [a11 a 1620]�Does the BIS recognise upon receipt the HIERARCHICAL RECORDING attribute?�7.12.12�M�M�M�O��SECR [a11 a 1630]�Does the BIS recognise upon receipt the SECURITY attribute?�7.12.14�M�M�M�M��PRTYR [a11 a 1640]�Does the BIS recognise upon receipt the PRIORITY attribute?�7.12.16�M�M�M�O��

IDRP Timers

Item�Description�ISO 10747 Ref.�ISO Status�G-G Router�A/G Router�Airborne Router��Ta [a11 a 1650]�KeepAlive time�7.6.5�M�M�M�M��Tr [a11 a 1660]�Retransmission (tr) timer�7.6.5�M�M�M�M��Tmr [a11 a 1670]�maxRIBIntegrityCheck timer�7.10.2�M�M�M�M��Tma [a11 a 1680]�MinRouteAdvertisement timer�7.17.3.1�M�M�M�O��Trd [a11 a 1690]�MinRDOriginationInterval timer�7.17.3.2�M�M�M�M��Tcw [a11 a 1700]�closeWaitDelay timer�7.6.4�M�M�M�M���� TM \o "1-5" \t "DocumentTitle,1" �8. Routing Information Exchange Protocol Specification	� BOUTONATTEINDRE _Toc343335289  � RENVOIPAGE _Toc343335289 �
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� The interpretation of this Item is that mandatory compliance requires that access to the MO is provided via a Systems Management Agent. Remote Systems Management is not required for CNS/ATM-1 Package and hence it is not reasonable to require mandatory support for this requirement.
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