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1	Introduction


This flimsy proposes to resolve the discrepancy that has been found between Subvolumes 4 and 5 as regards the encoding of the ATN Security Label. The group of experts from WG2 and WG3 who drafted this flimsy has agreed that it is desirable that the Security Registration ID field of the ATN security label be encoded with inclusion of the Tag and Length, i.e. on 6 bytes as follows: 06 04 2b 1b 00 00.


On the basis of this consensus, this flimsy proposes replacement text in Subvolumes 4 and 5 of the ATN SARPs


2	References


This flimsy is an attempt to consolidate the following different papers that have already been issued on the adressed subject:


UL-DR113 - Defect Report 113 on the Upper Layer Communications Service (ULCS) SARPs.


ATNP/WG-11 Flimsy « ICS SARPs Security Label Encoding » prepared by JP Briand


ATNP/WG-11 Flimsy « clarification of ICS SARPs security label requirements » prepared by Dirk Fieldhouse


3	Problem statement


The specification of the encoding of the ATN security label in 5.6.2.2.4.1 and the Subvolume 4 sections which reference this specification, have proved to be ambiguous since experts have independently produced 2 different and incompatible interpretations. It is essential that the encoding of the security parameter value is unambiguous since the encoded value will be used as a bit-string for routing decisions.


4	Agreed Solution


The survey of the existing implementations (TAR/TTS, DEMISIS and EURATN) with regard to the ATN security label encoding shows that all these implementations have used the same interpretation of section 5.6.2.2.4. The "Security Registration ID" value is represented with the following hexadecimal string "06 04 2b 1b 00 00".This means that ASN.1 Tag and Length are included in the encoding.


Although Section 5.6 was perhaps not clear about the exact encoding of the Security Registration ID, there have therefore been consensus up to now on how it should be encoded. The encoding including Tag and Length described above is justified. After all ASN.1 BER also makes use of embedded Type+Length+Value. Omitting Type and Length in "known contexts" looks a bit more like PER than BER.


Concerning requirements text, the whole section 5.6.2.2.4 should be rewritten in a way that explicitly states the hexadecimal encoding of the Security Registration ID because, in the scope of this specification, the value is a constant string. All the facts explaining how it is constructed should be moved into explanatory notes. The discrepancy with Subvolume 4 should be removed by minor modifications of sections 4.4.7.8 and 4.4.7.9.


The text below describes the proposed revisions in section 5.6.2.2.4.1, 4.4.7.8 and 4.4.7.9.


5	Proposal for Section 5


5.6.2.2.4	Security Registration ID


5.6.2.2.4.1	This field shall contain the following hexadecimal string which identifies the ATN Security Registration ID:This variable field shall contain a Security Type object identifier encoded using ASN.1 Basic Encoding Rules with the following sequence of integer values:


[ 06 04 2b 1b 00 00 ]


{1 3 27 0 0}	The ATN Security Registration Identifier





Note.— The ATN Security Registration ID value defined above is the encoding using ASN.1 Basic Encoding Rules [ISO/IEC 8825-1] of Tthe ATN Security Registration Identifier defined as {1 3 27 0 0}. This ATN Security Registration Identifier identifies the ATN Security Authority as an object in the ICAO object hierarchy . ICAO has been assigned an International Code Designator (ICD) decimal value [0027] in accordance with the dictates of ISO/IEC 6523. According to ISO/IEC 6523 and ISO/IEC 8824 this value identifies an arc of the identified organisation of ISO. ICAO object identifiers designate an ICAO defined hierarchy starting with {1 3 27}. Under this arc, {0} has been designated as ATN, and the flat address space under ATN starts with object identifiers {0,1,2,3,4, ...}. Value {0} has been assigned as the Traffic Type and Routing Policy identifier.





6	Proposal for section 4.4.7.8





Original text:


The required ATN Security Label shall be conveyed by local means, using the encoding specified in 5.6.2.2.2.





Replacement text:


The ATN Security Label value shall be encoded according to 5.6.2.2.2.2.b), and passed between TS-User and TS-Provider by implementation-specific means.





7	Proposal for section 4.4.7.9, Note 2





Original text:


Note.� 5.5.1.2 states that  the TS-User provides the complete ATN Security Label, although only security tag value is of relevance.  The encoding of the ATN Security Label is summarised below.  It consists of all fields under the heading “Security Label” (i.e.  12 octets).  The QOS parameter “Routing Class” maps to the field labelled “Security Tag”.





Table 4.4-10


Security Parameter encoding�
Value�
Length (Octets)�
�
Parameter Code�
1101 0101�
1�
�
Parameter Length�
0000 1101�
1�
�
Parameter Value:�
�
�
�
Security Format�
1100 0000�
1�
�
Security Label:�
�
�
�
Security Registration ID Length�
0000 0110�
1�
�
Security Registration ID:�
�
�
�
OID, Length, [1.3.27.0.0]�
06,04,43,27,00,00�
6�
�
Security Information Length�
0000 0100�
1�
�
Security Information:�
�
�
�
Tag Set Name Length�
0000 0011�
1�
�
Tag Set Name:�
�
�
�
Traffic Type & Associated Routing Policies�
0000 1111�
1�
�
Tag Set Length�
0000 0001�
1�
�
Security Tag:�
�
�
�
Traffic Type & category (from Table 5.6-1)�
0000 0011�
1�
�
�
Total:�
15 Octets�
�






Replacement text:


Note 2.� 5.5.1.2 requires the TS-User to provide the ATN Security Label as specified in Figure 5.6-1 and 5.6.2.2.2.2.b).  The encoding of the ATN Security Label is summarised below.  The D-START QOS parameter “Routing Class” maps to the field labelled “Traffic Type & category”.





Table 4.4-10


ATN Security Label field�
Value (Hex)�
Length (Octets)�
�
Security Registration ID Length�
06�
1�
�
Security Registration ID = OID {1.3.27.0.0}�
06,04,2B,1B,00,00�
6�
�
Security Information Length�
04�
1�
�
Security Information:�
�
�
�
    Tag Set Name Length�
01�
1�
�
    Tag Set Name = “Traffic Type & Associated Routing Policies”�
0F�
1�
�
    Tag Set Length�
01�
1�
�
    Security Tag Value = Traffic Type & category (from Table 5.6-1)�
01 (for example)�
1�
�
Total:�
12 Octets�
�
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