	•	Peer entity authentication provides assurance that an "entity" (e.g. a protocol layer) is in communication with the peer entity that claims to be in communication with it.  Authentication of a peer entity may be provided at connection establishment only, or at all times during a connection.  It may be one way (i.e. providing assurance to only one party to the connection) or mutual (i.e. providing assurance to both parties), and can be used as a countermeasure to masquerade, and replay (if there is a check on the "liveness" of either or both parties).

	•	Data Origin Authentication provides a proof of the origin of unitdata (i.e. connectionless data transfer).

	•	Access control services provide protection against the unauthorized use of resources available via OSI (e.g. a subnetwork).  

	•	Connection Confidentiality provides for the confidentiality of all data exchanged over an applicable connection.  

	•	Connectionless Confidentiality provides for the confidentiality of unitdata (i.e. connectionless data transfer).  

	•	Traffic Flow Analysis uses statistical techniques to gain information from the analysis of traffic flows, and this security service provides protection of this form of monitoring and analysis.

	•	Connection Integrity with Recovery assures the integrity of all data transferred over the applicable connection, and detects any modification, insertion or replay of such data, and attempts recovery from the loss of integrity (i.e. repair the modification, or discard the inserted or modified data).

	•	Connection Integrity without Recovery is similar to the above service, but should any modification, insertion or replay be detected, this fact is simply reported, and no recovery is attempted.

	•	Connectionless Integrity provides assurance that a unitdata item has not been modified.  However, only limited protection against replay can typically be provided and this depends on the context in which it is used.  Protection against insertion is not relevant to connectionless data transfer; Data Origin Authentication provides protection against this class of threat.

Other ISO standards have developed security mechanisms in support of these services.  For example, ISO/IEC 11577 specifies a Network Layer Security Protocol (NLSP), which may be used in conjunction with ISO 8473 to provide the identified network layer security services that are appropriate for the connectionless mode.

However, it is not possible to sensibly select an appropriate set of security services and suitable supporting mechanisms (e.g. NLSP may be used in several different ways providing protection against different classes of threats), without first developing a Security Policy.  In turn, the development of a Security Policy demands the undertaking of a Risk Analysis to identify the threats and vulnerabilities for which security services are required as counter-measures.  A Risk Analysis in support of the ATN has not yet been undertaken, and hence it is not yet possible to specify an ATN Security Policy in full.

However, this is not to say that there are no known ATN security requirements. Requirements for the control over access to resources reserved for air-safety related applications, and the separation of traffic serving operational and non-operational users, are already known. Furthermore, commercial service providers will also operate ATN Routing Domains, and the use of their resources will be restricted to paying customers.

In order to implement such  requirements it is necessary to tag, or label, data and routes through the ATN, so that each  type of traffic may be identified,  rejected if  it is passed over a network resource that is not available to that traffic type, but otherwise routed via resources that are available to it. A label used for such a purpose is generally known as a Security Label, and a suitable Security Label format is specified for use in the ATN.

The syntax and semantics of a Security Label are specified by the Security Policy under which  it is defined, and hence it is necessary to specify a suitable Security Policy in this manual, in order to specify a suitable Security Label. This manual specifies three ATN-wide Security Policy, which may be viewed as a "shell" Security Policies as they exist solely for the purposes of specifying the ATN Security Label. ATN Systems will operate under their organisation's Security Policy which will then reference the ATN Security Policies for the purposes of  recognising the syntax and semantics of the ATN Security Label.

A Security Policy is specified for each class of traffic believed applicable for the ATN; i.e. Systems Management Traffic, Operational Traffic, Administrative Traffic, and General Communications (Default) .

In  order to readily support security requirements that may be derived from a full risk analysis, the Security Label format that has been adopted, is  extendible, and, in addition to the identification of the Security Policy consists of  a classification field to enable the later extension to hierarchical security, if required, zero, one or more categories, and some privacy marking. The only categories so far specified are used to ensure that traffic only passes through service providers that will accept the data. No privacy markings have yet been specified. 

5.9.1.	The ATN Security Label

The general model of the ATN Security Label comprises the following information:

	a.	A Security Policy Identifier;

	b.	A hierarchical Security Classification (e.g. unclassified, restricted, secret, etc.);

	c.	A set of zero, one or more security categories;

	d.	A privacy marking (e.g. Staff in Confidence).

Both data and  routes may be explicitly associated with one of the ATN Security Policies.  Data may only pass over a route associated  with the same security policy. Data associated with the Security policy identifying  Systems Management Communications may pass over any route. All other data may only pass over a route associated  with the same security policy. Data which is associated with this security policy is restricted to systems management information which is considered ciritical for support of network operations.   When no security policy is associated with data or a route then the security policy associated with General Communications is assumed.

Under each such policy, this manual only specifies support for a classification of UNCLASSIFIED and the two categories specified below. Within the ATN, Routing Domains may apply different routing policies to data transferred under the different Security Policies. An RD may choose to only relay data transferred under certain Security Policies, or to limit certain routes to data transferred under a specific Security Policy.  For example, an RD, or a subnetwork may be restricted to operational communication only.

The use of privacy markings in the ATN is currently outside the scope of this manual.
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A.6.4.2 Route Origination

When a BIS advertises to a BIS in an adjacent ATN RD, a route to destinations located within its local RD, as required by the applicable Routing Policy specified in 6.3 above, a route to the same set of destinations shall be advertised to the same adjacent BIS for each other RIB-Att in common to the two BISs identified above. [a6 t 1650]

The values assigned to the SECURITY attribute and QOS metrics on routes advertised to another ATN BIS shall depend on the security policies and characteristics of the BIS's local RD, and those of the subnetwork(s) joining the two BISs. [a6 t 1660] When any of those subnetworks are restricted insofar as they are not available for use by traffic under any of the ATN Security Policies, then the values assigned to the SECURITY attribute and QOS metrics in each individual route shall only depend on the security policies and characteristics of the subnetworks joining the two BISs which are available for traffic which may follow that route. [a6 t 1670] The advertised route information shall enable the receiving BIS to unambiguously identify the joining subnetwork(s) which are associated with the access restrictions and QOS metrics included in the advertised route(s). [a6 t 1680]

A6.4.3 Re-advertisement of Routes

When a BIS advertises a route not originated locally and re-advertises it to another ATN BIS according to the applicable routing policy specified in 6.3 above, then it shall update the SECURITY attribute and QOS metrics contained in the route to take into account the security policies and characteristics of the BIS's local RD, and those of the subnetwork(s) joining the two BISs. [a6 t 1690] When any of those subnetworks are restricted insofar as they are not available for use by traffic under any of the ATN Security Policies, then the modification to the values of the SECURITY attribute and  QOS metrics in each individual route shall only depend on the security policies and the characteristics of the subnetworks joining the two BISs which are available for traffic that may follow that route [a6 t 1700].The advertised route information shall enable the receiving BIS to unambiguously identify the joining subnetwork(s) which are associated with the access restrictions and QOS metrics included in the advertised route(s). [a6 t 1710]

A6.4.4 Route Aggregation

Two routes shall only be aggregated when their SECURITY attributes identify the same Security Policy. [a6 t 1720] When two routes are aggregated, if a security classification is present in either of the component routes, then the classification of the aggregated route shall be set to the lower of the two classifications. [a6 t 1730]

A6.4.5 Ensuring  Route Availability

A route shall only be advertised by an ATN RD to an adjacent ATN RD  when it can be ensured that data sent over that route  by the RD to  which the route is advertised, is acceptable to every RD and RDC in the route's path, and will be relayed by them to the route's destination. [a6 t 1740]

Note.- The acceptability of a route may be determined using a priori knowledge derived from interconnection agreements with other RDs. [a6 n 1020]

A6.4.6 Route  Selection 

If required by its own Routing Policy, an ATN RD shall not, as part of its routing decision process  and with  reference to the route's RD_PATH, not select a route that has passed through an RD or RDC that is unacceptable to the ATN RD for relaying data associated with the route's security type. [a6 t 1750]
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	[01]			ISO 8073 Class 4 Connection-Mode Transport Entity

	[02]			ISO 8602 Connectionless-Mode Transport Entity

	[013]-[ff]		Spare Codes [a7 t 0900]

A7.5.9.4  Encoding

The SEL field shall be encoded using binary rules, as defined in  A7.4.5. [a7 t 0910]

A7.6  Transport Layer Addressing

A7.6.1  General

Note.—  This section provides requirements on the format of TSAP addresses.  A TSAP address is an NSAP address and a TSAP selector. [a7 n 0350]

A7.6.2  TSAP Selector

A TSAP selector shall be either one or two octets in length. [a7 t 0920]

A7.6.3  Format

The TSAP Selector field shall be interpreted as an unsigned binary integer. [a7 t 0930]

A7.6.4  Administration

The TSAP Selector field shall be administered on a local basis. [a7 t 0940]

A7.6.5  Range

Valid TSAP Selector field values shall be in the range [0] - [65535]. [a7 t 0950]

A7.6.6  Encoding

The TSAP Selector field shall be encoded using binary rules, as defined in A7.4.5. [a7 t 0960]

Recommendation.—  TSAP selector values in the range [0] - [255] should be encoded using one octet, higher values should be encoded using two octets. [a7 r 0050]

��Appendix 8	Transport Service and Protocol Specification

A8.1  General

1.  The COTP shall be used to provide an end-to-end reliable data transfer service between transport service users on two ATN ESs [a8 t 0010].   

2.  In ATN ESs, the implementation of the COTP shall conform to ISO 8073:1992 and the mandatory requirements given in this appendix [a8 t 0020].

3.  The CLTP shall be used to provide a CL data transfer service between TS-users on two ATN ESs [a8 t 0030].  

4.  In ATN ESs, the implementation of the CLTP shall conform to ISO 8602:1987 and the mandatory requirements given in this appendix [a8 t 0040].

Note.— The transport protocols specified for use in ATN ESs provide both CO and CL communication services.  The implementation and use of a particular mode of the transport layer service depends on the requirements of the application(s) supported by a given ATN ES. [a8 n 0005]

A8.1.1  Transport Service Access Point Addresses

1.  A TSAP address shall comprise two elements, a NSAP address and a TSAP selector [a8 t 0050]. 

2.  The NSAP address and the TSAP selector shall conform to the provisions in Appendix 7 [a8 t 0060].  

A8.1.2  Network Service Specification

1.  The COTP shall operate using the CLNS as specified in Appendix 9 [a8 t 0070].

Note 1.— TPDUs are sent via the N-UNITDATA request primitive.

Note 2.— The transport layer also assumes that the network layer provides a mechanism for reporting when there is congestion on the path between the local transport layer and the remote transport layer [a8 n 0010].

�A8.2  Connection Mode Transport Layer Operation

A8.2.1  Connection Mode Transport Protocol Overview

1.  ATN ESs shall implement the ISO 8073 Class 4 transport protocol in order to provide CO communications over the ATN internetwork [a8 t 0080].

Note.— The ATN COTS model conforms to the model defined in ISO 8072 [a8 n 0020]. Chapter 8 describes this model.

A8.2.2  Connection Mode Transport Quality of Service

Recommendation. — The transport layer should support the dynamic selection of QOS parameters and checksums on a per TC basis [a8 r 0010].

Note.— The QOS values are negotiated between the TS-users and TS-provider on a per TC basis during the connection establishment phase. The agreed values apply throughout the lifetime of the TC [a8 n 0030].

A8.2.2.1  Connection Mode Transport Priority

	1. The transport layer shall allow a TS-user to specify priority in the range [0 - 14]. [a8 t 0090]

	2. The transport layer shall not alter the proposed TC priority specified by the TS-user [a8 t 0100].

	3.  The transport layer shall treat all connections without expressed priority as being at the default priority [a8 t 0110].

	4.  The default priority shall be the lowest priority [14]. [a8 t 0120]

A8.2.2.2	 Connection Mode Transport Security

1.	The transport layer shall allow a TS-user to specify security in accordance with the four Security Types applicable to the ATN:

	A) ATN Operational Communications;

	B) ATN Administrative Communications;

	C) General Communications; and,

	D) ATN Systems Management Communications [a8 t 0130].

2.	The transport layer shall not alter the proposed TC security specified by the TS-user [a8 t 0140].

3.	The transport layer shall treat all connections without expressed security as default security [a8 t 0150].

4.	The default security shall be the lowest security (i.e. General Communications). [a8 t 0160]

A8.2.3  Connection Mode Transport Service Primitives

Note 1.- For the purposes of describing the notional interfaces between different OSI protocol layers, each protocol layer is assumed to provide a service to the next higher protocol layer.  The assumed service provided by the OSI transport layer to its user is described in ISO 8072.

Note 2.- ATN Applications may specify their use of the COTP implemented in ATN ESs using the TS specified in ISO 8072 including use of QOS, priority, and security parameters as specified in this manual.

Note 3.- There is no requirement to implement ISO 8072 as a software interface [a8 n 0040].

A8.2.4  Connection Mode Transport APRL

A8.2.4.1  Mandatory and Optional Functions

Note.— The requirements for the connection mode transport protocol are provided in the form of an ATN Profile  Requirements List (APRL).  The APRL is created based on the PICS defined in ISO 8073.  Note.- The 

�	2.	Non-standard default packet size to the maximum supported by the subnetwork.

	3.	Fast Select shall be used if available [a10 t 0720].

Note 1.—   Other optional user facilities and CCITT-specified DTE facilities may be required by subnetworks. The use of these facilities is a local matter [a10 n 0110].

Note 2.—   The SNDCF is assumed to know, a priori, if a given subnetwork supports prioritization of virtual circuits, the number of discrete priority levels supported and the relationship between the subnetwork priority and SNSDU priority [a10 n 0120].

Note 3.—  The mapping between SNSDU priority and subnetwork priority is specified separately for each subnetwork type [a10 n 0130].

Note 4.— If  Fast Select is not supported, the compression algorithms cannot be negotiated [a10 n 0140].

The call user data field layout shall be as illustrated in Figure A10.1. The field is variable in length, and shall be constructed as follows: [a10 t 0730]

	1.	 The first octet of the call user data field of the Call Request packet (the Subsequent Protocol Identifier (SPI)) shall be set to Binary 1100 0001 to indicate that the virtual circuit is to be used to provide the underlying service by this SNDCF. [a10 t 0740] 

	2.	The second octet is a length indicator giving the number of octets in the SNDCF parameter block (i.e. up to and including (if present) the maximum number of directory entries field). [a10 t 0741]

	3.	The third octet is the SNDCF version indicator and shall be set to 0000 0001 to indicate this version of the SNDCF protocol. [a10 t 0742]

	4.	The fourth and fifth octets form the Subnetwork Connection Reference (SNCR) for use in collision resolution. The value encoded in this field shall be the number of virtual circuits currently established between the calling and called DTEs (i.e. the originating and the responding SNDCFs) at this call priority. [a10 t 0743]

	5.	The sixth octet identifies the compression techniques supported by this ATN SNDCF. The bit fields in this octet indicates the following as shown in Figure A10.1 [a10 t 0744].

	Note 4.—  Multiple compression techniques may be supported [a10 n 0150].

Stream Compression Options

bit 8:�Spare (S)��bit 7:�ICAO Address Compression Algorithm (ACA)��bit 6:�V.42 BIS ��bit 5:�Spare (S)��  [a10 o 0030]

Note 5.—  The use of the stream compression algorithms referenced above is subject to validation [a10 n 0160].  

Dictionary Compression Options

bit 4:�Spare��bit 3:�Spare��bit 2:�Local Reference (LREF) option��bit 1:�Local Reference Cancellation Option (CAN) supported��  [a10 o 0040]

When bit 2 is set in the ISO 8208 Call Request, the LREF CLNP Header Compression is offered.  Bit 1 may only be set if bit 2 is also set.  When bit 2 is set the local reference cancellation procedures are also offered [a10 t 0750].

At most, one of the stream compression algorithms can be used, so bits 6 and 7 can both be offered in the call request packet, but both cannot be set in the call response packet [a10 t 0760].
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Figure A10.2: Call Accept User Data

It is important to specify the order in which compression algorithms and ISO 8208 segmentation are applied. The following text takes the most complex case where LREF, and a Stream Compression Algorithm have both been negotiated.  The LREF compression should be applied to the ISO 8473 PDU first.  The stream compression algorithm should be applied next.  Finally, if the PDU is still large enough to need M-bit sequencing procedures, these are applied.

This sequence is inverted on the receiving end.  Re-segmentation based on the M-bit is done followed by the use of a stream decompression algorithm, and finally the LREF decompression algorithm would be applied. 

      6.	The seventh and eight octet (Maximum Directory Entries) identifies the maximum number of directory entries supported for the local reference (minimum size 128), as an unsigned even number.  This field is included in the Call User Data if and only if bit 6 (the LREF option) in octet six is set [a10 t 0770].

7.	The Additional User Data field, starting at octet nine, is optional and shall only contain an NPDU starting with an SPI listed in ISO 9577as defined in ISO 9577 SPI [a10 t 0780].

Note 6.— The Additional User Data field may be used to convey the ISO 9542 ISH PDU as part of the routing initiation sequence [a10 n 0170]. 

Note 7.—  ISO TR 9577 provides the international register for SPI values. The value binary 1100 0001 has not been assigned by the ISO Technical Report and it is unlikely that it will be.  However, it is not guaranteed to be unambiguous outside of the scope of the ATN [a10 n 0180].

When a Call Indication is received, the called SNDCF first shall check for a call collision. If the SNDCF has an outstanding Call Request to the same DTE Address, as given as the calling DTE in this Call Indication, and the call priority and SNCR are identical, then a call collision has occurred, and the call collision resolution procedures specified in ISO 8473 Clause 8.4.3.5 shall be invoked to resolve the call collision [a10 t 0790].

The called SNDCF then performs those operations associated with accepting a call, provided that the call is permitted by the effective Security Policy, but generates no SN-UNITDATA indication; otherwise the call is rejected. The priority on call acceptance shall be that proposed by the calling SNDCF. The call shall also be rejected if the called SNDCF is unable to support the proposed directory size, or a proposed protocol option, and fast select is not available [a10 t 0800].

If the call is acceptable then the Called SNDCF shall accept the call and indicate the combination of compression techniques acceptable to the SNDCF, out of those proposed by the Calling SNDCF, by including the one-octet field shown in Figure A10.2, in the ISO 8208 Call Accept User Data. The Called SNDCF shall indicate support for no more than one stream compression option [a10 t 0810]. 

An additional User Data field in the Called Accept User Data, starting at octet two is optional and shall only contain an NPDU starting with an SPI listed in ISO 9577defined by an ISO 9577 SPI [a10 t 0820].

Note 8.—  The User Data field contained in the Call Accept User Data may  convey the ISO 9542 ISH PDU as part of the routing initiation sequence [a10 n 0190]

If the Called SNDCF accepts the call and if the Call User Data contains the User Data fields then the Called SNDCF shall process the PDU in the User Data field according to A10.6.4.7 [a10 t 0830].

�	SECURITY [a11 t 0360] 

An ATN BIS shall support both propagation and reception of the DIST_LIST_EXCL attribute [a11 t 0370].

A11.3.1.3.2.2 Network Layer Reachability Information.  

This variable length field shall contain a list of reachable destinations encoded as defined in ISO/IEC 10747 [a11 t 0380].

A11.3.1.3.2.3 Capacity Path Attribute.  

For the ATN environment, the CAPACITY unit shall contain one of the following  values:

Value		Meaning

1-9			Unassigned

13			0 - 19.2 KBits/sec

12			19.2 - 56 Kbits/sec

11			56 - 1500 Kbits/sec

10			> 1500 Kbits/sec

14 .. 255	Unassigned

 [a11 t 0390]

Note .-The CAPACITY path attribute is a well known mandatory attribute that is used to denote the traffic handling capacity of the RD_PATH listed in the same UPDATE PDU. Higher values indicate a lower traffic handling capacity than do low values [a11 n 0150]. 

A11.3.1.3.2.4 EXPENSE Path Attribute.  

 For the ATN environment, the EXPENSE units  shall be encoded in units of International Monetary Fund (IMF) Special Drawing Rights [a11 t 0400].

Note.-The EXPENSE path attribute is a well known discretionary attribute. The value of Expense associated with a given RD is contained in the managed object attribute LocExpense [a11 n 0160].

A11.3.1.3.2.5 SECURITY  Path Attribute.  

The SECURITY Path Attribute shall consist of the  Security Registration ID, and if the data is other than unclassified then Security Information indicating the security level of the data [a11 t 0410]. When the SECURITY  Path attribute is not present in the UPDATE PDU, a Default value shall be assumed indicating that the route is suitable for General Communications [a11 t 0420].

The format and encoding of the Security attribute shall be as specified in ISO/IEC 10747, and hence the parameter value shall be encoded as [a11 t 0430]: 				 

Security Registration ID Length�Security Registration ID (variable)�Security Information Length�Security Information (optional)��  [a11 o 0020]

A11.3.1.3.2.5.1 Security Registration ID Length

This one octet field shall contain the length in octets of the  Security Registration Identifier [a11 t 0440]. 

A11.3.1.3.2.5.2 Security Registration ID 

This field shall contain the value of the route's security type for ATN Operational, ATN Administrative and General Communications as defined in A9.5.4.1.2. [a11 t 0450]

A11.3.1.3.2.5.3 Security Information Length

This one octet field shall contain the length in octets of the Security Information [a11 t 0460]. If there is no security information, this field shall indicate a zero length. [a11 t 0470] 

A11.3.1.3.2.5.4 Security Information 

If  the route is suitable for data with a security level other than unclassified, then this field shall comprise the Security Classification Registered Field Set as defined in A9.5.4.1.4.1.1. [a11 t 0480]

A11.3.1.3.3  The KEEPALIVE PDU

An ATN BIS shall support the KEEPALIVE PDU for both origination and reception. [a11 t 0490]

A11.3.1.3.4  The RIB REFRESH PDU

An ATN BIS shall support the RIB REFRESH PDU for both origination and reception. [a11 t 0500]

A11.3.1.3.5  The IDRP ERROR PDU

An ATN BIS shall support the IDRP ERROR PDU for both origination and reception. [a11 t 0510]

A11.3.1.3.6  The CEASE PDU

An ATN BIS shall support the CEASE PDU for both origination and reception. [a11 t 0520]

A11.3.1.4  Procedures of Operation

An ATN BIS shall implement the procedures following the specification given in the international standard. [a11 t 0530] Following ISO/IEC 10747, BISPDUs shall be conveyed using the connectionless network service provided by the connectionless network protocol specified in ISO 8473.The IDRP shall access the service provided by ISO 8473 as defined in ISO/IEC 10747 [a11 t 0540]

A11.3.2  Boundary Intermediate System (BIS) - Model of Operations

An ATN BIS shall implement the procedures of operation specified in ISO/IEC 10747. [a11 t 0550]

A11.3.2.1  Routing Paths and Path Attributes

When originating a route or performing route information reduction, an ATN BIS shall only generate NSAP address prefixes that are octet-aligned. [a11 t 0560]

Note 1.—  For IDRP,  ATN NSAP prefixes  will be eleven octets (or less) [a11 n 0170]. 

Note 2.—  Appendix 6.4.1 specifies the RIB-Atts that an ATN BIS must support. [a11 n 0180]

Note 3. - The above requirement does not modify the requirement in ISO/IEC 10747 to be able to accept and correctly handle a non-octet aligned NSAP Address Prefix. [a11 n 0190]

Note 4. - The above requirement simplifies prefix matching. [a11 n 0200] 

A11.3.2.2  The Update Receive Process

An ATN BIS shall implement the Receive Process as specified in ISO/IEC 10747 [a11 t 0570]. When an UPDATE PDU is received, the BIS shall update the appropriate Adj-RIB-Ins [a11 t 0580]. For each feasible route, the Adj-RIB-In shall be identified by the set of distinguishing path attributes contained between consecutive instances of ROUTE-SEPARATORs or between the last ROUTE-SEPARATOR and the end of the UPDATE PDU [a11 t 0590]. 

A11.3.2.3  The Routing Decision Process

An ATN BIS shall implement a Decision Process which shall break ties between candidate routes as specified in ISO/IEC 10747 [a11 t 0600].

The Decision Process shall update the LOC-RIBs as specified in ISO/IEC 10747 [a11 t 0610]. When RIB-Att includes the priority attribute then all routes with the same NLRI shall be copied to the loc-RIB unless their computed 
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