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The following is my input to the Security discussion that I assume will take place this week:

1. My understanding is that the Security SG still do not want to provide for the downlink of an aircraft's certificate.

2. I object to this first on principle i.e. that the protocol should not constrain the Security Policies that may be applied - it should be the other way around.

3. Secondly, X.509 is an offline and not an online framework. There is no requirement in the framework to use a directory (or Context Management Server) and by introducing such a requirement you introduce, in my opinion, a serious vulnerability. That is, by attacking and disrupting the link to the online directory, an attacker can either force a Denial of Service (if loss of contact with the directory results in suspension of logins) or a weakening of security if the result is to permit communication in the absence of secure authentication. In the case of IDRP authentication, the whole point is to prevent Denial of Service attacks and hence closing down one vulnerability only to open up another seems a pretty dumb thing to do.

4. I am aware that the argument in favour of online directories is to provide access to up-to-date information on revoked certificates. However, I view this as the wrong solution to this problem. I would argue that information on revoked certificates needs to be pushed out to users as soon 

as they are revoked rather than queried on demand. Such an approach is only vulnerable to a sustained attack rather than a short but effective attack which is possible when an "on demand" server is used.

5. In the case of IDRP, I am doubtful whether a useful Denial of Service attack can be launched using a revoked certificate, as such an attack is only effective against the aircraft whose certificate was revoked. Why was it revoked? Perhaps if there is a geniune reason for a certificate to be revoked and a new certificate added then the aircraft's 11 octet prefix should also be changed (we could make use of the RDF field) in order to prevent such an attack.

6. I am aware of an IATA concern about GACS and the need to avoid a CM dependency for GACS security. I view the arguments here as being very similar to the above and emphasise the need to avoid a dependency on CM/Directory for ATN security.

Anyway, that's my sixpennyworth.

Regards

Tony Whyman

