Flimsy #5
Revision 1
Editorial Instructions for the Resolution of PDR M0040002

Introduction

In discussion at its meeting in Shannon, WG2 agreed that additional editorial changes were needed to the draft SARPs for the Extended 32-bit Transport Layer Checksum to reflect consequential changes needed to the transport service interface. In addition, it was noted that there was no longer a need to provide a 16-bit extended checksum (i.e. including the NSAP Addresses in the scope of the checksum). 

This flimsy provides agreed editorial changes to ICAO Doc 9705 2nd Edition to be forwarded to the CCB for final approval.

WP575 was also reviewed proposed SARPs text in the draft 3rd edition, and it was noted that these changes had been applied after the changes for dynamic timers. This is incorrect as the extended checksum has to be applied to the 2nd edition and dynamic timers are only introduced with the 3rd edition. The new sections must also be placed at the end of existing sections in order to avoid changes to existing paragraph references. It was also observed that consequential changes were necessary to 4.4.7. This flimsy also satisfies these concerns.

Changes to section 5.5.1.2

1. Change 5.5.1.2 list item (c) to

c) the required residual error rate (RER) to determine whether use or non-use of the transport checksum is required, or whether the extended 32-bit checksum is to be used
2. Insert new section 5.5.2.3.3

5.5.2.3.3 Connection Mode Residual Error Rate

Note.-Three qualitative levels of RER are defined for use with the connection mode transport service. These correspond to no checksums, the use of the 16-bit checksum specified in ISO/IEC 8073, and the use of the extended 32-bit checksum described in this specification.

5.5.2.3.3.1 The Transport Layer shall allow a TS-user to specify a Residual Error Rate as three qualitative levels i.e. low, medium and high.

5.5.2.3.3.2 When supported, a low Residual Error Rate shall correspond to the use of the extended 32-bit checksum described in 5.5.4. Otherwise, a low residual error rate shall be equivalent to a medium Residual Error Rate.

5.5.2.3.3.3 A medium Residual Error Rate shall correspond to the use of the 16-bit TPDU checksum described in ISO/IEC 8073.

5.5.2.3.3.4 A high Residual Error Rate shall correspond to non-use of any transport layer checksum.

3. Insert new section 5.5.2.4.3

5.5.2.4.3
Encoding of the Extended 32-bit Checksum Parameter

5.5.2.4.3.1 The Extended 32-bit Checksum Parameter shall be encoded as a variable part TPDU parameter using the following format:

Parameter Code:
0000 1000

indicating Extended 32-bit Checksum parameter

Parameter Length:
4

Parameter Value:
Result of the checksum algorithm as specified in 5.5.4.4

Note 1.- When supported, the parameter is included in a CR TPDU  and is thereafter included in all other TPDUs except when the connection responder indicates non-support of the parameter by omitting it from the variable part of the CC TPDU.

Note 2.- This parameter is not defined by ISO/IEC 8073. However, it is not a protocol error to use it in a CR TPDU as the ISO standard explicitly requires unknown options parameters in CR TPDUs to be ignored if unrecognised. Hence, as long as this parameter is only used in other TPDUs when both initiator and receiver indicate support by including it in the CR TPDU, and in a CC TPDU in response to such a CR TPDU, its implementation will not result in interoperability problems.

Note 3.- Parameter codes with bits 7 and 8 set to zero are explicitly not assigned by ISO/IEC 8073, but nor is their use precluded. It is theoretically possible that another non-ATN implementation may make alternative use of the same parameter code. Such implementations will not be interoperable with ATN implementations as CR TPDUs containing such a parameter will be ignored as the expected checksum will not verify as correct.

4. Insert new section 5.5.4

5.5.4 Extended 32-bit Checksum

5.5.4.1 General

5.5.4.1.1 When present in a TPDU, the Extended 32-bit Checksum parameter shall be validated using the algorithm specified in 5.5.4.6. 

5.5.4.1.2 If the validation fails, the TPDU shall be discarded without further processing.

5.5.4.2 Negotiating the Use of Extended 32-bit Checksums in Transport Connections

5.5.4.2.1 When extended 32-bit checksums are supported and a low Residual Error Rate is requested, the CR TPDU shall contain both an extended 32-bit checksum parameter computed as specified in 5.5.4.4 and the ISO/IEC 8073 checksum parameter. Use of checksums shall be proposed in the "Additional Option Selection" parameter of the CR TPDU.

Note.-Including the extended 32-bit checksum parameter in a CR TPDU implies that use of extended 32-bit checksum is proposed.

5.5.4.2.2 The Extended 32-bit Checksum parameter value shall be calculated first and the resulting check digits inserted into the TPDU before the ISO/IEC 8073 checksum is calculated.

5.5.4.2.3 The value of the ISO/IEC 8073 checksum parameter shall be set to zero before the Extended 32-bit Checksum is computed.

5.5.4.2.4 When a medium Residual Error Rate is requested, the CR TPDU shall contain the ISO/IEC 8073 checksum parameter; the extended 32-bit checksum parameter shall not be present. Use of checksums shall be proposed in the "Additional Option Selection" parameter of the CR TPDU.

5.5.4.2.5 When a high Residual Error Rate is requested, the extended 32-bit checksum parameter shall not be present. Use of checksums shall not be proposed.

5.5.4.3 Accepting the Use of Checksums

5.5.4.3.1 A CR TPDU that does not contain an Extended 32-bit Checksum parameter shall be processed in compliance with ISO/IEC 8073.

5.5.4.3.2 When a CR TPDU is received that includes the Extended 32-bit Checksum parameter, then the connection responder shall validate the received checksum as specified in 5.5.4.6 and, in order to signal acceptance of extended 32-bit checksum:

a) Compute and include an Extended 32-bit Checksum parameter, as specified in 5.5.4.4, in the responding CC TPDU;

b) Omit the ISO/IEC 8073 checksum parameter from the responding CC TPDU;

c) Reject the use of the 16-bit checksum in the "Additional Option Selection" parameter of the responding CC TPDU

5.5.4.3.3 The ISO/IEC 8073 checksum shall be verified as correct before the Extended 32-bit Checksum is verified.

5.5.4.3.4 Once the use of  Extended 32-bit Checksums is accepted, all other TPDUs exchanged on the same transport connection, in either direction, shall also include the Extended 32-bit Checksum parameter computed as specified in 5.5.4.4, and shall not include the ISO/IEC 8073 checksum parameter. Any TPDU received without the extended 32-bit checksum parameter or which includes an ISO/IEC 8073 checksum parameter shall be discarded. 

5.5.4.3.5 If a TPDU other than a CR TPDU includes both an extended 32-bit checksum parameter and an ISO/IEC 8073 checksum parameter shall be considered as a protocol error.

5.5.4.3.6 When the use of the extended 32-bit checksum is not acceptable then the Extended 32-bit Checksum parameter shall not be included in the CC TPDU. Use of the ISO/IEC 16-bit checksum shall be accepted if proposed.

Note 1.-There is no difference between rejecting the use of extended 32-bit checksums and the response of an implementation that does not support extended 32-bit checksums.

Note 2.-It is generally expected that if the extended 32-bit checksum is proposed then its use is necessary and it will be accepted. Rejection is very much an exceptional situation.

5.5.4.3.7 The Extended 32-bit Checksum parameter shall not be included in any subsequent TPDUs exchanged on the same transport connection if an Extended 32-bit Checksum parameter is not present in the CC TPDU.

5.5.4.4 Use in Connectionless Mode

5.5.4.4.1 When supported and when a low Residual Error Rate is requested by the service user, the Extended 32-bit Checksum shall be computed as specified in 5.5.4.4 and included in the UD TPDU Header as the value of the Extended 32-bit checksum parameter. The ISO/IEC 8602 Checksum parameter shall not be present.

Note.-The sender needs to know a priori that the intended recipient supports extended 32-bit checksums, otherwise the UD TPDU will be discarded on receipt due to it containing an unrecognised parameter.

5.5.4.4.2 When a medium Residual Error Rate is requested by the service user then the ISO/IEC 8602 Checksum shall be computed and included in the UD TPDU Header.

5.5.4.4.3 When a high Residual Error Rate is requested by the service user then neither the Extended 32-bit Checksum parameter nor the ISO/IEC 8602 Checksum parameter shall be present.

5.5.4.5 Extended Transport Checksum Computation

Note 1.- The style of Appendix B of ISO/IEC 8073 is followed in the definition of the extended transport checksum algorithm given below.

Note 2.-This algorithm has been derived from: Fletcher, J. G., "An Arithmetic Checksum for Serial Transmissions," IEEE Transactions on Communications, Vol. COM-30, No. 1, January 1982, pp. 247-252.

5.5.4.5.1  Symbols

Note.- The following symbols are used:

a) C0, C1, C2, C3 are variables used by the algorithm

b) i is the number (i.e. position) of an octet within the TPDU

c) n is the number (i.e. position) of the first octet of the Extended Transport Checksum parameter

d) L is the length of the complete TPDU including the "pseudo trailer"

e) Xj is the value of the jth octet of the Extended Transport Checksum parameter (in transmission order).

5.5.4.5.2 Arithmetic Conventions

5.5.4.5.2.1 Addition shall be performed in one of the two  following modes:

a) modulo 255

b) ones complement arithmetic in which if any of the variables has the value minus zero (i.e. 0xFFFF) shall be regarded as though it were plus zero (i.e. 0).

5.5.4.5.3  Algorithm for Generating the Checksum Parameters

5.5.4.5.3.1 The complete TPDU with the Extended 32-bit Checksum Parameter value field set to zero shall be set up. 

5.5.4.5.3.2 A "pseudo trailer" created from:

a) the length of the destination NSAP Address

b) the destination NSAP Address

c) the length of the source NSAP Address

d) the source NSAP Address,

and encoded identically to their encoding in the CLNP header, shall be appended to the TPDU.

Note 1.- This pseudo trailer is not part of the TPDU and is never transmitted to the destination end system.

Note 2.- A pseudo trailer rather than a pseudo header is used  because the check digits have to be moved to the end of the TPDU  by the receiver and hence a trailer will have to be constructed  anyway.

5.5.4.5.3.3 The Extended 32-bit Checksum shall be created by the following algorithm: 

1) Initialise C0 , C1, C2 and C3 to zero

2) Process each octet in the combined TPDU and pseudo trailer sequentially from i = 1 to L by

a) adding the value of the octet to C0; then

b) adding the value of C0 to C1, C1 to C2, and C2 to C3

3) Set the octets of the Extended 32-bit Checksum parameter as follows:

a) X0 = - (C0 + C1 + C2 + C3)

b) X1 = C1 + 2*C2 + 3*C3

c) X2 = - (C2 + 3*C3)

d) X3 = C3

4) Discard the pseudo trailer octets.

5.5.4.6 Algorithm for Checking the Checksum Parameters

5.5.4.6.1 The transport entity shall append to the received TPDU a "pseudo trailer" which is created from the source and destination NSAP Addresses associated with the incoming TPDU and the value of the received Extended Transport Checksum parameter in the following order: 

a) the length of the destination NSAP Address

b) the destination NSAP Address

c) the length of the source NSAP Address

d) the source NSAP Address,

encoded identically to their encoding in the CLNP Header,

e) the octets of the Extended 32-bit Checksum parameter value in the same order in which they appear in the checksum parameter.

5.5.4.6.2 The value of the Extended 32-bit Checksum Parameter shall be set to zero. 

5.5.4.6.3 If the received TPDU is a CR TPDU, then the value of the 16-bit checksum parameter shall be set to zero.

5.5.4.6.4 The Extended 32-bit Checksum shall be validated as follows:

1) Initialise C0, C1, C2 and C3 to zero

2) Process each octet in the combined TPDU and pseudo trailer sequentially from i = 1 to L by

a) adding the value of the octet to C0; then

b) adding the value of C0 to C1, C1 to C2, and C2 to C3

3) Discard the pseudo trailer.

4) If, when all the octets have been processed, one or more of the variables C0, C1, C2 or C3 do not have the value zero, then the checksum validation has failed.

5. Add the following new APRL item to para 5.5.2.7.1.2.2:

ATN6
Use of Extended Transport Checksum
5.5.2.3.3
O

6) Add the following new para 5.5.2.7.1.13:

5.5.2.7.1.13 Extended 32-bit Checksum

Index
Description
ATN SARPs Reference
ATN Support

ETC1
Extended Transport Checksum in CR TPDU
5.5.4.2
ATN7:M

ETC2
Extended Transport Checksum in CC TPDU
5.5.4.3.2
ETC1:M

ETC3
ISO/IEC 8073 Checksum Parameter in CC TPDU
5.5.4.3.1
ETC1:X

ETC4
Rejection of Use of 16-bit Checksum in CC TPDU
5.5.4.3.2 c) 
ETC1:M

ETC5
Extended Transport Checksum all subsequent TPDUs
5.5.4.3.4
 (ETC1 and ETC2):M

ETC6
Encoding of Extended Transport Checksum
5.5.2.4.3.1
ATN7:M

ETC7
Computation of Extended Transport Checksum
5.5.4.4
ATN7:M

ETC8
Validation of Extended Transport Checksum
5.5.4.6
ATN7:M

7. Insert new section 5.5.3.3.4

5.5.3.3.4 Residual Error Rate

Note.-Three qualitative levels of RER are possible for use with the connectionless transport service. These correspond to no checksums, use of the 16-bit checksum specified in ISO/IEC 8602, and the extended 32-bit checksum described in this specification.

5.5.3.3.4.1 The Transport Layer shall allow a TS-user to specify a Residual Error Rate as three qualitative levels i.e. low, medium and high. 

5.5.3.3.4.2 When supported, a low Residual Error Rate shall correspond to the use of the extended 32-bit checksum described in 5.5.4. Otherwise, a low residual error rate shall be equivalent to a medium Residual Error Rate. 

5.5.3.3.4.3 A medium Residual Error Rate shall correspond to the use of the 16-bit TPDU checksum described in ISO/IEC 8602. 

5.5.3.3.4.4 A high Residual Error Rate shall correspond to non-use of any transport layer checksum. 

8. Add the following new APRL items to para 5.5.3.6.2:

TpTetc
<t> TPDU UD Extended Transport Checksum
ATN SARPs Reference 5.5.4.4.1
-
M

TpRetc
<r> TPDU UD Extended Transport Checksum
ATN SARPs Reference 5.5.4.1.1
-
M

9. In section 4.4.7.4  replace 4.4.7.4 and following notes with:

4.4.7.4 Information on the use or non-use of the transport checksum or Extended 32-bit checksum shall be conveyed between the TS-User and TS-Provider via the “residual error rate” component of the T-CONNECT quality of service parameter.

Note 1.— 5.5.1.2 requires that the TS-user specifies the required residual error rate as low, medium or high in order to determine whether the Extended 32-bit checksum is used, the ISO/IEC 8073 transport checksum is used, or non-use of checksums, respectively. 

Note 2-In the ATN, the Quality of Service provided to applications is otherwise maintained using capacity planning techniques that are outside of the scope of this specification. Network administrators are responsible for designing and implementing a network that will meet the QOS requirements of the CNS/ATM applications that use it.

10. Replace 4.4.7.5 with

4.4.7.5 <paragraph deleted>

Editor’s note: The current text contains requirements on the transport provider which are properly contained (and are contained) in SV5, and which are out of date anyway.
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