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The WG2 plans for additions to the ATN SARPs for ATNP/3 includes provisions for the inclusion of security provisions in the ICS SARPs.  This flimsy presents an overview of the plans for completing the security tasks.





WG 2 Security Work Plan








The Working Group 2 Security Tasking consists of:





Addition to SARPs  for IDRP authentication messages


Liaison with WG 3 on X.500 Directory Schema


Liaison with WG 3 on X.509 certificate definition


Liaison with WG1/SG 3 (Systems management) for definition of certificate exchange for IDRP


Liaison with WG 3 on certificate management





Addition to SARPs for IDRP authentication





WG2 is tasked to develop modifications to the ICS SARPs to include the use of authentication in the IDRP messages.  The modifications must include Guidance Material on where authentication is required, where it is not to be used, and how it should operate.





IDRP authentication includes provisions for use of the IDRP authentication procedures, specification of an algorithm, and use/non-use over the air-ground link.





Schedule:





1.	Add SARPs material for authentication procedures in IDRP	-	�first draft done by 15th meeting of WG2�second draft by December 1998�completed draft by the penultimate meeting of WG2 prior to ATNP/3


2.	Add Guidance material for authentication procedures in IDRP and on the exchange of keys, and key management	-	�first draft done by Summer 1998�second draft by December 1998�completed draft by WG2 meeting prior to ATNP/3











Liaison with WG 3 on X.500 Directory Schema





WG2 will work with WG3 in the definition of the X.500 Directory Schema.  The coordination is needed to ensure that the schema include provisions for the specification of IDRP security mechanisms including provisions for X.509 certificates.





Liaison with WG 3 on X.509 certificate definition





WG2 will work with WG3 in the definition of the X.509 certificate to include the requirements for IDRP authentication.





Liaison with WG1/SG 3 (Systems management) for definition of certificate exchange for IDRP





WG2 will work with WG1/SG3 in the definition of procedures for exchanging certificates and keys between IDRP entities using system management; or in the definition of procedures for exchanging keys using an appropriate mechanism.





Liaison with WG 3 on certificate management





WG2 will work with WG3 in developing the procedures for the management of certificates with in the scope of the directory.  This will include requirements for Certificate Authorities and the add/deletion of certificates within the ATN directory.





Future Meetings:





WG2 Security Experts will meet along with the WG1/SG2 Security Sub-Group during the week of January 19, 1998 at a location to be determined.





Liaisons							-	 on-going


