ATNP WG2 – ICS Drafting Group (IDG)

Second Meeting

01-03 September 1999

1 Introduction.

The ATNP WG2 ICS Drafting Group (IDG) held their second meeting in Munich, Germany on 01-03 September 1999.  The following people participated in the meeting:

R. Jones

T. McParland

K-P. Graf

T. Whyman


S. Tamalet


B. Cardwell


B. Ramsey


D. Robinson

Mr. Cardwell served as the IDG chairman. 

The IDG reviewed and approved the agenda proposed by Mr. Cardwell with a slight adjustment to the order (attachment 1 to this report).

The IDG reviewed 14 working papers and 4 flimsies (the list of WPs is provided as attachment 2 to this report).

2 Review of the IDG1 Report and the IDG work programme.

The action list of the first IDG meeting was reviewed to determine work completed and work still outstanding for the second meeting.  Detailed discussion of issues/solutions was postponed to agenda item 5; the majority of items had been progressed.

3 Current Status of Redline 3rd Edition of SV5.

The draft SARPs text being updated by the IDG for WG2 is now the proposed Edition 3 of Doc 9705 SV5 as ICAO had chosen to publish proposed Amendment 1 of Doc 9705 as Edition 2.  As requested by the CCB Chairman, Mr. Graf had reviewed the ICAO Edition 2 and determined that all requested changes had been included correctly, however during the review a few additional typo’s had been discovered and it was hoped that ICAO would correct these in the published Edition 2.  Mr. Graf had updated the WG2 redline version of SV5 to reflect its status as proposed Edition 3 and it was presented as WP5 to this meeting.  The ‘redlining’ causes additional pages to be created in this working document and as a consequence the page numbers get out of sequence between the six files that comprise SV5.  It was agreed not to keep correcting this problem, but instead to correct it only when the final redline version was complete.

Mr. Graf presented WP6, “Change Control Log for 3rd Edition of SV5”, which lists all the changes made to Draft Edition 3 of SV5.  The changes were listed by paragraph/change type/enhancement number and also by enhancement number/affected paragraphs.  This clearly indicates all the changes in this redline version and which enhancement has caused each change.

Mr. Graf also presented WP4, “List of 3rd Edition ICS Enhancements”, which indicated the status of the proposed ICS SARPs enhancements using the ICS3-xx enhancement numbers which were proposed at IDG1.  The enhancement numbers were cross-referenced against the IDG Work Items agreed by WG2.  In this meeting, ICS3-11 was replaced and some of the later enhancements re-ordered.  

Mr. Graf will update the redline Edition 3 of SV5 with the changes agreed in IDG2 and merge an update of WPs 4&6 into a single paper for the 19th WG2 meeting.

ACTION IDG2-1

4 Review of candidate ICS Enhancements

4.1 ICS3-01

Requirements for mobile subnetworks to issue Join and Leave Events within a given latency (IDG Work Item 1)

This enhancement has two aspects.  First the mandating of Join/Leave events and second the need to issue the leave events within a given latency.  The need for this enhancement arose from the situation when an aircraft would leave the coverage of an a/g subnetwork and clear its own IDRP route, however the A/G BIS would not know the aircraft was not available on that a/g SN until it tried to send data.  This transmission would fail, but only after all the timers and re-tries had expired.  Often a valid secondary route to the same aircraft would be available on a different a/g SN, but it would not be used until the first a/g/ SN was declared unavailable.  This is a QoS issue that needed resolution.

Whilst this is a relatively easy enhancement in ICS terms, it has a serious impact upon the SN SARPs under responsibility of the AMCP.  Mr. Jones, WG2 Rapporteur, will prepare a formal communiqué to the AMCP for review by WG2-19 to informing of this enhancement and the need for ATN Package-2 compliant mobile networks to comply.

ACTION IDG2-2

As this change has a direct impact on the VDL Mode 2 SN, a second communiqué will be prepared to highlight the enhancements needed to enable it to comply with the leave event latency requirement.  Flimsy #1 was prepared as a starting text for this communiqué.  An update of Flimsy #1 would be submitted to WG2-19.

ACTION IDG2-3

While discussing the SARPs changes inserted into the redline Ed 3 SV5, the IDG1 decision to maintain existing paragraph numbering where possible was re-visited.  As many product implementations have used the Edition 1 paragraph numbers in their specification traceability matrices, there is demand to keep Edition 1 paragraph numbers.  Mr. Graf checked with the Panel Secretary and determined that it was permitted to retain empty paragraph numbers with an explanation “paragraph deleted”.

As leave events would now be mandatory, the SARPs paragraphs related to maintenance of watchdog timers (5.3.5.2.13.2-4) would be deleted.  Mr. Graf would include this in the ongoing update of the redline Ed 3 SV5.

4.2 ICS3-02

Requirement for IS-SME to respect quarantine time before processing next Join event from mobile subnetworks having issued a Leave event (IDG Work Item 2)

This enhancement arises from the situation where an aircraft is at the fringe of an a/g SN's coverage.  As a result, signal strength would cause loss and regain of the SN connections and this would result in the generation of repeated Join/Leave events. It was noted that VDL Mode 3 and Mode-S had their own internal timers to suppress this problem. To prevent this causing constant issuance of route updates to adjacent BISs, it is agreed that the A/G router should not process Join Events from a SN that has issued a Leave Event within a parameter time for a second parameter. It was noted that VDL Mode 3 and Mode-S had their own internal timers to suppress this problem.  Mr. Cardwell will prepare proposed change text in the Join Event section of the SARPs (5.3.5.2.4.1 onwards) for Mr. Graf to include in the redline Ed 3 SV5 that will be presented to WG2-19.  [This was to have been Flimsy #2, but the task was not completed during the meeting]. 

ACTION IDG2-4

4.3 ICS3-03

Use of adaptive retransmission timers in the COTP (part of IDG Work Item 3)

The redline Ed 3 SV5 had already been updated with the SARPs changes proposed in WP8 “TP4 Adaptive retransmission timer – SARPs & GM”.  It was agreed that references to Table 5.5-1 were required in the new SARPs text and that minor modifications to sections 5.5.2.2.13.x were also required to indicate that where dynamic timers were in use, the table gave initialization values.  The formulae in the second note under Table 5.5-1 were replaced with a reference to ISO 8073.  WP8 was updated and, with a few minor changes, the new text would be incorporated in the redline Ed 3 SV5.

4.4 ICS3-04

Route selection based on required support for additional mobile subnetwork types and additional criteria e.g. service provider selection (IDG Work Item 6)

This enhancement provoked a long discussion.  There was an obvious solution, as proposed in WP521, but this would require a version roll of CLNP to accommodate the longer security label.  Current implementations and those under development interpreted the security label very strictly and discard any packet that does not conform to a security label mapping already in SV5 Ed 1.  

A Level A PDR was considered to ensure that products under development would incorporate the change, but an alternative solution was developed.  The alternative proposal was documented in Flimsy #3 and would be presented to WG2-19.  Between IDG2 and WG2-19, Mr. Hennig would be requested to seek developer/airline support for this proposal [the alternatives being version roll and/or Level A PDR].  If this approach is endorsed then IDG3 will develop the necessary SARPs modifications.

ACTION IDG2-5

4.5 ICS3-05

Requirements for ICS-related systems management consistent with the ATN systems management concept i.e. draft Sub-volume 6 (IDG Work Items 9 & 18)

SARPs text providing references to SV6 for Systems Management were provided in WP14, “Systems Management Provisions”.  Mr. Tamalet offered to review this WP in the System Management SG and offer an updated text to Mr. Graf by 13th September.  This will be included in the redline Ed 3 SV5 to be presented at WG2-19.

ACTION IDG2-6
4.6 ICS3-06

Requirements for enhanced IDRP security consistent with the ATN Security architecture (IDG Work Item 10)

Mr. McParland presented WP11, “IDRP Authentication Scenarios Using Cryptographic Primitives/Functions” to explain the proposed ICS security authentication mechanism.  The key discussion item was the re-inclusion of the option for the Airborne Router to send it’s public key certificate to the ground router.  This was included as an option, but text would be added to indicate that use of this option would be a local (ground) policy issue, the SARPs would provided the capability in case this function was ever required.  

Following the discussion of the scenarios, Mr. McParland presented WP12, “Proposed ICS Revisions to IDRP Authentication”.  To reflect the main point of the preceding paragraph, a note would be added to SV8 (the Security SV) to indicate that the Airborne Router's transmission of its certificate and authentication of the ground (router) by the aircraft would be options.  However as this is likely to be a State policy issue, WG1 would be notified of this concept as it may need to be reflected in SV1 also.

ACTION IDG2-7

In discussion of the encoding of the ISH Authentication parameter it was proposed that use of three bits should be defined.  These bits would indicate: intent to authenticate, request to return public certificate, request to return path to State CA.  Mr. McParland will consider the need/value of this encoding and report to WG2-19. 

ACTION IDG2-8

In order to advance this work it was agreed that a joint WG1/SG2 and WG2 meeting would be required during the Gran Canaria series of meetings.

ACTION IDG2-9

It was suggested that some of the SARPs changes proposed in WP12 could be incorporated with other enhancements, specifically the flagging bits could be included in the datalink capability parameter.  Mr. Graf would propose rationalisation in the redline version of Ed 3 SV5 that would be presented to WG2-19

ACTION IDG2-10
Mr. McParland would make further editorial changes to WP12 and provide a soft copy to Mr. Graf by 13th Sept.  All the proposed security SARPs will be included in the redlined Ed3 SV5 to be presented to WG2-19.

ACTION IDG2-11
4.7 ICS3-07

Deletion of the ATN NSAP address compression algorithm (ACA) (IDG Work Item 11)

This enhancement had been “PDR’d” and the proposed changes included in WP5.  With minor amendment, these changes were agreed and this enhancement closed.

4.8 ICS3-08

Suppression of re-advertisement of routes in the case of changing mobile subnetwork connectivity (IDG Work Item 14)

An exception case was found that impacted on the proposed changes included in WP5.  As a result the changes proposed for page V-51 were removed and the other changes accepted.  If there is no further comment on the ICS enhancement in WG2-19 then it will be closed.

4.9 ICS3-09

Conveyance of data link capability parameter in air/ground ISH PDU exchanges to signal protocol capabilities which are beyond 1st edition Doc 9705 between air/ground and airborne routers in a backwards compatible manner (IDG Work Items 2, 15, 17)

With minor text modifications, the proposals included in WP5 (redline Ed 3 SV5) and cross referenced in WP6 were accepted.

4.10 ICS3-10

Improved handling of the loss of TPDUs experienced during changes in subnetwork connectivity (part of IDG work Item 3)

This enhancement relates to the suggestion to mandate Selective Acknowledgement to improve QoS when TPDUs are lost (the long TP4 timers causing an extended recovery time).  It was noted that current implementations and those under development do not support Selective Ack so mandating it could be an issue.  The conclusion was that as we have mandated use of adaptive dynamic timers for Package 2/Ed 3 then the problem will generally be avoided and the added benefit from mandating Selective Ack was now marginal.  Selective Ack was already recommended in Edition 2 and users that are particularly concerned can request that their implementations use it.

Whilst re-visiting the subject of dynamic timers, the mandating of the use of the Jacobson algorithm was considered.  The conclusion was that this was unnecessary, but a SARP would be added to state that if it were not used then an algorithm providing at least equivalent performance must be used.

4.11 ICS3-11

Modification of the TP4 Local Acknowledgement Timer, A

Mr. Tamalet presented WP9, “Discussion on the TP4 Acknowledgement Timer Value”, which presented a discussion of the pros and cons of setting a shorter local acknowledgement timer in Table 5.5-1.  The conclusion was that in most circumstances a significantly shorter Local Acknowledgement timer would enable faster round trip times without generating extra a/g traffic.  It was agreed that for applications that send a sequence of TPDUs more a/g traffic would be generated because extra ACKs could be sent.  This may impact upon AOC more than ATC applications.  The conclusion was to change the nominal value of A to 1 and adjust the other values in the table affected by this change.  The new values would be re-examined in WG2-19; additional information from previous work on this subject should be submitted if it will help conclude discussion on this enhancement during WG2-19.

4.12  ICS3-12

Potential amendment of existing mobile SNDCF and/or development of additional mobile SNDCFs to include new subnetwork types (IDG Work Item 7)

WG2 had sent a communique to AMCP to which there had been no formal response when IDG2 met but the FAA had informal internal discussions.  It was agreed that the AMCP response was required in order to progress this work item and thus no progress could be made.  If necessary, this enhancement will be delayed until after ATNP/3.

Mr. Whyman presented WP13, “A New Mobile SNDCF for 2nd Generation Air/Ground Datalinks”.  This version of the paper was an incomplete draft but presented to advance the discussion. Work will continue on the paper and a final version, with proposed SARPs text would be presented to IDG3 (workload permitting).

ACTION IDG2-12
A related subject was raised under this enhancement and referred to as “Make before Break”.  Flimsy #4, “VDL Mode 2 Route Initiation Illustration”, was presented by Mr. Whyman to explain the various PDUs transmitted to achieve route initiation in a VDL Mode 2 environment.  The issue involved is, depending upon the design of the VDL Mode 2 Ground Systems, it may be necessary to repeat this process quite often during a flight causing a significant IDRP overhead involved.  Analysis of the Make before Break issue was attempting to identify ways of removing the need for a complete route initiation where sub-network availability is unchanged by a change of VDL Mode 2 Ground System.  As indicated above, this problem could be reduced by VDL Ground System design and it was not proposed to develop ATN SARPs solutions to this.  Instead attendees were invited to consider the problem and input was invited for the WG2-19 and IDG3 meetings.

ACTION IDG2-13
4.13 ICS3-13

Potential enhancements to the DEFLATE algorithm to allow for the dynamic negotiation for the use of pre-stored dictionaries (part of IDG Work Item 12).

Was considered with ICS3-14.  See below.

4.14 ICS3-14

Potential additional mobile SNDCF option to allow maintenance of DEFLATE history window when changing ground stations or air/ground routers respectively (part of IDG Work Item 12)

A key issue considered under this enhancement was where such information could be indicated in CLNP packets in a backwards compatible way.  A Level B PDR would be generated to give an extension capability to the SNDCF Header field.

ACTION IDG2-14
By providing a backwards compatibility mechanism, ICS3-14 and 15 could be considered.  Mr. Tamalet agreed to develop, resource permitting, draft SARPs for enabling the use of pre-stored dictionaries and maintainance of the DEFLATE history window.

ACTION IDG2-15
4.15 ICS3-15

Potential use of additional security tags to introduce new routing capabilities in a backwards compatible manner (IDG Work Item 17)

The meeting agreed to re-consider this enhancement based on the response on Flimsy #3 expected from WG2, airline industry and the developer teams.

4.16 ICS3-16

Potential QoS-related enhancements to IDRP based on recent work such as that of the IETF “QoS Routing Mechanisms and OSPF extensions” (IDG Work Item 8)

There was no input to this meeting on this enhancement and no input under development.  This enhancement was postponed until after ATNP/3.

5 Review of current SV5 PDRs

Mr. Graf presented WP7, “Sub-volume 5 PDRs” which presented the status of the current SV5 PDRs.  It was noted that PDRs 99070004 and 99070006 were included in the WP5 at this meeting and no further changes were expected.  PDR 99070005 was discussed and resulted in a change to the proposed solution currently documented.  Mr. Graf would update the PDR and re-issue.

ACTION IDG2-16
PDR 99080004 was a new PDR and would be actioned via the existing SDM procedure.

Mr. Jones noted that the ATN SARPs included the transmission of APC traffic, but that no priority level had been allocated for APC.  The FAA would submit a WP to the upcoming WG1 as the priority table was now only located in SV1.

6 Review of SV5 Validation Report

Mr. Jones presented WP3, “ICS Package SARPs Validation Report”.  Input is requested for WG2-19 to populate the document now that the framework is complete.  

ACTION IDG2-17
7 Action Items

An action item list was prepared, referenced against each ICS SARPs Enhancement number (cross-referenced to work programme item) as necessary, and is included as attachment 3 to this report.

8 Plans for next IDG meeting.

Mr. Cardwell will host the next IDG meeting 3-5 November in Gatwick.  He will provide details on the meeting location and hotels to the IDG members at WG2-19.

ATTACHMENT 1

IDG Second Meeting

Munich, Germany

01-03 September 1999

1.
Approval of the agenda

2.
Collection of working papers

3.
Review of the IDG1 report and the IDG work programme

4.
Report current status of redline 3rd Ed. of SV5

5. Consideration of each candidate ICS enhancement based on the IDG work programme and submitted working papers.

6.
Review of current SV5 PDRs 

7.
Review of the SV-5 validation report

8.
Assign action items

9.
Plans for the next IDG meeting

10.
Any other business

ATTACHMENT 2

ATNP WG2 IDG 2nd Meeting

01-03 September 1999

Munich, Germany

LIST OF WORKING PAPERS

WP No.
Agenda

Item
Presenter
WP Title

1
1
B. Cardwell
Proposed Agenda

2
3
B. Cardwell
WG2 IDG Meeting 1 Report

3
7
R. Jones
Sub-Volume V (ICS) ‘Package-2’ Validation Report for ATNP/3 Version 0.21

4
6
K-P Graf
List of 3rd Edition ICS Enhancements

5
4
K-P Graf
Draft 3rd Edition of Sub-Volume 5

6
4
K-P Graf
Change Control for 3rd Edition of Sub-Volume 5

7
5
K-P Graf
Sub-volume 5 PDRs

8
6
S. Tamalet
TP4 Adaptive retransmission timer – SARPs and Guidance Material

9
6
S. Tamalet
Discussion on the TP4 Acknowledgement Timer Value

10
6
IP
Draft VDL3 SARPs – Section 4.7 Subnetwork Layer

11
6
T. McParland
IDRP Authentication Scenarios Using Cryptographic Primitives/Functions

12
6
T. McParland
Proposed ICS Revisions to IDRP Authentication

13
6
T. Whyman
A New Mobile SNDCF for 2nd Generation Air/Ground Daatalinks

(Draft)

14
6
J. Moulton
Systems Management Provisions











Flimsy

No.




1
ICS3-01
T. Whyman
Draft Communique to AMCP On VDL Mode 2 Leave Event Latency

2
ICS3-02
B. Cardwell
Withdrawn – ACTION IDG2-4

3
ICS3-04
R. Jones
Overview of proposal to enable selection of a/g/ SN by supplier

4
ICS3-12
T. Whyman
VDL2 Route Intitation

5
General
M. Paydar
E-mail re SARPs paragraph deletion






ATTACHMENT 3

Action Items


Action
Reference
Who
When

IDG2-1
Update Redline SV5 and the associated change cross-reference document for WG2-19.
N/A
K-P. Graf
22 Sept 99

IDG2-2
Prepare a communiqué to the AMCP informing them of the proposed mandating of Join/Leave Events and the need for all Package-2 a/g SNs to comply.  For review by WG2-19.
ICS3-01
R. Jones
WG2-19

IDG2-3
Submit updated FL#1 to WG2-19 regarding the enhancements required to VDL2 to enable it to meet the proposed latency times for Join/Leave events.
ICS3-01
T. Whyman
WG2-19

IDG2-4
Submit proposed SARPs amendments to prevent Join/Leave event churn
ICS3-02
B. Cardwell
21 Sept 99

IDG2-5
Consider Fl#3 and determine airline/developer opinion
ICS3-04
P. Hennig
WG2-19

IDG2-6
Review and update WP14 at the WG1 JSG meeting
ICS3-05
S. Tamalet
13 Sept 99

IDG2-7
Add a note to SV8 to indicate that an option for the ground to demand mutual authentication had been added but this would be a State policy issue.
ICS3-06
T. McParland
WG1

IDG2-8
Consider use of flag bits to indicate authentication/certificate information
ICS3-06
T. McParland
WG2-19

IDG2-9
Arrange joint IDG/WG1 SG1 meeting during Spanish series of meetings
ICS3-06
B. Cardwell
WG2-19

IDG2-10
Rationalisation of new flag bits identified in all new enhancements
General
K-P. Graf
WG2-19

IDG2-11
Update WP12 and provide to Mr. Graf for inclusion in WG2-19 Ed3 redline
ICS3-06
T. McParland
13 Sept 99

IDG2-12
Update WP13 and re-submit
ICS3-12
T. Whyman
WG2 or IDG

IDG2-13
Consider whether solutions to make before break are required and submit as necessary
ICS3-12
All
WG2-19

IDG2-14
Raise PDR to introduce entension of SNDCF Header field
ICS3-14
K-P. Graf
ASAP

IDG2-15
Develop draft SARPs for DEFLATE pre-stored dictionaries and maintenance of history window as resource permites
ICS3-14
S. Tamalet
WG2 or IDG

IDG2-16
Update solution of PDR 99070005 and re-circulate
PDRs
K-P. Graf
ASAP

IDG2-17
Submit input for SV5 Package 2 validation report
Validation
All
WG2-19
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