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Change Proposal Material for Transport Security (DR67)


The attached CP material has been produced in order to resolve the outstanding DR67. The defect relates to the incomplete specification of the transport security provisions and its alignment with provisions of chapter 6. The proposed changes essentially define the “TC Security Label” and specifies how it is set on initiating and receiving sides.


After further review by the Working Group it was found that section 2.7.3.1 and 2.7.4.1 already addressed part of the missing requirements and that section 5.2.5 needed alignment w.r.t. Security Label passing at NS boundary. Consequently, this flimsy now proposes a new set of changes which takes into account the available text in 2.7. Although this text should preferably appear in section 5, it is proposed to minimise the changes by making a reference to it where appropriate.


Replacement text for sections 5.1.2, 5.2.2.2 and 5.2.5:


�
5.1.2	Internet Service Description


Note 1. - When the TS-USER requires use of the connection mode transport protocol the TS-USER will provide the following information to the TS-PROVIDER on a per Transport Connection basis:


a)	called and calling TSAP address;


b)	whether or not the expedited data option is required;


c)	the required residual error rate (RER) to determine whether or not the transport checksum is required;


d)	the Application Service Priority to be mapped into the resulting CLNP NPDUs according to Table 2-2;


e)	the ATN Security Label specifying the ATN Traffic Type, i.e. 


ATN Operational Communications;


ATN Administrative Communications;


General Communications;


Systems Management Communications.


In the case where the Traffic Type specified is ATN Operational Communications the TS-USER will additionally provide the Sub-type, i.e. Air Traffic Services Communications (ATSC) or Aeronautical Operational Control Communications (AOCC).


In the case of  the ATSC sub-type the TS-USER will further specify the required Class of Communications Service from Class A to Class H.


In the case of the AOCC sub-type the TS-USER will further specify the subnetwork preference (including no preference).


The ATN Traffic Types and their associated Sub-types are specified in ChapterSection 6, Table 6-1. The encoding of the ATN Security Label is specified in Chapter 6, Figure 6-1 and section 6.2.2.1 bullet 2.


Note 2. - The TS-USER is not required to specify any other Transport Service Quality of Service parameters.


[...]


5.2.2.2	Connection Mode Transport Security


Note.— The ATN security mechanism does not make use of the ISO/IEC 8073 Protection parameter. The support of the Protection parameter is therefore optional for CNS/ATM-1 Package.


1.	The transport layer shall allow a TS-user to specify a Ssecurity Label for a transport connection. The transport security shall be implemented as specified in 2.7.3.1. The Security Label shall be encoded according to the provisions of  Chapter 6, section 6.2.2.1.in accordance with the four Security Types applicable to the ATN and their respective sub-types, as defined in ChapterSection 6 (Table 6-1):


ATN Operational Communications;


ATN Administrative Communications;


General Communications; and,


ATN Systems Management Communications [a8 t 0130].


2.	The transport layer shall not alter the TC Ssecurity Label specified by the TS-user [a8 t 0140].


3.	The transport layer shall treat all connections without expressed security as default security [a8 t 0150].


4.	The default ssecurity shall be the lowest security (i.e.the zero-length Security Label value indicating “General Communications” traffic). [a8 t 0160].


Note.— When default security label  is specified, NPDUs are generated without CLNP Security parameter. 


[...]


5.2.5.2.3.2 Network Layer Security.


The COTP shall use the security label provided in the T-CONNECT request as the value of the N-UNITDATA security parameter [a8 t 0460].


Note.— The use of the network layer security is specified in 2.7.4.1.


[...]


5.2.5.3.3 Network Quality of Service


Note.— There are no requirements for the receiving transport entity to perform any actions based on the other network QOS parameters contained in the N-UNITDATA Indication primitive [a8 n 0200].


5.2.5.3.3.1 Network Layer Security.


Note.— The use of the network layer security is specified in 2.7.4.1.
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