Forwarding CLNP NPDUs� TC "5.� STYLEREF "Titre 3" \n \* MERGEFORMAT �0� Forwarding CLNP NPDUs" \l 3�


General� TC "5.� STYLEREF "Titre 4" \n \* MERGEFORMAT �0� General" \l 4�


The forwarding processes for a CLNP NDPU shall operate by selecting the FIB identified by the combination of the QoS Maintenance and Security Parameters found in the CLNP Header, and selecting from that FIB, the entry, if any, identified by the longest matching NSAP Address Prefix. 


The next hop information found in this FIB entry shall then be used to forward the NPDU.


Note.— Forwarding decisions that take into account the CLNP QoS Maintenance Parameter are a local matter and an ATN Router may hence ignore this parameter.


Forwarding a CLNP NPDU when no Security Parameter is present in the PDU Header� TC "5.� STYLEREF "Titre 4" \n \* MERGEFORMAT �0� Forwarding a CLNP NPDU when no Security Parameter is present in the PDU Header" \l 4�


Note . — This case applies for General Communications Data (see 5.2.7.1).


When a CLNP NPDU is received by an ATN Router and that NPDU does not contain a Security Parameter in the PDU Header then that NPDU shall be forwarded over the selected route to the NPDU’s destination with the longest matching NSAP Address Prefix and which, if present, that either:


contains a security path attribute comprising the ATN Security Registration Identifier and security information that comprises:


either an Air/Ground Subnetwork Security Tag that has “General Communications” in its set of permissible Traffic Types, or


no Air/Ground Subnetwork Security Tag,


or


2.	does not contain any security path attribute.


If no such route can be found then the NPDU shall be discarded.


Forwarding a CLNP NPDU when a Security Parameter is present in the PDU Header� TC "5.� STYLEREF "Titre 4" \n \* MERGEFORMAT �0� Forwarding a CLNP NPDU when a Security Parameter is present in the PDU Header" \l 4�


General� TC "5.� STYLEREF "Titre 5" \n \* MERGEFORMAT �0� General" \l 5�


When a CLNP NPDU is received by an ATN Router and that NPDU contains a Security Parameter in the Globally Unique Format, and encodes security related information according to 5.6.2.2 under the ATN Security Registration Identifier, then the NPDU shall be forwarded according to the procedures specified below. 


Note 1. — The CLNP NPDU Header Security Parameter is used to indicate the Traffic Type of the application data contained in the NPDU, and the application’s routing policy requirements.


Note 2.— The procedures for handling an NPDU with any other format of Security Parameter, or with any other Security Registration Identifier are outside the scope of this specification. 


ATN Operational Communications Traffic Type - ATSC Traffic Category� TC "5.� STYLEREF "Titre 5" \n \* MERGEFORMAT �0� ATN Operational Communications Traffic Type - ATSC Traffic Category" \l 5�


Note . — In this case, either no Traffic Type policy preference may be specified, or an ATSC Class may be specified.


No Traffic Type Policy Preference� TC "5.� STYLEREF "Titre 6" \n \* MERGEFORMAT �0� No Traffic Type Policy Preference" \l 6�


Note 1.— This case corresponds to a Traffic Type and Associated Routing Policy Security Tag value of 000 00001.


If the NPDU contains a CLNP NPDU Header Security Parameter in the globally unique format, and encodes:


security related information according to 5.6.2.2 under the ATN Security Registration Identifier, and


a traffic type of ATN Operational Communications and a traffic category of Air Traffic Service Communications, and


no Traffic Type Policy Preference, 


then the NPDU shall be forwarded over the selected route to the NPDU’s destination with the longest matching NSAP Address Prefix, and which a selected route to the NPDU’s destination that contains a security path attribute comprising the ATN Security Registration Identifier and security information that comprises:


An Air/Ground Subnetwork Security Tag that has “ATN Operational Communications - Air Traffic Services Communications” in its set of permissible Traffic Types, or


no Air/Ground Subnetwork Security Tag,


and an ATSC Class Security Tag indicating support of the lowest class out of all such routes available.


Note 2.— The requirement in 5.3.2.2.1.1 always takes precedence over selection based on ATSC Class i.e. a route with a longer matching NSAP Address Prefix with a higher ATSC Class, is always preferred over a route with a lower ATSC Class but with a shorter NSAP Address Prefix. This is essential for the avoidance of routing loops.


Note 32.— ATSC Class “H” is the lowest and Class “A” is the highest.


If no such route can be found, then the NPDU shall be discarded.


ATSC Class Specified� TC "5.� STYLEREF "Titre 6" \n \* MERGEFORMAT �0� ATSC Class Specified" \l 6�


Note 1.— This case corresponds to Traffic Type and Associated Routing Policy Security Tag values 000 10000 to 000 10111 inclusive.


If the NPDU contains a CLNP Header Security Parameter in the globally unique format, and encodes:


security related information according to 5.6.2.2 under the ATN Security Registration Identifier, and


a traffic type of ATN Operational Communications and Air Traffic Service Communications traffic category, and


a requirement to route the NPDU over a route of a specified ATSC Class, 


then the NPDU shall be forwarded over the selected route to the NPDU’s destination with the longest matching NSAP Address Prefix, and which a selected route to the NPDU’s destination that contains a security path attribute comprising the ATN Security Registration Identifier and security information that comprises:


An Air/Ground Subnetwork Security Tag that has “ATN Operational Communications - Air Traffic Services Communications” in its set of permissible Traffic Types, or


no Air/Ground Subnetwork Security Tag 


and an ATSC Class Security Tag indicating:


support of the required class, or a higher class, or


if no such route is available then, the route with the highest ATSC Class available is chosen.


Note 2.— The requirement in 5.3.2.2.1.1 always takes precedence over selection based on ATSC Class i.e. a route with a longer matching NSAP Address Prefix with a lower ATSC Class, is always preferred over a route with a higher ATSC Class but with a shorter NSAP Address Prefix. This is essential for the avoidance of routing loops.


Note 32.— ATSC Class “H” is the lowest and Class “A” is the highest.


If no such route can be found then the NPDU shall be discarded.


If multiple routes are available which meet or exceed the required ATSC Class, then the route with the lowest relative cost shall be selected.


ATN Operational Communications Traffic Type - AOC Traffic Category� TC "5.� STYLEREF "Titre 5" \n \* MERGEFORMAT �0� ATN Operational Communications Traffic Type - AOC Traffic Category" \l 5�


Note . — In this case, either no routing policy may be specified, or an Air/Ground Subnetwork type may be specified, or an Air/Ground subnetwork order of preference may be specified.


No Traffic Type Policy Preference� TC "5.� STYLEREF "Titre 6" \n \* MERGEFORMAT �0� No Traffic Type Policy Preference" \l 6�


Note 1.— This case corresponds to a Traffic Type and Associated Routing Policy Security Tag value of 001 00001.


If the NPDU contains a CLNP Header Security Parameter in the globally unique format, and encodes:


security related information according to 5.6.2.2 under the ATN Security Registration Identifier, and


a traffic type of ATN Operational Communications and Aeronautical Operational Control traffic category, and


no Traffic Type Policy Preference, 


then the NPDU shall be forwarded over the selected route to the NPDU’s destination with the longest matching NSAP Address Prefix, and which a selected route to the NPDU’s destination that contains a security path attribute comprising the ATN Security Registration Identifier and security information that comprises:


an Air/Ground Subnetwork Security Tag that has “ATN Operational Communications - Aeronautical Operational Control” in its set of permissible Traffic Types, or


no Air/Ground Subnetwork Security Tag.


If no such route can be found, then the NPDU shall be discarded.


Air/Ground Subnetwork Type Specified� TC "5.� STYLEREF "Titre 6" \n \* MERGEFORMAT �0� Air/Ground Subnetwork Type Specified" \l 6�


Note 1.— This case corresponds to Traffic Type and Associated Routing Policy Security Tag values 001 00010 through to 001 00110 inclusive.


Note 2.— The Air/Ground Subnetworks that may be specified are: Gatelink, VDL, AMSS, HF and Mode S.


If the NPDU contains a CLNP Header Security Parameter in the globally unique format, and encodes:


security related information according to 5.6.2.2 under the ATN Security Registration Identifier, and


a traffic type of ATN Operational Communications and Aeronautical Operational Control traffic category, and


a requirement to route traffic only via a specific Air/Ground Subnetwork only, 


then the NPDU shall be forwarded over the selected route to the NPDU’s destination with the longest matching NSAP Address Prefix, and which a selected route to the NPDU’s destination that contains a security path attribute comprising the ATN Security Registration Identifier and security information that comprises either 


an Air/Ground Subnetwork Security Tag that indicates that the route passes over that Air/Ground Subnetwork and has “ATN Operational Communications - Aeronautical Operational Control” in its set of permissible Traffic Types, or,


no Air/Ground Subnetwork Security Tag.


If no such route can be found, then the NPDU shall be discarded.


Air/Ground Subnetwork Order of Preference Specified� TC "5.� STYLEREF "Titre 6" \n \* MERGEFORMAT �0� Air/Ground Subnetwork Order of Preference Specified" \l 6�


Note 1.— This case corresponds to Traffic Type and Associated Routing Policy Security Tag values 001 00111 through to 001 01001 inclusive.


Note 2.— The Air/Ground Subnetworks for which an order of preference may be specified are: Gatelink, VDL, AMSS, HF and Mode S.


If the NPDU contains a CLNP Header Security Parameter in the globally unique format, and encodes:


security related information according to 5.6.2.2 under the ATN Security Registration Identifier, and


a traffic type of ATN Operational Communications and Aeronautical Operational Control traffic category, and


a requirement to route traffic only via certain Air/Ground Subnetworks and with a specified order of preference, 


then the NPDU shall be forwarded over the selected route to the NPDU’s destination with the longest matching NSAP Address Prefix, and which a selected route to the NPDU’s destination that contains a security path attribute comprising the ATN Security Registration Identifier and security information that comprises:


an Air/Ground Subnetwork Security Tag that indicates that the route passes over the first preference Air/Ground Subnetwork and has “ATN Operational Communications - Aeronautical Operational Control” in its set of permissible Traffic Types, if present, or


an Air/Ground Subnetwork Security Tag that indicates that the route passes over the second preference Air/Ground Subnetwork and has “ATN Operational Communications - Aeronautical Operational Control” in its set of permissible Traffic Types, if present, and so on until a suitable route is found or no further preferences are specified, or


no Air/Ground Subnetwork Security Tag.


If no such route can be found, then the NPDU shall be discarded.


If after applying the above procedures, a more specific route is available to the NPDU’s destination, but 


the route has an Air/Ground Subnetwork Security Tag that indicates that the route passes over a lower preference Air/Ground Subnetwork while 


having “ATN Operational Communications - Aeronautical Operational Control” in its set of permissible Traffic Types, then


the more specific route shall be selected in preference to the less specific route.


Note 3.— The purpose of this requirement is to ensure that the NPDU is not forced to visit a default route provider only to find that a higher preference route does not actually exist to the NPDU’s destination.


ATN Administrative Communications Traffic Type� TC "5.� STYLEREF "Titre 5" \n \* MERGEFORMAT �0� ATN Administrative Communications Traffic Type" \l 5�


Note 1.— This case corresponds to a Traffic Type and Associated Routing Policy Security Tag value of 001 10000.


If the NPDU contains a CLNP Header Security Parameter in the globally unique format, and encodes:


security related information according to 5.6.2.2 under the ATN Security Registration Identifier, and


a �
t�
raffic type of ATN Administrative Communications, 


then the NPDU shall be forwarded over the selected route to the NPDU’s destination with the longest matching NSAP Address Prefix, and which a selected route to the NPDU’s destination that contains a security path attribute comprising the ATN Security Registration Identifier and security information that comprises:


either an Air/Ground Subnetwork Security Tag that has “ATN Administrative Communications” in its set of permissible Traffic Types, or


no Air/Ground Subnetwork Security Tag.


If no such route can be found, then the NPDU shall be discarded.


ATN Systems Management Communications Traffic Type� TC "5.� STYLEREF "Titre 5" \n \* MERGEFORMAT �0� ATN Systems Management Communications Traffic Type" \l 5�


Note 1.— This case corresponds to a Traffic Type and Associated Routing Policy Security Tag value of 011 00000.


If the NPDU contains a CLNP Header Security Parameter in the globally unique format, and encodes:


security related information according to 5.6.2.2 under the ATN Security Registration Identifier, and


a traffic type of ATN Systems Management Communications,


then the NPDU shall be forwarded over a selected route to the NPDU’s destination that:


contains a security path attribute comprising the ATN Security Registration Identifier and security information that comprises:


either an Air/Ground Subnetwork Security Tag that has “ATN Systems Management Communications” in its set of permissible Traffic Types, or


no Air/Ground Subnetwork Security Tag,


or


2.	contains no security path attribute.


If no such route can be found, then the NPDU shall be discarded.
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