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SUMMARY

At the last Joint Subgroups Meeting on Systems Management held in Annapolis at the end of May 1998, two documents developing operational concepts for the systems management of the ATN were presented and discussed.

The purpose of this paper is to present the preliminary conclusions that can be derived from these 2 documents and to discuss the possible impacts on the current ATNP work programme for the development of SARPS on System Management of the ATN, and the consequences on the contents of Subvolume 6.
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1. Introduction

At the last Joint Subgroups Meeting on Systems Management held in Annapolis at the end of May 1998, two documents developing operational concepts for the systems management of the ATN were presented and discussed:

· The ATNSI SM CONOPS Document (Version 0.5)

· A French Paper entitled ‘Operational Concepts on Systems Management for the European ATN’

These documents contain various useful information and proposals for the administrative organizational model of the ATN Systems Management Concept. They also  include a description on the assumed scenarios for the way the different organizations involved in the ATN could co-operate and could co-ordinate their systems management activities. From the study of the possible overall Systems Management co-ordination scenarios, both papers have identified the system management functional areas that require cross administrative domain interactions, and have derived the categories of information that need to be exchanged and the possible solutions for the exchange of information.

The purpose of this paper is to present the preliminary conclusions that can be derived from these 2 papers and to discuss the possible impacts on the current ATNP work programme for the development of SARPS on System Management of the ATN, and the consequences on the contents of Subvolume 6.

The objective is to draw the attention of ATNP participants, on the turn that could potentially be taken for the development of the Subvolume 6, and to benefit from the wide audience of the Utrecht meeting to identify any possible misdirections or get acknowledgements on preliminary conclusions.

2. Initial conclusions resulting from the work on the ATN SM CONOPS documents

2.1 Introduction

For the development of realistic co-ordination scenarios, both papers have followed the same approach: they examine the five standard OSI Systems Management Functional Areas (SMFA) - i.e. performance, configuration, fault , security and accounting management -  and attempt to identify for each of these areas the level of co-ordination required to ensure ATN operation. 

This chapter summarizes the initial conclusions that can be derived from these 2 draft papers. The objective is to compare the requirements in terms of SARPs identified in these documents with the current work programme initiated for the development of the Subvolume 6. 

2.2 Cross Domain co-ordination scenarios for Performance management

The ATNSI CONOPS considers that the co-ordination for performance management between organizations will be limited in the most cases to the selective sharing of performance analysis results across organizations. The exchange of analysis results is a regular off-line activities which may not require the establishment of SARPs.

As regards the on-line supervision process, the ATNSI CONOPS does not identify any requirements for real time cross domain co-ordination on performance management: there is no identified need to exchange raw ATN performance data across organizational boundaries on a regular basis.  Cross organization manager to agent communication is not necessary and is not advised. Each organisation is however expected to inform adjacent organization of an ATN network performance degradation that affects that organization.  The potential problem, the planned actions, and the time frame for mitigation may then have to be shared across organizations; but these interactions could be considered to be part of the fault management process (see section 2.3).

The French paper on systems management concepts for the European ATN assumes that both the real time and off line exchange of operational statistics between European ATSOs would be beneficial to the health of the global European ATN and would facilitate real-time problem detection, near-term problem isolation and longer term network  planning.

The general principles for the real-time exchange of operational statistics is that each organization would provide other organizations with access to a ‘summary MIB’ on the characteristics of its ATN domain. This MIB would be periodically updated by the local organizations. Other organizations that have been granted authorization to access this MIB, would then be allowed to poll, periodically, the value of performance metrics for which they have a particular interest. 

This scenario would rely on cross-organization manager-to-manager communications and would require the establishment of SARPs for, a common network management protocol, the summary MIB content, and possibly the summary MIB update and polling periods.

For off-line co-operation on the management of the performance of the overall European ATN, the French paper identified 2 possible scenarios:

· The exchange of raw data files between organizations : this could require the definition in SARPs of a common raw data archive format and of archive sharing mechanisms.

· The exchange of performance reports (as identified by the ATNSI CONOPS)

2.3 Cross Domain co-ordination scenarios for Fault management

The ATNSI CONOPS and the French paper have a convergent view on the way co-ordination should be performed on the management of faults. It is first assumed that each organization will be responsible and accountable for its network elements and, hence, that cross-domain manager to agent interaction is undesirable.

However it is recognized that when a fault in one domain affects the quality of neighboring ATN network, the fault must be isolated quickly and the affected neighbors notified immediately. Cross organisation communication of faults should be network manager to network manager via the standard means of trouble ticket information exchange. 

Inter-domain troubleshooting co-ordination addresses therefore issues such as:

· The definition of common inter-domain trouble tickets (e.g. their content, their format, etc.).

· The definition of common mechanisms for the exchange of trouble tickets (e.g. AMHS)

· The definition of common operational procedures governing the exchange of the trouble tickets (e.g. in which cases, toward which organizations, etc...).

2.4 Cross Domain co-ordination scenarios for Accounting management

Both papers consider that for most of the organizations involved in the ATN, accounting management will be a private process which does not require any technical co-ordination with other organizations. These organizations will perform the accounting data collection and analysis activities on their own and interactions with other organizations will be limited to the exchange of bills between finance departments. From time to time, requests for verification of bills will arise; but this is typically handled through the finance process rather than the network management process.

Groups of organizations may be willing to enter into partnership so as to share the accounting management structure, minimise the billing interactions with common external users or service providers and simplify the internal redistribution of costs and benefits between partner organizations. This may typically be the case of European ATSOs, which could be willing to combine and centralise the accounting post-processing tasks of maintaining the accounting database, generating reports, distributing bills, collecting revenue, etc.  This kind of multilateral and/or regional agreement is however considered to be out of the scope of SARPs.

In summary, it is considered that: 

Exchange of raw usage counts is not necessary unless agreed upon by the organizations on a multilateral agreement.

There is no identified need for real-time exchange of data for ATN network accounting management.

There is no identified requirement for cross organizational manager to agent collection of accounting information.

2.5 Cross Domain co-ordination scenarios for Configuration management

Cross-organization co-ordination for configuration of the ATN systems may be required on the following aspects:

The allocation of values to the ATN systems configuration parameters (e.g. timers, addresses, etc.),

The exchange of information on the current configuration of ATN systems,

The modification to the current configurations.

On the first aspect, both papers conclude that this is an off line activity for which cross-domain management interaction is not significant. The co-ordination involves network administrators and should result in the production of documents recording the agreements.

The sharing of the configuration information is also considered to be mostly a non real-time activity, and which can be done in a number of simple ways (e.g. exchange of configuration files, exchange of questions/answers, use of a common archive system, etc...). If the requirement for a more automated cross-domain access configuration information was identified, the French Paper identifies the possibility to share configuration information using the principle of the summary MIBs introduced in section 2.2: in this case, the summary MIB maintained by each organization would not only include the current performance metrics of the domain but also the current value of configuration parameters that have an interest for other organizations.

Most of the changes to the current configurations will be planned events. For those changes, co-ordination will mainly be an off-line activity, involving network administrators, and consisting in the analysis, agreement, and planning of the proposed changes.  In support  of the co-ordination activity, the ATNSI CONOPS suggests a Configuration Control process based on the exchange of forms such as Change Requests, Confirm Change Requests, etc.. The French paper assumes that co-ordination meetings can be held between network administrators and result in the production of documents recording the agreements on the changes, and describing the schedule and the procedures for the modifications. No immediate action nor direct flow of changes from cross domain network manager to agents has been identified. 

For configuration changes that are time sensitive (e.g. real time network reconfiguration), the French paper assumes that co-ordination between organizations will consist in the spontaneous set-up of dialogues between network operators for discussion of the problem, agreement on a correction, and synchronisation of recovery actions. The phone, the electronic mail, and the trouble ticket systems would be the tools used all along the co-ordination process.

2.6 Cross Domain co-ordination scenarios for Security management

Security management is an issue which has not been deeply investigated by the two papers. (at the time these documents were produced, it was considered premature to try to develop realistic scenarios on security management issues, while the ATN security mechanisms were not totally defined at ATNP)

2.7 Systems Management of Airborne ATN equipment

The ATNSI CONOPS addresses the issue of the systems management of Airborne ATN equipment. It is assumed that airlines are responsible for the management of the airborne ATN equipment in the aircraft they operate: 

Commercial airlines, as versus GA or the military, own and control both their ground infrastructure and their airborne assets within a commercial airline administrative domain. (...)

IATA airlines are the same as any State when it comes to sharing managed objects (MOs) across administrative boundaries, network agent-to-manager or manager-to-manager.  In general, IATA airlines do not intend to open either their airborne or their ground based networks to other airlines, international network service providers or States.  However, IATA airlines are ready to negotiate with States on a common, agreed-to minimum set of MOs that all users of the ATN agree to share with all other users of the ATN, both agent-manager and manager-manager.  (...)

IATA airlines envision one airborne agent co-resident with their one airborne BIS for Day1 operations.  IATA airlines intend to provide for the dynamic uplink and downlink of some system management information to and from the airline ground based managers, but they reserve the right to decide whether or not to do dynamic uplinks and downlinks on a flight-by-flight basis.  IATA airlines also expect that some system management information will be stored onboard for retrieval via less costly ground-ground circuitry after landing.  IATA airlines, finally, expect that not all IATA airlines will implement system management as described above.  Some airlines are likely to rely on their preferred international ATN network service provider for system management support.  This is viewed as a general option to out source system management responsibilities to trusted third parties, who then become part of an IATA airlines management domain (that is, a management domain that crosses administrative boundaries).

Note also that, in its analysis of scenarios for the management of the ATN, the ATNSI CONOPS has not identified any requirement for real-time A/G network management exchange.

The French Paper did not address the issue of airborne ATN equipment management.

2.8 Conclusions

From the study of the two existing draft documents developing operational concepts for the systems management of the ATN, the following preliminary conclusions could be presented:

There is no identified need for cross-domain manager to agent interactions.

The only identified requirement for automated cross-domain manager-to-manager Management Information Protocol interaction, relates to the real-time exchange of operational statistics and possibly to the automated sharing of configuration information (via a ‘summary’ MIB). This requirement is however identified in one only of the 2 documents.

Cross organization communication of faults should be done via trouble tickets exchanges.

Management of ground ATN equipment is a local issue to the organizations owning the equipment

Management of airborne ATN equipment is a local issue to the airlines. The case of GA aircraft remains to be investigated.

There is no identified need for real-time A/G network management exchange.

3. Current status of the development of SARPs for Systems Management

3.1 General

Since ATNP/2, work on ATN Systems Management was given a high priority level within ATNP, and several states/organizations started to invest effort on studying this essential element in networking.  The work was organized between the various ATNP groups and subgroups and substantial inputs started to be provided on the various aspects which all together constitute ATN Systems Management. Up to now, the work was focused on the definition of a MIB for the ATN systems and on choice of an upper layer SM protocol stack. 

3.2 The Management Information Base (MIB)

Work on the ATN MIB was mostly triggered by the need from the two major projects developing ATN products (PROATN and ATNSI/RRI) to converge on a common set of Managed Objects to be developed in their respective products.  It was naturally considered that such developments should also be aligned with ICAO work on this topic.

From the end of 1997, States/Organizations participating in ATNP and members of the ProATN and ATNSI/RRI projects worked together to achieve this common ATN MIB.  The work is now close to completion; Managed Objects have been defined for ATN applications, upper layers and internet layers in addition to Managed Objects for general purposes.

The MIB currently specified in the SubVolume 6 represents a subset of the MIB of the projects.  It has been derived for addressing primarily the system management requirements pertaining to fault and performance management. This MIB was assumed to be extended in a future version with new information elements covering Accounting and Security management requirements. Configuration Management is a system management functional area that was considered to be out of the scope of SARPs (configuration of ATN systems was considered to be an issue local to each organisation).

The MIB currently specified in the Subvolume 6 was defined with the initial assumption that there could be a requirement for direct cross administrative domains manager-to-agent interactions. Prior knowledge of the SM CONOPS should naturally have helped to identify the required contents of the MIB of an ATN system.  But the ATN CONOPS was not mature enough at the time the MIB was required by ProATN and ATNSI/RRI. 

The definition at ATNP of the MIB for ATN systems was therefore produced by anticipating the conclusions of the CONOPS, with the risk that these conclusions would deny the requirement for its standardisation. The risk was known from the start, but was considered acceptable; it was indeed considered that the definition of the MIB of ATN  systems was information of a primary interest and that would constitute very useful guidance materials, if not included in the SARPs. 

3.2.1 The Upper Layer ATN SM communications profile

Work on the ATN Upper Layers SM communications profile mostly consisted up to now in the assessment that the FastByte ATN profile could support a CMIP protocol stack.

ATN is based on OSI protocols which explained the natural choice of CMIP for the exchange of Management Information between an Agent and a Manager.  But CMIP products are usually based on full OSI upper layers stack instead of the FastByte stack used for ATN upper layers.  In order to avoid the co-existence of a double Upper Layers stack in ATN end systems, it was necessary to verify that CMIP could be run over FastByte.  This was performed with success and the resulting communications profile, called FastMIP, is provided in the initial version of Sub-Volume 6.

However, given the lack of a completed CONOPS, it was not initially certain that SARPs for such a SM communications profile would be actually required.  The justification for the standardisation of such a profile could indeed only arise from the identification of requirements for cross administrative domain management interactions between managers and airborne or air/ground managed ATN systems. If no such requirement is clearly identified, then only Guidance Material for such a CMIP communications profile would need to be provided in order to allow the use of such a profile between Agents and Managers administered by the same authority (but in such a case, some other administrative authority could prefer, for example, an SNMP communications profile without jeopardizing the overall ATN SM Concept).

4. Discussion

4.1 General

The purpose of this chapter is to highlight the fact that if the preliminary conclusions of the CONOPS documents described in Section 2 were validated, there could be a need to reconsider the current content of SubVolume 6, the ATNP work plan on Systems Management and the WGs terms of reference for the development of System Management SARPs and Guidance Material.

The following sections analyse the changes to be foreseen, in the event where the preliminary conclusions of the CONOPS document would be confirmed.

4.2 Impact of the conclusions of the CONOPS on the definition of the MIB of ATN Systems

If it is confirmed that there is no need for cross-domain manager to agent interactions, the definition of the MIB of ATN systems should be moved from SubVolume 6 to Guidance Material.

If this decision was taken, it could then be necessary to extend the definition of the current MIB with addition of configuration management related information elements: the MIB in the GM would indeed provide guidance on the way organizations may locally manage their ATN systems; and configuration management is a functional area which may certainly require as much guidance as performance and fault management.

The extension of the current MIB to address configuration management issues could be done easily by widening the subset of management information derived from the projects’MIB. The remaining work for the definition of the MIB of ATN Systems in the GM would then be the addition of management information for accounting and security management.

Note also that the use of a conformance statement column for the definition of the Managed Object Classes could have to be reconsidered if the definition of the MIB of ATN systems was moved from the SARPs to the GM, since the requirement for compliance would not exist anymore. On the other hand, it could not be necessary anymore to describe the MO classes using the GDMO syntax (as this was recently envisaged), since cross-domain inter-operability problems would not have to be feared anymore.

With respect to the definition of Managed Object Classes in the ATN SARPs, the work should be focused on the definition of a ‘summary MIB’, provided that the requirement for such MIB is recognised. It may be noted that the work already produced for the definition of the MIB of the ATN systems will be beneficial for the definition of the summary MIB in the SARPs: the summary MOs should indeed be contistuted, for the most, of attributes derived from attributes implemented within the MIB of the ATN systems. Symmetrically, It may be noted that the definition of the summary MIB in the SARPs, will possibly introduce (implicit) requirements for the support of a number of attributes in the MIB of the ATN systems. 

4.3 Impact of the conclusions of the CONOPS on the definition of the ATN SM communication profile

According to the preliminary conclusions of the CONOPS, SARPs would be needed for a common Management Information Protocol used on the ground between Network Operation Centres. 

However, the appropriateness of the FastMIP profile in support of cross-domain ground-ground manager-to-manager communications is questionable. For ground-ground communications, the FastByte UL and PER encoding are indeed not required, and it could be proved to be more appropriate to base the ATN SM communications on profiles supported by existing COTS products.

If it is confirmed that there is no need for cross-domain manager to agent interactions over the air/ground links, it may then be necessary to move the definition of the FastMIP profile from Subvolume 6 to Guidance Materials and to develop another profile in Subvolume 6 suitable for manager-to-manager communication. 

With regard to the choice of an SM communication profile for ground-ground manager to manager communications, it must be noted that in the scenarios identified by the CONOPS documents, the use of a Management Information Protocol appears to be of interest only for the exchange of operational statistics and possibly for the exchange of configuration information (by consultation of the ‘summary’ MIB of a domain). For supporting such basic scenarios, a very powerful profile does not seem to be required (simple polling interactions, no notification, no action, guarantee of delivery are required, summary MIBs should be simple). Therefore, although CMIP is the natural choice for Systems Management in the ATN (it is the standard OSI Management Information Exchange Protocol, and ATN is based on OSI), and is likely to be the best solution from a pure technical perspective, a simpler SNMP-based solution could be more appropriate, with regard to cost effectiveness and feasibility, particularly when considering that some States have already expressed their intent to use SNMP internally for managing their ATN infrastructure.

4.4 Other CONOPS issues impacting the development of the SubVolume 6

It results from the preliminary conclusions of the CONOPS documents that:

SARPs would be needed for a common Management Information Protocol used on the ground between Network Operation Centres, and for the specification of a summary MIB, if the requirements for the real-time exchange of operational statistics or the automated sharing of configuration information was acknowledged.

SARPs would be needed for the archiving and the sharing of archive on performance raw data, if the requirements for the exchange of performance raw data was acknowledged.

SARPS seems to be required for the specification of a cross-domain trouble ticket exchange mechanism

SARPs may be required for fixing the values of certain configuration parameters.

SARPs would be needed for cross-domain configuration changes control procedures, if the requirement for such common procedures was acknowledged.

None but the first of these topics are currently foreseen to be addressed in the Subvolume 6 of the ATN SARPS. It must therefore be noted that the acknowledgement of the conclusions of the CONOPS documents, would result in significant changes to the content and structure of Subvolume 6, and by extension, to the work plans of WG2 and WG3.

5. Recommendations

At its last meeting in Annapolis the JSG of System Management agreed to focus its work on the development of the ATNP SM CONOPS document with the objective to produce a finalized version for the September/October ATNP Meeting in Bordeaux. 

This document shows that the conclusions of the CONOPS may have strong impacts on the development of SARPs for Systems Management of the ATN. The development of the CONOPS deserves therefore a particular attention from the ATNP participants.

The Utrecht meeting is the last occasion before the Bordeaux meeting where a large audience is gathered. It is therefore proposed that ATNP participants take this opportunity to discuss the preliminary conclusions of the CONOPS documents and acknowledge or turn down the different proposals. 

In order to ease the discussions, every issue deserving consideration by the group has been listed below. WG1/SG3 is invited to comment on every points:

There is no identified need for cross-domain ground/ground and air/ground manager to agent interactions. SARPS are therefore not required for the definition of the MIB of ATN systems, and for the Management Information exchange Protocol to be implemented on the ATN systems. The definition of the MIB of the ATN systems, and of the FastMIP profile must be moved to Guidance materials.

There is a potential requirement for automated cross-domain manager-to-manager interaction, in support of the real-time exchange of operational statistics and possibly for the automated sharing of configuration information (via a ‘summary’ MIB). SARPs could then be needed for a common Management Information Exchange Protocol used on the ground between Network Operation Centres, and for the specification of a summary MIB.

Selection of a Management Information Exchange Protocol used on the ground between Network Operation Centres

Cross organization communication of faults should be done via trouble tickets exchanges. SARPS are required for the specification of a cross-domain trouble ticket exchange mechanism

SARPs could be needed for the archiving and the sharing of archive on performance raw data

SARPs may be required for fixing the values of certain configuration parameters.

SARPs could be needed for cross-domain configuration changes control procedures

May the particular case of General Aviation Aircraft invalidate one of the above statements ?

May certification requirements invalidate one of the above statements ?.
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