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Summary

This paper presents both rationale and the MO definitions for the management of the ATN application’s communication service.
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1.0  Summary

This paper presents both rationale and the MO definitions for the management of the ATN application’s communication service.  The guiding principle used for this analysis is from the ATN System Management Concept of Operations.

“Systems Management provides mechanisms to monitor, control and co-ordinate communications, applications, and other (as required) resources with the goal of achieving a seamless communication service in support of real world air traffic operations.”

1.1 Analysis Scope

The scope of this analysis encompasses the abstract components of the ATN application layer.  The ATN is comprised of the Internet, the end-to-end transport service, and the end-to-end application service.  The end-to-end transport service offers the user view of the ATN Internet.  The end-to-end application service offers the user view to the ATN seen as a whole system.  It is important to make a distinction between the application user and the supporting application communications service.

 “The CPDLC‑user represents the operational part of the CPDLC system.  This user does not perform the communication functions but relies on a communication service provided to it via the CPDLC‑AE through the CPDLC‑AE service. The CPDLC‑ASE is the element in the communication system which executes the CPDLC specific protocol.  In other words, it takes care of the CPDLC specific service primitive sequencing, message creation, timer management, error and exception handling.”
The communications services and protocols in the application layer are an essential component of the “end-to-end” communication service provided to the application user.  And, as such, are subject to ATN systems management.

1.2  Analysis Approach

This paper documents requirements that have been discovered in two out of the five traditional system management areas.  There are specific performance requirements for the applications defined by the ADSP.  There are derived requirements in both fault management and configuration management.

This paper proposes the ‘black box’ analysis approach be taken for the identification of fault requirements in the application communication service provider.  The analysis is concerned with externally visible faults that result in the failure of the application communication service provider.  Faults in this service, which are externally visible to the user, are clearly significant and demand a reaction from the System Manager.  Just as the end-to-end transport service provides a view into the ATN Internet, the end-to-end application communication service offers the user a view into the ‘seamless’ communication service offered by the ATN.

2.0  References

[1]  ITU-T Rec. X.721 | OSI/IEC 10165-2 – Information Technology – Open Systems Interconnection – Structure of Management Information:  Definition of Management Information  

[2]  ITU-T Rec. X.723 | ISO/IEC 10165:1995 – Information Technology – Open Systems Interconnection – Structure of Management Information:  Generic Management Information.

[3]  ITU-T Rec. X. 726 | ISO/IEC CD 10165-8 – Information Technology – Open Systems Interconnection – Structure of Management Information:  Managed Object for Supporting Upper Layers.

[4]  ATNP/WG3/SG3:  Gatwick, 1998 – A System Management Requirements for Air-Ground CNS/ATM-2 Package Applications.

[5]  ATNP/WG3: Brazil, 1998 – Elements of Management Information Related to the ATN Application Layer.

[6]  ACI and ProATN: May 18, 1999 – Convergent MIB: Annex A: Describing the MO Classes. 

[7]  ICAO Doc. 9705, first edition – Manual of Technical Provisions for the Aeronautical Telecommunication Network (ATN) Sub Volume 2.

3.0
Application ASE Fault Analysis

3.1 General Fault Conditions

There are a number of fault conditions that effect the operation of the application communications over which the user has no control.  Some of these conditions include:  protocol errors, security violations, resource problems (i.e.  ASE queue flow and buffering problems) or the incorrect communication behavior of the peer system.  Fault conditions the user does have control over should be reported only to the application user (i.e. message time out)

The end-to-end service requirement the ATN system provides to the user is defined as the delivery of the message to another Application Service Entity in line with the declared Quality of Service.  This includes availability, reliability, continuity, end-to-end transfer delay, integrity, throughput and connection establishment delay.  Arguable there is a limited list of fault conditions that are needed for the end-to-end application communication service.  The application communication service masks most ACSE and ASE protocol faults form the end user.  There are basically two classes of fault conditions that require monitoring, diagnosis and action on the part of the System Manager.

3.1.1 Failure of the communication system to maintain the association.

There are two high-level failures in this class of faults:

· inability of application entity to establish communications with a peer application entity

· loss of end-to-end communication between peer application entities

This case will require a system manager response when a transport connection has been established but the connection above transport fails.  Following are examples of fault conditions.

Example 1:  inability of application entity to establish communications with a peer application entity

· incorrect operation of either the initiating or responding ASE provider

· session fails

· version negotiation fails  

· incompatibility between initiating and responding ASE provider

· service unavailable

· invalid Tsel

· unrecoverable error in the session, presentation , the ACSE or the CF


Example 2:  loss of end-to-end communication between peer application entities, and

· abnormal termination of associations by the user or the provider

· inability of the application entity to provide correctly the application service

3.1.2  Failure of the application communication system to maintain the specified (or acceptable) Quality of Service.

This case will require a system manager action when faults are so severe that the QOS cannot be maintained.  This produces a direct dependency upon Performance Management for the establishment of the QOS requirements.  

Note:  Are current performance requirements at a sufficient level of granularity?

Note: .notion of persistency of error conditions needs to be developed.  It is under a condition of persistency where data link become inoperable that system management action is needed.   Perhaps providing gauges or meters?

3.2  Application specific fault conditions

3.2.1  Technical timers indicate communication fault

The technical timer controlling the CM-contact/update/end exchange expires in the ground ASE.  This indicates a fault condition where the CM ground-user is down.  The ATC AA is notified of the fault and the notification is forwarded to the airline AA .

Technical timer controlling the CM-forward exchange expires in the ground sending or receiving ASE.  This mean ground-user is down…the ATC AA is notified of the fault

The technical timer controlling the CPDLC start/end exchange expires in the ground ASE.  This indicates a fault condition where the CPDLC ground-user is down.  The ATC AA is notified of the fault and the notification is forwarded to the airline AA .

3.2.2  Unrecoverable system error indicates ASE fault 

The unrecoverable system error exception leads to the shutdown the ASE’s.  When the error occurs on the ground, the fault is notified to the ATC AA.  This fault is important for the AA since the consequence of the a persistent error of this kind is to prohibit any aircraft to carry out datalink activities.  A drastic action (as ground reconfiguration could be needed) 

Note:   what should be action if error occurs in aircraft?  If reported on the ground by an abort message, the fault is notified to the ATC AA and optional forwarded to the airline AA. With the exception of stopping and launching again the CM application, there is no possible action in the aircraft.

3.2.3  Protocol errors produced by a peer ASE

Logging and analysis of these errors are need.  Notification to system manager is needed if these errors reach a preset threshold (indicating a level of persistency).

· invalid PDU

· not permitted PDU 

· invalid dialogue primitive 

· invalid dialogue primitive parameter 

“It is assumed that ATC AAs are interested in being informed of these kind of errors as soon as possible.  The ASEs constitute the critical path of the operational data link information.  On the ground, they provide communication services to a wide range of users: controllers, surveillance systems, safety-related systems, meterological systems, etc.  Switch to a backup system could be a corrective action when such an error is experienced.” [4]

3.2.4 Unpredicted error types produced by an ASE

This class of errors will be experienced where there are ‘gaps’ in the SARPs.  Examples of error conditions could include loops, resource violations and other general system errors.  The ATC AA’s and the airline AAs should be notified of this class of error immediately.

4.0  Application Management Requirements  for ATN Systems Management

4.1  General Requirements for Management Information

Management information can be expressed in a number of different forms such as maintaining logs and counters, establishing gauges and thresholds, and generating events and alarms.  The ATN management systems will supply standardised mechanisms for the expression of different management information formats.

4.1.1  Performance Management Requirements

There are several requirements on the end-to-end performance of the ATN systems defined in the ADSP manual.  There are general transfer delay requirements and application specific performance requirements.

4.1.1.1 Transfer Delay Requirements

It is necessary to monitor the transit delay at the application ASE and report significant deviations to the system manager. The violation of the requested transfer delay for application messages indicates a potential fault in the communications network.  This creates a dependence on fault management.

PERFORMANCE

LEVELS
MEAN END-T0-END TRANSFER DELAY
95% END-TO-END TRANSFER DELAY

(SECONDS)
99.996% END-TO-END TRANSFER DELAY

(SECONDS)

A
0.5
0.7
1

B
1
1.5
2.5

C
2
2.5
3.5

D
3
5
8

E
5
8
12.5

F
10 
15
22

G
12
20
31.5

H
15
30
51

I
30
55
90

J
60
110
180

The application specific performance requirements are as follows:

APPLICATION
AVAILABILITY
INTEGRITY
RELIABILITY
CONTINUITY

CM
99.9%
10-6
99.9%
99.9%













Requirement:  To allow percentage availability to be determined, all ATN systems should record, in a local log, each time a ‘service unavailable’ message is received.

Requirement:  To allow percentage availability to be determined, all ATN systems should record, in a local log, each application connect request for successful and unsuccessful connections.

Requirement:  To enable connection establishment delay metrics to be measured, the ACSE or Dialogue Service should record, in a local log, each connect request, and the time at which the connect request was issues, as well as the time of each successful connection establishment.

Requirement:  To allow transit times and reliability metrics to be deduced, an event should be logged whenever a user message crosses the notional ASE service boundary, i.e.e whever a message is submitted to or received from the communications subsystem.

Requirement:  Use should be made of application time-stamps, where available, to log the end to end transfer delays of user messages.

Requirement:  For each confirmed application service, the round trip delay between request and confirmation messages should be logged.

The mean and max values shall be measured for each confirmed applications service.  Measurements need to include transmission time of the request message, the message computation time by the remote system, the human response time and the transmission time of the corresponding response message.  If no dialogue was in place, the delay includes the connection establishment delay and the transfer delay for the two messages.  Otherwise, the delay includes the data transfer delay for the two messages only.

Note: There does need to be a time stamp and a clock synchronization mechanism for the measurement of the transit delay on a round trip exchange.  Is this a derived requirement based on the performance requirements?

4.2  Configuration Management Requirements

Reliability requirements dictate that even though MIB configuration profile of a device, a replicated copy of it must still be stored within the network management system, as it may not be available from the target network in an unreliable situation.

The need for specific elements of management information may vary over time.  There would be a need for the configuration of the collection of management information.

· Provide the capability to ensure that the information is configured according to the appropriate schema and

· Provide the capability to manage the subschemas

Requirement:  In the event of a communication establishment problem, all ATN systems should record, in a local log, the CM addressing and version information for both sending and receiving systems.

4.3 Fault Management Requirements

Requirement:  All ATN systems should record, in a local log, protocol errors by reason.

Requirement:  ATN end systems should have the ability to signal an event when version negotiation fails between peer systems.

Requirement:  ATN end systems should have the ability to signal an event when an unrecoverable error exception leads to the shutdown of the application ASE.

Requirement:  All ATN systems should record, in a local log, each ASE provider abort by abort reason.

Requirement:  All ATN systems should signal an event when the ASE technical timer expires and results in the termination of the application.

5.0  Application Elements of Information

This paper proposes the following model and MO definitions for the application ASE management.  These elements of information represent the following subset of the ATN System Management MIB.


BMIB Configuration
Functionality Description

II.
BMIB Core + Application ASE Management BMIB
The BMIB contains the core MOs for cross-domain system management plus MOs for cross-domain end-system communication management.

5.1  XMIB Application Management Subset
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5.2  Application ASE Management Managed Objects

This section describes the managed object s that enable the application protocols to be managed by system management.  They fulfill the requirements related to the above management objectives.  

The application process is represented in the OSI Environment as an application process with an application entity representing its communications capabilities.  It includes aspects of peer protocol aspects of the operation of the sub-layer.   This section identifies the managed objects used to represent and manage an application subsystem, its application entities, associations and operations.

5.2.1 ASE Managed Object Definitions

Managed Object Class
Derived From
Packages
ATN Status






aTNapplicationSubsystem
“Rec. X.726 | ISO/IEC 10165-8: applicationSubsystem”
aTNApplicationSubsystemPackage
M

aTNapplicationACSE
“Rec. X.726 | ISO/IEC 10165-8: aCSE”
aTNapplicationACSEePackage
M

aTNapplicationACSEassociation 
“Rec. X.726 | ISO/IEC 10165-8: acseAssociation”
aTNacseAssociationPackage
M

ATNapplicationASE
“Rec. X.726 | ISO/IEC 10165-8: applicationEntity”
aTNapplicationASEPackage
M

aTNcmASEInstance
“Rec. X.726 | ISO/IEC 10165-8: applicationEntityInvocation”
cmAEIPackage
M



cmdialoguePackage
C

aTNcpdlcASEInstance
“Rec. X.726 | ISO/IEC 10165-8: applicationEntityInvocation”
cpdlcAEIPackage
M



CpdlcdialoguePackage
C

aTNadsASEInstance
“Rec. X.726 | ISO/IEC 10165-8: applicationEntityInvocation”
adsAEIPackage
M



adsdialoguePackage
C

aTNfisASEInstance
“Rec. X.726 | ISO/IEC 10165-8: applicationEntityInvocation”
fisAEIPackage
M



fisdialoguePackage
C

aMHSSumAdjMTA

aMHSSumAdjMTAPackage
M



dirServiceReferencePackage
C

association

associationPackage
M



simpleCredentialsPackage
C

aMHSSumMTA

aMHSSumMTAPackage
M



MdAssignedAlternateRecipientPackage
C



dirServiceReferencePackage
C

Note:  Can the ‘association’ MO use the aTNapplicationACSEassociation MO? Or subclass off it?

Question:  Should all the MO’s be represented in this table that provide inherited properties?  (i.e. acseassociation inherits from asoInvocation and applicationEntityInvocation)

5.2.1.1  aTNapplicationACSE

This subclass of Rec. X.723 ISO/IEC 10165-8: ACSE , holds reference information about the ACSE application service element. 

It specializes by adding the attribute: ACSE edition.  

Note:  Should we keep this ‘standard’ MO or just add the aCSEEdition to applicationEntity?

Property
Description
I SO
ATN

ACSEedition
Attribute.  Indicates which ACSE editions are being supported 
X
M

5.2.1.2 aTNapplicationACSE association

This subclass of Rec. X.723 ISO/IEC 10165-8: acseAssociation, holds reference information about the ACSE association. 

There are different instances for this MO; each one corresponds to an association established with a peer ACSE instance.

An ACSE instance is created or deleted as part of system operation or by local management.

It specializes by adding the following mandatory package: aTNapplicationACSEPackage.
Property
Description
I SO
ATN

connectionId
Naming attribute of the ACSE entity instance.
X
B

localAbortsThreshold
Threshold for the number of aborts generated by the local ACSE entity.
O
B

localConnectRejects

Threshold
Threshold for the number of incoming connections rejected by the local ACSE entity.
O
B

operationalState
Operational state as defined in ISO/IEC 10164-2

Indicates whether the ACSE entity is allowed to work. Can take following values: DISABLED (0), ENABLED (1).
X
B

pduErrorsThreshold
Threshold for the number of pdu errors detected by local ACSE entity.
O
B

remoteAbortsThreshold
Threshold for the number of aborts generated by remote ACSE entities.
O
B

remoteConnectRejects

Threshold
Threshold for the number of outgoing connections rejected by remote ACSE entities.
O
B

communicationsAlarm
Notification.  Used to report special events related to the normal operation of communication resources.

Here it is used to report the following event:

· thresholdCrossed: Generated whenever a threshold value has been crossed.
O
B

stateChange
Notification.  Used to report the changes to the operationalState Attribute, as defined in ISO/IEC 10165-2.  A single parameter set is included in the state change definition field. Mandatory parameters are: ‘attributeId’ and ‘newAttributeValue’.
X
B

5.1.2.3  aTNapplicationASE

There are different instances for this MO; each one corresponds to a dialogue established with a local entity.

This subclass of Rec. X.726 ISO/IEC 10165-8: applicationEntity, holds reference information about an ATN application entity.   This object is always the outermost ASO Entity in an AP and serves as the supporting service for all of  its contained ASOs (including ASO Entities and ASEs).

For an instance of the applicationEntity class, the inherited asoQualifier attribute contains the value of the local application entity (AE) qualifier.  The inherited communicationsEntityId attribute holds the instance’s AE ID.  The inherited localSapNames identifies a pSAP object instance.  

This subclass specializes by adding the following mandatory package:  aTNapplicationASEPackage.

Note:  Should we have an application CF MO that would include some DS attributes?  For example, a counter for DS Provider Aborts and a reason code?  The CF MO could be the containment MO for the DS and the ACSE.  

Property
Description
I SO
ATN

aSEprotocol
Configuration of local application entity communication protocol:  values are takes from the list of valid ATN communication protocols:  CMIP, FastMIP

M

iCAOaddress
The remote ICAO address. It can be:

· either the ‘aircraftIdentifier’ (24 bit address) and AIR_FRAME_ID (0),

· or the ‘groundFacilityDesignator’ (4 to 8 octets) and GROUND_ID (1).
X
B

version
Indicates the remote application version number; Nominal Value: 1; Range:[1,255].
O
O

maxaseInstances
Maximum observed number of application entity instances running in parallel. Initial value: 0.
A
M

operationalState
Operational state as defined in ISO/IEC 10164-2

Indicates whether the application entity is allowed to work. Can take  following values: DISABLED (0), ENABLED (1).
M
M

stateChange
Used to report the changes to the operationalState Attribute, as defined in ISO/IEC 10165-2.  A single parameter set is included in the state change definition field. Mandatory parameters are: ‘attributeId’ and ‘newAttributeValue’.
A
M

communicationsAlarm
Notification.  Used to report special events related to the normal operation of communication resources.

Here it is used to report the following event:

· thresholdCrossed: Generated whenever a threshold value has been crossed.
O
B

5.1.2.4  aTNcmASEInstance

This subclass of Rec. X.726 ISO/IEC 10165-8: applicationEntityInvocation , holds reference information about an instance of the CM ATN application entity.

There are different instances for this MO; each one corresponds to a dialogue established (or being established) with a peer application entity.

This subclass specializes by adding the following mandatory package: cmAEIPackage .

Note:  How should we capture CM information for an association?  The application version fields, AE qualifiers, and addresses could be captured here instead of using all the standard MO’s for AE and ASE.

Note:  Assess addressing changes in AE qualifiers for effect on the MO’s

Note:  Add back in the mean and max values to assess end to end delays on each application service.

Property
Description
I SO
ATN

abortReason
Reason of the abort dialogue; possible values are: timer-expired (0), undefined-error (1), invalid-PDU (2), not-permitted-PDU (3), dialogue-acceptance-not-permitted (4), dialogue-end-not-accepted (5), communication-service-error (6), communication-service-failure (7), invalid-QOS-parameter (8), expected-PDU-missing (9).
M
M

connectionId
Naming attribute of the CM application entity instance. 
M
M

peerAETitle
Naming attribute of the remote application. Here it is the application entity qualifier ‘aEqualifier’ that serves as naming attribute.
X
B

MaxCMAirGroundDelayPerCOC
The computation of transit delay performed on a two-way exchange.  The computation is based on the period of time needed to exchange a request message and the corresponding response message knowing the maximum delay allowed for the computation of the message in the peer system before the response is issued.  

A
M

aTSCclassOf

CommunicationService
The ATSC class of communication service as requested by the initiator CM user.

Allowed values are ‘A’ (0) to ‘H’ (7), and NO-PREFERENCE (8).
A
M

dialogueEstablishmentRole
The role of the local application entity instance during the establishment of the underlying dialogue. Allowed values are INITIATOR (0) and RECEPTOR (1).
A
M

mode
Indicates the nature of the dialogue. Allowed values are: AIR-GROUND (0) and GROUND-GROUND (1).
A
M

terminationMode
Termination mode indicates the way by which the local application entity has been terminated. Possible values are: normal-termination (0), version-incompatibility (1), forward-function-not-supported (2), local-user-abort (3), peer-user-abort (4), local-AE-abort (5), peer-AE-abort (6), provider-abort (7), user-unbound (255). Initial value: 0.
M
M

objectCreation
Notification. Used to report the instance creation of the CM instance. The ‘attributeList’ parameter shall be used to report the values of the MO attributes. The ‘sourceIndicator’ parameter shall be set to the value ‘resourceOperation’. No other optional parameter is used.
A
M

objectDeletion
Notification.  Used to report the instance deletion of the CM instance. . The ‘attributeList’ parameter shall be used to report the values of the MO attributes. The ‘sourceIndicator’ parameter shall be set to the value ‘resourceOperation’. No other optional parameter is used. 
M
M

timerExpiration
Notification.  Used to report the expiration of a technical timer indicating the CM AE will be taken down. 
M
M

unrecoverableSystemError
Notification.  Used to report an unrecoverable system error has been experienced and the CM AE will be taken down 
M
M

This subclass specializes by adding the following conditional package: cmdialoguePackage .
Property
Description
I SO
ATN

maintainOptionUsed
Indicates whether the dialogue maintain option has been used. Allowed values are: YES (0), NO (1). Initial value: NO.
A
O

cMcontactDuration
Value of the observed round trip duration during the contact exchange dialogue (from CM-contact request to CM-contact confirmation positive). Initial value: 0.
A
O

cMcontactSuccessful

Counter
Number of  CM contact exchanges successfully performed. Initial value: 0.
A
O

cMcontactUnsuccessful

Counter
Number of CM contact exchanges unsuccessfully performed.Initial value: 0.
A
O

cMforwardDuration
Value of the observed round trip duration during a forward exchange for CM dialogue (from CM-forward request to CM-forward confirmation positive). Initial value: 0.
A
O

cMforwardSuccessfulMark
Mark indicating a CM forward exchange successfully performed. 

Allowed values are: NO-FORWARD (0); SUCCESS (1); ERROR (2). Initial value: 0.
A
O

cMlogonDuration
Value of the observed round trip duration during a logon exchange dialogue (from CM-logon request to CM-logon confirmation positive). Initial value: 0.
A
O

cMlogonSuccessfulMark
Mark indicating if the CM logon exchange was successfully performed. 

Allowed values are: NO-FORWARD (0); SUCCESS (1); ERROR (2).  Initial value: 0.
A
O

cMupdateCounter
Number of CM update exchanges performed. Initial value: 0.
A
O

5.1.2.5  aTNcpdlcASEInstance

This subclass of Rec. X.726 ISO/IEC 10165-8: applicationEntityInvocation , holds reference information about an instance of the CPDLC ATN application entity.

There are different instances for this MO; each one corresponds to a dialogue established (or being established) with a peer CPDLC application entity.

This subclass specializes by adding the following mandatory package: cpdlcAEIPackage .

Property
Description
I SO
ATN

aTSCclassOf

CommunicationService
The ATSC class of communication service as requested by the initiator CM user.

Allowed values are ‘A’ (0) to ‘H’ (7), and NO-PREFERENCE (8).

A
M

peerAETitle
Naming attribute of the remote application. Here it is the application entity qualifier ‘aEqualifier’ that serves as naming attribute.
X
B

abortReason
Reason of the abort dialogue; possible values are: timer-expired (0), undefined-error (1), invalid-PDU (2), not-permitted-PDU (3), communication-service-error (4), communication-service-failure (5), invalid-QOS-parameter (6), expected-PDU-missing (7),  user-abort-undefined (10), no-message-identification-numbers-available (11), duplicate-message-identification-numbers (12), no-longer-next-data-authority (13), current-data-authority-abort (14), commanded-termination (15), invalid-response (16).
M
M

MaxcpdlcAirGroundDelay
The computation of transit delay performed on a two-way exchange.  The computation is based on the period of time needed to exchange a request message and the corresponding response message knowing the maximum delay allowed for the computation of the message in the peer system before the response is issued.  

A
M

MeancpdlcAirGroundDelay
The computation of transit delay performed on a two-way exchange.  The computation is based on the period of time needed to exchange a request message and the corresponding response message knowing the maximum delay allowed for the computation of the message in the peer system before the response is issued.  

A
M

dialogueEstablishmentRole
The role of the local application entity instance during the establishment of the underlying dialogue. Allowed values are INITIATOR (0) and RECEPTOR (1).
A
M

mode
The mode of the local application CPDLC entity instance during the dialogue. It can take the following values: CPDLC (0), DSC (1), FORWARD (2).
A
M

terminationMode
This mode indicates the way by which the local application entity has been terminated. Possible values are: normal-termination (0), version-incompatibility (1), ground-forward-function-not-supported (2), local-user-abort (3), peer-user-abort (4), local-AE-abort (5), peer-AE-abort (6), service-provider-abort (7), user-unbound (255). Initial value: 0.
M
M

timerExpiration
Notification.  Used to report the expiration of a technical timer indicating the CM AE will be taken down. 
M
M

unrecoverableSystemError
Notification.  Used to report an unrecoverable system error has been experienced and the CM AE will be taken down 
M
M

objectCreation
Notification.  Used to report the instance creation of the CPDLC instance. The ‘attributeList’ parameter shall be used to report the values of the MO attributes. The ‘sourceIndicator’ parameter shall be set to the value ‘resourceOperation’. No other optional parameter is used.
A
M

objectDeletion
Notification.  Used to report the instance deletion of the CPDLC instance. The ‘attributeList’ parameter shall be used to report the values of the MO attributes. The ‘sourceIndicator’ parameter shall be set to the value ‘resourceOperation’. No other optional parameter is used.
M
M

This subclass specializes by adding the following conditional package: cpdlcdialoguePackage .

dialogueSuccessfulFlag
Flag indicating that the CPDLC (or DSC or FORWARD) dialogue was fully established (a positive D-START rsp/cnf is invoked or received). Initial value: 0.
A
O

downlinkMessageCounter
Number of downlink messages sent or received on CPDLC (or DSC) dialogues. Initial value: 0.
A
O

forwardMessagesReceived

Counter
Number of forward messages received. Initial value: 0.
A
O

forwardMessagesSent

Counter
Number of forward messages sent. Initial value: 0.
A
O

uplinkMessageCounter
Number of uplink messages sent or received on CPDLC (or DSC) dialogues. Initial value: 0.
A
O

DialogueEstablishment

Duration
Value of the observed round trip duration during a CPDLC contract establishment exchange (from CPDLC-start (or DSC-start or FORWARD-start) request to CPDLC-start (or DSC-start or FORWARD-start) confirmation). Initial value: 0.
A
O

5.1.2.6  aTNadsASEInstance

This subclass of Rec. X.726 ISO/IEC 10165-8: applicationEntityInvocation , holds reference information about an instance of the CPDLC ATN application entity.

There are different instances for this MO; each one corresponds to a dialogue established (or being established) with a peer CPDLC application entity.

This subclass specializes by adding the following mandatory package: adsAEIPackage .

Property
Description
I SO
ATN

peerAETitle
Naming attribute of the remote application. Here it is the application entity qualifier ‘aEqualifier’ that serves as naming attribute.
X
B

aDSperiodicSuccessful

Counter
Number of ADS periodic contracts fully established (an aDSreport with a positive acknowledgement or a positive ADS-periodic-contract rsp/cnf is invoked or received). Initial value: 0.
A
M

aDSperiodicUnsuccessful

Counter
Number of ADS periodic contract refused (a negative acknowledgement is sent or received). Initial value: 0.
A
M

aDSreportCounter
Number of ADS report (all reports included) messages sent to, or received from, peer user. Initial value: 0.
A
M

timerExpiration
Notification.  Used to report the expiration of a technical timer indicating the CM AE will be taken down. 
M
M

unrecoverableSystemError
Notification.  Used to report an unrecoverable system error has been experienced and the CM AE will be taken down 
M
M

objectCreation
Notification.  Used to report the instance creation of the CPDLC instance. The ‘attributeList’ parameter shall be used to report the values of the MO attributes. The ‘sourceIndicator’ parameter shall be set to the value ‘resourceOperation’. No other optional parameter is used.
A
M

objectDeletion
Notification.  Used to report the instance deletion of the CPDLC instance. The ‘attributeList’ parameter shall be used to report the values of the MO attributes. The ‘sourceIndicator’ parameter shall be set to the value ‘resourceOperation’. No other optional parameter is used.
M
M

This subclass specializes by adding the following conditional package: adsdialoguePackage .

aDScancelAllContracts

Counter
Number of ADS contracts multiple cancellations (an ADS positive acknowledgement is sent or received after an ADS-cancel-all). Initial value: 0.

This applies for all existing contracts.
A
O

aDScancelContractCounter
Number of ADS contracts cancellations (an ADS positive acknowledgement is sent or received after an ADS-cancel). Initial value: 0. This applies for event contract.
A
O

aDScancelEmergency

ContractCounter
Number of ADS emergency contracts cancellations ( an ADS cancel emergency acknowledgement is sent or received). Initial value: 0.
A
O

aDScancelPeriodicContractCounter
Number of ADS periodic contracts cancellations (an ADS positive acknowledgement is sent or received after an ADS-cancel). Initial value: 0. This applies for periodic contract.
A
O

aDScontractEstablishment

MaxDuration
Maximum value of the observed round trip durations during an ADS contract establishment exchange (from ADS-demand/event/periodic request to ADS-demand/event/periodic confirmation or ADS-report indication with a positive acknowledgement). Initial value: 0.
A
O

aDScontractEstablishment

MeanDuration
Mean value of the observed round trip durations during an ADS contract establishment exchange (from ADS-demand/event/periodic request to ADS-demand/event/periodic confirmation or ADS-report indication with a positive acknowledgement).
A
O

aDSdemandNonCompliance

Counter
Number of ADS demand contracts partially supported (a non compliance notification is sent or received). Initial value: 0.
A
O

aDSdemandSuccessful

Counter
Number of ADS demand contracts fully established (an aDSreport with a positive acknowledgement is sent or received). Initial value: 0.
A
O

aDSdemandUnsuccessful

Counter
Number of ADS demand contracts refused (a negative acknowledgement is sent or received). Initial value: 0.
A
O

aDSemergencyContracts

Counter
Number of ADS emergency contracts (an initial ADS emergency report is sent or received). Initial value: 0.
A
O

aDSemergencyModify

SuccessfulCounter
Number of successful ADS emergency contract modifications accepted (an aDS positive acknowledgement is sent or received after an ADS-modify-emergency-contract). Initial value: 0.
A
O

aDSemergencyModify

UnsuccessfulCounter
Number of ADS emergency contract modifications refused (an ADS negative acknowledgement is sent or received after an ADS-modify-emergency-contract). Initial value: 0.
A
O

aDSemergencyReport

Counter
Number of ADS emergency reports sent or received. Initial value: 0.
A
O

aDSeventNonCompliance

Counter
Number of ADS event contracts partially supported (a non compliance notification is sent or received). Initial value: 0.
A
O

aDSeventSuccessful

Counter
Number of ADS event contracts fully established (an aDSreport with a positive acknowledgement or a positive ADS-event-contract rsp/cnf is invoked or received). Initial value: 0.
A
O

aDSeventUnsuccessful

Counter
Number of ADS event contracts refused (a negative acknowledgement is sent or received). Initial value: 0.
A
O

aDSperiodicNonCompliance

Counter
Number of ADS periodic contracts partially supported (a non compliance notification is sent or received). Initial value: 0.
A
O

5.1.2.7  aTNfisASEInstance

This subclass of Rec. X.726 ISO/IEC 10165-8: applicationEntityInvocation , holds reference information about an instance of the CPDLC ATN application entity.

There are different instances for this MO; each one corresponds to a dialogue established (or being established) with a peer CPDLC application entity.

This subclass specializes by adding the following mandatory package: fisAEIPackage .

Property
Description
I SO
ATN

fISdialogueEstablishment

MaxDuration
Maximum value of the observed round trip durations during a FIS contract (update or contract) establishment exchange (from FIS-demand/update request to FIS-demand/update confirmation). Initial value: 0.
A
M

fISdialogueEstablishment

MeanDuration
Mean value of the observed round trip durations during a FIS contract (update or contract) establishment exchange (from FIS-demand/update request to FIS-demand/update confirmation).
A
M

operationalState
Operational state as defined in ISO/IEC 10164-2

Indicates whether the FIS application entity is allowed to work. Can take  following values: DISABLED (0), ENABLED (1).
M
M

timerExpiration
Notification.  Used to report the expiration of a technical timer indicating the CM AE will be taken down. 
M
M

unrecoverableSystemError
Notification.  Used to report an unrecoverable system error has been experienced and the CM AE will be taken down 
M
M

stateChange
Notification. Used to report the changes to the operationalState Attribute, as defined in ISO/IEC 10165-2.  A single parameter set is included in the state change definition field. Mandatory parameters are: ‘attributeId’ and ‘newAttributeValue’.
A
M

This subclass specializes by adding the following conditional package: fisdialoguePackage .

Property
Description
I SO
ATN

fISupdateReportCounter
Number of FIS reports sent or received on FIS update contracts. Initial value: 0.
A
O

fISupdateSuccessful

Counter
Number of FIS update contracts fully established (a fISaccept APDU is sent or received after a FIS-update-contract). Initial value: 0.
A
O

fISupdateUnsuccessful

Counter
Number of FIS update contracts refused (a fISreject APDU is sent or received after a FIS-update-contract). Initial value: 0.
A
O

fIScancelContracts

Counter
Number of FIS contracts multiple cancellation correctly handled (a FIScancelContractsAccept APDU is sent or received). Initial value: 0.
A
O

fIScancelUpdateContract

Counter
Number of FIS update contracts cancellation correctly handled (a FIScancelUpdateAccept APDU is sent or received). Initial value: 0.
A
O

fISdemandSuccessful

Counter
Number of FIS demand contracts fully established (a fISaccept APDU is sent or received after a FIS-demand-contract). Initial value: 0.
A
O

fISdemandUnsuccessful

Counter
Number of FIS demand contracts refused (a fISreject APDU is sent or received after a FIS-demand-contract). Initial value: 0.
A
O

fISdialogueEstablishment

MaxDuration
Maximum value of the observed round trip durations during a FIS contract (update or contract) establishment exchange (from FIS-demand/update request to FIS-demand/update confirmation). Initial value: 0.
A
O

5.1.2.8  AMHSSumadjMTA

This subclass specializes by adding the following mandatory package: aMSHSumAdjMTAPackage.

Property
Description
I SO
ATN

adjMTAAccessPointAddress

A
M

adjMTAGlobalDomainID

A
M

adjMtaName

A
M

adjMTASupportedApplicationContexts

A
M

adjMTAMaxMessageSize

A
M

adjMTAPossibleConversions

A
M

adjMTASimpleCredentials

A
M

bilateralDeferral

A
M

localMTAMaxMessageSize

A
M

localMTASimpleCredentials

A
M

waitTimeToRelease

A
M

stateChange
Notification.  Used to report the changes to the operationalState Attribute, as defined in ISO/IEC 10165-2.  A single parameter set is included in the state change definition field. Mandatory parameters are: ‘attributeId’ and ‘newAttributeValue’.
A
M

objectCreation
Notification.  Used to report the instance creation of the CPDLC instance. The ‘attributeList’ parameter shall be used to report the values of the MO attributes. The ‘sourceIndicator’ parameter shall be set to the value ‘resourceOperation’. No other optional parameter is used.
A
M

objectDeletion
Notification.  Used to report the instance deletion of the CPDLC instance. The ‘attributeList’ parameter shall be used to report the values of the MO attributes. The ‘sourceIndicator’ parameter shall be set to the value ‘resourceOperation’. No other optional parameter is used.
M
M

Note:  The MOs for MHS are included from the “AMHS Systems Management:  Cross-Domainn requirements and Managed Objects.”   These MO’s need to be updated with subsequent work.

Note:  Should naming conventions for MO’s be standardized across all applications?

Note:  MOs are needed from other ground/ground applications.

5.1.2.10  AMHSSumMTA

This subclass specializes by adding the following mandatory package: aMSHSumMTAPackage.

Property
Description
I SO
ATN

defaultNonUrgentMprExpiryDuration

A
M

defaultNormalMprExpiryDuration

A
M

defaultUrgentMprExpiryDuration

A
M

globalDomainId

A
M

maxAdjMTAInboundAssocs

A
M

maxAdjMTAOutboundAssocs

A
M

maxAdjMtsUserInboundAssocs

A
M

maxAdjMtsUserOutboundAssocs

A
M

mtaName

A
M

supportedApplicationContexts

A
M

stateChange
Notification.  Used to report the changes to the operationalState Attribute, as defined in ISO/IEC 10165-2.  A single parameter set is included in the state change definition field. Mandatory parameters are: ‘attributeId’ and ‘newAttributeValue’.
A
M

objectCreation
Notification.  Used to report the instance creation of the CPDLC instance. The ‘attributeList’ parameter shall be used to report the values of the MO attributes. The ‘sourceIndicator’ parameter shall be set to the value ‘resourceOperation’. No other optional parameter is used.
A
M

objectDeletion
Notification.  Used to report the instance deletion of the CPDLC instance. The ‘attributeList’ parameter shall be used to report the values of the MO attributes. The ‘sourceIndicator’ parameter shall be set to the value ‘resourceOperation’. No other optional parameter is used.
M
M

Note:  The MOs for MHS are included from the “AMHS Systems Management:  Cross-Domainn requirements and Managed Objects.”   These MO’s need to be updated with subsequent work.

6.0  Detailed Specification – Managed object Definitions

This appendix contains proposed managed object definitions that enable an ATN end system to be managed by System Management protocols according to the ATN System Management ….model?

aTNapplicationSubsystem MANAGED OBJECT CLASS


DERIVED FROM “Rec. X.726 ISO/IEC 10165-8:1996”:applicationSubSystem;


CHARACTERISED BY

 aTNapplicationSubsytemPackage PACKAGE


BEHAVIOUR



ATNapplicationSubsystemPackageBehaviour BEHAVIOUR




DEFINED AS




!  This subclass of “Rec. X. 726 ISO/IEC 10165-8:

1996”::applicationSubSystem is used a common containment point for managed object in a system that related to the application layer.  !;;;


REGISTERED AS {tbd}

aTNapplicationACSE MANAGED OBJECT CLASS


DERIVED FROM “Rec. X.726 | ISO/IEC: 1996”:ACSE;


CHARACTERISED BY 

aTNapplicationACSEPackage PACKAGE

ATTRIBUTES




ACSEEdition




GET,


REGISTERED AS {tbd}

aTNapplicationACSEassociation MANAGED OBJECT CLASS


DERIVED FROM “Rec. X.726 | ISO/IEC: 1996”:acseAssociation;


CHARACTERISED BY 

aTNapplicationACSEAssociationPackage PACKAGE

ATTRIBUTES


connectionId




GET,


localAbortsThreshold



GET,



localConnectRejectsThreshold


GET,


“Rec. X.721 | ISO/IEC 10165-2: 1992”:operationalState,


pduErrorsThreshold



GET,


remoteAbortsThreshold



GET,


remoteConnectRejectsThreshold


GET;




NOTIFICATIONS





“Rec. X.721 |ISO/IEC 10165-2: 1992”: stateChange,





“Rec. X.721 |ISO/IEC 10165-2: 1992”: communicationAlarm;



REGISTERED AS {tbd}

aTNapplicationASE MANAGED OBJECT CLASS


DERIVED FROM “Rec. X.726 | ISO/IEC: 1996”:applicationEntity;


CHARACTERISED BY 

aTNapplicationASEPackage PACKAGE

ATTRIBUTES


aSEprotocol




GET,


iCAOaddress




GET,



version





GET,


maxASEInstances



GET,







DEFAULT-SET,


“Rec. X.721 | ISO/IEC 10165-2: 1992”:operationalState,


pduErrorsThreshold



GET,


remoteAbortsThreshold



GET,


remoteConnectRejectsThreshold


GET;




NOTIFICATIONS





“Rec. X.721 |ISO/IEC 10165-2: 1992”: stateChange,





“Rec. X.721 |ISO/IEC 10165-2: 1992”: communicationAlarm;



REGISTERED AS {tbd}

Note:  This subclass should provide information about the ASE including the CF.  The information about the control function may only be specified via the behavior definition of this subclass, but can be made visible via attributes of the subclass if needed.

aTNcmASEInstance MANAGED OBJECT CLASS


DERIVED FROM “Rec. X.726 | ISO/IEC: 1996”:applicationEntityInvocation;


CHARACTERISED BY 

cmAEIPackage PACKAGE

ATTRIBUTES


connectionID




GET,


abortReason




GET,



peerAETitle




GET,


maxCMAirGroundDelayPerCOC

GET,


aTSClassofCommunication


GET,


dialogueEstablishmentRole


GET,


mode





GET,


terminationMode



GET;




NOTIFICATIONS





“Rec. X.721 |ISO/IEC 10165-2: 1992”: objectCreation,





“Rec. X.721 |ISO/IEC 10165-2: 1992”: objectDeletion,

timerExpiration,

unrecoverableSystemError;


CONDITIONAL PACKAGES



cmdialoguePackage;



REGISTERED AS {tbd}

Question:  Could timeDomainViolation be used?

Note:  This subclass should provide information about the ASE including the CF.  The information about the control function may only be specified via the behavior definition of this subclass, but can be made visible via attributes of the subclass if needed.

aTNcpdlcASEInstance MANAGED OBJECT CLASS


DERIVED FROM “Rec. X.726 | ISO/IEC: 1996”:applicationEntityInvocation;


CHARACTERISED BY 

cpdlcAEIPackage PACKAGE

ATTRIBUTES


connectionID




GET,


abortReason




GET,



peerAETitle




GET,


maxcpdlcAirGroundDelay


GET,


MeancpdlcAirGroundDelay


GET,


dialogueEstablishmentRole


GET,


mode





GET,


terminationMode



GET;




NOTIFICATIONS





“Rec. X.721 |ISO/IEC 10165-2: 1992”: objectCreation,





“Rec. X.721 |ISO/IEC 10165-2: 1992”: objectDeletion,

timerExpiration,

unrecoverableSystemError;


CONDITIONAL PACKAGES



cpdlcdialoguePackage;



REGISTERED AS {tbd}

aTNadsASEInstance MANAGED OBJECT CLASS


DERIVED FROM “Rec. X.726 | ISO/IEC: 1996”:applicationEntityInvocation;


CHARACTERISED BY 

adsAEIPackage PACKAGE

ATTRIBUTES


connectionID




GET,


abortReason




GET,



peerAETitle




GET,


aDScontractEstablishmentMaxDuration

GET,


aDScontractEstablismentMeanDuration

GET;




NOTIFICATIONS





“Rec. X.721 |ISO/IEC 10165-2: 1992”: objectCreation,





“Rec. X.721 |ISO/IEC 10165-2: 1992”: objectDeletion,

timerExpiration,

unrecoverableSystemError;


CONDITIONAL PACKAGES



adsdialoguePackage;



REGISTERED AS {tbd}

aTNfisASEInstance MANAGED OBJECT CLASS


DERIVED FROM “Rec. X.726 | ISO/IEC: 1996”:applicationEntityInvocation;


CHARACTERISED BY 

fisAEIPackage PACKAGE

ATTRIBUTES


connectionID




GET,


abortReason




GET,



peerAETitle




GET,


fISdialogueEstablishmentMaxDuration

GET,


fISdialogueEstablismentMeanDuration

GET;




NOTIFICATIONS





“Rec. X.721 |ISO/IEC 10165-2: 1992”: objectCreation,





“Rec. X.721 |ISO/IEC 10165-2: 1992”: objectDeletion,

timerExpiration,

unrecoverableSystemError;


CONDITIONAL PACKAGES



fisdialoguePackage;



REGISTERED AS {tbd}

association MANAGED OBJECT CLASS


DERIVED FROM “Rec. X.721 | ISO/IEC 10165-2”:top;


CHARACTERISED BY 

association PACKAGE,

“Rec. M.3100”:createDeleteNotficationPackage,

“Rec. M.3100”:stateChangeNotficationPackage;




NOTIFICATIONS


CONDITIONAL PACKAGES

SimpleCredentialsPackage PRESENT IF “simple credentials are used for the current association”;


REGISTERED AS {tbd}

aMHSSumAdjMTA MANAGED OBJECT CLASS


DERIVED FROM ??;


CHARACTERISED BY 

aMHSSumAdjMTA PACKAGE,

“Rec. M.3100”:createDeleteNotficationPackage,

“Rec. M.3100”:stateChangeNotficationPackage,

“Rec. M.3100”:attributeValueChangeNotficationPackag




NOTIFICATIONS


CONDITIONAL PACKAGES

DirServiceRefernecePackage PRESENT IF “Directory is used for MHS and an mhs-message-transfer-agent directory object instance is present for the adjacent MTA”;



REGISTERED AS {tbd}

aMHSSumMTA MANAGED OBJECT CLASS


DERIVED FROM ??;


CHARACTERISED BY 

aMHSSumMTA PACKAGE,

“Rec. M.3100”:createDeleteNotficationPackage,

“Rec. M.3100”:administrativeOperationalStatesPackage,

“Rec. M.3100”:stateChangeNotficationPackage,

“Rec. M.3100”:equipmentsEquipmentAlarmPackage;




NOTIFICATIONS


CONDITIONAL PACKAGES

MdAssignedAlternateRecipient Package PRESENT IF “MD alternate recipient assignment is supported by the managed MTA”

DirServiceReferencePackage PRESENT IF “Directory is used for MHS and an mhs-message-transfer-agent directory object instance is present for the adjacent MTA”;


REGISTERED AS {tbd}

Question:  How should notifications be standardized?

Package Definitions

The following definitions specify the packages for BMIB Agents.

aePackage PACKAGE

BEHAVIOUR   “Analyze inclusion of  X.721 | ISO/IEC 10165-2:1992”:communicationsSubsystemFailure.”



ATTRIBUTES




“Rec X.723 | ISO/IEC 10165-5”; communicationsEntityId
GET,




“Rec X.721 | ISO/IEC 10165-2”; operationalState

GET,




“Rec X.723 | ISO/IEC 10165-5”; localSapNames

GET,




maxAEIInstances





GET,










DEFAULT-SET



NOTIFICATIONS




“Rec X.721  | ISO/IEC 10165-2:1992”:stateChange,




“Rec X.721  | ISO/IEC 10165-2:1992”:objectDeletion

REGISTERED AS {tbd}

Note:  Configuration attributes are not currently proposed to be retained for standardization in the ATN SARPs due to the lack of configuration management

requirements.

aePerformancePackage PACKAGE

BEHAVIOUR “to be analyzed.  Potential behavior similar to the summarization behaviour of AMHSSumAdjMTABehaviour”.



ATTRIBUTES




LogonMeanDelay

GET,




LogonMaxDelay


GET,




Successfulpeerconnection
GET,




Unsuccessfulpeerconnection
GET

NOTIFICATIONS


“Rec X.721 | ISO/IEC 10165-2:1992”:objectCreation



REGISTERED AS {tbd}

Question:  How should notifications be standardized?

7.0  Appendix A:  Open Issues

1.0 Does there need to be an MO to record the configuration of the peer AE?  Similar to the Convergent MIB projectRemoteApp?

2.0 How are object identifiers to be defined?

3.0 How should the subsetted BMIB be structured?  Is there a global view of the whole containment tree for all the subsets?  Or is this an implementation issue?


4.0 An alarm should be sent when the fault occurrence is detectable (or is this a fault notification should be sent when a fault is detectable.)

5.0 The failure of an instance of communication due to a user abor t sahll be logged.  

6.0 The failure of an instance of communication due to an error within the application shall be logged when detected in the aircraft, and notified to the SM manager when detected on the ground.

7.0 The failure of an instance of communication due to a failure of the communciation service provider shall be logged.

8.0 A fault notification shall be sent only to managers that can correct the fault situation immediately.  Otherwise a trace in the log is sufficient

9.0 The number of invocations of each application service shall be made available for off-line analysis at the application level and instance of communication level (should this be successful invocation? Accounting)

10.0 The ES shall notified every creation and deletion of instance of communications with the associated parameters.  

� EMBED Visio.Drawing.4  ���








� This approach may be modified with the addition of timestamped messages and clock synchronisation mechanisms.


� The class of communication is recorded in the transport layer. Should it be duplicated in these MO’s?  Should requested class of communication be recorded for performance analysis?


� This approach may be modified with the addition of timestamped messages and clock synchronisation mechanisms.


� This approach may be modified with the addition of timestamped messages and clock synchronisation mechanisms.
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