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Agenda Item 1 Organizational Matters

Working Group 1 Sub-Group 2 (Security) of the ATN Panel held their ninth meeting in Bordeaux hosted by DGAC.

1.1
The proposed agenda is Attachment 1. The chair introduced several additional items under Agenda item 5. The chair also proposed that future agendas would cover items 2, 3, and 4 as a single item 2 making the working session item 3 and other business item 4. In addition the chair proposed that the three separate files ACTION, ACTIVITIES and ISSUES will appear in a single STATUS file on the CENA server.

1.2 The attendance list is Attachment 2.

1.3 Introduction of members.  New members John Wang and Paul Ma were welcomed.

1.4 The working paper list is Attachment 3.

1.5 Reviewed M8 report, corrected one problem (proposed agenda was incorrect) and accepted.

Agenda Item 2 Review of Deliverable and Action Status

2.1
The ACTION list as reported in w1s2m8min was reviewed and updated as follows.

2.1.2 Item 21 – Complete – Not distributed due to limitations in the document. Made available for review at each meeting. Separate copies available on request.

2.1.3 Item 22 – Complete – Distributed at meeting as WP911.

2.1.4 Item 25 – Partial. Response came in too late for meeting 8 coordinated at meeting 9 with distribution as w1s2w908. Masoud agreed to provide outline of the other two parts (III and IV) as input to next meeting.

2.1.5 Item 26 – Complete. Ron added material to SV-1.

2.1.6 Item 27 – Complete. Answered at Utrecht. Likely will need to be handled with a mix of the two approaches. There is a section planned for Security (SV-8) but material will need to be in each of the other SV as well.

2.2 The resulting list is in Attachment 4 and is available on the CENA server in the STATUS file.

Agenda Item 3 Review of Activity Status

3.1 The ACTIVITIES list, produced at the Rio meeting for use in coordination of other Working Group activities related to incorporation of Security, was reviewed and updated.

3.1.1 Item 3 – Gerard indicated that work on item 3 and the X.509 profile from item 5 is in progress. A paper w1s2w912 – Secured ATN Dialogue Service (W3WP1424) was input to Bordeaux. Gerard described the paper submitted. SG will review the paper in detail and comments will be covered at meeting 10 in Phoenix.

3.1.2 Item 4 described by Ron Jones. Several possibilities under consideration. Draft SARPs are being worked for input to Jan99. Question is will any A/G router NOT support logon unless there is GG connectivity available. More discussion to follow. 

3.1.3 Item 5 – update provided by Jean-Marc Vacher in form of a working paper (W1S2W910). Considerable discussion on the reevaluation of threats done by WG3SG1. A previous paper on this subject had not made it’s way to the SG because it was provided only to WG3, missing WG1 at its’ latest meeting.  

3.2 The resulting list is in Attachment 4 and is available on the CENA server in the STATUS file.

Agenda Item 4 Review of Issues List

4.1 The ISSUES list was reviewed and there were no updates.

4.1.1 Added ISSUE 10 based on questions from WG3 (Mike Asbury) related to Rules for operation in the absence of a valid certificate.

4.2 The resulting list is in Attachment 4 and is available on the CENA server in the STATUS file.

Agenda Item 5 Working Session

5.1 Review comments on Version 4.0 of SV-1.

5.1.1 WP906 – ATN Security Provisions Proposed SV-1 Version 4.0 Draft Text Walk-through by Ron Jones highlighting changes. A number of changes based on previous SG actions and decisions.  Questions related to implementation and requiring enhancements. Additional discussion toke place Ron Jones noted the agreed changes.

5.1.2 Added a new issue to the list based on input from WG3 (Mike Asbury) and discussion during the SG meeting. This is ISSUE 10 Rules for operation in case of revoked or expired certificate. Corollaries to this rule are operation during system failure. A possible approach to coverage of this issue was proposed in the form of consideration of a backup certificate.

5.2 Document Structure

5.2.1 Doc9705

5.2.1.1 Agreement that there will be a separate sub-volume for security (SV-8) was made in WG1 and conveyed to the SG. This will be in addition to the required sections for core (Annex 10) and sub-volume 1.

5.2.1.2 SV-8 Ron Jones will convert current SV-1 to 8 and we will work during this session and accept assignment for material. Discussions determined that basic structure acceptable. We need to provide the directory schema to WG3SG3. A new section (6) for provided for the algorithm will include references for CM CPDLC and others. System Management coordination session held to raise any issues got direction and planning stuff (I need to get notes from Ian Valentine); subsequent discussion of requirements for directory services included products available to support DS – issue is Transport interface.

5.2.1.3 Combined meeting with JSG on System Management

5.2.1.3.1 Agreement reached – No need for Security SG to go into GDMO level of definitions, but we do need to define security managed objects – based on the approach in the work done by the ground SG on AMHS MOs. All the specification work on security MOs and how they are used can go in SV6.

5.2.1.3.2 Question raised – Where does the CONOP go? Response is in CAMEL part 2 – there are two high level headings for System Management and Security CONOP. Pointed out that these two CONOPs need to be consistent. SM meets late November and could deliver a draft before Phoenix meeting. AI28 – MP Bigelow to follow up. The SM CONOP has a section on exchange of SM information e.g. incident reports, audit information.

5.2.1.4 Proposed action to come out of this meeting with list of issues and who does what for System Management and Directory. Dennis Stewart accepted action to prepare and send to me for distribution and coordination by the group.

5.2.1.4.1 This should include definition of what parts of X.509 v3 must be supported in Directory; Directory use in our CONOPS; MO, and others.

5.2.1.5 Continued discussion on issue associated with CA hierarchy (ISSUES 1, 3, 5). No resolution or action.

5.2.1.6 Ron Jones agreed to prepare a first cut at SV-1 by meeting 10 planned for Phoenix.

5.2.2 Guidance

5.2.2.1 WP908 – Outline of CAMAL

Request to MP for remainder of CAMAL outline – Parts 3 and 4. He agreed even though the whole CAMAL is to be provided to WG1 meeting  

5.3 Studies on algorithms

5.3.1 WP9-07 Information

5.3.2 During discussion Masoud Paydar says we can reference RFCs.

5.3.3 Review of criteria and constraints NASA will run this action prepare an initial report for HNL with a final later

5.3.3.1 Constraints

5.3.3.1.1 Useful life – 10

5.3.3.1.2 Capable of being implemented in Hardware and Software.

5.3.3.1.3 Less than 100ms to sign and verify

5.3.3.1.4 International availability (exportable)

5.3.3.2 Criteria

5.3.3.2.1 Runs fast in SW

5.3.3.2.2 Runs fast in HW

5.3.3.2.3 Efficiency degree security/overhead/key length

5.3.3.2.4 Cost

5.3.3.2.5 Degree of validation/confidence

5.4 Review comments on Version 1.0 of Guidance Material

5.4.1 WP905 – Version 1.0 Draft ATN Security Guidance Material

Review conducted by MPB

5.5 Review inputs from other groups.

5.5.1 WG3SG1 Activity #6 WP910 – WPAMHS Security operation using Security Class 0. Based on paper presented to WG3 (WP225) Presented by Jean-Marc Vacher ensuing discussion related to mode and operation. Question on the paper presented to Rio meeting; resolved that it was not presented to WG1 only to WG3; Question from Ian Valentine on Denial of Service based on intercept and modification. SG will review the paper in detail and prepare comments for Meeting 10.

5.5.2 WG3SG3 WP1424 – Secured ATN Dialogue Service; paper submitted to WG3 Gerard introduced the paper. The SG will review the paper and prepare comments for Meeting 10.

5.6 Activities

5.6.1 System Management and Directory – Dennis will generate and get to me by 10/19. I will send out and coordinate input.

5.6.2 GM on hold. Until SV and other work settled.

Schedule of meetings

Meeting 10 – Phoenix December 7-9, 1998

Meeting 11 – Honolulu January 27-29, 1999

Considered and discussed the possibility of an additional meeting just prior to Honolulu with the planned January 27-29 meeting reduced to one or one and one half days. This might allow additional participation by some that could not get to or justify the meeting in Honolulu. No decision was made. I will coordinate with the group via email.

Agenda Item 6 Other Business

No other business was proposed and the subgroup adjourned.
W1S2W901
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Agenda

ATNP Working Group 1 Sub-Group 2 - Security

Ninth Meeting – October 7-9, 1998

Bordeaux, France

1. Organizational Matters

1.1. Review of Agenda

1.2. List of Attendees

1.3. Working Papers

2. Review of Deliverable Status

3. Review of Activities Status

4. Review of Issues List Status

5. Working Session

5.1. Initiate studies on algorithms.

5.2. Review comments on Version 1.0 of Guidance Material

6. Other Business

P
Name
Title/Organization
Address (City/Country/Zip)
Phone #

Fax #
Email

Address


Bigelow, Michael P
ARINC Fellow
MS4-213, 2551 Riva Road

Annapolis, MD 21401

USA
(410) 266-4378

(410) 266-2820
mpb@arinc.com


Castro, Luiz
DEPV- Cecati
Av. General Justo S/No

Rio de Janeiro - RJ

Brazil
55 21 2125584

55 21 2125692
SDO@novanet.com.br


Hatakenaka, Masami
NEC Corporation
29-23 Shiba 5, Minato-ku

Tokoyo 108

Japan
81-3-3456-7745

81-3-3456-7747
hatakenaka@atc.mt.nec.co.jp


Hennig, Paul
IATA/United Airlines
WHQKA 1200 Algonquin RD Elk Grove, IL 60007 USA
847-700-4317

847-700-4477
paulhennig@aol.com


Jones, Ron
FAA

Data Link Product Team

AND-720
800 Independence Ave SW 

Washington DC 20591

USA
(202) 493-4705

(202) 493-5022
ronnie.jones@faa.gov


Mittaux-Biron, Gérard
CENA
7, avenue Edouard Belin BP 4005

31055 Toulouse Cedex  FRANCE
33-5-62-25-96-36

33-5-62-25-95-99
Mittaux-Biron_Gerard@cena.dgac.fr


Paydar, Masoud
ICAO
999 University St

Montreal PQ

Canada H3C 5H7
514-954-8210

514-954-6759



Stewart, Dennis
ONS.
5 Rutledge Ct.

Sterling, VA 20165 USA
1-703-975-6690
dstewart@access.digex.net


Valentine, Ian
Eurocontrol/ECSoft
ECSoft, Centennial Court

Easthamstead Road

Brachnell Berkshire UK RG12 1YQ
44 1344 867199

44 1344 868442
Ian.valentine@ecsoft.co.uk


Wang, John
NASA Ames Research Center
MS: 233-10

NASA Ames

Moffett Field, CA 94035-1000 USA
1 650 604 5525

1 650 604 6999
Jwang@mail.arc.nasa.gov


Ma, Paul
NASA Ames Research Center
MS: 233-10

NASA Ames

Moffett Field, CA 94035-1000 USA
1 650 604 3586

1 650 604 6999
Pma@mail.arc.nasa.gov

LIST OF WORKING PAPERS

ATNP WG1 SG2 Ninth Meeting – Bordeaux, France 7-9 October 1998



No
Agenda Item
Presenter
Title

WP9-1
1
M. Bigelow
Agenda

WP9-2
1
M. Bigelow
Draft Report WG1SG2 Meeting 8

WP9-3
1
M. Bigelow
Working Paper List

WP9-4
2,3,4
M. Bigelow
Status Files

WP9-5
5
M. Bigelow
Version 1.0 Draft ATN Security Guidance Material

WP9-6
5
R. Jones
ATN Security Provisions Proposed SV-1 Version 4.0 Draft Text

WP9-7
5
M. Bigelow
Information on Cryptographic Algorithms

WP9-8
5
M. Bigelow
Outline of CAMAL

WP9-9
5
M. Bigelow
Information on Cryptography

WP9-10
5
J. M. Vacher
AMHS Security using Security Class 0

WP9-11
2
M. Bigelow
State Responses to Request for information on Cryptographic Import/Export Restrictions

WG1SG2 Deliverable and Action List



#

Description
Assigned To
Due Date
Status

1

Draft Core SARPs
R. Jones

Complete

2

SV1 SARPs updates and additions for Certificate Authorities
M. Bigelow

Open

3

Draft Certification Practices Statement
M. Bigelow

Open

4

Questions and Issues for WG2 and WG3 (Flimsies 2-3 and 2-4)


Complete

5

Produce Concept of Operations
M. Bigelow
June 1998 (0.1)
Outline accepted. Additional work to be tracked under 19, 17, and 18

6

Annex 17 and Doc. 8973 recommendations
P. Bourdier & 

D Stewart

Tabled to follow AI 9

Work in progress under 20

7

Digital Signature Managed Object fault attempts and failure


Expanded to A and B below


A
Addition of high level requirements to SARPs
R. Jones
September 1998



B
Addition of high level requirements to guidance
M. Bigelow
September 1998


8

Recommendations to RTCA 189/EUROCAE 53 on security in the initial ATN implementation
P. Hennig
June 1998
Deleted as not applicable.

9

Draft ATN Security Policy
P. Bourdier



10

Track SV work
M. Bigelow
Ongoing
Being tracked through ACTIVITIES file

11

Overall work plan of the subgroup
M. Bigelow
Oct. 1997
Complete

12

Version 0.1 draft ATN system level security SARPs for Core/SV-1 at a level sufficiently complete for WG2 & WG3 to use as a basis to proceed with the development of the associated detailed SARPs
SG2
WG1 Oct. 1997
Complete – accepted as Version 1.0

13

Version 0.1 draft GM
SG2
WG1 Oct. 1997
Complete – remained 0.1

14

Version 1.x draft ATN security SARPs for Core and SV1 
SG2
WG1 Feb. 1998
Complete – Proposed as Version 1.2 in March meeting

15

Version 2.0 Proposed ATN security SARPs text for Core & SV1 
WG1
March 1998
Complete – Version 1.2 accepted and increments to 2.0

16

Version 2.x Proposed ATN security SARPs text for Core & SV1 
SG2
WG1 June 1998
Complete – Version 2.1 submitted and accepted. 

17

Version 0.y draft GM
SG2
WG1 June 1998
Complete – Proposed and accepted.

18

Version 1.x Proposed ATN security GM

WG1 Sep. 1998
Complete – Proposed and accepted.

19

Concept of Operations

WG1 March 1998
Complete – Now part of the overall Guidance Material and will be tracked with it

20

Updates to Annex 17 and Doc 8973
P. Bourdier
WG1 June 1999
Working – Annex 17 updates proposed Doc. 8973 under development. Flimsy to WG1 for Secretary to apprise other ICAO groups of ATNP activities related to security.

21

Copies of Doc 8973 to SG
M. Bigelow
March 31
Complete – Not distributed due to limitations in the document. Made available for review at each meeting. Separate copies available on request.

22

Copies of responses to state letter on cryptography import/export limitations
M. Bigelow
March 31
Complete – Distributed at BOD as WP911.

23

Work with AEEC on definition of how the initial installation and subsequent update of certificates (actually the private key) into the avionics will be done.
P Hennig

M. Bigelow
January 18, 1999


24

Develop flimsy on need (or not) to conduct risk/threat analysis on individual application basis.
M. Bigelow
June 21
Submitted to WG3 as WP13-14.

25

Outline of CAMAL
M. Paydar
August 15

January 99
Partial – response came in too late for meeting 8 coordinated at meeting 9 with distribution as w1s2w908. Masoud agreed to provide outline of the other two parts (III and IV). 

26

Addition of stricture against the use of encryption across administration boundaries
R. Jones
September 1998
Complete - BOD

27

Pose question to WG1 on consolidation of security guidance into single section or distributed throughout CAMAL
M. Bigelow
June 23, 1998
Answer at Utrecht was this likely will need to be handled with a mix of the two approaches. There is a section planned for Security but material will need to be in each of the other SV as well

28

Check with JSG on CONOP for input to W1S2 Meeting 10
M. Bigelow
December 1998


Working Group Activities related to Incorporation of Security



Item 
WG
SWG
Sub-Volume
Responsible
Activities
Due Date
Status

1
WG1
SG2
SV-1
M. Bigelow
Track SV work
June 1999


2
WG3

SV-6
T. Kerr
Coordination only



3
WG3
SG3
SV-4
S. Van Trees

     & 

Gerard Mittaux-Biron
WG3/SG3 is developing the Secure Dialogue Service (SDS). The DS currently offer a security requirements parameter, which maps to the authentication requirements field in ACSE. The SDS offers authentication of the dialogue and digital signature of the data of the dialogue. The SDS is based on GULS and X.509.
January 1999
W3WP1424 (w1s2w912) input to Bordeaux. The SG will review the paper in detail and comments will be covered at meeting 10 in Phoenix.

4
WG2
None
SV-5
Jim Moulton
WG2 is currently investigating the addition of Type 2 (strong) authentication for IDRP routing exchanges. For ground-ground exchanges, standard use of X.509 certificates is possible. For air-ground exchanges, a method of certificate use that does not require additional air-ground messages is anticipated. IDRP authentication first draft should be available by the Utrecht meeting.
June 1998
Target draft SARPs January 1999

Question raised – will any A/G router NOT support logon unless there is GG connectivity available

5
WG3

SV-7
S. Van Trees

      &

J. Moulton
ASN.1, X.509 Certificate, Cryptography Algorithm(s)
January 1999
Algorithm investigation and selection moved to WG1SG2

X.509 profile in progress

6
WG3
SG1
SV-3
J.M. Vacher
Selection of MHS Security Elements of Service (through a Security Class of the SEC Optional Functional Group defined in ISO MHS ISPs). This selection needs to offer a suitable protection against identified threats to the AMHS. Possible use of X.509 in this context will be investigated.
September 1998
w1s2w910 – AMHS Security operation using Security Class 0. Based on paper presented to WG3 (WP225) Presented by Jean-Marc Vacher

SG will review the paper in detail and prepare comments for Meeting 10

7
WG1
SG2
SV-6
M. Bigelow
Definition of requirements of Security Management
September 1998


8
WG1
SG2
SV-8
M. Bigelow
Definition of security algorithm
January 1999


WG1 SG2 – Security Issues List



#
Issue
Comments
Status

1
The relationship between the Certification Authority (CA) hierarchies and the ATN addressing and ATN router hierarchies.
Current thinking is that there is no relationship necessary between the Certification Authority (CAs) hierarchies and the ATN addressing and ATN router hierarchies
Closed

2
The institutional issues related to CA and the nature of bilateral agreements that would be needed among the highest tier of CA.
Material is planned for:

1.
Core and SV-1 SARPs

2.
Concept of Operations

3.
Global ATN Security Policy
Ongoing

3
The institutional issues that are related to the use of cryptography as these may impact the specific cryptographic algorithm selected for use by the ATN.
Maintain approach as use of cryptography only for authentication. Masoud transmitted request to all administrations to provide information on government restrictions on import/export of cryptography and indicated that earliest likely return would be December 1997. Responses received from five states 
Ongoing

4
Transition issues (e.g., where some users support Package-1 with no support for security provisions while others support Package-2 of the ATN SARPs that includes security provisions)
Included in SARPs as requirement to maintain backward compatibility.
Closed

5
The interrelationship needed between the certificate authorities of the States and those of airlines, airspace users and service providers.
Proposed as set of CA certified to a common specification
Closed

6
Application of Security to ATSMHS
Input from WG3 needed; This item is being worked under ACTIVITIES #6
Ongoing

7
Certificate assignment to Airman or Airframe
Current position of WG2 is that certificates for ATS should be on airframe basis. Included in SARPs as assignment to airframe. Remaining investigation on whether this should be at 24-bit id or application.
Resolved – with some ongoing

8
Initial load of certificate/key into avionics
Action to P. Hennig and M. Bigelow to work with AEEC – ACTION #23
Ongoing

9
Need for risk/threat analysis to determine exact nature of changes to application SARPs
Action to M. Bigelow to respond to WG3 (SG2). 
WP1314 submitted to WG3. Awaiting response.

10
Rule(s) for operation in case of revoked or expired certificate. 
Corollaries to this rule are operation during system failure. A possible approach to coverage of this issue was proposed in the form of consideration of a backup certificate
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