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Agenda Item 1 Organizational Matters

Working Group 1 Sub-Group 2 (Security) of the ATN Panel held their eighth meeting in Toulouse hosted by CENA.

1.1
The proposed agenda is Attachment 1.

1.2
The attendance list is Attachment 2.

1.3 The working paper list is Attachment 3.

1.4 Minor history discussions. Move to discussion of overall framework and review of risk analysis by Ian Valentine. Then to who defines what by Ketan Nguyen.

Agenda Item 2 Review of Deliverable and Action Status

2.1
The ACTION list as reported in w1s2m7min was reviewed and updated as follows.

2.1.2 Item 26 – Discussed and refined. Ron will produce draft text for a note to identify encryption in the framework.

2.2 The resulting list is Attachment 4 and is available on the CENA server as ACTION

2.3 Fundamental Issues – Signature length and Key length.

Agenda Item 3 Review of Activity Status

3.1 The ACTIVITIES list, produced at the Rio meeting for use in coordination of other Working Group activities related to incorporation of Security, was reviewed and updated.

3.1.1 Gerard indicated that work on item 3 and the X.509 profile from item 5 is in progress and a paper will be input to Bordeaux

3.1.2 Clarified that no activity in progress to define algorithm. Discussion ensued on advisability of restricting to a single algorithm. Ketan recommends at least two (one for ATN and one for ACARS). Ian Valentine points out that it must be in SARPs since the CM logon must be authenticated. Continued discussion led to consideration of where the algorithm would be defined (WG3 or WG1).  

3.1.3 Decision made to move work on definition of the algorithm back into WG1SG2. Coordination as to location of publication will be necessary. Due to meeting sequence will generate flimsy for Paul to present to WG2 & 3 asking for comments on this approach. Also, request input based on established criteria to be developed by KN.  Flimsy worked Thursday and finalized. 

3.1.4 Issue 8 – Lots of discussion related to generation and distribution of keys and certificates. Includes later discussion on CM server and transfer of control. Agreements reached are:

3.1.4.1 Only one level (class) of certificate is required. This is on the basis that while other classes may be needed for internal airline (or air traffic service provider) communications this is not a SARPs matter.

3.1.4.2 ATN CA’s are required to adhere (and will be audited to) the CPS as published in the SARPs

3.2 The resulting list is Attachment 5 and is available on the CENA server as ACTIVITIES

Agenda Item 4 Review of Issues List

4.1 The ISSUES list was reviewed and there were no updates.

4.2 The resulting list is Attachment 6 and is available on the CENA server as ISSUES.

Agenda Item 5 Working Session

5.1 Review of criteria for selection of Public Key Algorithm

5.1.1 Major discussion on item 5 related to key length, rates of key change. Agreed on signature maximum of 128 bits; additional criteria were developed and documented in the flimsy to WG1, 2 and 3 requesting input.

5.2 Review paper w1s2w809 – Proposed Definitions
5.2.1 General comment has to do with is possible duplication within the SARPs or CAMAL; requires review for such and resolution.

5.2.2 Resolution with base standards

5.2.2.1 Certificate – A certificate contains information that associates a user with a public key in a fashion that can be trusted and verified.

5.2.2.2 Root – ICAO is the root for naming and policies but does not issue certificates.

5.2.2.3 Hash – add One-way to parentheses.

5.2.2.4 Key pair – delete last two sentences.

5.2.2.5 Public and Private key – use 10181-1

5.2.2.6 Non-repudiation – ed. Add signature to note

5.2.3 Drop naming, registration and issuing and use certificate authority throughout.

5.3 Review of Version 0.8 Guidance Material.

5.3.1 Section 2.1 should be re-worded and moved to SARPs – RJ

5.3.2 Section 1.5 include certain of the references as commented by IV

5.3.3 Section 1.2 include a statement indicating that the SARPs are intended for ATS but also intended to provide framework for AOC.

5.3.4 Section 1.2 - Include section 3.1 into here and include statement(s) indicating that based on studies PKI chosen as solution. 

5.3.5 Section 2 and 2.1 into 1.2.

5.3.6 Section 2.1 - add material on consequences of selection of PKI as security mechanism.

5.3.7 Section 1.2 delete ‘as supported by the ATN’

5.3.8 Section 3.2 becomes 3.1 Overview 

5.3.9 Section 3.3 1st paragraph moves to 3.1

5.3.10 Section 4.1.2 is gone and 4.1.3 is moved to 1.2

5.3.11 Figure 3-1 – Pointed out that PLP is not part of SARPs discussed and agreed to delete from figure.

5.3.12 Discussion related to structure of section 3 move 3.3.4 to 3.1

5.3.13 Rename 3 to ATN Security Framework

5.3.14 Restructured Section 3 according to the following outline



(3.1 Overview

· Organizations (ATSU, Airlines, Service Providers)

· CA (s)

· Repository

· Communications

· PKI

· Security management

(3.2 Communications Security Model

· Message Authentication

· Network (Routing Control) Authentication

· System Management

(3.3 PKI

(3.3.1 CA

(3.3.2 Repository

(3.4 Security Management

5.3.15 Restructured Section 4 according to the following outline

(4 Concept of Operations

(How the framework mechanisms are used to provide necessary levels of protection)

· PKI

· Key revocation

· Frequency of key change

· Propagation of change

· Communications

· Denial of Service

· Management

5.4 Action for all of Section 1 and 2 updates to Bigelow

5.5 Action for all of Section 3, 4 and 5 updates to Stewart.

5.6 Presentation of w1s2w807 – Ketan described some work in progress at Honeywell as reported to AEEC Data Link Users Forum on the development of a mechanism to support symmetric cryptosystems.

5.7 Review of w1s2w806 – Version 2.2 of SV-1

5.7.1 Considerable change.

5.7.2 Output is Version 2.3 and will be submitted to WG1 in Bordeaux with the proposal to baseline as Version 3.0.

5.8 Review of w1s2f801

5.8.1 Minor editorial changes and agreement to transmit to WG1 as input for Bordeaux.

5.8.2 Ketan requests assurance that NASA gets copies.

5.9 Review of w1s2w810

5.9.1 The group agreed following discussion that there is no value added by the proposed figure. Clarification by Ian that EUROCONTROL comments were related to issues with what Fig 3.1 was called. That Fig 3.1 was communications architecture with security points overlaid. Still concern that a figure displaying ATN entities and interaction between AE and CA’s and the various domains is needed.

Agenda Item 6 Other Business

No other business was proposed and the subgroup adjourned.
W1S2W801
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Agenda

ATNP Working Group 1 Sub-Group 2 - Security

Eighth Meeting – August 26 28, 1998

Toulouse, France

1. Organizational Matters

1.1. Review of Agenda

1.2. List of Attendees

1.3. Working Papers

2. Review of Deliverable Status

3. Review of Activities Status

4. Review of Issues List Status

5. Working Session

5.1. Need for WG3 to initiate studies on algorithms

5.2. Complete Version 1.0 of Guidance Material

6. Other Business

As there is quite a bit of work to do and no other meeting is planned prior to the October meeting of WG1 in Bordeaux, please plan to put in a full day Friday.
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No
Agenda Item
Presenter
Title

WP8-1
1
M. Bigelow
Agenda

WP8-2
1
M. Bigelow
Draft Report WG1SG2 Meeting 7

WP8-3
1
M. Bigelow
Working Paper List

WP8-4
2,3,4
M. Bigelow
Status Files

WP8-5
5
M. Bigelow
Proposed Version 0.8 Draft ATN Security Guidance Material

WP8-6
5
R. Jones
ATN Security Provisions Proposed SV-1 Version 2.2 Draft Text

WP8-7
6
K. Nguyen
Report on presentation to AEEC Data Link Users Forum

WP8-8
5
I. Valentine
EUROCONTROL comments on Version 0.1 and 0.2 Draft ATN Security Guidance Material

WP8-9
5
M. Bigelow
Proposed Definitions for Security Guidance

WP8-10
5
M. Bigelow
Proposed Additional Figure for Security Guidance

WG1 SG2 Action Item and Deliverables List

#

Description
Assigned To
Due Date
Status

1

Draft Core SARPs
R. Jones

Complete

2

SV1 SARPs updates and additions for Certificate Authorities
M. Bigelow

Open

3

Draft Certification Practices Statement
M. Bigelow

Open

4

Questions and Issues for WG2 and WG3 (Flimsies 2-3 and 2-4)


Complete

5

Produce Concept of Operations
M. Bigelow
June 1998 (0.1)
Outline accepted. Additional work to be tracked under 19, 17, and 18

6

Annex 17 and Doc. 8973 recommendations
P. Bourdier & 

D Stewart

Tabled to follow AI 9

Work in progress under 20

7

Digital Signature Managed Object fault attempts and failure


Expanded to A and B below


A
Addition of high level requirements to SARPs
R. Jones
September 1998



B
Addition of high level requirements to guidance
M. Bigelow
September 1998


8

Recommendations to RTCA 189/EUROCAE 53 on security in the initial ATN implementation
P. Hennig
June 1998
Deleted as not applicable.

9

Draft ATN Security Policy
P. Bourdier



10

Track SV work
M. Bigelow
Ongoing
Being tracked through ACTIVITIES file

11

Overall work plan of the subgroup
M. Bigelow
Oct. 1997
C

12

Version 0.1 draft ATN system level security SARPs for Core/SV-1 at a level sufficiently complete for WG2 & WG3 to use as a basis to proceed with the development of the associated detailed SARPs
SG2
WG1 Oct. 1997
C – accepted as Version 1.0

13

Version 0.1 draft GM
SG2
WG1 Oct. 1997
C – remained 0.1

14

Version 1.x draft ATN security SARPs for Core and SV1 
SG2
WG1 Feb. 1998
C – Proposed as Version 1.2 in March meeting

15

Version 2.0 Proposed ATN security SARPs text for Core & SV1 
WG1
March 1998
C – Version 1.2 accepted and increments to 2.0

16

Version 2.x Proposed ATN security SARPs text for Core & SV1 
SG2
WG1 June 1998
Version 2.1 submitted and accepted. 

17

Version 0.y draft GM
SG2
WG1 June 1998
Future

18

Version 1.x Proposed ATN security GM

WG1 Sep. 1998
Future

19

Concept of Operations

WG1 March 1998
Now part of the overall Guidance Material and will be tracked with it

20

Updates to Annex 17 and Doc 8973
P. Bourdier
WG1 June 1999
Annex 17 updates proposed Doc. 8973 under development. Flimsy to WG1 for Secretary to apprise other ICAO groups of ATNP activities related to security.

21

Copies of Doc 8973 to SG
M. Bigelow
March 31


22

Copies of responses to state letter on cryptography import/export limitations
M. Bigelow
March 31


23

Work with AEEC on definition of how the initial installation and subsequent update of certificates (actually the private key) into the avionics will be done.
P Hennig

M. Bigelow
January 18, 1999


24

Develop flimsy on need (or not) to conduct risk/threat analysis on individual application basis.
M. Bigelow
June 21
Submitted to WG3 as WP13-14

25

Outline of CAMAL
M. Paydar
August 15
Response came in too late for meeting 8 will coordinate electronically prior to meeting 9 in Bordeaux

26

Addition of stricture against the use of encryption across administration boundaries
R. Jones
September 1998


27

Pose question to WG1 on consolidation of security guidance into single section or distributed throughout CAMAL
M. Bigelow
June 23, 1998


Working Group Activities related to Incorporation of Security

Item 
WG
SubWG
Sub-Vol
Responsible
Activities
Due Date
Status

1
WG1
SG2
SV-1
M. Bigelow
Track SV work
June 1999


2
WG3

SV-6
T. Kerr
Coordination only



3
WG3
SG3
SV-4
S. Van Trees (P)

& Gerard Mittaux-Biron
WG3/SG3 is developing the Secure Dialogue Service (SDS). The DS currently offer a security requirements parameter, which maps to the authentication requirements field in ACSE. The SDS offers authentication of the dialogue and digital signature of the data of the dialogue. The SDS is based on GULS and X.509.
January 1999


4
WG2
None
SV-5
Jim Moulton
WG2 is currently investigating the addition of Type 2 (strong) authentication for IDRP routing exchanges. For ground-ground exchanges, standard use of X.509 certificates is possible. For air-ground exchanges, a method of certificate use that does not require additional air-ground messages is anticipated. IDRP authentication first draft should be available by the Utrecht meeting.
June 1998


5
WG3

SV-7
S. Van Trees &

J. Moulton
ASN.1, X.509 Certificate, Cryptography Algorithm(s)
January 1999
Algorithm investigation and selection moved to WG1SG2

6
WG3
SG1
SV-3
J.M. Vacher
Selection of MHS Security Elements of Service (through a Security Class of the SEC Optional Functional Group defined in ISO MHS ISPs). This selection needs to offer a suitable protection against identified threats to the AMHS. Possible use of X.509 in this context will be investigated.
September 1998


7
WG1
SG2
SV-6
M. Bigelow
Definition of requirements of Security Management
September 1998


8
WG1
SG2
??
M. Bigelow
Definition of security algorithm
January 1999


WG1 SG2 – Security Issues List

#
Issue
Comments
Status

1
The relationship between the Certification Authority (CA) hierarchies and the ATN addressing and ATN router hierarchies.
Current thinking is that there is no relationship necessary between the Certification Authority (CAs) hierarchies and the ATN addressing and ATN router hierarchies
Closed

2
The institutional issues related to CA and the nature of bilateral agreements that would be needed among the highest tier of CA.
Material is planned for:

1.
Core and SV-1 SARPs

2.
Concept of Operations

3.
Global ATN Security Policy
Ongoing

3
The institutional issues that are related to the use of cryptography as these may impact the specific cryptographic algorithm selected for use by the ATN.
Maintain approach as use of cryptography only for authentication. Masoud transmitted request to all administrations to provide information on government restrictions on import/export of cryptography and indicated that earliest likely return would be December 1997. Responses received from five states 
Ongoing

4
Transition issues (e.g., where some users support Package-1 with no support for security provisions while others support Package-2 of the ATN SARPs that includes security provisions)
Included in SARPs as requirement to maintain backward compatibility.
Closed

5
The interrelationship needed between the certificate authorities of the States and those of airlines, airspace users and service providers.
Proposed as set of CA certified to a common specification
Closed

6
Application of Security to ATSMHS
Input from WG3 needed; This item is being worked under ACTIVITIES #6
Ongoing

7
Certificate assignment to Airman or Airframe
Current position of WG2 is that certificates for ATS should be on airframe basis. Included in SARPs as assignment to airframe. Remaining investigation on whether this should be at 24-bit id or application.
Resolved – with some ongoing

8
Initial load of certificate/key into avionics
Action to P. Hennig and M. Bigelow to work with AEEC – ACTION #23
Ongoing

9
Need for risk/threat analysis to determine exact nature of changes to application SARPs
Action to M. Bigelow to respond to WG3 (SG2). 
WP1314 submitted to WG3. Awaiting response.

Selection of ATN cryptographic algorithm

1
Introduction

During the division of work associated with the inclusion of security into the ATN, the responsibility for the selection of the cryptographic algorithm to be used in the ATN was allocated to WG3. WG1SG2 understands this has been delegated to WG3SG3 but that no work has been done on this to-date.

2
Problem statement

A necessary part of the establishment of the asymmetric (Public Key) cryptographic framework for the ATN is the selection of an appropriate algorithm. This algorithm has considerable potential effect on the operation of the ATN due to such things as processing overhead and signature length (and attendant communications overhead). WG1SG2 has reconsidered the proposal that this work be done by WG3 and is prepared to undertake the work on its own. 

Recommendation
WG1SG2 requests that 

1. WG1 consider the information provided above and coordinate with WG3 to inform them that WG1SG2 will be conducting the investigation and selection of the specific cryptographic algorithm to be used within ATN.

2. WG1 perform a call for input and recommendations on specific algorithms to be considered for use in the ATN based on the following text.

WG1SG2 is conducting investigation into the most suitable algorithm for use in the ATN Public Key Infrastructure. WG1SG2 requests input in the form of working papers which evaluate various alternative algorithms and make recommendations. WG1SG2 has established the following as base criteria to be used for the selection of the Public Key Algorithm for use in the ATN.

Criteria which must be met. (Required)

1. Anticipated useful life of at least 10 years.

2. Key length of at least 1024 bits

3. Implementable in software as well as hardware. Runs sufficiently fast in software.

4. A published algorithm (e.g. DES, IDEA, RSA)

5. Minimized message size overhead, as compared to alternative algorithms. The resultant overhead must be less than 128 bits with 32-64 bits preferred for air-ground applications.

6. Relatively fast, as compared to alternative algorithms. This should be less than 100ms to sign or verify.

Criteria which are nice but not required.

1. Unencumbered by patent by year 2005.

2. Well known. In commercial use for two or more years. (Exposure to cracking attempts)
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