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Agenda Item 1 Organizational Matters

Working Group 1 Sub-Group 2 (Security) of the ATN Panel held their sixth meeting in Annapolis MD USA hosted by ARINC.

1.1
The proposed agenda is Attachment 1.

1.2
The attendance list is Attachment 2.

1.3
The working paper list is Attachment 3.

Agenda Item 2 Review of Deliverable and Action Status

2.1
The ACTION list as reported in w1s2m5min was reviewed and updated.

2.1.2 2.1.1
Add Security to the title

2.1.3 Delete 10.1 through 10.5 as these are covered in the coordination table and will be tracked under 10.

2.1.4 Change action 18 to Version 1.x 

2.1.5 Change Status of action 19 to indicate it is incorporated into the guidance material.

2.1.6 Assigned action 20 to Patrick Bourdier.

2.1.7 During later activities added action 24 on the development of a risk analysis flimsy assigned to M. Bigelow

2.2
The resulting list is Attachment 4 and is available on the CENA server as ACTION.

Agenda Item 3 Review of Activites Status

3.1
The table developed in Rio to track the work of the other working groups is Attachment 5 to this report and is available on the CENA server as ACTIVITIES.

Agenda Item 4 Review of Issues List

4.1
No change to list.

4.2
This list will be continued as a separate list and maintained on the CENA server under the WG1 SG2 directory as ISSUES.

Agenda Item 5 Working Session

5.1
Material submitted by all participants was reviewed. Changes noted and action assigned for updates in preparation for meeting seven in Utrecht. The goal is to have a draft version of the guidance with a concept of operation document coming out of the WG1 meeting June 23 – 24.

5.2
Issue on the need for additional per application risk analysis was raised by WG3 SG2 and will be answered by flimsy by M. Bigelow – action 24.
Agenda Item 6 Other Business

No other business was proposed and the subgroup adjourned.
W1S2W601
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Agenda

ATNP Working Group 1 Sub-Group 2 - Security

Sixth Meeting – May 27 – 29, 1998

Annapolis, MD USA

1.1. Organizational Matters

1.2. Review of Agenda

1.3. List of Attendees

1.4. Working Papers

2. Review of Deliverable Status

3. Review of Activities Status

4. Review of Issues List Status

5. Working Session

6. Other Business

The main focus of the working session for this meeting will be the development of Guidance Material. A new outline of Guidance Material has been distributed with this agenda. This outline now includes the Concept of Operations as part of the Guidance and indicates all accepted assignments. Drafts of these assignments should be available for this meeting. 
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LIST OF WORKING PAPERS

ATNP WG1 SG2 Sixth Meeting – Annapolis MD, USA – 27 – 29 May 1998

No
Agenda Item
Presenter
Title

WP6-1
1
M. Bigelow
Agenda

WP6-2

D. Stewart

R. Jones
Proposed Section 4 guidance material Draft Text

WP6-3

R. Murad
Proposed Section 3 guidance material Draft Text

WP6-4

M. Bigelow
Proposed Section 1 and 2 guidance material Draft Text

WG1 SG2 Action Item and Deliverables List

#

Description
Assigned To
Due Date
Status

1

Draft Core SARPs
R. Jones

Complete

2

SV1 SARPs updates and additions for Certificate Authorities
M. Bigelow

Open

3

Draft Certification Practices Statement
M. Bigelow

Open

4

Questions and Issues for WG2 and WG3 (Flimsies 2-3 and 2-4)


Complete

5

Produce Concept of Operations
M. Bigelow
June 1998 (0.1)
Outline accepted

6

Annex 17 and Doc 8973 recommendations
P. Bourdier & 

D Stewart

Tabled to follow AI 9

7

Digtal Signature Managed Object fault attempts and failure
P. Hennig



8

Recommendations to RTCA 189/EUROCAE 53 on security in the initial ATN implementation
P. Hennig
June 1998


9

Draft ATN Security Policy
P. Bourdier



10

Track SV work
M. Bigelow
Ongoing


11

Overall work plan of the subgroup
M. Bigelow
Oct. 1997
C

12

Version 0.1 draft ATN system level security SARPs for Core/SV-1 at a level sufficiently complete for WG2 & WG3 to use as a basis to proceed with the development of the associated detailed SARPs
SG2
WG1 Oct. 1997
C – accepted as Version 1.0

13

Version 0.1 draft GM
SG2
WG1 Oct. 1997
C – remained 0.1

14

Version 1.x draft ATN security SARPs for Core and SV1 
SG2
WG1 Feb. 1998
C – Proposed as Version 1.2 in March meeting

15

Version 2.0 Proposed ATN security SARPs text for Core & SV1 
WG1
March 1998
C – Version 1.2 accepted and incremented to 2.0

16

Version 2.x Proposed ATN security SARPs text for Core & SV1 
SG2
WG1 June 1998
Future

17

Version 0.y draft GM
SG2
WG1 June 1998
Future

18

Version 1.x Proposed ATN security GM

WG1 Sep. 1998
Future

19

Concept of Operations

WG1 March 1998
Not complete new due date June 1998

20

Updates to Annex 17 and Doc 8973
Patrick 
WG1 June 1999
Annex 17 updates proposed, Doc 8973 under development. Flimsy to WG1 for Secretary to apprise other ICAO groups of ATNP activities related to security.

21

Copies of Doc 8973 to SG
M. Bigelow
March 31


22

Copies of responses to state letter on cryptography import/export limitations
M. Bigelow
March 31


23

Work with AEEC on definition of how the initial installation and subsequent update of certificates (actually the private key) into the avionics will be done.
P Hennig

M. Bigelow



24

Develop flimsy on need (or not) to conduct risk/threat analysis on individual application basis.
M. Bigelow
June 231


Working Group Activities related to Incorporation of Security

Item 
WG
SubWG
Sub-Volume
Responsible
Activities
Due Date

1
WG1
SG2
SV-1
M. Bigelow
Track SV work
June 1999

2
WG3

SV-6
T. Kerr
Coordination only


3
WG3
SG3
SV-4
S. Van Trees (P)

& Gerard Mittaux-Biron
WG3/SG3 is developing the Secure Dialogue Service (SDS). The DS currently offer a security requirements parameter, which maps to the authentication requirements field in ACSE. The SDS offers authentication of the dialogue and digital signature of the data of the dialogue. The SDS is based on GULS and X.509.
January 1999

4
WG2
None
SV-5
Jim Moulton
WG2 is currently investigating the addition of Type 2 (strong) authentication for IDRP routing exchanges. For ground-ground exchanges, standard use of X.509 certificates is possible. For air-ground exchanges, a method of certificate use that does not require additional air-ground messages is anticipated. IDRP authentication first draft should be available by the Utrecht meeting.
June 1998

5
WG3

SV-7
S. Van Trees &

J. Moulton
ASN.1, X.509 Certificate, Cryptography Algorithm(s)
January 1999

6
WG3
SG1
SV-3
J.M. Vacher
Selection of MHS Security Elements of Service (through a Security Class of the SEC Optional Functional Group defined in ISO MHS ISPs). This selection needs to offer a suitable protection against identified threats to the AMHS. Possible use of X.509 in this context will be investigated.
September 1998
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