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Agenda Item 1 Organizational Matters


Working Group 1 Sub-Group 2 (Security) of the ATN Panel held their fifth meeting in Rio de Janeiro hosted by DEPV.


1.1	The proposed agenda is Attachment 1.


1.2	The attendance list is Attachment 2.


1.3	The working paper list is Attachment 3. All electronicaly submitted working papers are available on the CENA server.





Agenda Item 2 Review of Deliverable and Action Status





2.1	The ACTION list as developed in Gatwick and reported in w1s2m4min was reviewed and updated.


2.1.1	WP503 and 502 - drafts ver 1.2 of Core and SV-1 SARPs - were submitted by Ron Jones. The changes incorporated agreements from Redondo as well as a proposed change covered in WP-504.


2.1.2	Under action item number 9, WP506 – Draft Global ATN Security Policy - was submitted by Patrick Bourdier.


2.2	The resulting list is Attachment 4 and is available on the CENA server as ACTION





Agenda Item 3 Review of Activites Status





3.1	Item 3 “Coordinate with WG2 and WG3 to insure consistency between the security provisions defined across the SARPs sub- volumes”. Agreed to request that WG1 request time in the JWG meeting to present current understanding of WG2 and WG3 work needed and request input from both groups. Flimsy 5 for input to WG1 was produced and updated during the subsequent week. It appeared in its’ completed form as JWG8fl05. The completed table is Attachment 5 to this report and will be maintained to track and report on this coordination.





Agenda Item 4 Review of Issues List





4.1	Issue 3 on International Cryptography limitations


4.1.1	Hard copy of a survey of worldwide cryptography import and export policy was submitted by Martin Adnams.


4.1.2	WP4-6 submitted by Gerard Mittaux-Biron at the Gatwick meeting addressing the French policy on cryptography import and export.


4.1.3	Advance copy of WPxxx for WG was provided by Masoud to the subgroup. It recaps the responses received from 5 states and provides an opinion from ICAO Legal.


4.1.4	All SG memembers are encouraged to review the material for any problem associated with the use of Digital Signature.





4.2	This list will be continued as a separate list and maintained on the CENA server under the WG1 SG2 directory as ISSUES.





Agenda Item 5 Working Session





5.1	WP506 “Draft Global ATN Security Policy (GASP)” Presented by Patrick Bourdier as response to Action 9. Discussion led to action to Patrick (and Dennis) to develop specific updates to Annex 17 and Doc 8973. The document will be retained as a single entity at this point and ‘broken up’ later. The first proposal for changes to Annex 17 was drafted at this meeting. Additional discussion on the interaction with other ICAO bodies led to a proposal to request Masoud to notify the Aviation Security Section (AVSEC) of the coming changes as regards the need for securitity in the communications portions of CNS systems. Fimsy 2a was prepared and presented to WG1 requesting the action of the Secretary.


5.2	WP504 “Use of Pilot vs. Airframe Based X.509 certificates” was presented by Ron Jones. The paper describes difficulty associated with assignement of certificates to aircrew rather than to airframe. The subgroup agreed and Ron made appropriate changes to the proposed SV-1 SARPs


5.3	New Issue Discussion on which of the working groups would be responsible for the definition of how the initial installation and subsequent update of certificates (actually the private key) into the avionics would be done. Decision was this was a WG1SG2 issue since the mechanisms will likely be of a local nature. P. Hennig and M. Bigelow accepted an action item to work this with AEEC.





Agenda Item 6 Other Business


No other business was proposed and the subgroup adjourned.
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No�
Agenda Item�
Presenter�
Title�
�
WP5-1�
1�
M. Bigelow�
Agenda�
�
WP5-2�
�
R. Jones�
ATN Security Provisions Proposed SV-1 Version 0.3 Draft Text�
�
WP5-3�
�
R. Jones�
ATN Security Provisions Proposed Core Version 0.2 Draft Text�
�
WP5-4�
�
R. Jones�
Use of Pilot vs. Airframe Based X.509 certificates�
�
WP5-5�
�
D. Stewart�
Proposed Outline for Concept of Operation for Security in the ATN�
�
WP5-6�
�
P. Bourdier &


D. Stewart�
Proposed Global ATN Security Policy (GASP) Framework�
�
WP5-7�
�
M. Bigelow�
An alternative Outline for Concept of Operation for Security in the ATN�
�
�



WG1 SG2 Action Item and Deliverables List








#�
�
Description�
Assigned To�
Due Date�
Status�
�
1�
�
Draft Core SARPs�
R. Jones�
�
Complete�
�
2�
�
SV1 SARPs updates and additions for Certificate Authorities�
M. Bigelow�
�
Open�
�
3�
�
Draft Certification Practices Statement�
M. Bigelow�
�
Open�
�
4�
�
Questions and Issues for WG2 and WG3 (Flimsies 2-3 and 2-4)�
�
�
Complete�
�
5�
�
Produce Concept of Operations�
M. Bigelow�
June 1998 (0.1)�
Outline accepted�
�
6�
�
Annex 17 and Doc 8973 recommendations�
P. Bourdier & 


D Stewart�
�
Tabled to follow AI 9�
�
7�
�
Digtal Signature Managed Object fault attempts and failure�
P. Hennig�
�
�
�
8�
�
Recommendations to RTCA 189/EUROCAE 53 on security in the initial ATN implementation�
P. Hennig�
June 1998�
�
�
9�
�
Draft ATN Security Policy�
P. Bourdier�
�
�
�
10�
�
Track SV work�
M. Bigelow�
�
�
�
�
10.1�
SV-2�
Application Editors�
�
�
�
�
10.2�
SV-3�
Application Editors�
�
�
�
�
10.3�
SV-4�
�
�
�
�
�
10.4�
SV-5�
�
�
�
�
�
10.5�
SV-7�
S. Van Trrees &


J. Molton�
�
�
�
11�
�
Overall work plan of the subgroup�
M. Bigelow�
Oct. 1997�
C�
�
12�
�
Ver. 0.1 draft ATN system level security SARPs for Core/SV-1 at a level sufficiently complete for WG2 & WG3 to use as a basis to proceed with the development of the associated detailed SARPs�
SG2�
WG1 Oct. 1997�
C – accepted as Ver 1.0�
�
13�
�
Ver. 0.1 draft GM�
SG2�
WG1 Oct. 1997�
C – remained 0.1�
�
14�
�
Ver. 1.x draft ATN security SARPs for Core and SV1 �
SG2�
WG1 Feb. 1998�
C – Proposed as Ver 1.2 in March meeting�
�
15�
�
Ver. 2.0 Proposed ATN security SARPs text for Core & SV1 �
WG1�
March 1998�
C – Ver 1.2 accepted and incremented to 2.0�
�
16�
�
Ver. 2.x Proposed ATN security SARPs text for Core & SV1 �
SG2�
WG1 June 1998�
Future�
�
17�
�
Ver. 0.y draft GM�
SG2�
WG1 June 1998�
Future�
�
18�
�
Ver. 1.0 Proposed ATN security GM�
�
WG1 Sept 1998�
Future�
�
19�
�
Concept of Operations�
�
WG1 March 1998�
Not complete new due date June 1998�
�
20�
�
Updates to Annex 17 and Doc 8973�
�
WG1 June 1999�
Annex 17 updates proposed, Doc 8973 under development. Flimsy to WG1 for Secretary to apprise other ICAO groups of ATNP activities related to security.�
�
21�
�
Copies of Doc 8973 to SG�
M. Bigelow�
March 31�
�
�
22�
�
Copies of responses to state letter on cryptography import/export limitations�
M. Bigelow�
March 31�
�
�
�



Working Group Activities related to Incorporation of Security





Item �
WG�
SubWG�
Sub-Volume�
Responsible�
Activities�
Due Date�
�
1�
WG1�
SG2�
SV-1�
M. Bigelow�
Track SV work�
June 1999�
�
2�
WG3�
�
SV-6�
T. Kerr�
Coordination only�
�
�
3�
WG3�
SG3�
SV-4�
S. Van Trees (P)


& Gerard Mittaux-Biron�
WG3/SG3 is developing the Secure Dialogue Service (SDS). The DS currently offer a security requirements parameter, which maps to the authentication requirements field in ACSE. The SDS offers authentication of the dialogue and digital signature of the data of the dialogue. The SDS is based on GULS and X.509.�
January 1999�
�
4�
WG2�
None�
SV-5�
Jim Moulton�
WG2 is currently investigating the addition of Type 2 (strong) authentication for IDRP routing exchanges. For ground-ground exchanges, standard use of X.509 certificates is possible. For air-ground exchanges, a method of certificate use that does not require additional air-ground messages is anticipated. IDRP authentication first draft should be available by the Utrecht meeting.�
June 1998�
�
5�
WG3�
�
SV-7�
S. Van Trees &


J. Moulton�
ASN.1, X.509 Certificate, Cryptography Algorithm(s)�
January 1999�
�
6�
WG3�
SG1�
SV-3�
J.M. Vacher�
Selection of MHS Security Elements of Service (through a Security Class of the SEC Optional Functional Group defined in ISO MHS ISPs). This selection needs to offer a suitable protection against identified threats to the AMHS. Possible use of X.509 in this context will be investigated.�
September 1998�
�
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