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Agenda Item 1 Organizational Matters


Working Group 1 Sub-Group 2 (Security) of the ATN Panel held their second meeting in Annapolis, Maryland, USA hosted by ARINC. The attendance list is Attachment 3. The proposed agenda and a proposed outline for the SV1 guidance material were distributed in advance of the meeting to the sub-group members.





Agenda Item 2 Approval  of Agenda


The agenda was approved and is attached to this report (Attachment 1).





Agenda Item 3 Review and Approval of Report of First Meeting


The report of the first meeting was approved and is available on the CENA archive under ATNP\WG1\SG2.








Agenda Item 4 Review of Status on Deliverables


�PRIVATE ��4.1.	Item 1 B Work Plan


No changes were proposed to the work plan. Status of work plan activities was discussed under agenda item 5 and is covered below


The Work Plan is included in this report as Attachment 2. 


�PRIVATE ��4.2.	Item 2 B First Draft SARPs


No proposal for SARPs prior to the meeting. However, there was a proposed outline for SV1 guidance material. The group agreed to develop SARPs to a modified form of that outline. The group developed a very rough draft of SV1 SARPs during the course of the meeting. This draft is Attachment 9 to this report. Action items for completion of Version 0.1 of the SV1 and Core SARPs were assigned and are listed in Attachment 10.


�PRIVATE ��4.3.	Item 3 B First Draft GM


The outline for guidance material proposed by Ron Jones was accepted. The group will solicit input to complete the text during the weeks leading up to the WG1 meeting in October.








Agenda Item 5 Review Status on Activities





5.1	Investigate Operational Requirements


No response from ADSP to Flimsy 1 faxed from Langen. Checked with Masoud and he indicated he had not heard anything from them or from the ADSP secretary either. Martin Adnams provided a paper entitled IFALPA Position Statement. This paper was accepted as an information paper (IP2-12) although there was no information available on whether the paper was intended for presentation to ATN directly or via the ADSP.  Paul Hennig suggested that there was a group from ADSP meeting in Montreal and that it might be possible to find out. A message to Louis Desmarais yielded a reply but no additional information. Action assigned to M. Bigelow to follow up with the secretary of ADSP.





Agenda Item 6 Review of Status on Issues List





6.1	Institutional issues related to the use of cryptography (Issue 3).





6.1.1	Flimsy 2 produced at Langen.


Masoud Paydar distributed Flimsy 2 produced at Langen requesting input from administrations on the specific import/export restrictions on cryptographic algorithms. He indicated reply was not likely before December.





6.1.2	IP2-5


IP 2-5 provided a review of current policy in the US and information about ongoing court challenges. Conclusion offered was that the use of cryptography for authentication (specifically, the encryption of a digital signature hash) was probably safe. However, it would be safest to seek early opinions from the Commerce Department and avoid any use of cryptography that could be considered encryption of data.





6.2	Relationship between the Certification Authority (CAs) hierarchies and the ATN addressing and ATN router hierarchies


No specific material submitted so this agenda item used to cover


Institutional issues related to CAs and CAs hierarchies





6.2.1	WP2-4 Digital Signature Certification Authorities for ATN


The paper describes requirements and issues for Certification Authorities in ATN. 


Recommendations


Recommendation 1: Development of a standard Certification Practices Statement  (operating practices) for CAs supporting ATN. 


This was accepted by the group and incorporated into the outline for guidance material. The basic structure (with considerable modification necessary) will come from IP2-15 Internet Engineering Task Force (IETF) Internet-Draft on Internet Public Key Infrastructure Part IV: Certificate Policy and Certification Practices Framework.





Recommendation 2: Establish minimum proofing requirements for ATN certificates.


Recommendation accepted by the group. These requirements will be covered along with the CPS.





Recommendation 3: Consider option c in WP 9-5 as a viable approach to CA interaction.


This is based on the assertion that if a set of CAs are qualified in accordance with the requirements developed from Recommendation 1 with users directly having the certificate and corresponding public key to the approved ATN CAs. 


The concept was accepted and incorporated in later work on modifications to the overall security strategy.





6.2.2	WP2-6 Additional Requirements for Security for the ATN 


The paper explored issues of key compromise and exchange of certificates. 


Recommendations


Recommendation 1: WG1 SG2 should investigate the advantages and other efforts towards issuing certificates to aircrew.


This recommendation was not accepted. P. Hennig indicated it would be very difficult to implement processes to issue and manage certificates and keys for the numbers involved. The group will work on an avionics association basis for now. Scenarios being developed do not, at this point, require consideration of the detail of what entity holds the airborne and ground certificates. 





Recommendation 2: WG3 conduct additional analysis to determine the minimum amount of data that could be transmitted with an ATN digital signature certificate.  Each element specified in X.509 should be scrutinized in order to determine if it can be eliminated or at least reduced in size.


Recommendation accepted by the group to be submitted to WG3





6.3	Interrelationship between the certificate authorities and users





6.3.1	WP2-7 Comments on Security Strategy for the ATN


This paper draws on the recommendations made in WP2-4 concerning a set of qualified CAs and proposes modifications to the scenario outlined in WP WG1 9-5.


Recommendations


Recommendation 1:  WG1 SG2 should reconsider whether the scenario described in WP 9-5 is appropriate. WG1 SG2 should consider the scenario described above and subject it to further analysis and comment.


Accepted with modification. The group produced Flimsy 2-1 (Attachment 5)





Recommendation 2: WG1 SG2 should address the issue of determining which entities/individuals will receive private keys.


Covered in 6.2.2 Recommendation 1





Recommendation 3: WG1 SG2 should address the issue of the amount of bandwidth utilized in the proposed solutions.


Covered in 6.2.2 Recommendation 2





Recommendation 4: WG1 SG2 should address the issue of the response time and transit time that will be realized in the proposed solutions and the resulting operational impact (if any).


Open; no resolution proposed.





6.4	Recap of output and action items


During the course of the meeting and discussion of the various issues a number of flimsies were produced. These discussions and the attendant flimsies are recapped below. 





Issue:  Security policy as regards exchange of routing information.


A flimsy containing a number of assertions concerning the security on routing information exchange and the difference in requirement for ground exchange vs. air-ground was prepared. It is Flimsy 2-2 and is Attachment 6.





Issue: Questions for WG2 resulting from Flimsy 2-2.


A flimsy containing a number of questions for WG2 resulting from the assertions in Flimsy 2-2 was prepared as draft ‘WG1 Security Issues for WG2’ proposed to be sent by WG1 in October to WG2. This is Flimsy 2-3 and is Attachment 7.





Issue: Questions for WG3


A flimsy with questions for WG3 related to the application of security on a dialogue basis, actions during security selection and overhead associated with certain security options was prepared as draft ‘WG1 Security Issues for WG3’ proposed to be sent by WG1 in October to WG3. This is Flimsy 2-4 and is Attachment 8.








Agenda Item 7 Schedule of Meetings


The next meeting of the subgroup will be in Redondo Beach on October 21





Agenda Item 8 Other Business


No other business was proposed and the subgroup adjourned.





�
ATNP/WG1/SG2�PRIVATE ��


WP/2-1








�

















Proposed Agenda for


ATNP Working Group 1 Sub-Group 2 - Security


Second Meeting B September 23 - 25, 1997








�PRIVATE ��1.	Organizational Matters.





�PRIVATE ��2.	Approval of Agenda 


�PRIVATE ��3.	Review and Approval of Report of First Meeting





�PRIVATE ��4.	Review of Status on Deliverables.


�PRIVATE ��4.1.	Item 1 B Work Plan.


�PRIVATE ��4.2.	Item 2 B First Draft SARPs


�PRIVATE ��4.3.	Item 3 B First Draft GM





�PRIVATE ��5.	Review Status on Activities


�PRIVATE ��5.1.	Investigate Operational Requirements





�PRIVATE ��6.	Review of Status on Issues List


�PRIVATE ��Focus on the following issues Focus on the following issuesFocus on the following issues�tc  \l 3 "Focus on the following issues"�


�PRIVATE ��6.1.	Institutional issues related to the use of cryptography


�PRIVATE ��6.2.	Relationship between the Certification Authority (CAs) hierarchies and the ATN addressing and ATN router hierarchies


�PRIVATE ��6.3.	Interrelationship between the certificate authorities of the States and those of airlines, airspace users and service providers








�PRIVATE ��7.	Plan for Third Meeting (preceeding the October WG meeting) 





�PRIVATE ��8.	Other Business. �
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PROPOSED Work Plan for Subgroup 2 of ATNP WG1





1.	Background


Subgroup 2 (SG2) has accepted the following tasking to assist WG1 in carrying out its work program:





Review the proposed high level ATN security strategy adopted by ATNP WG1 at its July 1997 meeting and organize the activities of the subgroup to further refine this ATN security strategy through research into the subject matter and coordination with ATNP WG2 and WG3.





Develop draft Core and Sub-Volume 1 SARPs and guidance material for the ATN system level security strategy/architecture based on the results of item a) above. 





2.	Basis of WG1 SG2 Security Strategy





SG2 shall use the following inputs from previous WG1 activities as the basis for the subgroup to progress their assigned tasks:





1.	WG1/WP6-10 Security Concept ATNP/2 (WG1 Standing Document)


2.	WG1/WP6-11 Overall Security Concept 


3.	High-level security strategy definition (from WG1, July 1997) 





3.	WG1 SG2 Issues





Specific issues, not addressed by the July 1997 security strategy from WG1, that must be investigated and accounted for when developing the draft ATN SARPs and guidance material include: 





#�
Issue�
�
�
1�
The relationship between the Certification Authority (CAs) hierarchies and the ATN addressing and ATN router hierarchies.�
�
�
2�
The institutional issues related to CAs and the nature of bilateral agreements that would be needed among the highest tier of CAs.�
�
�
3�
The institutional issues that are related to the use of cryptography as these may impact the specific cryptographic algorithm selected for use by the ATN.�
�
�
4�
Transition issues (e.g., where some users support Package-1 with no support for security provisions while others support Package-2 of the ATN SARPs that includes security provisions)�
�
�
5�
The interrelationship needed between the certificate authorities of the States and those of airlines, airspace users and service providers.�
�
�
6�
Application of Security to ATSMHS�
�
�









4.	WG1 SG2 Products





The following products shall be produced by SG2.





Item�
Products�
Due Date(s)�
�
1�
Overall work plan of the subgroup�
Oct. 1997�
�
2�
Ver. 0.1 draft ATN system level security SARPs for Core/SV-1 at a level sufficiently complete for WG2 & WG3 to use as a basis to proceed with the development of the associated detailed SARPs�
WG1 Oct. 1997�
�
3�
Ver. 0.1 draft GM�
WG1 Oct 1997�
�
4�
Ver. 0.2 draft ATN security SARPs for Core and SV1 �
WG1 Feb. 1998�
�
5�
Ver. 1.0 Proposed ATN security SARPs text for Core & SV1 �
WG1 June 1998�
�
6�
Ver. 0.2 draft GM�
WG1 June 1998�
�
7�
Ver. 1.0 Proposed ATN security GM�
WG1 Sept 1998�
�



5.	WG1 SG2 Activities





Activities related to the products assigned to SG2 are defined in the following table.





Item�
Activity�
Due Date(s)�
�
1�
Coordinate with the ATNP WG2 and WG3 subgroups to solicit their comments on the WG1 documentation, from the WG1 July 1997 meeting, on the high-level ATN security strategy�
July - Oct. 1997


�
�
2�
Hold subgroup meeting to prepare Ver 0.1 �
Aug – Sep 1997�
�
3�
Coordinate with WG2 and WG3 to insure consistency between the security provisions defined across the SARPs sub- volumes�
on-going


 (each SG meeting)�
�
4�
Provide subgroup status reports to WG1�
each WG1 meeting�
�
5�
Investigate Operational Requirements�
Sept 1997�
�



�
�
Adnams, Martin�
Eurocontrol�
Rue de la defense  96 B1130 Brussels, Belgium�
32-2-729-3328


32-3-729-9083�
martin.adnams@eurocontrol.be�
�
�
Antonucci, John�
UNITECH�
600  Maryland Ave , SW


Suite 307W


Washington, D.C.


USA 20024�
202-484-1300


202-484-1510�
john_antonucci@mail.hq.faa.gov�
�
�
Bigelow, Michael P�
ARINC Fellow�
MS4-213, 2551 Riva Road


Annapolis, MD 21401


USA�
(410) 266-4378


(410) 266- 2820


�
mpb@arinc.com�
�
�
Hennig, Paul�
IATA/United Airlines�
WHQKA 1200 Algonquin RD Elk Grove, IL 60007 USA�
847-700-4317


847-700-4477�
paulhennig@aol.com�
�
�
Jones, Ron�
FAA


Data Link Product Team


AND-720�
800 Independence Ave SW 


Washington DC 20591


USA�
(202) 358-5030


(202) 358-5092�
ronnie.jones@faa.dot.gov�
�
�
Mittaux-Biron, Gérard�
CENA�
7, avenue Edouard Belin BP 4005


31055 Toulouse Cedex  FRANCE�
33-5-62-25-96-36


33-5-62-25-95-99�
Mittaux-Biron_Gerard@cena.dgac.fr�
�
�
Van Trees, Steve


�
FAA (USA)�
STEL


1761 Business Ct Drive


Reston, VA


USA 20190-5338�
703-438-8014


703-438-8112�
vantrees@sed.stel.com�
�
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WG1/SG2 Flimsy 2-1











Security Scenario 1	(aircraft, ground CMA and ground CPLDC all support ATN security provisions)








1.	Aircraft either has:


a. 	pre-stored a data base of ground CMA addresses, corresponding public key and encryption algorithm version number; or


b.	received an upload of current CMA address, corresponding public key and encryption algorithm version number from a trusted airline/service provider ground host





2.	Aircraft sends CMA log-on to ground CMA, message includes the aircraft’s (or pilot’s or airborne CM application’s ?) digital signature.





3.	Ground CMA uses X.500 (ground-ground) to obtain the security certificate (X.509) for the aircraft (or pilot or airborne CMA?) that has send the CMA logon.





4.	Ground CMA enters the certificate along with the CMA logon information into its data base. 





5.	Ground CMA generates CM logon response message that includes the ground CMA’s digital signature and includes public key and encryption algorithm version number for the other ground ATS applications (in addition to the other CMA version 1 information for each ground application).





6.	Ground ATS applications (e.g., CPDLC) desiring to communicate with an aircraft must first access the ground CMA server and retrieve the aircraft’s address and security certificate information.  CMA server access should be restricted to authorized users.





7.	A ground ATS application (e.g., CPDLC) would include its digital signature with messages sent to the aircraft.





8.	Aircraft would include its digital signature with messages sent to ground ATS applications.





The CPDLC ground application would include security information (public key and encryption algorithm version number) for the next ATC facility’s CPDLC application as part of the next data authority message.
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WG1/SG2 Flimsy 2-2





Security Policy, Considerations and Requirements for 


The Exchange of ATN Routing Information











1.	Applicable ATN Security Policy (from ATNP WG1 Standing Document):





“Messages for the purpose of network management, and the messages that carry routing information shall be protected from modification, masquerade and replay – that means that there will be a high level of assurance that no unauthorized entity can modify the routing characteristics of the ATN.”





2.	The implication of the above policy is to require authentication of routing information exchanges.  This would necessitate the consideration of ATN routers including digital signatures for IDRP updates.  The consequences of having an unauthorized ATN router enter the network is different for airborne vs. ground routers.





a.	An unauthorized ATN ground router (BIS), or air-ground router(BIS), could use IDRP to advertise paths that do not actually exist.  This could result in a substantial disruption to the ATN as ground-ground and/or air-ground traffic could be routed into a ‘black hole’.  This would be a very serious problem, especially if the unauthorized router were accepted as a backbone router. This situation could have serious system-wide impact on the ATN by causing denial of service to potentially many aircraft and/or many ground systems.





b.	An unauthorized router configured to appear as an airborne router could advertise a path for a specific aircraft.  If the network address that were advertised did not correspond to a actual aircraft currently under ATC control, then there would not be any direct serious consequences since the ground ATC facilities would not attempt to exchange ATC messages.  However, if the network address were to correspond to an actual aircraft currently receiving data link services, then ATC messages could be routed to the unauthorized router rather than to the router on the actual aircraft.  If authentication were employed by the application layer and ATC applications, then it would not be possible for the unauthorized system to operationally appear to be the actual aircraft.  Thus, the consequence of this situation would be denial of service to the actual aircraft being spoofed by the unauthorized router.  This would effect only a single aircraft and would not have significant system-wide impact on the ATN.  Also this would not compromise safety.  








3.	The above considerations show a benefit from the use of authentication for IDRP exchanges between ground routers.  If digital signatures were used to provide authentication the issue must be addressed of how to distribute the required security keys without unnecessarily increasing the complexity of the ground and air-ground routers.  Three approaches have been considered:





a.	ground and air-ground ATN BIS routers implement a X.500 user agent and retrieve the security certificate by standard X.500/X.509 mechanisms.  This approach would have significant impact on pre-existing ATN specific and commercial OSI routers used within the ground ATN infrastructure.





b.	use site adaptation to manually configure the other BISs from which to accept IDRP updates.  The public key for these other BISs would be included in the manually configured data.  The specific mechanisms for local site adaptation would be a local implementation issue, not specified in SARPs.





c.	use systems management to remotely configure the other BIS’s from which to accept IDRP updates.  The public key for these other BISs would be included in data remotely configured by a system manager.  The alternative would require ATN SARPs specification of the data that could be remotely configured.
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WG1SG2 Flimsy 2-3


Proposed WG1 Flimsy





WG1 – Security Issues for WG3








1.	Should an application be able to request a secured dialog?


- 	would dialog service return an ‘unable to provide secured dialog’ to the requesting application if the peer does not support security or the digital signature cannot be authenticated?  If this happens what does the application do next, give up, request unsecured dialog, inform the controller (or pilot) and let them decide, etc.?


-	would the dialog service, control function or the application be responsible for performing the authentication function (decryption of the digital signature based on the peer’s public key and comparison with the hash result of the user message)


-	what should the dialog service and/or application do if a secured dialog is established then one of the peers stops sending the digital signature with their messages (i.e., terminate the dialog, leave the dialog up but inform the controller/pilot, etc)?


-	what extension are needed to dialog service/application interface to manage secured dialogs?





2.	Will the controller and/or pilot require an indication on their displays to indicate if a dialog is secured or not?





3.	Should all package-2 implementations be required to support security?


	- ULCS ?


- Dialog Service?


	- each air-ground application?


	- each ground application?


	


4.	 For maximum security a digital signature should be used with each message, but this could add significant overhead (e.g., 128 bits).  Are these some applications that would benefit from only using the digital signature to authenticate the establishment of a dialog and not for the each subsequent message over that dialog?  If so, an application would need to be able to select to authenticate all messages or just the dialog establishment.


�
�



WG1SG2 Flimsy 2-4


Proposed WG1 Flimsy 





WG1 – Security Issues for WG2








1.	Does WG2 agree with the WG1/SG2 position (proposed in Flimsy 2-1)that authentication of routing information should be for IDRP routing exchanges among air-ground and ground BISs only (not between air-ground and airborne BISs)?





2.	WG1 has identified 3 alternatives approaches for BIS’s to receive and manage security certificates (as a X.500/X.509 users, local site configuration or configured by a systems manager).  


-	Does WG2 agree these are the only alternatives to be considered?


-	Which alternative does WG2 prefer?
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DRAFT TEXT FOR ATN SARPS, APPENDIX A,  SUB-VOLUME 1


Version 0.1





1.5	ATN Security Strategy





1.5.1	Overview 





Note: C The ATN security strategy is intended to satisfy operational requirements for the secure exchange of ATS information via the ATN.  The focus of this strategy is to ensure that the originator of a message delivered via the ATN can be unambiguously confirmed by the receiving entity.    





1.5.2	Objectives





Note: C  The objectives the ATN security strategy are to:


satisfy operational requirements for secured communications services;


define the ATN security mechanisms and their relationships;


define the policies and procedures to be applied to management of ATN security information.


ensure backward compatibility with prior ATN implementations





1.5.3	ATN Security Architecture





1.5.3.1	ATN Security Model





1.5.3.1.1	Framework





1.5.3.1.1.1	The ATN security framework shall accommodate mobile as well as fixed


users of the network.  





1.5.3.1.1.2	The security framework for the ATN shall employ security keys and digital


signatures to provide strong authentication services. 





1.5.3.1.1.3	The ATN security architecture is based on ISO/IEC 7498-2 and shall employ APublic Key Cryptography@ for authentication based on ISO/IEC 9594-8.  





Note 1: C  The ITU-T, through Rec. X.509, and ISO through ISO/IEC 9594-8 have recommended strong authentication based on public key cryptosystems as the basis for providing secure services.  ISO/IEC 9594-8 provides a flexible, scaleable and manageable algorithm-independent authentication infrastructure, which can be used as the basis for a wide range of security services such as message encryption and access control. 





Note 2: C  Public key cryptography, as used by the ATN, requires knowledge of one=s own private key and the communicating peer=s public key.





1.5.3.1.1.4	Dialogues for secured information exchange and transformation mechanisms (i.e.,


data encryption, hash functions, etc.) shall be provided by the ATN upper layer communications services based by ISO/IEC 11586.  





Note: C The ATN upper layer communications services are defined in section 4 in support of  air-ground applications and in section 3 in support of ground applications.





1.5.3.1.2	Key Management and Distribution





Note: C  The generation and control of public keys requires management, and for this purpose ISO/IEC 9594-8 describes the notion of a 'trusted' authority.  Such trusted authorities can be either a Certification Authority or a third party.  Certification Authorities are described below and in 1.5.4. 





1.5.3.1.2.1	A Certification Authority (CA), or a trusted third party, shall issue a private key


known only by the CA, or trusted third party, and the key holder.





Note: C A trusted third party is generally an independent third party that can be trusted to not disclose the private key assignment to anyone other than the key holder.  The corresponding public key is provided to the CA for inclusion within the certificate.





1.5.3.1.2.2	A CA shall issue a certificate containing the user=s public key. 





Note 1: C  In order to support strong authentication, ISO/IEC 9594-8 defines a security framework wherein each user obtains its public and private key assignments from a trusted party and a certificate is issued by a CA that includes the public key.  





Note 2: C For ATN systems operated by an ICAO State, the certificate could be issued by a CA operated by, or on behalf of, that State.  





Note 3: C  For ground ATN systems operated by aeronautical organizations, the certificate could be issued by a CA operated by, or on behalf of, that aeronautical organization.  





Note 4: C For airborne ATN systems, the certificate could be issued either by a CA operated by, or on behalf of, the State of registry of the airframe or by a CA operated by, or on behalf of, an aeronautical organization associated with the airframe owner and/or operator.





1.5.3.1.2.3	A CA shall be responsible for issuing certificates conforming to the ATN


certification practice and policy specification defined in 1.5.4.4.





Note: C A certificate indicates to a certificate user that the included public key is bound to a particular entity (i.e., the subject of the certificate).  The practices and procedures used by the CA in issuing the certificate are indicated within the certificate.  The certificate users will generally  judge to what extend they can rely on the certificate based on the practices and procedures used by the CA in issuing the certificate.





1.5.3.1.2.3	All certificates shall include a Certification Practice Statement (CPS) and


identification of the certificate policies that apply to that certificate.  





1.5.3.1.2.4	The ATN security model shall employ ISO/IEC 9594 (i.e., ITU-T X.500)


directory services (section x.x.x) as the basis of the ground infrastructure for the storage and distribution of certificates.





1.5.3.1.2.4.1	Certificates shall be stored in directories accessible by authorized ATN


users.





1.5.3.1.2.4.2	Certificates distribution shall employ ATN security services for authentication.





1.5.3.1.2.4	Certificates and associated security keys for airborne users shall be valid for at


least the entire duration of a flight. 





1.5.3.1.3	Role of Context Management Application (CMA) within the ATN Security Model





If the CMA (2.x.x) supports the ATN security mechanisms, it shall provide the mechanisms defined in 2.x.x.x for the distribution to the aircraft of public key  and cryptographic algorithm version number information for the ground-based ATS air-ground applications.  





Note 1: C If the ground CMA does not support the ATN security mechanisms then secured air traffic services cannot be offered to aircraft operating within the airspace served by the ATS facilities associated with that ground CMA.





Note 2: C  Aircraft would have pre-stored knowledge of the address and public key of the ground CMA.  Upon receipt of a CM logon from an aircraft supporting ATN security services, the ground CMA would use X.500 mechanisms to retrieve the certificate applicable to that aircraft=s CMA.  The CMA logon response message would include the address information and essential security certificate information (i.e., a subset of the full certificate) for each of the air-ground applications at the applicable ground ATS facilities, including the current ATS data authority.





1.5.3.1.4	Role of CPDLC within the ATN Security Model





The CPDLC application (2.x.x) provides the mechanism for informing the aircraft of the next data authority.   If the CPDLC application supports the ATN security mechanisms, it shall include the public key and cryptographic algorithm version number information in conjunction with the next data authority addressing information, as defined in 2.x.x.x,  to those aircraft supporting ATN security services. 





Recommendation - The same security keys should be used by all of the air-ground ATN applications at a given ATS facility.





Note 1: C This allows the aircraft to establish of a secure dialog with the next ATS facility. 





<Editors Note: The alternatives to the recommended approach would be for the next data authority message to include the certificate information for each of the ATS air-ground applications supported at the ATS facility identified as the next data authority


- or -


for the next data authority message to include the CMA address for the next facility and the aicraft would then need to retrieve the certificate from CMA for the ATS applications at the next ATS facility.>








1.5.3.1.5	Security Provisions within ATN Systems





1.5.3.1.5.1	Intermediate Systems	





ATN intermediate systems (ISs) supporting secured ATN services shall support the use of the ATN security provisions for authentication, using digital signatures, of routing information exchanges between air-ground and ground intermediate systems as defined in 5.x.x.  





Note 1: C The approach selected for the distribution of security certificates to ATN air-ground and ground intermediate systems is a local implementation matter.  Alternative include use of X.500 user agents within the intermediate systems, local site management of the certificate information and the use of a centralized systems manager for distribution of certificate information to the intermediate systems.





Note 2: C No requirements are defined herein for securing exchanges of routing information between air-ground BISs and airborne BISs.





1.5.3.1.5.2	End Systems	





Note: C The ATN security model defines security mechanisms that may be used by applications residing in ATN end systems electing to support secured ATN services.  Such end systems would also support the security provisions of the upper layer communication services defined in 4.x.x, for air-ground applications or 3.x.x. and 3.y.y for ground applications.





1.5.3.1.5.2.1	ATN end systems hosting air-ground applications and supporting ATN secured


services shall support the security mechanisms defined in 2.0 and 4.x.x.  





1.5.3.1.5.2.2	Ground ATN end systems hosting ground applications and supporting ATN


secured services shall support the security mechanisms defined in 3.0.  





1.5.3.1.5.3	Systems Managers





Systems managers supporting ATN secured services shall use the ATN security mechanisms for authentication for the exchange of management information exchanges between systems managers.  





Recommendation - Authentication mechanisms should be employed for the exchange of  management information between ATN systems managers and management agents within ATN intermediate systems and ATN end systems.





1.5.3.1.5.4	Certification Authorities (Cas) and Trusted Third Parties





1.5.3.1.5.4.1	CAs and trusted third parties responsible for issuing security keys shall employ


strict procedures and controls to ensure that private keys are issued to, and are accessible only by the authorized key holder.





1.5.3.1.5.4.2	CAs shall use authentication mechanisms to limit accessibility of ATN related


certificates to only authorized ATN users.





1.5.3.1.5.5	X.500 servers





X.500 servers (section x.x.x) shall support the ATN security framework for authentication.  





1.5.3.1.6	Backward compatibility





In order to accommodate the evolution of the ATN, ATN end systems and intermediate systems shall be able to support backward compatibility with prior versions of peer systems that either do not support ATN security mechanisms or support prior versions of the security mechanisms.  





Note: C The later generation versions of the security mechanism will thus need to be able to revert to a mode compatible with prior version(s).  This can be accomplish by having the later generation implementation recognize either security provisions do not exist in the peer system or that the an earlier version of the security provisions are supported.  The is generally enabled through the use of version numbers and/or indicators that security options are not supported.
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