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1. Organizational Matters
Working Group 1 Sub-Group 2 (Security) of the ATN Panel held their nineteenth meeting May 9 – 11 at the FAA Technical Center in Atlantic City, NJ, USA hosted by the FAA.

1.1. Introduction of members. 

The attendance list is Attachment 2.

1.2. Review of Agenda.

The agreed agenda is Attachment 1.

1.3. Working Papers.

The working paper list is Attachment 3.

1.4. Review M18 report.

1.4.1. Hard copy distributed. Group to review off line and submit comments. Comment period will be open for two weeks following distribution of M19 minutes then close.

1.4.1.1. No attendance report. - Corrected

ACTION: ALL – Review and comment

2. Review of  Status
Updated status distributed as WP1904. Discussed ways to handle various sections of this file (Deliverables, Action, Activities, and Issues). Discussion and resolution is covered under sections on each below.

2.1. Deliverable and Action Status

The ACTION list as reported in w1s2m18min was reviewed.

2.1.1. Minutes of Meeting 18 indicated we added items 34 and 35 as SV-8 update and production of CONOP for input to TYO. These were actions to T. McParland and M. Bigelow respectively. These did not make it into the list but are complete as of TYO. Chair proposed not adding at this time and the group agreed.

2.1.2. Agreed to add action to develop problem tracking (interim PDRs) for SV8.

ACTION: T. McParland to propose. Group review and comment.

2.1.3. Item 23 – Aloke recommends that Paul (or I) to bring this up to the User Forum in June (BRU) as proposed work item.

ACTION: P. Hennig and M. Bigelow

2.1.4. Chair proposed removing the deliverable list from the Status file since this was now reduced to a final SV8, Guidance and CONOP. The Status file would then only reflect Issues and Actions. Group agreed in principle.

The resulting list is in Attachment 4 and is available on the CENA server in the STATUS file.

2.2. Activity Status

The ACTIVITIES list, produced at the Rio meeting for use in coordination of other Working Group activities related to incorporation of Security, was discussed in terms of its future usefullness.

2.2.1. Proposed moving this to an archive file as all are complete except the single issue of tracking.

The resulting archive file will be identified as STATUS_ARCHIVE and is available on the CENA server.

2.3. Issues Status

The ISSUES list was discussed.

2.3.1. Proposed that this file be incorporated in whatever updates were to be performed to the deliverable and action list. Agreed.

ACTION: M. Bigelow to prepare a single list to cover issues and actions.

The resulting list is available on the CENA server in the STATUS file.

3. SV-8
3.1. Open Issues.

3.1.1. Update methods and tracking.

Discussion on what is required (ie for WG1, WGW/4 and ICAO). Tom agrees to track problems, all changes made and to maintain two separate documents. One with redline/strikeout and the other as all clean.

Action: TM and MPB to develop methods to track changes up to WGW/4 (i.e. prior to hand over to CCB control)

3.1.2. WP1911 – Proposed Draft 1.0.2 Updates to SV-8.

Recap of changes to yield Version 1.0.2 (T. McParland). Tom walks through the changes. Several questions (see paper) left for technical discussion.

3.1.3. WP1911 – Proposed Draft 1.0.2 Updates to SV-8

Changes to SV8 for SSO.

Jim leads us through the changes. Most come from detailed walk-through of flows. Recommendations to clarify the use of the SSO through notes or additions to Introduction.

Action: JS to propose updates to Introduction or Notes to clarify use of SSO.

3.1.4. Specific Issues – Algorithm Identification

SBW brings up interoperability need to identify Algorithms using the standard definitions for (i.e. standard OID). Issue was push back on use of ANSI X9.62. Tom used ATN labels on the specific OID from ANSI.

Action: TM to confirm use of standard OID(s).

3.1.5. Specific Issues – Point Compression

SBW recommends allow use of both (as option – mandatory implementation; optional use); issue again on availability of standard products. IV requests text in GM explaining use and consideration of local prohibition. 

Action: TM updates to SV8to allow use of point compression; MPB additions to GM (see SBW for this)

3.1.6. Specific Issues – Shared Value

Output from review in January (check these notes). Recommend delete shared value Z from X=H(Z||00||Sa||Rb) becomes X=H(Sa||Rb)

Action: SBW to update paper to remove shared value then Tom will update SV8

3.1.7. Specific Issues – Key size

Papers from a couple of guys named Arjen Lenstra and Eric Verhuel suggest that size of 80 bit keys is not sufficient for the time frames we established as requirement. (Papers and table suggesting appropriate future key sizes can be found at www.cryptosavvy.com). Simon recommends that we go to increased size.

Action: SBW to update paper to recommend larger key size then Tom will update SV8

3.1.8. Specific Issues – PKI attributes

Issues with the following attributes:

Subject alt name 

Issuer alt name

Issuer key identifier.

Recommended location for OID

Action: SBW to generate flimsy (Flimsy 4) on PKI attribute issues.

3.1.9. Specific Issues – Relative OID

Consideration given; problems considered as requiring compilation by hand for validation. Decision that we would not include at this time would leave for later evaluation.

Action: SBW to generate flimsy (Flimsy 5) on the issues associated with use of Relative OID.

3.2. Detailed Review.

3.2.1. Began but were unable to complete. Decided to call a separate ad-hoc for the express purpose of detailed review of SV8. Discussion on Agenda item 6 (Meeting schedule) agreed dates of June 19 or June 26 for ad-hoc meeting.

Action: MPB to organize and generate call for ad-hoc meeting to conduct detailed review of SV-8

4. Coordination with other groups
4.1. Open Issues with other SV

4.1.1. WP1910 – Entity Identification for the SSO.

Issue is use of AP-Title vs PSAP. J. Simpkins presents the paper that is a summary of the issue. Considerable discussion; final resolution is hard requirement does exist to identify AP type if application is ATC. PSAP alone will not do this. SVT was in attendance and concurred. We need to get concurrence from Tony Kerr and Gerard. Jim will update the paper to reflect the agreement and distribute by email. We will coordinate with both by email and Jim can follow up in person with Gerard on Tuesday 5/16.

Action: J. Simpkins to generate Flimsy 1 with WG1SG2 position on the use of AP-Title vs PSAP as submission to WG3SG3, email to Tony Kerr and Gerard then meet with Gerard week of 5/15.

5. Validation Work
5.1. Interim Status on Validation Activities

5.1.1. WP1907 – Validation Report for the Aeronautical Telecommunications Network (ATN) – Test Vectors for the Cryptographic Infrastructure

Jamie presented this paper as initial validation results. Reported two independently developed interoperating implementations from two organizations, BCI for the US FAA and Certicom for NASA, validated test vectors that were generated according to the Cryptographic Infrastructure requirements. 

Noted issues and areas where the SARPs did not validate.

5.1.2. WP1908 – Validation Report for the Aeronautical Telecommunications Network (ATN) – System Security Object (SSO) Analysis Draft 1

5.1.3. WP1913 – Validation Report for ATN PKI Laboratory

Mike Olive presented the paper, which describes the PKI Laboratory program. The paper lists the validation objectives covered, describes the laboratory architecture, the test scenarios planned, and presents preliminary results.

5.2. Scope of Validation

5.2.1. Discussion related to monitoring the coverage of various projects to determine if all requirements are covered. Agreed that this would be done in the individual reports and rolled up in the SV report to the grouping level.

5.2.2. Later review of in progress and planned activities coverage of groupings to determine if complete.

5.3. Draft Validation Report Updates

5.3.1. Report found to be different between November and what was submitted to Panel. This was WGW/3 activity that produced a complete report with the individual SV reports as appendices. MPB to get updated file out to group.

Action: MPB distribute current validation report file.

5.3.2. Issue on whom has editing token for final complete report. Failing to get a volunteer this remains with MPB (check with Jim)

Action: All submit preliminary reports to MPB for inclusion in Draft Final Report.

6. Guidance Material
Editing token remains with MPB. No new version proposed. Target will be input to July 17 meeting and Draft material input to WGW/3.

Action: MPB develop next draft of Guidance material for input to Meeting 20 – July 17

7. Schedule of meetings
7.1. Agreed to dates and location.

Ad-hoc meeting for detailed SV-8 review.

Location Ft. Lauderdale if available

Dates June 19 or June 26

ACTION: MPB to confirm dates and location in call to meeting to the subgroup (previous action under 3.2.1).

Meeting 20 – Focused on Validation and Guidance.

Location Toulouse Dates July 17 – 20, 2000

ACTION: MPB to confirm dates and location in call to meeting to the subgroup.

7.2. Additional Meetings

ACTION: MPB to coordinate with the subgroup concerning the need for additional meetings.

8. Other Business
No other business proposed
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