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SUMMARY

The attached files represent the status of deliverables, actions and issues as of Meeting 18..

WG1SG2 Deliverable and Action List



#

Description
Assigned To
Due Date
Status

9

Draft ATN Security Policy (Guidance for Doc 8973)
P. Bourdier
Open
Post ATNP/3

20

Updates to Annex 17 and Doc 8973
P. Bourdier
Open
Post ATNP/3

Working – Annex 17 updates proposed Doc. 8973 under development. Flimsy to WG1 for Secretary to apprise other ICAO groups of ATNP activities related to security. Papers submitted to M11 Preliminary updates to 8973, additional work on Annex 17 and first cut at organizational structure. Additional coordination is needed with Masoud and the ICAO Security office during the September – December time frame to make them aware of the proposed ATN SARPs relative to security

30

Version y.x Proposed Final ATN Security SARPs text for Core, SV1, & SV8
SG2
December 1999
Tentative Complete – Proposed to TYO as 

Core Version – Handled by WG1

SV1 Version – Handled by WG1

SV8 Version 2.0

31

Version y.x Proposed Final ATN Security GM
SG2
July 2000


32

Validation Report
WG1SG2
July 2000
W1WP1712 Draft Validation Report outlines the approach.















Action List

7

Digital Signature Managed Object fault attempts and failure


Expanded to A and B below


B
Addition of high level requirements to guidance
M. Bigelow
July 2000


23

Work with AEEC on definition of how the initial installation and subsequent update of certificates (actually the private key) into the avionics will be done.
P Hennig

M. Bigelow
July 2000


34






Completed Actions








Working Group Activities related to Incorporation of Security



Item 
WG
SWG
Sub-Volume
Responsible
Activities
Due Date
Status

1
WG1
SG2
SV-1
M. Bigelow
Track SV work
June 1999
Generally complete additional work is clean-up and validation.

2
WG3

SV-6
T. Kerr
Coordination only

Complete

3
WG3
SG3
SV-4
S. Van Trees

     & 

Gerard Mittaux-Biron
WG3/SG3 is developing the Secure Dialogue Service (SDS). The DS currently offer a security requirements parameter, which maps to the authentication requirements field in ACSE. The SDS offers authentication of the dialogue and digital signature of the data of the dialogue. The SDS is based on GULS and X.509.
January 1999
W3WP1424 (w1s2w912) input to Bordeaux. The SG will review the paper in detail and comments will be covered at meeting 10 in Phoenix.

Complete – SARPs submitted to TYO

4
WG2
None
SV-5
Jim Moulton
WG2 is currently investigating the addition of Type 2 (strong) authentication for IDRP routing exchanges. For ground-ground exchanges, standard use of X.509 certificates is possible. For air-ground exchanges, a method of certificate use that does not require additional air-ground messages is anticipated. IDRP authentication first draft should be available by the Utrecht meeting.
June 1998
Complete. Target draft SARPs January 1999

Question raised – will any A/G router NOT support logon unless there is GG connectivity available  - Depends on local policy. Complete

5
WG3
SG3
SV-7
S. Van Trees

      &

J. Moulton
ASN.1, X.509 Certificate, Cryptography Algorithm(s)
January 1999
Algorithm investigation and selection moved to WG1SG2

X.509 profile in progress

Complete

6
WG3
SG1
SV-3
J.M. Vacher
Selection of MHS Security Elements of Service (through a Security Class of the SEC Optional Functional Group defined in ISO MHS ISPs). This selection needs to offer a suitable protection against identified threats to the AMHS. Possible use of X.509 in this context will be investigated.
September 1998
w1s2w910 – AMHS Security operation using Security Class 0. Based on paper presented to WG3 (WP225) Presented by Jean-Marc Vacher

SG will review the paper in detail and prepare comments for Meeting 10

Complete – SARPs submitted to TYO?

7
WG1
SG2
SV-6
K. Nguyen
Definition of requirements of Security Management
September 1998
Will produce for May 1999
Complete 

8
WG1
SG2
SV-8
M. Bigelow
Definition of security algorithm
January 1999
Work in progress. SME have recommended a hybrid system. Investigation expanded to selection of algorithms for both asymmetric and symmetric. 

Considerable work done between M12 and M13. Hybrid system definition presented to M13. Complete SARPs submitted to TYO

9
WG3
SG2
SV-4
Editors
(JH, GS, FP)
Selection of Security Level
December 1999
Complete – Selection by application.

WG1 SG2 – Security Issues List



#
Issue
Comments
Status

2
The institutional issues related to CA and the nature of bilateral agreements that would be needed among the highest tier of CA.
Material is planned for:

1.
Core and SV-1 SARPs

2.
Concept of Operations

3.
Global ATN Security Policy
Ongoing

3
The institutional issues that are related to the use of cryptography as these may impact the specific cryptographic algorithm selected for use by the ATN.
Maintain approach as use of cryptography only for authentication. Masoud transmitted request to all administrations to provide information on government restrictions on import/export of cryptography and indicated that earliest likely return would be December 1997. Responses received from five states 
Ongoing. Changed at WG1/16 with introduction of encryption by IFALPA. – Post ATNP/3

8
Initial load of certificate/key into avionics
Action to P. Hennig and M. Bigelow to work with AEEC – ACTION #23
Ongoing

12
TEMPEST Risk Analysis
WG1SG2 must determine if this is needed. Papers are solicited.
WP1405 presented. Agreement that something is needed. Evaluation needed of the applicability of FIPS 140-1 and possibility of establishment of ATN Common Criteria.

15
Use of separate keys for signing and encryption (key exchange)
Recommendation is that different keys be used for encryption from those used for signing. Consideration must be given to storage and complexity of resultant system.
Encryption is Post ATNP/3

21
A standard notation should be adopted for security functions and it should be used consistently on all related ATN documents.  The notations provided in WP1308 can be used as a starting point and should follow the ANSI 9.63 standard as the prime governing document.
The group agrees and this will be followed
In progress

22
A National Common Criteria (required security levels and performance requirements) should be specified in ATN sub-volume 8. [One option is to follow the US FIPS-140]

No input.

25
Security for GACS
GACS does not utilize CM and so is outside the approach specified for ATC applications
Initially planned as Post ATNP/3, Work has been done but is currently stuck on the issue of unambiguous identification. GACS uses PSAP and current Security Services uses AE-Title.

26
Security additions to Connectionless Transport
Connectionless was not considered during the initial evaluation of Security requirements; there has been discussion of making the necessary changes prior to ATNP/3 but this has not been resolved.
OPEN

27
Signal for Common Key vs. Separate Key
Current approach is a Boolean signal indicating that all applications (of one type) within a given CM Domain all share a common key pair or each has a different.
OPEN

28
Control (Management) of out of Domain aircraft
Must include capability to 'interact' with applications in other domains


29




Completed Issues






PAGE  
1
03/23/00


