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Validation Report for the

Aeronautical Telecommunications Network (ATN)

Test Vectors for the Cryptographic Infrastructure
1. Introduction

1.1. Document Scope

This report addresses the validation of cryptographic primitives contained in the Cryptographic Infrastructure, which is one of many programs established to support the validation of the ATN Security Provisions, Document 9705, Sub-Volume VIII.  The purpose of this document is to report on completed activities and coverage of Sub-Volume VIII validation objectives and Sub-Volume VIII requirements.

1.2. Document Overview

This document is organized as follows:

· Section 1 – Introduction

The introduction identifies the scope of the document, summarizes the document organization, provides references to applicable documents, identifies dependencies on external standards, and defines terminology used throughout the document.

·  Section 2 – Validation of Cryptographic Primitives Objectives

This section documents the relationship to high-level ATN validation objectives, describes the high-level objectives for validation of cryptographic primitives, and provides a cross-reference to specific SARPS requirements.

· Section 3 – Validation of Cryptographic Primitives Strategy

This section defines the strategy for achieving the validation objectives, including assumptions, constraints and test scenarios.

· Section 4 – Defects Report

This section reports any incomplete, ambiguous or inconsistent requirements.

· Section 5 – Results and Analysis

This section reports the results and analysis of the validation plan.

· Section 6 – Conclusions

This section offers conclusions drawn from the Validation of the Cryptographic Infrastructure.

1.3. Reference Documents

Draft ATN SARPS Technical Provisions, ICAO Document 9705, Edition 3, Version 1.0, Sub-Volume VIII.

Draft Validation Report as submitted to WGW/3, ATNP WG1SG2 WP1809.

1.4. Dependencies on External Standards

1.4.1. ECDSA

· FIPS 186-2

· ANSI X9.62

· IEEE P1363

· SEC1

· ISO/IEC 15946-2

1.4.2. HMAC

· RFC 2104

1.4.3 SHA-1

· FIPS 180-1

· ISO/IEC 10118-3

1.4.4 Key Establishment/Agreement (Diffie-Hellman, KDF)

· ANSI X9.63

· IEEE P1363

· SEC1

· ISO/IEC 15946-3

1.5. Terminology

	AHASH
	ATN Hash Function

	AKDF
	ATN Key Derivation Function

	AMACP
	ATN Message Authentication Code Primitive

	AMACVP
	ATN Message Authentication Code Verification Primitive

	ARVP
	ATN Random Variable Primitive

	ASP
	ATN Signature Primitive

	ASVDP
	ATN Secret Value Derivation Primitive

	ATN
	Aeronautical Telecommunications Network

	ATNP
	Aeronautical Telecommunications Network Panel

	AVP
	ATN Verification Primitive

	FVO
	Functional Validation Objective

	SARPs
	Standards and Recommended Practices

	SVO
	System Validation Objective

	TVO
	Technical Validation Objective


2. Validation of Cryptographic Primitives Objectives
2.1. Relationship to ATN Validation Objectives

The primary goal is to address the Cryptographic Infrastructure portion of several Sub-Volume VIII Validation Objectives by conducting test scenarios defined in this document and documenting the objective, measurable results.  These Validation Objectives include FVO2, FVO3, FVO4, FVO5, FVO6, TVO5, TVO6, TV07, and TVO9.  The validation of Cryptographic Infrastructure does not address Validation Objectives SVO1, SVO2, SVO3, FVO1, FVO7, TVO1, TVO2, TVO3, and TVO4.

Table 1.  High-level Sub-Volume VIII Validation Objectives Allocated to the Cryptographic Infrastructure

	Sub-Volume VIII 

Validation

Objective
	Description
	Validation Objective

Allocated to

Validation of the Cryptography Infrastructure

	SVO 1
	To determine which system level requirements are satisfied by the Sub-Volume VIII requirements.
	None.

	SVO 2
	Validate that the Sub-Volume VIII requirements trace to other SARPS sub-volumes, where applicable.
	None.

	SVO 3
	Validate that Sub-Volume VIII includes provision for backward compatibility with prior versions of peer ATN implementations that do not incorporate security services.
	None.

	FVO 1
	Validate that Sub-Volume VIII supports implementation of local security policies and practices, within the boundaries of SARPs, as determined by States/Organizations.
	None.

	FVO 2
	Validate that Sub-Volume VIII requirements are complete.
	Validate that the Sub-Volume VIII Cryptographic Infrastructure requirements are complete.

	FVO 3
	Validate that Sub-Volume VIII requirements are unambiguous.
	Validate that the Sub-Volume VIII Cryptographic Infrastructure requirements are unambiguous.

	FVO 4
	Validate that Sub-Volume VIII requirements are consistent.
	Validate that the Sub-Volume VIII Cryptographic Infrastrucure requirements are consistent.

	FVO 5
	Determine if there are any Sub-Volume VIII requirements that would have no effect if removed.

Note: Interpret this VO to mean that there are no requirements in the Sub-Volume VIII that are not necessary for CNS/ATM-1 package functionality, or to achieve migration to future CNS/ATM.  It is not meant to eliminate possible duplicate statements of requirements.
	Determine if there are Sub-Volume VIII Cryptographic Infrastructure requirements that would have no effect if removed.  

Note: Interpret this VO to mean that there are no requirements in the Sub-Volume VIII that are not necessary for proper functionality, or to achieve migration to future CNS/ATM.  It is not meant to eliminate possible duplicate statements of requirements.

	FVO 6
	To determine if provision has been made to ensure that Sub-Volume VIII are implementation independent.
	To determine if provision has been made to ensure that Sub-Volume VIII Cryptographic Infrastructure requirements are implementation independent.

	FVO 7
	To determine if Sub-Volume VIII includes provision for security services necessary for all security users.
	None.

	TVO 1
	Validate that Sub-Volume VIII includes provisions for both mobile and fixed ATN users.
	None.

	TVO 2
	Validate that Sub-Volume VIII minimizes air-ground security related protocol overhead.


	None.

	TVO 3
	Validate that Sub-Volume VIII supports the security provisions of the ATN Upper Layer Communications Service (ULCS).
	None.

	TVO 4
	Validate that Sub-Volume VIII supports the security provisions of the ATN Inter-Domain Routing Protocol (IDRP).
	None.

	TVO 5
	Validate that independent implementations built in accordance to Sub-Volume VIII will be interoperable.
	Validate that independent implementations of the Cryptographic Infrastructure built in accordance to the Sub-Volume VIII will inter-operate with one another.

	TVO 6
	Determine if the ATN security solution has any unacceptable behavior.
	Determine if the ATN Cryptographic Infrastructure has any unacceptable behavior.

	TVO 7
	Determine if provision for future migration has been addressed.
	Determine if provision for future Cryptographic Infrastructure migration has been addressed.

	TVO 8
	Determine if the functionality described in Sub-Volume VIII is implementable.
	Determine if the Cryptographic Infrastructure functionality described in Sub-Volume VIII is implementable.


2.2. Relationship to SARPS Requirements 

The following individual Sub-Volume VIII requirements or complete sections of Sub-Volume VIII requirements were validated.

8.5.2 [all]
ATN Cryptographic Setting

8.5.3 [all]
ATN Key Agreement Scheme

8.5.4 [all]
ATN Digital Signature Scheme

8.5.5 [all]
ATN Keyed Message Authentication Code Scheme

8.5.6

ATN Auxiliary Cryptographic Primitives and Functions

8.5.6.2 ATN Key Derivation Function

8.5.6.3 ATN Hash Function

2.3. High-Level Validation of Cryptographic Primitives Objectives

Table 2 identifies individual Sub-Volume VIII requirements or complete sections of Sub-Volume VIII requirements cross-referenced to specific Validation Objectives that were addressed.  Table entries indicate the validation means to be applied to the intersection of the requirement(s) and validation objective as defined in Table 3.

Table 2. Objectives and Means for Validation of Cryptographic Primitives

	Requirements Grouping
	Sub-Volume VIII Requirements
	SVO
	FVO
	TVO

	
	
	1
	2
	3
	1
	2
	3
	4
	5
	6
	7
	1
	2
	3
	4
	5
	6
	7
	8

	ATN Security Strategy
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Security Architecture
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Security Backward Compatibility
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ULCS Security Services
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	CM Security Services
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Other Applications Security Services
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Key Management and Distribution
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Certificate Authority Architecture
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN PKI Certificates
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Compressed Certificates
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Certificate Revocation Lists
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Cryptographic Setting
	8.5.2
	
	
	
	
	a
	a
	a
	a
	a
	
	
	
	
	
	a
	a
	a
	a

	ATN Key Agreement Scheme (AKAS)
	8.5.3
	
	
	
	
	a
	a
	a
	a
	a
	
	
	
	
	
	a
	a
	a
	a

	ATN Digital Signature Scheme (ADSS)
	8.5.4
	
	
	
	
	a
	a
	a
	a
	a
	
	
	
	
	
	a
	a
	a
	a

	ATN Keyed Message Authentication Code Scheme (AMACS)
	8.5.5
	
	
	
	
	a
	a
	a
	a
	a
	
	
	
	
	
	a
	a
	a
	a

	ATN Auxiliary Cryptographic Primitives and Functions*
	8.5.6.2

8.5.6.3
	
	
	
	
	a
	a
	a
	a
	a
	
	
	
	
	
	a
	a
	a
	a

	ATN Security Object (SSO)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	


Note: “*” See section 4.1 note 2.

Table 3.  Validation Means

	Code
	Description

	a
	Two or more independently developed interoperating implementations validated by two or more states/organizations.

	b
	Two or more independently developed interoperating implementations validated by one state/organization.

	c
	One implementation validated by more than one state/organization.

	d
	One implementation validated by one state/organization.

	e
	Partial implementation validated by one state/organization.

	f
	Simulation, analysis using tools e.g. compiler, modeling tools.

	g
	Analysis and inspection.


Validation of Cryptographic Infrastructure Strategy

2.4. Overall Strategy

The overall strategy for the validation of the Cryptographic Infrastructure was to first define the applicable Validation Objectives as defined in the ATN Technical Provisions, ICAO Document 9705, Sub-Volume VIII.  The second step of the strategy was to determine the test scenarios required to validate said Validation Objectives and implement the Cryptographic Infrastructure requirements in order to run the test scenarios.  For the final step of the overall strategy, BCI will submit test vectors to Certicom for verification and report problem areas within the Cryptographic Infrastructure requirements.

2.5. Assumptions and Constraints

1. 
It is assumed that the random variables used in generating the test vectors are sufficiently random for the validation effort.

2. 
It is assumed that field elements are to be represented as big-endian octet strings, (log22m/8( bytes long.

3.  
It is assumed that elliptic curve points are to be represented as big-endian octet strings, (log22m/8(*2 + 1 bytes long (specifically 04|| X || Y).

The sizes and format in items 2 and 3 were chosen to conform to the standards listed in 1.4.1.

2.6. Test Scenarios

A prototype cryptographic library was developed implementing the cryptographic primitives defined in Sub-Volume VIII, Section 5.  The prototype verified test vectors printed by Certicom in the Standards for Efficient Cryptography (SECG) GEC2 v0.3 draft document.  These test vectors, however, were generated using different elliptic curve parameters than defined in Sub-Volume VIII.  Verifying the SECG test vectors not only proved that the primitives are not implementation dependent but also that the cryptographic primitives in Sub-Volume VIII, Section 5 are not dependent on the two elliptic curves that are currently defined in Sub-Volume VIII, Section 5.2.  Test vectors using the Sub-Volume VIII defined elliptic curve domain parameters, which correspond to SECG’s elliptic curves SECT163R2 and SECT233R1, were then generated and submitted to Certicom for verification.  It should be noted that the ATN cryptographic primitives coincide with several standards including the SECG SEC1 draft document.  As a result, and because the SECG GEC2 draft, which contains the test vectors for the primitives defined in SEC1, does not have test vectors for the ATN domain parameters, BCI submitted the test vectors in a format that closely mirrored the test vectors in GEC2.  These test vectors will be included in a future draft of GEC2.

Test Vectors

2.6.1.1. Key agreement Scheme

2.6.1.1.1. Test Scenarios

Entities U and V randomly generated private keys, which were then used to calculate the public keys over the defined ATN elliptic curve domain parameters (see ATN Cryptographic Setting, 8.5.2).  U and V then entered the ATN Key Agreement Scheme, 8.5.3, and shared public keys in order to calculate the shared secret value, 8.5.3.2.1.  Next they each performed the ATN Secret Value Primitive, 8.5.3.3, which used the ATN Auxiliary Function AKDF (ATN Key Derivation Function, 8.5.6.2).

2.6.1.1.2. Expected Output

Entities U and V should hold identical secret keys.  Validation of the test vectors over both elliptic curve domain parameters will determine if the requirements were consistent (FVO4).  Validation of the test vectors over both elliptic curve domain parameters will determine if the requirements are complete (FVO2), unambiguous (FVO3), consistent (FVO4), necessary (FVO5), and implementable (TVO8).  Validation of the test vectors will be preformed with an independent implementation (FVO6 and TVO7), and any unacceptable behavior will be documented (TO6).

2.6.1.2. Digital signature scheme

2.6.1.2.1. Test Scenarios

Signing entity U performed the ATN Signature Primitive, 8.5.4, which used the ATN Auxiliary Function AHASH (ATN Hash, 8.5.6.3).  U sent the result to V, who entered the ATN Verification Primitive, 8.5.4.3, which also uses the auxiliary function AHASH. 

2.6.1.2.2. Expected Output

Entity U should calculated a signature (r,s), and entity V should calculate an r’ which equals the r sent in the signature sent by U.  Validation of the test vectors over both elliptic curve domain parameters will determine if the requirements are complete (FVO2), unambiguous (FVO3), consistent (FVO4), necessary (FVO5), and implementable (TVO8).  Validation of the test vectors will be preformed with an independent implementation (FVO6 and TVO7), and any unacceptable behavior will be documented (TO6).

2.3.1.3 Message Authentication Code Scheme

2.3.1.3.1 Test Scenarios

The SECG test vector for the encryption scheme uses an HMAC, which mirrors the ATN Keyed Message Authentication Code Primitive, 8.5.5.2.  Thus by performing an encryption scheme test vector for SECG, BCI also creates a test vector for the AMACS.  In the SEC encryption scheme the encrypted data is HMAC’d with a derived key, thus using the ATN primitives AMACS, AKDF, and AHASH (8.5.5.2, 8.5.6.2, and 8.5.6.3.1 respectively).  Entity U does the encryption and HMAC with a derived key (similar to the AKAS but with an ephemeral key from U instead of the static public key), and then sends the ephemeral public key, encrypted text, and HMAC to V for verification (thus performing an ATN Keyed Message Authentication Code Verification Primitive, 8.5.5.3).

2.3.1.3.2 Expected Output

Mac tags resulting from both the AMACP and AMACVP should be equal.  Validation of the test vectors over both elliptic curve domain parameters will determine if the requirements are complete (FVO2), unambiguous (FVO3), consistent (FVO4), necessary (FVO5), and implementable (TVO8).  Validation of the test vectors will be preformed with an independent implementation (FVO6 and TVO7), and any unacceptable behavior will be documented (TO6).
3. Defect Report

3.1. FVO2, FVO3, FVO5, and TVO7 Defects Found During Test Scenario Preparation

The following Sub-volume VIII requirements were identified as incomplete, ambiguous or inconsistent during the preparation of the test scenarios for this report.

1.  8.5.4.2.1.c.1
The hash value e should have a bit length no greater than n.  The requirement as is now does

not present any problems unless: the hash function changes to one with a bit length  larger than log2 n of the defined elliptic curve domain parameters (n is the order of the base point G), or an elliptic curve domain parameter with log2 n smaller than the bit length of the hash is defined and used.

2.  8.5.6.1
It is an ambiguous requirement that does not define or specify how to compute a cryptographically random value.

3.
The assumptions listed in items 2 and 3 of section 3.2 should be requirements for the Cryptographic Setting, Sub-Volume VIII, Section 5.2.

4. Results and Analysis

Certicom reported that all computations contained in the test vectors generated by the BCI’s elliptic curve cryptographic library, based up the Cryptographic Infrastructure requirements, were correct.  

5. Conclusions

Two independently developed interoperating implementations from two organizations, BCI for the US FAA and Certicom for NASA, validated test vectors that were generated according to the Cryptographic Infrastructure requirements (TVO5, TVO6, and TVO8).  The requirements were consistent (FVO4) and implementation independent (FVO6).  Validation for FVO2, FVO3, FVO6 and TVO7 could not be achieved due to the defects described in 4.1.  Item 4.1.1 might prevent future (TVO7) migration if smaller elliptic curve domain parameters or larger hash functions are defined.  The lack of a requirement for the representation of keys and signatures means that the requirements for the Cryptographic Infrastructure are not completely unambiguous and complete (FVO3 and FVO2).  As stated now the ARVP, 8.5.6.1, would have no effect if removed (FVO5).

6. APPENDIX – TEST VECTORS

7.1 Key Agreement Test Vectors

7.1.1.  Elliptic Curve Domain Parameters Tstan  (equivalent to sect163r2)

X.Y.Z  Scheme Setup

U and V decide to use the standard version of ECDH and establish that they will be using the elliptic curve parameters sect163r2 as specified in GEC 1 [2].

X.Y.Z  Key Deployment for U

U selects a key pair (d_u,Q_u) as follows, using the key generation primitive

specified in Section 3.2.1 of SEC 1 [1].

Input: The elliptic curve domain parameters sect163r2 as specified in GEC 1 [2]

Actions: U selects a key pair.

1. Generate an integer d_u

   1.1. Randomly or pseudorandomly select an integer d_u in the interval [1,n-1]


d_u = 1024522819720025922953106807554736707465897702681

   1.2. d_u is converted to the octet string _d_u_


_d_u_ = 00 B375312F 2C6C5BE4 6AD91816 7AC67A57 52FDF519

2. Calculate Q_u = d_u x G:


x_u = 04 1FCF1FCC D3D878FB 4FE8E784 162D3457 CA903D6F


y_u = 01 2711A3C7 A48F387A A04F0709 8CE386C7 5F8184CB

   As an octet string with point compression we have:


_Q_u_ = 0304 1FCF1FCC D3D878FB 4FE8E784 162D3457 CA903D6F

Output: The elliptic curve key pair (d_u,Q_u) with:


d_u = 1024522819720025922953106807554736707465897702681


Q_u = (
04 1FCF1FCC D3D878FB 4FE8E784 162D3457 CA903D6F



01 2711A3C7 A48F387A A04F0709 8CE386C7 5F8184CB)

U conveys Q_u to V. V may check that Q_u is valid.

X.Y.Z  Key Deployment for V

V selects a key pair (d_v,Q_v) as follows, using the key generation primitive

specified in Section 3.2.1 of SEC 1 [1].

Input: The elliptic curve domain parameters sect163r2 as specified in GEC 1 [2]

Actions: V selects a key pair.

1. Generate an integer d_v

   1.1. Randomly or pseudorandomly select an integer d_v in the interval [1,n-1]


d_v = 5749925571868576251449720197771704054543621726492

   1.2. d_v is converted to the octet string _d_v_


_d_v_ = 03 EF2B9478 73473CA6 6E131EDB 5210DE4A 7A5EA11C

2. Calculate Q_v = d_v x G:


x_v = 05 67B37E26 D26CABFB 4759C318 47A22DAA 09010CF6


y_v = 04 FB798124 6231B86E CF6CD86C BE80A778 553DF981

   As an octet string with point compression we have:


_Q_v_ = 0305 67B37E26 D26CABFB 4759C318 47A22DAA 09010CF6

Output: The elliptic curve key pair (d_v,Q_v) with:


d_v = 5749925571868576251449720197771704054543621726492


Q_v = (
05 67B37E26 D26CABFB 4759C318 47A22DAA 09010CF6



04 FB798124 6231B86E CF6CD86C BE80A778 553DF981)

V conveys Q_v to U. U may check that Q_v is valid.

Key Agreement Operation for U

Input: The key agreement operation takes the following input:

  1. The elliptic curve parameters sect163r2 as specified in GEC1 [2].

  2. The private key d_u owned by U as specified above.

  3. The public key Q_v puportedly owned by V as specified above.

Actions: U establishes the keying data.

1. Compute the shared secret field element z

   1.1. compute P = (x_p,y_p) = d_u x Q_v


x_p = 07 BBFC0FCE 8F67BCF6 600DC211 2F589D86 0FB3E408


y_p = 06 83D04CD0 5CB22D8A 7CBA9814 9A739518 C324ACD9

   1.2. P != 0, OK

   1.3. Set z = x_p


z = 07 BBFC0FCE 8F67BCF6 600DC211 2F589D86 0FB3E408

   1.4. Convert z to an octet string


Z = 07 BBFC0FCE 8F67BCF6 600DC211 2F589D86 0FB3E408

2. Use the key derivation function KDF to generate keying data K of length 20

   octets from Z.

   2.1. Append the counter_1 = 00000001 to the right of Z.


Z_1 = 07 BBFC0FCE 8F67BCF6 600DC211 2F589D86 0FB3E408 00000001

   2.2. Compute Hash_1 = sha-1 (Z_1)


Hash_1 = 6666039B E95DD54B 123E49D5 89EFE740 EB90CD9C

   2.3. Get K = Hash_1


K = 6666039B E95DD54B 123E49D5 89EFE740 EB90CD9C

Output: The Keying data K


K = 6666039B E95DD54B 123E49D5 89EFE740 EB90CD9C

Key Agreement Operation for V

Input: The key agreement operation takes the following input:

  1. The elliptic curve parameters sect163r2 as specified in GEC1 [2].

  2. The private key d_v owned by V as specified above.

  3. The public key Q_u puportedly owned by U as specified above.

Actions: V establishes the keying data.

1. Compute the shared secret field element z

   1.1. compute P = (x_p,y_p) = d_v x Q_u


x_p = 07 BBFC0FCE 8F67BCF6 600DC211 2F589D86 0FB3E408


y_p = 06 83D04CD0 5CB22D8A 7CBA9814 9A739518 C324ACD9

   1.2. P != 0, OK

   1.3. Set z = x_p


z = 07 BBFC0FCE 8F67BCF6 600DC211 2F589D86 0FB3E408

   1.4. Convert z to an octet string


Z = 07 BBFC0FCE 8F67BCF6 600DC211 2F589D86 0FB3E408

2. Use the key derivation function KDF to generate keying data K of length 20

   octets from Z.

   2.1. Append the counter_1 = 00000001 to the right of Z.


Z_1 = 07 BBFC0FCE 8F67BCF6 600DC211 2F589D86 0FB3E408 00000001

   2.2. Compute Hash_1 = sha-1 (Z_1)


Hash_1 = 6666039B E95DD54B 123E49D5 89EFE740 EB90CD9C

   2.3. Get K = Hash_1


K = 6666039B E95DD54B 123E49D5 89EFE740 EB90CD9C

Output: The Keying data K


K = 6666039B E95DD54B 123E49D5 89EFE740 EB90CD9C

7.1.2  Elliptic Curve Domain Parameters Tcert  (equivalent to sect233r1)
X.Y.Z  Scheme Setup

U and V decide to use the standard version of ECDH and establish that they will be using the elliptic curve parameters sect233r1 as specified in GEC 1 [2].

X.Y.Z  Key Deployment for U

U selects a key pair (d_u,Q_u) as follows, using the key generation primitive

specified in Section 3.2.1 of SEC 1 [1].

Input: The elliptic curve domain parameters sect233r1 as specified in GEC 1 [2]

Actions: U selects a key pair.

1. Generate an integer d_u

   1.1. Randomly or pseudorandomly select an integer d_u in the interval [1,n-1]


d_u = 4251270738814174119571939134919138150616900389384811944510686403236860

   1.2. d_u is converted to the octet string _d_u_


_d_u_ = 009D B03AB3CB E4FE0745 41503B8E E9DCFFF1 25219A0F 27599243 8C6C13FC

2. Calculate Q_u = d_u x G:


x_u = 00C1 20B59128 4A3E701C AC3B1D73 9E7EF657 31765FE4 BC33FFB2 2AF69DCA


y_u = 0089 5CEFB57C CF45F739 5EBB21DC 8E4DDC69 7F451F5C F1BA0E1A F4E96924

   As an octet string with point compression we have:


_Q_u_ = 0300C1 20B59128 4A3E701C AC3B1D73 9E7EF657 31765FE4 BC33FFB2 2AF69DCA

Output: The elliptic curve key pair (d_u,Q_u) with:


d_u = 4251270738814174119571939134919138150616900389384811944510686403236860


Q_u = (
00C1 20B59128 4A3E701C AC3B1D73 9E7EF657 31765FE4 BC33FFB2 2AF69DCA



0089 5CEFB57C CF45F739 5EBB21DC 8E4DDC69 7F451F5C F1BA0E1A F4E96924)

U conveys Q_u to V. V may check that Q_u is valid.

X.Y.Z  Key Deployment for V

V selects a key pair (d_v,Q_v) as follows, using the key generation primitive

specified in Section 3.2.1 of SEC 1 [1].

Input: The elliptic curve domain parameters sect233r1 as specified in GEC 1 [2]

Actions: V selects a key pair.

1. Generate an integer d_v

   1.1. Randomly or pseudorandomly select an integer d_v in the interval [1,n-1]


d_v = 2083695132405660327067472482322353463765429707186414331357662091201836

   1.2. d_v is converted to the octet string _d_v_


_d_v_ = 004D 49DE4856 26F3F986 68493FEE 90AB3CC1 B212A493 C15CD0D1 DD84CD2C

2. Calculate Q_v = d_v x G:


x_v = 016E 1AA4F076 7D87AC17 25DEA8E5 001D878B 0BF35BF1 D3085454 E3031569


y_v = 012B 82F83716 7CFD8894 19FFB39D 94941296 56E314F1 C86496D1 CD3B3FA0

   As an octet string with point compression we have:


_Q_v_ = 02016E 1AA4F076 7D87AC17 25DEA8E5 001D878B 0BF35BF1 D3085454 E3031569

Output: The elliptic curve key pair (d_v,Q_v) with:


d_v = 2083695132405660327067472482322353463765429707186414331357662091201836


Q_v = (
016E 1AA4F076 7D87AC17 25DEA8E5 001D878B 0BF35BF1 D3085454 E3031569



012B 82F83716 7CFD8894 19FFB39D 94941296 56E314F1 C86496D1 CD3B3FA0)

V conveys Q_v to U. U may check that Q_v is valid.

Key Agreement Operation for U

Input: The key agreement operation takes the following input:

  1. The elliptic curve parameters sect233r1 as specified in GEC1 [2].

  2. The private key d_u owned by U as specified above.

  3. The public key Q_v puportedly owned by V as specified above.

Actions: U establishes the keying data.

1. Compute the shared secret field element z

   1.1. compute P = (x_p,y_p) = d_u x Q_v


x_p = 0168 AA5A426F 57CDE4B0 04F4E1A3 43F696FC 727F9281 E3507C92 A2724FDB


y_p = 01DA 8617E6BA B56B483A D1BBB80D D591F6D1 E88319F4 3CD6A0B9 D3CE1F93

   1.2. P != 0, OK

   1.3. Set z = x_p


z = 0168 AA5A426F 57CDE4B0 04F4E1A3 43F696FC 727F9281 E3507C92 A2724FDB

   1.4. Convert z to an octet string


Z = 0168 AA5A426F 57CDE4B0 04F4E1A3 43F696FC 727F9281 E3507C92 A2724FDB

2. Use the key derivation function KDF to generate keying data K of length 20

   octets from Z.

   2.1. Append the counter_1 = 00000001 to the right of Z.


Z_1 = 0168 AA5A426F 57CDE4B0 04F4E1A3 43F696FC 727F9281 E3507C92 A2724FDB 00000001

   2.2. Compute Hash_1 = sha-1 (Z_1)


Hash_1 = 41F46557 63E257FB 3B2502EC 6CE65BBB F99BAEB6

   2.3. Get K = Hash_1


K = 41F46557 63E257FB 3B2502EC 6CE65BBB F99BAEB6

Output: The Keying data K


K = 41F46557 63E257FB 3B2502EC 6CE65BBB F99BAEB6

Key Agreement Operation for V

Input: The key agreement operation takes the following input:

  1. The elliptic curve parameters sect233r1 as specified in GEC1 [2].

  2. The private key d_v owned by V as specified above.

  3. The public key Q_u puportedly owned by U as specified above.

Actions: V establishes the keying data.

1. Compute the shared secret field element z

   1.1. compute P = (x_p,y_p) = d_v x Q_u


x_p = 0168 AA5A426F 57CDE4B0 04F4E1A3 43F696FC 727F9281 E3507C92 A2724FDB


y_p = 01DA 8617E6BA B56B483A D1BBB80D D591F6D1 E88319F4 3CD6A0B9 D3CE1F93

   1.2. P != 0, OK

   1.3. Set z = x_p


z = 0168 AA5A426F 57CDE4B0 04F4E1A3 43F696FC 727F9281 E3507C92 A2724FDB

   1.4. Convert z to an octet string


Z = 0168 AA5A426F 57CDE4B0 04F4E1A3 43F696FC 727F9281 E3507C92 A2724FDB

2. Use the key derivation function KDF to generate keying data K of length 20

   octets from Z.

   2.1. Append the counter_1 = 00000001 to the right of Z.


Z_1 = 0168 AA5A426F 57CDE4B0 04F4E1A3 43F696FC 727F9281 E3507C92 A2724FDB 00000001

   2.2. Compute Hash_1 = sha-1 (Z_1)


Hash_1 = 41F46557 63E257FB 3B2502EC 6CE65BBB F99BAEB6

   2.3. Get K = Hash_1


K = 41F46557 63E257FB 3B2502EC 6CE65BBB F99BAEB6

Output: The Keying data K


K = 41F46557 63E257FB 3B2502EC 6CE65BBB F99BAEB6

7.2 Digitial Signature Test Vectors

7.2.1  Elliptic Curve Domain Parameters Tstan  (equivalent to sect163r2)

X.Y.Z  Key Deployment

U selects a key pair (d_u,Q_u) as follows using the key generation primitive

specified in Section 3.2.1 of SEC 1 [1]

Input: The elliptic curve domain parameters sect163r2 as specified in GEC 1 [2].

Actions: U selects a key pair.

1. Generate the integer d_u

   1.1. Randomly or pseudorandomly select an integer d_u in the interval [1,n-1]


d_u = 1024522819720025922953106807554736707465897702681

   1.2. d_u is converted to the octet string _d_u_


_d_u_ = 00 B375312F 2C6C5BE4 6AD91816 7AC67A57 52FDF519

2. Calculate Q_u = (x_u,y_u) = d_u x G:


x_u = 04 1FCF1FCC D3D878FB 4FE8E784 162D3457 CA903D6F


y_u = 01 2711A3C7 A48F387A A04F0709 8CE386C7 5F8184CB

   As an octet string with point compression we have:


_Q_u_ = 0304 1FCF1FCC D3D878FB 4FE8E784 162D3457 CA903D6F

Output: The elliptic curve key pair (d_u,Q_u) with:


d_u = 1024522819720025922953106807554736707465897702681


Q_u = (
04 1FCF1FCC D3D878FB 4FE8E784 162D3457 CA903D6F,


       
01 2711A3C7 A48F387A A04F0709 8CE386C7 5F8184CB)

U shares Q_u with V in an authentic manner. V may check that Q_u is valid.

X.Y.Z  Signing Operation

Suppose U wants to convey the message M = "abc" to V. U signs M as follows.

Input: The octet string M = 616263 which represents the message "abc"

Actions: U signs M.

1. Select an ephemeral key pair (k,R) as follows using the key pair generation

   primitive specified in Section 3.2.1 of SEC 1 [1].

   1.1. Randomly or pseudorandomly select an integer k in the interval [1,n-1].


 k = 575653124767975784319178138214759983332919601691

   1.2. Compute R = (x_r,y_r) = kG


x_r = 00 A6390B0D B437EB2C 25D76A1B 6C05DF01 7D256902


y_r = 02 FD82E64B 88AA9D4D A6799123 DBB153EF 509C3AA0

2. Convert the field element x_r to an integer using the conversion routine

   specified in Section 2.3.9 of SEC 1 [1]:


_x_r_ = 948964573331441011309194204446505141221206616322

3. Derive an integer r from _x_r_.

   3.1. Set r = _x_r_ (mod n).


r = 948964573331441011309194204446505141221206616322

   3.2. r != 0, OK

   3.3. r is represented as the octet string _r_


_r_ = A6390B0D B437EB2C 25D76A1B 6C05DF01 7D256902

4. SHA-1 is applied to M to get H = SHA-1 (M)


H = A9993E36 4706816A BA3E2571 7850C26C 9CD0D89D

5. Derive an integer e from H.

   5.1. Convert the octet string H to a bit string _H_ using the conversion

        routine specified in Section 2.3.2 of SEC 1 [1]


_H_ = 10101001 10011001 00111110 00110110 01000111


00000110 10000001 01101010 10111010 00111110


00100101 01110001 01111000 01010000 11000010


01101100 10011100 11010000 11011000 10011101

   5.2. Set _E_ = _H_ since log2n >= 8hashlen


_E_ = 10101001 10011001 00111110 00110110 01000111


00000110 10000001 01101010 10111010 00111110


00100101 01110001 01111000 01010000 11000010


01101100 10011100 11010000 11011000 10011101

   5.3. Convert _E_ to an octet string E using the conversion routine specified

        in Section 2.3.1 of SEC 1 [1].


E = A9993E36 4706816A BA3E2571 7850C26C 9CD0D89D

   5.4. Convert E to an integer e using the conversion routine specified in

        Section 2.3.8 of SEC 1 [1].


e = 968236873715988614170569073515315707566766479517

6. Compute the integer s.

   6.1. Compute s = k^(-1)(e+d_u*r) (mod n):


s = 1119239974375697377820890461894638015377982821841

   6.2. s != 0, OK

   6.3. s is represented as the octet string, _s_, where:


_s_ = C40C74CB BB97D02E 65065D23 75536D2A AD3F15D1

Output S = (r,s)


r = 948964573331441011309194204446505141221206616322


s = 1119239974375697377820890461894638015377982821841

or as octet strings


_r_ = A6390B0D B437EB2C 25D76A1B 6C05DF01 7D256902


_s_ = C40C74CB BB97D02E 65065D23 75536D2A AD3F15D1

U conveys the signed message consisting of M and (r,s) to V.

X.Y.Z  Verifying Operation

V verifies the message from U as follows:

Input: the verifying operation takes the following input:

1. The octet string M = 616263 which represents the message "abc"

2. U's purported signature S = (r,s) on M.


r = 948964573331441011309194204446505141221206616322


s = 1119239974375697377820890461894638015377982821841

Actions: V verifies the signature on the message M.

1. r and s are both integers in the interval [1,n-1], OK.

2. SHA-1 is applied to M to ger H = SHA-1 (M):


H = A9993E36 4706816A BA3E2571 7850C26C 9CD0D89D

3. Derive an integer e from H

   3.1. Convert the octet string H to a bit string _H_ using the conversion

        routine specified in Section 2.3.2 of SEC 1 [1].


 _H_ = 10101001 10011001 00111110 00110110 01000111


00000110 10000001 01101010 10111010 00111110


00100101 01110001 01111000 01010000 11000010

01101100 10011100 11010000 11011000 10011101

   3.2. Set _E_ = _H_ since log2n >= 8hashlen


_E_ = 10101001 10011001 00111110 00110110 01000111


00000110 10000001 01101010 10111010 00111110


00100101 01110001 01111000 01010000 11000010


01101100 10011100 11010000 11011000 10011101

   3.3. Convert _E_ to an octet string E using the conversion routine specified

        in Section 2.3.1 of SEC 1 [1].


E = A9993E36 4706816A BA3E2571 7850C26C 9CD0D89D

   3.4 Convert E to an integer e using the conversion routine specified in

       Section 2.3.8 of SEC 1 [1].


e = 968236873715988614170569073515315707566766479517

4. Compute u_1 = es^(-1)  (mod n) and u_2 = rs^(-1)  (mod n)


u_1 = 776997584558925852499407314052601762369615024433


u_2 = 5783150631184178468626042140023316733591742679689

5. Compute R = (x_r,y_r) = u_1 x G + u_2 x Q_u

   5.1. Compute u_1 * G = (x_u1,y_u1)


x_u1 = 02 9F522F93 2094ECCB 38A4E3EF E2F8BD4B EA63DC7F


y_u1 = 00 6116AE56 453ED4A6 43488F33 95FC9465 07445B25

   5.2. Compute u_2 * Q_u = (x_u2,y_u2)


x_u2 = 05 D081CB21 9CEB66B9 E73A1D21 05C0D0C6 5EEEB78B


y_u2 = 05 0B2A0F7D D5CAA8C7 6FC21C43 CFE8FDFE E010F692

   5.3. Compute R = (x_r,y_r) = u_1 * G + u_2 * Q_u


x_r = 00 A6390B0D B437EB2C 25D76A1B 6C05DF01 7D256902


y_r = 02 FD82E64B 88AA9D4D A6799123 DBB153EF 509C3AA0

   5.4. R != 0, OK

6. Convert the field element x_r to an integer using the conversion routine

   specified in Section 2.3.9 of SEC 1 [1]:


_x_r_ = 948964573331441011309194204446505141221206616322

7. Set v = _x_r_  (mod n)


v = 948964573331441011309194204446505141221206616322

8. v = r. OK.

OUTPUT: 'Valid' to indicate that the signed message is valid.
7.2.2 Elliptic Curve Domain Parameters Tcert  (equivalent to sect233r2)

X.Y.Z  Key Deployment

U selects a key pair (d_u,Q_u) as follows using the key generation primitive

specified in Section 3.2.1 of SEC 1 [1]

Input: The elliptic curve domain parameters sect233r1 as specified in GEC 1 [2].

Actions: U selects a key pair.

1. Generate the integer d_u

   1.1. Randomly or pseudorandomly select an integer d_u in the interval [1,n-1]


d_u = 4251270738814174119571939134919138150616900389384811944510686403236860

   1.2. d_u is converted to the octet string _d_u_


_d_u_ = 009D B03AB3CB E4FE0745 41503B8E E9DCFFF1 25219A0F 27599243 8C6C13FC

2. Calculate Q_u = (x_u,y_u) = d_u x G:


x_u = 00C1 20B59128 4A3E701C AC3B1D73 9E7EF657 31765FE4 BC33FFB2 2AF69DCA


y_u = 0089 5CEFB57C CF45F739 5EBB21DC 8E4DDC69 7F451F5C F1BA0E1A F4E96924

   As an octet string with point compression we have:


_Q_u_ = 0300C1 20B59128 4A3E701C AC3B1D73 9E7EF657 31765FE4 BC33FFB2 2AF69DCA

Output: The elliptic curve key pair (d_u,Q_u) with:


d_u = 4251270738814174119571939134919138150616900389384811944510686403236860


Q_u = (
00C1 20B59128 4A3E701C AC3B1D73 9E7EF657 31765FE4 BC33FFB2 2AF69DCA,


       
0089 5CEFB57C CF45F739 5EBB21DC 8E4DDC69 7F451F5C F1BA0E1A F4E96924)

U shares Q_u with V in an authentic manner. V may check that Q_u is valid.

X.Y.Z  Signing Operation

Suppose U wants to convey the message M = "abc" to V. U signs M as follows.

Input: The octet string M = 616263 which represents the message "abc"

Actions: U signs M.

1. Select an ephemeral key pair (k,R) as follows using the key pair generation

   primitive specified in Section 3.2.1 of SEC 1 [1].

   1.1. Randomly or pseudorandomly select an integer k in the interval [1,n-1].


 k = 162597036477956589563744220995536495068152242914249612338286899819516

   1.2. Compute R = (x_r,y_r) = kG


x_r = 01F0 0309D83B 0E4A318E AA9CB02D E09A1E93 7E8F013B 1EA5E030 C1E9F472


y_r = 003B 959C4536 C30D5847 3F239CB5 BEBB01CF DA40C124 39C7A52E 70EEB9CD

2. Convert the field element x_r to an integer using the conversion routine

   specified in Section 2.3.9 of SEC 1 [1]:


_x_r_ = 13372453533636293930092856025770313299843524406848289327020907506037874

3. Derive an integer r from _x_r_.

   3.1. Set r = _x_r_ (mod n).


r = 6470707186845730142658100163493287744003711669503275771641523871552411

   3.2. r != 0, OK

   3.3. r is represented as the octet string _r_


_r_ = F0 0309D83B 0E4A318E AA9CB02D E086351E 975F76D1 FCA2C30A BE1A139B

4. SHA-1 is applied to M to get H = SHA-1 (M)


H = A9993E36 4706816A BA3E2571 7850C26C 9CD0D89D

5. Derive an integer e from H.

   5.1. Convert the octet string H to a bit string _H_ using the conversion

        routine specified in Section 2.3.2 of SEC 1 [1]


_H_ = 10101001 10011001 00111110 00110110 01000111

00000110 10000001 01101010 10111010 00111110

00100101 01110001 01111000 01010000 11000010

01101100 10011100 11010000 11011000 10011101

   5.2. Set _E_ = _H_ since log2n >= 8hashlen

_E_ = 10101001 10011001 00111110 00110110 01000111

00000110 10000001 01101010 10111010 00111110

00100101 01110001 01111000 01010000 11000010

01101100 10011100 11010000 11011000 10011101

   5.3. Convert _E_ to an octet string E using the conversion routine specified

        in Section 2.3.1 of SEC 1 [1].


E = A9993E36 4706816A BA3E2571 7850C26C 9CD0D89D

   5.4. Convert E to an integer e using the conversion routine specified in

        Section 2.3.8 of SEC 1 [1].


e = 968236873715988614170569073515315707566766479517

6. Compute the integer s.

   6.1. Compute s = k^(-1)(e+d_u*r) (mod n):


s = 54215449022366585380602645500165657429026554982730311017004289347075

   6.2. s != 0, OK

   6.3. s is represented as the octet string, _s_, where:


_s_ = 02 02CE74C1 9837DE71 1FE7885D BB4A3B8E DD82B974 E9D28795 D2ADCE03

Output S = (r,s)


r = 6470707186845730142658100163493287744003711669503275771641523871552411


s = 54215449022366585380602645500165657429026554982730311017004289347075

or as octet strings


_r_ = F0 0309D83B 0E4A318E AA9CB02D E086351E 975F76D1 FCA2C30A BE1A139B


_s_ = 02 02CE74C1 9837DE71 1FE7885D BB4A3B8E DD82B974 E9D28795 D2ADCE03

U conveys the signed message consisting of M and (r,s) to V.

X.Y.Z  Verifying Operation

V verifies the message from U as follows:

Input: the verifying operation takes the following input:

1. The octet string M = 616263 which represents the message "abc"

2. U's purported signature S = (r,s) on M.


r = 6470707186845730142658100163493287744003711669503275771641523871552411


s = 54215449022366585380602645500165657429026554982730311017004289347075

Actions: V verifies the signature on the message M.

1. r and s are both integers in the interval [1,n-1], OK.

2. SHA-1 is applied to M to ger H = SHA-1 (M):


H = A9993E36 4706816A BA3E2571 7850C26C 9CD0D89D

3. Derive an integer e from H

   3.1. Convert the octet string H to a bit string _H_ using the conversion

        routine specified in Section 2.3.2 of SEC 1 [1].


 _H_ = 10101001 10011001 00111110 00110110 01000111

00000110 10000001 01101010 10111010 00111110

00100101 01110001 01111000 01010000 11000010

01101100 10011100 11010000 11011000 10011101

   3.2. Set _E_ = _H_ since log2n >= 8hashlen


_E_ = 10101001 10011001 00111110 00110110 01000111

00000110 10000001 01101010 10111010 00111110

00100101 01110001 01111000 01010000 11000010

01101100 10011100 11010000 11011000 10011101

   3.3. Convert _E_ to an octet string E using the conversion routine specified

        in Section 2.3.1 of SEC 1 [1].


E = A9993E36 4706816A BA3E2571 7850C26C 9CD0D89D

   3.4 Convert E to an integer e using the conversion routine specified in

       Section 2.3.8 of SEC 1 [1].


e = 968236873715988614170569073515315707566766479517

4. Compute u_1 = es^(-1)  (mod n) and u_2 = rs^(-1)  (mod n)


u_1 = 5169268468056054421296614433808014719532877401398481347786805174432563


u_2 = 1809654173186350550087739727440242415216374923648114757598371800870889

5. Compute R = (x_r,y_r) = u_1 x G + u_2 x Q_u

   5.1. Compute u_1 * G = (x_u1,y_u1)


x_u1 = 01A5 12903B2D ADCAA8A3 A8039104 0AFF6A19 2266F93D 9BA11610 25059570


y_u1 = 009B C4CB24DB A2FBF39F E74BEA3B 5B52B17F DBC07CE8 691DD7DA B011663A

   5.2. Compute u_2 * Q_u = (x_u2,y_u2)


x_u2 = 0025 213107A0 EDC48DC1 14E62499 E0783BCD 28D2B72C B4C448E4 6DF70EE5


y_u2 = 01E3 62C1A3F3 193FE8C8 6D82196B 209D69DE C681E33C 3FF26D3C A2D3F08F

   5.3. Compute R = (x_r,y_r) = u_1 * G + u_2 * Q_u


x_r = 01F0 0309D83B 0E4A318E AA9CB02D E09A1E93 7E8F013B 1EA5E030 C1E9F472


y_r = 003B 959C4536 C30D5847 3F239CB5 BEBB01CF DA40C124 39C7A52E 70EEB9CD

   5.4. R != 0, OK

6. Convert the field element x_r to an integer using the conversion routine

   specified in Section 2.3.9 of SEC 1 [1]:


_x_r_ = 13372453533636293930092856025770313299843524406848289327020907506037874

7. Set v = _x_r_  (mod n)


v = 6470707186845730142658100163493287744003711669503275771641523871552411

8. v = r. OK.

OUTPUT: 'Valid' to indicate that the signed message is valid.

7.3 Message Authentication Code Test Vector  (Contained in the Encryption Scheme of SEC1)

7.3.1   Elliptic Curve Domain Parameters Tstan  (equivalent to sect163r2)

X.Y.Z  Scheme Setup

V decides to use ECAES with the key derivation function ANSI-X9.63-KDF with

SHA-1 specified in Section 3.6 of SEC 1 [1], the MAC scheme HMAC-SHA-1-160 with

20 octet keys, the XOR symmetric encryption scheme, the standard Diffie-Hellman

primitive, and the elliptic curve domain parameters sect163r2 as apecified in

GEC 1 [2]. V also decides to represent elliptic curve points in compressed form.

V conveys these decisions to U.

X.Y.Z  Key Deployment

V selects a key pair (d_v,Q_v) as follows using the key generating primitive

specified in Section 3.2.1 of SEC 1 [1].

Input: The elliptic curve domain parameters sect163r2 as specified in GEC 1 [2]

Actions: V selects a key pair.

1. Generate an integer d_v.

   1.1. Randomly or pseudorandomly select an integer d_v in the interval [1,n-1]


d_v = 5749925571868576251449720197771704054543621726492

   1.2. Convert d_v to an octet string _d_v_


_d_v_ = 03 EF2B9478 73473CA6 6E131EDB 5210DE4A 7A5EA11C

2. Calculate Q_v = (x_v,y_v) = d_v x G:


x_v = 05 67B37E26 D26CABFB 4759C318 47A22DAA 09010CF6


y_v = 04 FB798124 6231B86E CF6CD86C BE80A778 553DF981

   As an octet string with point compression we have:


_Q_v_ = 0305 67B37E26 D26CABFB 4759C318 47A22DAA 09010CF6

Output: The elliptic curve key pair (d_v,Q_v) with:


d_v = 5749925571868576251449720197771704054543621726492


Q_v = (
05 67B37E26 D26CABFB 4759C318 47A22DAA 09010CF6,



04 FB798124 6231B86E CF6CD86C BE80A778 553DF981)

V share Q_v with U in an authentic manner. U may check that Q_v is valid.

X.Y.Z  Encryption Operation

Suppose U wants to convey the message M = "abcdefghijklmnopqrst" confidentially

to V.

Input: The encryption operation takes the following input:

1. The octet string M = 61626364 65666768 696A6B6C 6D6E6F70 71727374 which

   represents the message "abcdefghijklmnopqrst"

2. The optional strings SharedInfo_1 and SharedInfo_2 are absent.

Actions: U encrypts the message M.

1. Select an ephemeral key pair (k,R) using the key pair generation primitive

   specified in Section 3.2.1 of SEC 1 [1].

   1.1. Randomly or pseudorandomly select an integer k in the interval [1,n-1].


k = 575653124767975784319178138214759983332919601691

   1.2. Compute R = kG = (x_r,y_r):


x_r = 00 A6390B0D B437EB2C 25D76A1B 6C05DF01 7D256902


y_r = 02 FD82E64B 88AA9D4D A6799123 DBB153EF 509C3AA0

2. Convert the point R to an octet string _R_ with point compression using the

   conversion routine specified in Section 2.3.3 of SEC 1 [1].


_R_ = 0300 A6390B0D B437EB2C 25D76A1B 6C05DF01 7D256902

3. Compute the shared secret field element z using the standard Elliptic Curve

   Diffie Hellman primitive specified in Section 3.3.1 of SEC 1 [1].

   3.1. Compute P = (x_p, y_p) = k x Q_v


x_p = 07 0E44480A 7C9F6834 AEE5F5A3 1E578BD9 A8348FDF


y_p = 00 79765B5C 068883A3 3898B712 26B26517 A02C1C80

   3.2. P != 0, OK

   3.3. Set z = x_p


z = 07 0E44480A 7C9F6834 AEE5F5A3 1E578BD9 A8348FDF

4. Convert z to an octet string using the conversion routine specified ini

   Section 2.3.5 of SEC 1 [1].


Z = 07 0E44480A 7C9F6834 AEE5F5A3 1E578BD9 A8348FDF

5. Use the key derivation function ANSI-X9.63-KDF with sha-1 tp generate keying

   data K of length enckeylen + mackeylen = 40 octets from Z.

   5.1. Append the counter_1 = 00000001 to the right of Z.


Z_1 = 07 0E44480A 7C9F6834 AEE5F5A3 1E578BD9 A8348FDF 00000001

   5.2. Compute Hash_1 = sha-1 (Z_1)


Hash_1 = A8A90FEB 816AD0C8 D612AA3F 27B632E7 3EACED6D

   5.3. Append the Counter_2 = 00000002 to the right of Z


Z_2 = 07 0E44480A 7C9F6834 AEE5F5A3 1E578BD9 A8348FDF 00000002

   5.4. Compute Hash_2 = sha-1 (Z_2)


Hash_2 = 84D9C746 AB659F9D 9A568E76 EE157754 D67C0E4A

   5.5. Get K = Hash_1 || Hash_2


K = A8A90FEB 816AD0C8 D612AA3F 27B632E7 3EACED6D

84D9C746 AB659F9D 9A568E76 EE157754 D67C0E4A

6. Get EK and MK

   6.1. Get EK from K


EK = A8A90FEB 816AD0C8 D612AA3F 27B632E7 3EACED6D

   6.2. Get MK from K


MK = 84D9C746 AB659F9D 9A568E76 EE157754 D67C0E4A

7. Encrypt the octet string M under EK as ciphertext EM using the XOR encryption

   scheme as specified in Section 3.8.3 of SEC 1 [1].

   7.1. Convert M to a string M0M1M2...M159


_M_ = 
 01100001 01100010 01100011 01100100 01100101



 01100110 01100111 01101000 01101001 01101010



 01101011 01101100 01101101 01101110 01101111



 01110000 01110001 01110010 01110011 01110100

   7.2. Convert EK to a bit string EK0EK1EK2...EK159


_EK_ = 
 10101000 10101001 00001111 11101011 10000001



 01101010 11010000 11001000 11010110 00010010



 10101010 00111111 00100111 10110110 00110010



 11100111 00111110 10101100 11101101 01101101

   7.3. Using XOR to encrypt M by _M_*_EK_.


_C_ = 
 11001001 11001011 01101100 10001111 11100100



 00001100 10110111 10100000 10111111 01111000



 11000001 01010011 01001010 11011000 01011101



 10010111 01001111 11011110 10011110 00011001

   7.4. Convert _C_ to an octet string EM using the conversion routine specified

        in Section 2.3.1 of SEC 1 [1].


EM = 
 C9CB6C8F E40CB7A0 BF78C153 4AD85D97 4FDE9E19

8. Compute the tag D on EM under MK as specified in Section 3.7.3 of SEC 1 [1].

   8.1. Convert EM to a bit string.


_EM_ = 
 11001001 11001011 01101100 10001111 11100100



 00001100 10110111 10100000 10111111 01111000



 11000001 01010011 01001010 11011000 01011101



 10010111 01001111 11011110 10011110 00011001

   8.2. Convert MK to a bit string.


_MK_ =  10000100 11011001 11000111 01000110 10101011



 01100101 10011111 10011101 10011010 01010110



 10001110 01110110 11101110 00010101 01110111



 01010100 11010110 01111100 00001110 01001010

   8.3. Calculate the tag D = MAC_MK_(_EM_)


_D_ = D331C4FD 28381404 A8F96310 F690C3CD 021B7DC4

Output: C = _R_ || EM || D

C = 0300 A6390B0D B437EB2C 25D76A1B 6C05DF01 7D256902 C9CB6C8F E40CB7A0 BF78C153 4AD85D97 4FDE9E19 D331C4FD 28381404 A8F96310 F690C3CD 021B7DC4

U conveys the encrypted message C to V.

X.Y.Z  Decryption Operation

V decrypts the ciphertext C as follows.

Input: The decryption operation take the following input:

1. The octet string C which is the ciphertext.

C = 0300 A6390B0D B437EB2C 25D76A1B 6C05DF01 7D256902 C9CB6C8F E40CB7A0 BF78C153 4AD85D97 4FDE9E19 D331C4FD 28381404 A8F96310 F690C3CD 021B7DC4

2. The optional strings SharedInfo_1 and SharedInfo_2 are absent.

Actions: V decrypts the message.

1. Parse C to get _R_, EM, and D.


_R_
= 0300 A6390B0D B437EB2C 25D76A1B 6C05DF01 7D256902


EM
= C9CB6C8F E40CB7A0 BF78C153 4AD85D97 4FDE9E19


D
= D331C4FD 28381404 A8F96310 F690C3CD 021B7DC4

2. Convert _R_ to an elliptic curve point R


x_r = 00 A6390B0D B437EB2C 25D76A1B 6C05DF01 7D256902


y_r = 02 FD82E64B 88AA9D4D A6799123 DBB153EF 509C3AA0

3. Validate R using the primitive specified in Section 3.2.2.1 of SEC 1 [1].

   3.1. Verify that R != 0, OK

   3.2. Verify that R is a point on the curve, OK.

   3.3. Verify that nR = 0, OK.

4. Derive the shared secret field element z using the Standard Elliptic Curve

   Diffie Hellman primitive specified in Section 3.3.1 of SEC [1].

   4.1. Compute P = (x_p,y_p) = d_v x R


x_p = 07 0E44480A 7C9F6834 AEE5F5A3 1E578BD9 A8348FDF


y_p = 00 79765B5C 068883A3 3898B712 26B26517 A02C1C80

   4.2. P != 0, OK

   4.3. Set z = x_p


z = 07 0E44480A 7C9F6834 AEE5F5A3 1E578BD9 A8348FDF

5. Convert z to an octet string.


Z = 07 0E44480A 7C9F6834 AEE5F5A3 1E578BD9 A8348FDF

6. Use the key derivation function ANSI-X9.63-KDF with sha-1 to generate keying

   data K of length enckeylen + mackeylen = 40 octets from Z.

   6.1. Append the Counter_1 = 00000001 to the right of Z.


Z_1 = 07 0E44480A 7C9F6834 AEE5F5A3 1E578BD9 A8348FDF 00000001

   6.2. Compute Hash_1 = sha-1 (Z_1)


Hash_1 = A8A90FEB 816AD0C8 D612AA3F 27B632E7 3EACED6D

   6.3. Append the Counter_2 = 00000002 to the right of Z.


Z_2 = 07 0E44480A 7C9F6834 AEE5F5A3 1E578BD9 A8348FDF 00000002

   6.4. Compute Hash_2 = sha-1 (Z_2)


Hash_2 = 84D9C746 AB659F9D 9A568E76 EE157754 D67C0E4A

   6.5. Get K = Hash_1 || Hash_2


K = A8A90FEB 816AD0C8 D612AA3F 27B632E7 3EACED6D

84D9C746 AB659F9D 9A568E76 EE157754 D67C0E4A

7. Get EK and MK

   7.1. Get EK from K


EK = A8A90FEB 816AD0C8 D612AA3F 27B632E7 3EACED6D

   7.2. Get MK from K


MK = 84D9C746 AB659F9D 9A568E76 EE157754 D67C0E4A

8. Check the tag D on EM under MK using the primitive specified in Section 3.7.4

   of SEC 1 [1].

   8.1. Convert EM to a bit string.


_EM_ = 
 11001001 11001011 01101100 10001111 11100100



 00001100 10110111 10100000 10111111 01111000



 11000001 01010011 01001010 11011000 01011101



 10010111 01001111 11011110 10011110 00011001

   8.2. Convert MK to a bit string


_MK_ =  10000100 11011001 11000111 01000110 10101011



 01100101 10011111 10011101 10011010 01010110



 10001110 01110110 11101110 00010101 01110111



 01010100 11010110 01111100 00001110 01001010

   8.3. Calculate the tag D' = MAC_MK_(_EM_).


D' = D331C4FD 28381404 A8F96310 F690C3CD 021B7DC4

   8.4. D' = D. OK

9. Decrypt the octet string EM under EK as Message M using XOR encryption scheme

   as specified in Section 3.8.4 of SEC 1 [1].

   9.1. Convert EM to a bit string EM0EM1EM2...EM159


_EM_ = 
 11001001 11001011 01101100 10001111 11100100



 00001100 10110111 10100000 10111111 01111000



 11000001 01010011 01001010 11011000 01011101



 10010111 01001111 11011110 10011110 00011001

   9.2. Convert EK to a bit string EK0EK1EK2...EK159


_EK_ = 
 10101000 10101001 00001111 11101011 10000001



 01101010 11010000 11001000 11010110 00010010



 10101010 00111111 00100111 10110110 00110010



 11100111 00111110 10101100 11101101 01101101

   9.3. Using XOR to encrypt the M by _EM_ * _EK_.


_M_ = 
 01100001 01100010 01100011 01100100 01100101



 01100110 01100111 01101000 01101001 01101010



 01101011 01101100 01101101 01101110 01101111



 01110000 01110001 01110010 01110011 01110100

   9.4. Convert _M_ to an octet string M using the conversion routine specified

        in Section 2.3.1 of SEC 1 [1].


M = 61626364 65666768 696A6B6C 6D6E6F70 71727374

Output: The message M.


M = 61626364 65666768 696A6B6C 6D6E6F70 71727374

M represents the text string "abcdefghijklmnopqrst".
7.3.2 Elliptic Curve Domain Parameters Tcert  (equivalent to sect233r1)

X.Y.Z  Scheme Setup

V decides to use ECAES with the key derivation function ANSI-X9.63-KDF with

SHA-1 specified in Section 3.6 of SEC 1 [1], the MAC scheme HMAC-SHA-1-160 with

20 octet keys, the XOR symmetric encryption scheme, the standard Diffie-Hellman

primitive, and the elliptic curve domain parameters sect233r1 as apecified in

GEC 1 [2]. V also decides to represent elliptic curve points in compressed form.

V conveys these decisions to U.

X.Y.Z  Key Deployment

V selects a key pair (d_v,Q_v) as follows using the key generating primitive

specified in Section 3.2.1 of SEC 1 [1].

Input: The elliptic curve domain parameters sect233r1 as specified in GEC 1 [2]

Actions: V selects a key pair.

1. Generate an integer d_v.

   1.1. Randomly or pseudorandomly select an integer d_v in the interval [1,n-1]


d_v = 2083695132405660327067472482322353463765429707186414331357662091201836

   1.2. Convert d_v to an octet string _d_v_


_d_v_ = 004D 49DE4856 26F3F986 68493FEE 90AB3CC1 B212A493 C15CD0D1 DD84CD2C

2. Calculate Q_v = (x_v,y_v) = d_v x G:


x_v = 016E 1AA4F076 7D87AC17 25DEA8E5 001D878B 0BF35BF1 D3085454 E3031569


y_v = 012B 82F83716 7CFD8894 19FFB39D 94941296 56E314F1 C86496D1 CD3B3FA0

   As an octet string with point compression we have:


_Q_v_ = 02016E 1AA4F076 7D87AC17 25DEA8E5 001D878B 0BF35BF1 D3085454 E3031569

Output: The elliptic curve key pair (d_v,Q_v) with:


d_v = 2083695132405660327067472482322353463765429707186414331357662091201836


Q_v = (
016E 1AA4F076 7D87AC17 25DEA8E5 001D878B 0BF35BF1 D3085454 E3031569,



012B 82F83716 7CFD8894 19FFB39D 94941296 56E314F1 C86496D1 CD3B3FA0)

V share Q_v with U in an authentic manner. U may check that Q_v is valid.

X.Y.Z  Encryption Operation

Suppose U wants to convey the message M = "abcdefghijklmnopqrst" confidentially

to V.

Input: The encryption operation takes the following input:

1. The octet string M = 61626364 65666768 696A6B6C 6D6E6F70 71727374 which

   represents the message "abcdefghijklmnopqrst"

2. The optional strings SharedInfo_1 and SharedInfo_2 are absent.

Actions: U encrypts the message M.

1. Select an ephemeral key pair (k,R) using the key pair generation primitive

   specified in Section 3.2.1 of SEC 1 [1].

   1.1. Randomly or pseudorandomly select an integer k in the interval [1,n-1].


k = 162597036477956589563744220995536495068152242914249612338286899819516

   1.2. Compute R = kG = (x_r,y_r):


x_r = 01F0 0309D83B 0E4A318E AA9CB02D E09A1E93 7E8F013B 1EA5E030 C1E9F472


y_r = 003B 959C4536 C30D5847 3F239CB5 BEBB01CF DA40C124 39C7A52E 70EEB9CD

2. Convert the point R to an octet string _R_ with point compression using the

   conversion routine specified in Section 2.3.3 of SEC 1 [1].


_R_ = 0301F0 0309D83B 0E4A318E AA9CB02D E09A1E93 7E8F013B 1EA5E030 C1E9F472

3. Compute the shared secret field element z using the standard Elliptic Curve

   Diffie Hellman primitive specified in Section 3.3.1 of SEC 1 [1].

   3.1. Compute P = (x_p, y_p) = k x Q_v


x_p = 00E0 6C6C0DA2 7215D207 669A9226 E4DB1B5D 704EE612 93770B9F E423E60B


y_p = 00F7 1E77AC48 22A8632A 243219C4 FBC64158 C5960E95 323A4426 2F444138

   3.2. P != 0, OK

   3.3. Set z = x_p


z = 00E0 6C6C0DA2 7215D207 669A9226 E4DB1B5D 704EE612 93770B9F E423E60B

4. Convert z to an octet string using the conversion routine specified ini

   Section 2.3.5 of SEC 1 [1].


Z = 00E0 6C6C0DA2 7215D207 669A9226 E4DB1B5D 704EE612 93770B9F E423E60B

5. Use the key derivation function ANSI-X9.63-KDF with sha-1 tp generate keying

   data K of length enckeylen + mackeylen = 40 octets from Z.

   5.1. Append the counter_1 = 00000001 to the right of Z.


Z_1 = 00E0 6C6C0DA2 7215D207 669A9226 E4DB1B5D 704EE612 93770B9F E423E60B 00000001

   5.2. Compute Hash_1 = sha-1 (Z_1)


Hash_1 = F5535001 BCC7DCB1 E40BC8D7 06CA35A6 06F390AC

   5.3. Append the Counter_2 = 00000002 to the right of Z


Z_2 = 00E0 6C6C0DA2 7215D207 669A9226 E4DB1B5D 704EE612 93770B9F E423E60B 00000002

   5.4. Compute Hash_2 = sha-1 (Z_2)


Hash_2 = 05592FFC 48C474CF 63C7E0E1 0CBD0080 0DFA492B

   5.5. Get K = Hash_1 || Hash_2


K = F5535001 BCC7DCB1 E40BC8D7 06CA35A6 06F390AC

05592FFC 48C474CF 63C7E0E1 0CBD0080 0DFA492B

6. Get EK and MK

   6.1. Get EK from K


EK = F5535001 BCC7DCB1 E40BC8D7 06CA35A6 06F390AC

   6.2. Get MK from K


MK = 05592FFC 48C474CF 63C7E0E1 0CBD0080 0DFA492B

7. Encrypt the octet string M under EK as ciphertext EM using the XOR encryption

   scheme as specified in Section 3.8.3 of SEC 1 [1].

   7.1. Convert M to a string M0M1M2...M159


_M_ = 
 01100001 01100010 01100011 01100100 01100101



 01100110 01100111 01101000 01101001 01101010



 01101011 01101100 01101101 01101110 01101111



 01110000 01110001 01110010 01110011 01110100

   7.2. Convert EK to a bit string EK0EK1EK2...EK159


_EK_ = 
 11110101 01010011 01010000 00000001 10111100



 11000111 11011100 10110001 11100100 00001011



 11001000 11010111 00000110 11001010 00110101



 10100110 00000110 11110011 10010000 10101100

   7.3. Using XOR to encrypt M by _M_*_EK_.


_C_ = 
 10010100 00110001 00110011 01100101 11011001



 10100001 10111011 11011001 10001101 01100001



 10100011 10111011 01101011 10100100 01011010



 11010110 01110111 10000001 11100011 11011000

   7.4. Convert _C_ to an octet string EM using the conversion routine specified

        in Section 2.3.1 of SEC 1 [1].


EM = 
 94313365 D9A1BBD9 8D61A3BB 6BA45AD6 7781E3D8

8. Compute the tag D on EM under MK as specified in Section 3.7.3 of SEC 1 [1].

   8.1. Convert EM to a bit string.


_EM_ = 
 10010100 00110001 00110011 01100101 11011001



 10100001 10111011 11011001 10001101 01100001



 10100011 10111011 01101011 10100100 01011010



 11010110 01110111 10000001 11100011 11011000

   8.2. Convert MK to a bit string.


_MK_ =  00000101 01011001 00101111 11111100 01001000



 11000100 01110100 11001111 01100011 11000111



 11100000 11100001 00001100 10111101 00000000



 10000000 00001101 11111010 01001001 00101011

   8.3. Calculate the tag D = MAC_MK_(_EM_)


_D_ = 191575DE 79F87C53 D5E3EDBF F6CC494C C38A3427

Output: C = _R_ || EM || D

C = 0301F0 0309D83B 0E4A318E AA9CB02D E09A1E93 7E8F013B 1EA5E030 C1E9F472 94313365 D9A1BBD9 8D61A3BB 6BA45AD6 7781E3D8 191575DE 79F87C53 D5E3EDBF F6CC494C C38A3427

U conveys the encrypted message C to V.

X.Y.Z  Decryption Operation

V decrypts the ciphertext C as follows.

Input: The decryption operation take the following input:

1. The octet string C which is the ciphertext.

C = 0301F0 0309D83B 0E4A318E AA9CB02D E09A1E93 7E8F013B 1EA5E030 C1E9F472 94313365    

D9A1BBD9 8D61A3BB 6BA45AD6 7781E3D8 191575DE 79F87C53 D5E3EDBF F6CC494C C38A3427

2. The optional strings SharedInfo_1 and SharedInfo_2 are absent.

Actions: V decrypts the message.

1. Parse C to get _R_, EM, and D.


_R_
= 0301F0 0309D83B 0E4A318E AA9CB02D E09A1E93 7E8F013B 1EA5E030 C1E9F472


EM
= 94313365 D9A1BBD9 8D61A3BB 6BA45AD6 7781E3D8


D
= 191575DE 79F87C53 D5E3EDBF F6CC494C C38A3427

2. Convert _R_ to an elliptic curve point R


x_r = 01F0 0309D83B 0E4A318E AA9CB02D E09A1E93 7E8F013B 1EA5E030 C1E9F472


y_r = 003B 959C4536 C30D5847 3F239CB5 BEBB01CF DA40C124 39C7A52E 70EEB9CD

3. Validate R using the primitive specified in Section 3.2.2.1 of SEC 1 [1].

   3.1. Verify that R != 0, OK

   3.2. Verify that R is a point on the curve, OK.

   3.3. Verify that nR = 0, OK.

4. Derive the shared secret field element z using the Standard Elliptic Curve

   Diffie Hellman primitive specified in Section 3.3.1 of SEC [1].

   4.1. Compute P = (x_p,y_p) = d_v x R


x_p = 00E0 6C6C0DA2 7215D207 669A9226 E4DB1B5D 704EE612 93770B9F E423E60B


y_p = 00F7 1E77AC48 22A8632A 243219C4 FBC64158 C5960E95 323A4426 2F444138

   4.2. P != 0, OK

   4.3. Set z = x_p


z = 00E0 6C6C0DA2 7215D207 669A9226 E4DB1B5D 704EE612 93770B9F E423E60B

5. Convert z to an octet string.


Z = 00E0 6C6C0DA2 7215D207 669A9226 E4DB1B5D 704EE612 93770B9F E423E60B

6. Use the key derivation function ANSI-X9.63-KDF with sha-1 to generate keying

   data K of length enckeylen + mackeylen = 40 octets from Z.

   6.1. Append the Counter_1 = 00000001 to the right of Z.


Z_1 = 00E0 6C6C0DA2 7215D207 669A9226 E4DB1B5D 704EE612 93770B9F E423E60B 00000001

   6.2. Compute Hash_1 = sha-1 (Z_1)


Hash_1 = F5535001 BCC7DCB1 E40BC8D7 06CA35A6 06F390AC

   6.3. Append the Counter_2 = 00000002 to the right of Z.


Z_2 = 00E0 6C6C0DA2 7215D207 669A9226 E4DB1B5D 704EE612 93770B9F E423E60B 00000002

   6.4. Compute Hash_2 = sha-1 (Z_2)


Hash_2 = 05592FFC 48C474CF 63C7E0E1 0CBD0080 0DFA492B

   6.5. Get K = Hash_1 || Hash_2


K = F5535001 BCC7DCB1 E40BC8D7 06CA35A6 06F390AC


    05592FFC 48C474CF 63C7E0E1 0CBD0080 0DFA492B

7. Get EK and MK

   7.1. Get EK from K


EK = F5535001 BCC7DCB1 E40BC8D7 06CA35A6 06F390AC

   7.2. Get MK from K


MK = 05592FFC 48C474CF 63C7E0E1 0CBD0080 0DFA492B

8. Check the tag D on EM under MK using the primitive specified in Section 3.7.4

   of SEC 1 [1].

   8.1. Convert EM to a bit string.


_EM_ = 
 10010100 00110001 00110011 01100101 11011001



 10100001 10111011 11011001 10001101 01100001



 10100011 10111011 01101011 10100100 01011010



 11010110 01110111 10000001 11100011 11011000

   8.2. Convert MK to a bit string


_MK_ =  00000101 01011001 00101111 11111100 01001000



 11000100 01110100 11001111 01100011 11000111



 11100000 11100001 00001100 10111101 00000000



 10000000 00001101 11111010 01001001 00101011

   8.3. Calculate the tag D' = MAC_MK_(_EM_).


D' = 191575DE 79F87C53 D5E3EDBF F6CC494C C38A3427

   8.4. D' = D. OK

9. Decrypt the octet string EM under EK as Message M using XOR encryption scheme

   as specified in Section 3.8.4 of SEC 1 [1].

   9.1. Convert EM to a bit string EM0EM1EM2...EM159


_EM_ = 
 10010100 00110001 00110011 01100101 11011001



 10100001 10111011 11011001 10001101 01100001



 10100011 10111011 01101011 10100100 01011010



 11010110 01110111 10000001 11100011 11011000

   9.2. Convert EK to a bit string EK0EK1EK2...EK159


_EK_ = 
 11110101 01010011 01010000 00000001 10111100



 11000111 11011100 10110001 11100100 00001011



 11001000 11010111 00000110 11001010 00110101



 10100110 00000110 11110011 10010000 10101100

   9.3. Using XOR to encrypt the M by _EM_ * _EK_.


_M_ = 
 01100001 01100010 01100011 01100100 01100101



 01100110 01100111 01101000 01101001 01101010



 01101011 01101100 01101101 01101110 01101111



 01110000 01110001 01110010 01110011 01110100

   9.4. Convert _M_ to an octet string M using the conversion routine specified

        in Section 2.3.1 of SEC 1 [1].


M = 61626364 65666768 696A6B6C 6D6E6F70 71727374

Output: The message M.


M = 61626364 65666768 696A6B6C 6D6E6F70 71727374

M represents the text string "abcdefghijklmnopqrst".

SUMMARY





This report addresses the validation of cryptographic primitives contained in the Cryptographic Infrastructure, which is one of many programs established to support the validation of the ATN Security Provisions, Document 9705, Sub-Volume VIII.  The purpose of this document is to report on the planned activities and coverage of Sub-Volume VIII validation objectives and Sub-Volume VIII requirements.
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