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This paper presents the project Aérospatiale Matra launched as part of the validation activities of Doc 9705 edition 3 and provides an initial set of comments on sub-volume VIII.  WG1SG2 is invited to review these comments.

Description of the projet:

Aérospatiale Matra with the assistance of Sofréavia has launched a project to analyse the impacts of the implementation of  the ATN security services in an avionics environment. Sofréavia is porting its EC cryptographic software package on a PC environment and is conducting benchmark exercices to assess the level of performance of such processing in the Airbus ATSU. The project will also analyse the potential operational impact of the ATN security solution and investigate some of the interoperability, certification and institutional issues induced by the security management. The main results will be presented to WGW as part of the validation effort of Doc 9705 Sub-Volume VIII in Berlin in August 2000.    
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Comment 0 : It would be very useful for the validation to define test vectors for each basic ATN cryptographic functions. Could WG1/SG2 co-ordinate the generation and the distribution of this information ?

Comment 1 : There is a mistake in the note of the section 8.4.3.2.8.1. Other entities than CAs use sect163r2 and not sect163r1 (see 8.4.3.2.8.2 and the initial document [2]).

Comment 2 : Efficiency of the ECs. I prefer to use EC on GF(p) in place of EC over GF(2^m) because EC over GF(2^m) have much more properties than EC over GF(p). Some of these properties might be used to compute the discrete logarithm.

· Nigel Smart, Florian Hess (Uni. Sydney), Pierrick Gaudry (Ecole Polytechnique) article for EC on GF(2^m), where m is a composite

· Mike Scott observation on P1363 mailing list about Koblitz Curve on GF(2^m)

Comment 3 : The source of the ATN elliptic curve domain parameters in section 8.5.2 should be specified. I think these parameters come from GEC 1(see [2], not from SEC 1)

The exact reference in GEC 1 (see also [1] section 8.4.3.2.8) sect163r2 and sect233r1

Comment 4 : The order n of the base point should be in hexa notation (not decimal notation) as it is specified in the baseline document (GEC1). This would make the parameters more readable and avoid the decimal representation problem (see comment 5). Furthermore, the parameter set usually include the cofactor, for information, to provide the quality level of the curve.

Comment 5 : There is a mistake in sect233r1 order. It is not 

n= 9017463467905637877434755862277025555839812737345013555379383634485463

but

n= 69017463467905637877434755862277025555839812737345013555379383634485463

or in hexa

n = 0100 00000000 00000000 00000000 0013E974 E72F8A69 22031D26 03CFE0D7

and cofactor is 

h = 02

Comment 6 : ASVDP follows Diffie-Hellman scheme. This should appear in a note.

Comment 7 : There is a typo at the end of the line 3) in section 8.5.4.2.1 p 42 (we find kG.,)

Comment 8 : The note of section 8.5.6.1 says that pseudo random numbers should be generated "using the technique given in this section". The technique is (8.5.6.1.1 b) to take a "cryptographically secure random or pseudorandom random value"

note 1 : there is a problem of notation between (pseudo random) (pseudorandom) (random)

note 2 : this is not an algorithm !

note 3 : I was waiting some requirements about the random function, I think a reference will be appreciated

note 4 : ARVP is a very important function when it is used to generate keys.

note 5 : Why is this function radically different from the ARVP function in [3] ?

Comment 9 : 8.3.1.2.5 : Likewise we have CAs, I will recommend that a third party generates key pairs for all CAs (simplification of the PKI at the World scale, possibility to use material random generator). The CONOPS states that each ATN entity (router, aircraft, CA, etc…) is responsible for generating each key pair. What is the rationale for choosing this approach versus generation of the key pairs by a third party ?

Comment 10 : 8.3.1.2 : I have looked quickly to the CRLs and I don’t see how users are going to manage CRLs. The aircraft do not have access to CRLs, so how the certificate verification can be done on-board ?
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