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Validation Report for the

Aeronautical Telecommunications Network (ATN)

System Security Object (SSO) Analysis

1. Introduction

1.1. Document Scope

This report addresses the validation by analysis and inspection of the System Security Object (SSO), which is one of many programs established to support the validation of the ATN Security Provisions, Document 9705, Sub-Volume VIII.  The purpose of this document is to report on completed activities and coverage of Sub-Volume VIII validation objectives and Sub-Volume VIII requirements.

As a separate activity, BCI will develop a prototype of the Upper Layer Communication Service with all required security enhancements.  The SSO will be part of this activity.  The results of this prototype activity will be documented in a separate validation test report.

1.2. Document Overview

This document is organized as follows:

· Section 1 – Introduction

The introduction identifies the scope of the document, summarizes the document organization, provides references to applicable documents, identifies dependencies on external standards, and defines terminology used throughout the document.

·  Section 2 – Validation Objectives for the SSO

This section documents the relationship to high-level ATN validation objectives, describes the high-level objectives for validation of the SSO, and provides a cross-reference to specific SARPS requirements.

· Section 3 – Validation Strategy for the SSO

This section defines the strategy for achieving the validation objectives, including assumptions, constraints and test scenarios.

· Section 4 – Defect Reports

This section reports any incomplete, ambiguous or inconsistent requirements.

· Section 5 – Results and Analysis

This section reports the results and analysis of this validation test.

· Section 6 – Conclusions

This section offers conclusions drawn from the validation of the SSO.

1.3. Reference Documents

Draft ATN SARPS Technical Provisions, ICAO Document 9705, Edition 3, Version 1.0, Sub-Volume II.

Draft ATN SARPS Technical Provisions, ICAO Document 9705, Edition 3, Version 1.0, Sub-Volume IV.

Draft ATN SARPS Technical Provisions, ICAO Document 9705, Edition 3, Version 1.0, Sub-Volume VIII.

Draft Validation Report as submitted to WGW/3, ATNP WG1SG2 WP1809.

Application Security Solution For the Aeronautical Telecommunications Network, ATNP WG1SG2 WP1808A.

1.4. Dependencies on External Standards

· No direct dependencies for the SSO

1.5. Terminology

	AKDF
	ATN Key Derivation Function

	AMACP
	ATN Message Authentication Code Primitive

	AMACVP
	ATN Message Authentication Code Verification Primitive

	ASP
	ATN Signature Primitive

	ASVDP
	ATN Secret Value Derivation Primitive

	ATN
	Aeronautical Telecommunications Network

	ATNP
	Aeronautical Telecommunications Network Panel

	AVP
	ATN Verification Primitive

	CM
	Context Management (synonomous with CMA)

	CMA
	Context Management Application (synonomous with CM)

	FVO
	Functional Validation Objective

	SARPs
	Standards and Recommended Practices

	S-ASO
	Security Application Service Object

	SESE
	Security Exchange Service Element

	SSO
	System Security Object

	SVO
	System Validation Objective

	TVO
	Technical Validation Objective

	ULCS
	Upper Layers Communication Service


2. Validation Objectives for the SSO
2.1. Relationship to ATN Validation Objectives

The primary goal is to address the SSO portion of several Sub-Volume VIII Validation Objectives by conducting an analysis of the processing threads that the SSO supports.

Table 1.  High-level Sub-Volume VIII Validation Objectives Allocated to the SSO

	Sub-Volume VIII 

Validation

Objective
	Description
	Validation Objective

Allocated to

Validation of the SSO

	SVO 1
	To determine which system level requirements are satisfied by the Sub-Volume VIII requirements.
	None.

	SVO 2
	Validate that the Sub-Volume VIII requirements trace to other SARPS sub-volumes, where applicable.
	Validate that the Sub-Volume VIII SSO requirements trace to Sub-Volumes II and IV, where applicable.

	SVO 3
	Validate that Sub-Volume VIII includes provision for backward compatibility with prior versions of peer ATN implementations that do not incorporate security services.
	None.

	FVO 1
	Validate that Sub-Volume VIII supports implementation of local security policies and practices, within the boundaries of SARPs, as determined by States/Organizations.
	None.

	FVO 2
	Validate that Sub-Volume VIII requirements are complete.
	Validate that the Sub-Volume VIII SSO requirements are complete.

	FVO 3
	Validate that Sub-Volume VIII requirements are unambiguous.
	Validate that the Sub-Volume VIII SSO requirements are unambiguous.

	FVO 4
	Validate that Sub-Volume VIII requirements are consistent.
	Validate that the Sub-Volume VIII SSO requirements are consistent.

	FVO 5
	Determine if there are any Sub-Volume VIII requirements that would have no effect if removed.

Note: Interpret this VO to mean that there are no requirements in the Sub-Volume VIII that are not necessary for CNS/ATM-1 package functionality, or to achieve migration to future CNS/ATM.  It is not meant to eliminate possible duplicate statements of requirements.
	Determine if there are Sub-Volume VIII SSO requirements that would have no effect if removed.  

Note: Interpret this VO to mean that there are no requirements in the Sub-Volume VIII that are not necessary for proper functionality, or to achieve migration to future CNS/ATM.  It is not meant to eliminate possible duplicate statements of requirements.

	FVO 6
	To determine if provision has been made to ensure that Sub-Volume VIII are implementation independent.
	To determine if provision has been made to ensure that Sub-Volume VIII SSO requirements are implementation independent.

	FVO 7
	To determine if Sub-Volume VIII includes provision for security services necessary for all security users.
	To determine if Sub-Volume VIII SSO requirements provide for security services necessary for CM and the S-ASO.

	TVO 1
	Validate that Sub-Volume VIII includes provisions for both mobile and fixed ATN users.
	Validate that Sub-Volume VIII SSO requirements include provisions for both mobile and fixed ATN users.

	TVO 2
	Validate that Sub-Volume VIII minimizes air-ground security related protocol overhead.


	None.

	TVO 3
	Validate that Sub-Volume VIII supports the security provisions of the ATN Upper Layer Communications Service (ULCS).
	Validate that Sub-Volume VIII SSO requirements supports the security provisions of the ATN ULCS.

	TVO 4
	Validate that Sub-Volume VIII supports the security provisions of the ATN Inter-Domain Routing Protocol (IDRP).
	None.

	TVO 5
	Validate that independent implementations built in accordance to Sub-Volume VIII will be interoperable.
	Validate that independent implementations of the SSO built in accordance to the Sub-Volume VIII will inter-operate with one another.

	TVO 6
	Determine if the ATN security solution has any unacceptable behavior.
	Determine if the SSO has any unacceptable behavior.

	TVO 7
	Determine if provision for future migration has been addressed.
	Determine if provision for future migration for the SSO has been addressed.

	TVO 8
	Determine if the functionality described in Sub-Volume VIII is implementable.
	Determine if the SSO functionality described in Sub-Volume VIII is implementable.


2.2. Relationship to SARPS Requirements 

The following individual Sub-Volume VIII requirements or complete sections of Sub-Volume VIII requirements were allocated to the validation of the SSO.

8.6.2.1 [all]
ATN Initial Encoding Rules

8.6.3.1 [all]
SSO-Sign function

8.6.3.2 [all]
SSO-SignCheck function

8.6.3.3 [all]
SSO-ProtectSign function

8.6.3.4 [all]
SSO-ProtectSignCheck function

8.6.3.5 [all]
SSO-SessionKey function

8.6.3.6 [all]
SSO-CertificateCheck function

8.6.3.7 [all]
SSO-GetCertificatePath function

8.6.3.8 [all]
SSO-GetPublicKey function

8.6.3.9 [all]
SSO-Stop function

8.6.3.10 [all]
SSO-ASP function

8.6.3.11 [all]
SSO-AVP function

8.6.3.12 [all]
SSO-AMACP function

8.6.3.13 [all]
SSO-AMACVP function

2.3. High-Level Validation of Cryptographic Primitives Objectives

WG1/SG2 decided previously to report on the SSO in its entirety.  Although this report goes to a lower-level of detail, the subgroup may still report on SSO validation in its entirety.

Table 2 identifies individual Sub-Volume VIII requirements or complete sections of Sub-Volume VIII requirements cross-referenced to specific Validation Objectives that were addressed.  Table entries indicate the validation means for this validation effort to be applied to the intersection of the requirement(s) and validation objective as defined in Table 3.

Table 2. Objectives and Means for Validation of Cryptographic Primitives

	Requirements Grouping
	Sub-Volume VIII Requirements
	SVO
	FVO
	TVO

	
	
	1
	2
	3
	1
	2
	3
	4
	5
	6
	7
	1
	2
	3
	4
	5
	6
	7
	8

	ATN Security Strategy
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Security Architecture
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Security Backward Compatibility
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ULCS Security Services
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	CM Security Services
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Other Applications Security Services
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Key Management and Distribution
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Certificate Authority Architecture
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN PKI Certificates
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Compressed Certificates
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Certificate Revocation Lists
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Cryptographic Setting
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Key Agreement Scheme (AKAS)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Digital Signature Scheme (ADSS)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Keyed Message Authentication Code Scheme (AMACS)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Auxiliary Cryptographic Primitives and Functions*
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Security Object (SSO)
	8.6
	
	g
	
	
	g
	g
	g
	g
	g
	g
	g
	
	g
	
	g
	g
	g
	g

	ATN Initial Encoding Rules
	8.6.2.1
	
	
	
	
	g
	g
	g
	g
	g
	
	g
	
	g
	
	g
	g
	
	g

	SSO-Sign function
	8.6.3.1
	
	g
	
	
	g
	g
	g
	g
	g
	g
	
	
	g
	
	g
	g
	
	g

	SSO-SignCheck function
	8.6.3.2
	
	g
	
	
	g
	g
	g
	g
	g
	g
	
	
	g
	
	g
	g
	
	g

	SSO-ProtectSign function
	8.6.3.3
	
	g
	
	
	g
	g
	g
	g
	g
	g
	
	
	g
	
	g
	g
	
	g

	SSO-ProtectSignCheck function
	8.6.3.4
	
	g
	
	
	g
	g
	g
	g
	g
	g
	
	
	g
	
	g
	g
	
	g

	SSO-SessionKey function
	8.6.3.5
	
	
	
	
	g
	g
	g
	g
	g
	
	g
	
	
	
	g
	g
	g
	g

	SSO-CertificateCheck function
	8.6.3.6
	
	g
	
	
	g
	g
	g
	g
	g
	g
	
	
	
	
	g
	g
	
	g

	SSO-GetCertificatePath function
	8.6.3.7
	
	g
	
	
	g
	g
	g
	g
	g
	g
	
	
	g
	
	
	g
	
	g

	SSO-GetPublicKey function
	8.6.3.8
	
	g
	
	
	g
	g
	g
	g
	g
	g
	
	
	
	
	
	g
	
	g

	SSO-Stop function
	8.6.3.9
	
	g
	
	
	g
	g
	g
	g
	g
	g
	
	
	g
	
	g
	g
	
	g

	SSO-ASP function
	8.6.3.10
	
	
	
	
	g
	g
	g
	g
	g
	
	g
	
	
	
	g
	g
	g
	g

	SSO-AVP function
	8.6.3.11
	
	
	
	
	g
	g
	g
	g
	g
	
	g
	
	
	
	g
	g
	g
	g

	SSO-AMACP function
	8.6.3.12
	
	
	
	
	g
	g
	g
	g
	g
	
	g
	
	
	
	g
	g
	g
	g

	SSO-AMACVP function
	8.6.3.13
	
	
	
	
	g
	g
	g
	g
	g
	
	g
	
	
	
	g
	g
	g
	g


Table 3.  Validation Means

	Code
	Description

	a
	Two or more independently developed interoperating implementations validated by two or more states/organizations.

	b
	Two or more independently developed interoperating implementations validated by one state/organization.

	c
	One implementation validated by more than one state/organization.

	d
	One implementation validated by one state/organization.

	e
	Partial implementation validated by one state/organization.

	f
	Simulation, analysis using tools e.g. compiler, modeling tools.

	g
	Analysis and inspection.


Validation Strategy for the SSO

2.4. Overall Strategy

Working Paper WG1SG2 WP1808A was taken as a guideline for validating the functionality provided by the SSO.  That working paper describes four areas of functionality:

1. CM-logon and Subsequent CMA Communications within a CM Domain (WP1808A Section 3.3.1.1),

2. Initial CM-update and Subsequent CMA Communications within a CM Domain (WP1808A Section 3.3.1.2),

3. Air-Ground Communications for Other Applications (WP1808A Section 3.3.1.3), and

4. Secure Ground-Ground Communications (WP1808A Section 3.3.2).

The strategy for the validation of the SSO by analysis and inspection was to trace the requirements from Sub-Volume II to Sub-Volume IV to Sub-Volume VIII for the CM-logon thread identified above.  Tracing this thread touches all of the major SSO functionality.  The only threads not touched by this method will be SSO-Stop and securing ground-ground communications by generating signatures rather than MAC tags with SSO-ProtectSign and and verifying them with SSO-ProtectSignCheck.

SSO-Stop functionality is straight-forward and need not be analyzed in any processing thread.  It must be analyzed, though, to make sure that it meets its intended functionality.

The generation of signatures is covered by SSO-Sign and SSO-SignCheck.  SSO-ProtectSign and SSO-ProtectSignCheck reuse the functionality used by SSO-Sign and SSO-SignCheck.  Therefore, it is proposed that validation of generating and verifying signatures with SSO-Sign and SSO-SignCheck is sufficient for claiming validation of SSO-ProtectSign and SSO-ProtectSignCheck.

Most discrepancies found in the SSO requirements were corrected in Version 1.0.1 of Sub-Volume VIII.  All discrepancies found in the other Sub-Volumes are listed as defect reports in Section 4 of this report.

2.5. Assumptions and Constraints

All possible processing threads cannot be traced through requirements.  Representative threads were used.  It is assumed that these representative threads are sufficient for this validation effort as described above in the overall strategy.

All processing threads are followed to the SESE interface or from the SESE interface only.  All functionality below this interface is communications-related only and does not directly influence the operation of the SSO.

2.6. Test Scenarios

The test scenarios are defined by the overall strategy above.

3. Defect Reports

3.1. Defects Found During Test Scenario Preparation

Numerous defects were found in the SSO as a result of this validation effort.  Rather than list each defect, Section 8.6 of Sub-Volume VIII was corrected and raised to Version 1.0.1.  Solutions to defects that would have an impact on the SSO-user are identified in this section and were not corrected in Version 1.0.1 of the SSO. 

The following requirements were identified as incomplete, ambiguous or inconsistent during the validation of the SSO by analysis and inspection.

	No.
	Requirement
	Explanation/Rationale

	1 
	e3-v1.0-4.8.3.2.1
	User Data should be conveyed in the SA-START indication and confirmation primitives.  Table 4.8-1 should be corrected with “C(=)” in the Ind and Cnf columns for the User Data parameter.

	2 
	e3-v1.0-4.8.5.2.2.1.f
	There is no detail for how to set the Invocation identifier parameter for the SE-Transfer request primitive.  This also applies to the receipt of the SE-Transfer indication primitive.  Tables 4.8-7, 4.8-16, and 4.8-21 require clarification for the Invocation identifier parameter.

	3 
	e3-v1.0.1-8.6.3.2
	The Algorithm Identifier is not a necessary parameter for the SSO-SignCheck function.  The appendix type (signature or hmac) can be determined from the encoding of the ATN Appendix that is part of the ATN Signature.

	4 
	e3-v1.0-4.8.5.2.2.2.1.d,

e3-v1.0-4.8.5.2.2.2.2.c,

e3-v1.0-4.8.5.2.2.2.3.b
	There is no detail as to how the Calling Entity ID, Called Entity ID, and User Data are obtained upon receipt of an SE-transfer indication.

	5 
	e3-v1.0.1-8.6.3.4
	The Algorithm Identifier is not a necessary parameter for the SSO-ProtectSignCheck function.  The appendix type (signature or hmac) can be determined from the encoding of the ATN Appendix that is part of the ATNProtectSign ASN.1 type.

	6 
	e3-v1.0.1-8.6.3.5,

e3-v1.0-4.8.5.2.2.2.1.e
	SSO-SessionKey should not be an external SSO function.  It does not return anything to its caller.  The Session Key is local to the SSO only.  The SSO-user should not need to control when it is created.  Also, SSO-SessionKey, as it stands right now, does not protect against the improper invocations.  Improper use of SSO-SessionKey will harm the replay protection it initiates.  SSO-SessionKey will be invoked from within the SSO when required.

	7 
	Table 4.8-9
	The SSO Calling Peer should be set to the Called Entity ID and the SSO Called Peer should be set to the Calling Entity ID if the SSO-SessionKey function is invoked from the S-ASO here.  See Defect 6.

	8 
	e3-v1.0-4.8.5.2.2.2.2.c
	The SA-CF attempts to call SSO-SessionKey but cannot since we need the RandV from the received atnSignature before we can calculate the Session Key.  See Defect 6.

	9 
	e3-v1.0-2.1.3.5.6.1
	This section specifies the use of the abstract value “Exchange supporting key management” for the Security Required parameter of the CM-update.  Use of this value will cause the recalculation of XU,V.  The requirement must account for the case of CM-update being used after an initial CM-logon exchange and for the case of CM-update being used in lieu of the initial CM-logon exchange.  For the identified processing thread, the correct value is “Secured Exchange”.

	10 
	e3-v1.0-4.8.5.2.2.6.1.b,

e3-v1.0-4.8.5.2.2.2.3.b,

e3-v1.0-4.8.5.2.2.2.3.b
	Invoking SSO-SessionKey here will trigger the recomputation of the same session key that was calculated during the CM-logon exchange.  It will have the adverse side effect of re-initializing the Counters, so it will also destroy the replay protection.  This invocation of SSO-SessionKey must be removed.

	11 
	Table 4.8-12
	The SSO Calling Peer should be set to the Called Entity ID and the SSO Called Peer should be set to the Calling Entity ID if the SSO-SessionKey function is invoked from the S-ASO here.  See Defect 6.

	12 
	Table 8.6-3
	The Security Item parameter should not be present for input and should be conditional for output.  This correct was included in Version 1.0.1 since the S-ASO was not using this parameter on the input.

	13 
	e3-v1.0-4.3.3.7.4.2.2.a
	Table 4.3-40 indicates that the SA-end request parameters Calling Entity ID and Called Entity ID should be “as specified in the D-start request/indication primitives.”  The SA-end request Called Entity ID should be the SA-send indication Called Entity ID and the SA-end request Calling Entity ID should be the SA-send indication Calling Entity ID.

	14 
	e3-v1.0.1-8.6.3.13.1.c and others
	Whenever a Certificate Path is received in the input for an external SSO function, the SSO should verify it rather than passing it to internal SSO functions.  For example, SSO-SessionKey should not need to verify received certificate paths; it should simply invoke SSO-GetPublicKey when it needs the peer’s public key-agreement-key.  The external function should verify the received CertificatePath and make it available to other entities at the time of receipt.  The external function should return ‘Failure’ when the verification fails.

	15 
	8.6.2 and 8.6.3
	A requirement for detecting processing and local errors should be added to Section 8.6.2 and all requirements in 8.6.3 relating to detecting the failure of a subordinate function should be removed.  This will improve the readability of the SSO requirements and reduce the number of SSO requirements.  This change, however, will have a significant editorial impact.

	16 
	8.6.3.8
	SSO-GetPublicKey was envisioned to be necessary for CM.  The current draft for the CM security enhancements does not use this SSO function.  As it stands now, removing this SSO function would have no effect.

	17 
	8.6.3.7 and all external SSO functions
	The S-ASO invokes SSO-GetCertificatePath to retrieve a certificate to send to its peer.  SSO-GetCertificatePath should return an ATN Compressed Certificate rather than an X.509 Certificate.  There is no mention of this in the current draft of the SSO.  Also, the certificates sent into the SSO should be ATN Compressed Certificates that were received from the remote peer.  So, all SSO external functions should accept ATN Compressed Certificates and convert them to X.509 Certificates for verification.  There is no mention of this in the current draft of the SSO either.


4. Results and Analysis

This section details the analysis performed to validate the SSO requirements in support of the secure CM-logon processing thread.

Each step is prefixed with the requirement number from Draft Version 1.0 of ICAO Document 9705, Edition 3.  SSO requirements that were corrected as a result of the analysis used to produce this requirements tracing have been assigned to Draft Version 1.0.1.

4.1. Aircraft U sends the CM-logon request to ground V

4.1.1. (e3-v1.0-2.1.5.3.2.6.1)  U’s CM-air-ASE receives from its CM-air-user a CM-logon request with following parameters

	CM-logon parameter name
	Req
	Ind
	Rsp
	Cnf
	Value
	Notes

	Facility Designation
	M
	
	
	
	V
	ICAO 4-8 character name

	Aircraft Address
	M
	M(=)
	
	
	U
	24-bit address

	CM ASE Version Number
	
	C
	
	
	
	

	Logon Request
	M
	M(=)
	
	
	CMLogonRequest
	

	Logon Response
	
	
	M
	M(=)
	
	

	Class of Communication Service
	U
	
	
	
	“C”
	Detail not important

	Maintain Dialogue
	
	
	U
	C(=)
	
	

	Security Required
	M
	M(=)
	
	
	“Exchange supporting key management”
	

	Emulated Version
	U
	
	
	
	absent
	


4.1.2. (e3-v1.0-2.1.5.3.2.6.1.1.a) U’s CM-air-ASE constructs a CMAircraftMessage APDU from the CM-logon.req.Logon Request parameter (CMLogonRequest)

4.1.3. (e3-v1.0-2.1.5.3.2.6.1.1.b) U’s CM-air-ASE invokes D-start request (e3-v1.0-4.3.3.3.2.2.2) with following parameters

	D-start parameter name
	Req
	Ind
	Rsp
	Cnf
	Value
	Notes

	Called Peer ID
	U
	
	
	
	CM-logon.req.Facility Designation (=V)
	

	Called Sys-ID
	C
	
	
	
	Absent
	

	Called Presentation Address
	U
	
	
	
	Absent
	

	Calling Peer ID
	U
	C(=)
	
	
	CM-logon.req.Aircraft Address (=U)
	

	Calling Sys-ID
	C
	C(=)
	
	
	Absent
	

	Calling Presentation Address
	U
	C(=)
	
	
	Absent
	

	DS-User Version Number
	U
	C(=)
	U
	C(=)
	2
	

	Security Requirements
	U
	C(=)
	U
	C(=)
	CM-logon.req.Security Required (= “Exchange supporting key management”)
	

	Quality of Service
	M
	M(=)
	U
	M(=)
	
	Detail not important

	Result
	
	
	M
	M
	
	

	Reject Source
	
	
	
	C
	
	

	User Data
	U
	C(=)
	U
	C(=)
	CMAircraftMessage APDU (contains CMLogonRequest)
	


4.1.4. (e3-v1.0-4.3.3.3.2.2.2.a) U’s DS constructs the AP-titles for the D-start.req.Called Peer ID (=AP-title-V) and for the D-start.req.Calling Peer ID (=AP-title-U)

4.1.5. (e3-v1.0-4.3.3.3.2.2.2.b) U’s DS invokes an SA-start request (e3-v1.0-4.8.5.2.2.1.1) with the following parameters

	SA-start parameter name
	Req
	Ind
	Rsp
	Cnf
	Value

	Called Entity ID
	M
	M(=)
	M
	M(=)
	AP-title-V for D-start.req.Called Peer ID (=  CM-logon.req.Facility Designation (=V))

	Calling Entity ID
	M
	M(=)
	M
	M(=)
	AP-title-U for D-start.req.Calling Peer ID (= CM-logon.req.Aircraft Address (=U))

	User Data
	U
	C(=)

Defect 1
	U
	C(=)

Defect 1 
	D-start.req.User Data (= CMAircraftMessage APDU (contains CMLogonRequest))


4.1.6. (e3-v1.0-4.8.5.2.2.1.1.d) U’s SA-CF calculates the atnSignature by invoking SSO-Sign (e3-v1.0.1-8.6.3.1) with the following parameters

	SSO-Sign parameter name
	In
	Out
	Value

	Algorithm Identifier
	M
	
	atnSignature

	Source Peer
	M
	
	SA-start.req.Calling Entity ID (= AP-title-U)

	Destination Peer
	M
	
	SA-start.req.Called Entity ID (= AP-title-V)

	User Data
	M
	
	SA-start.req.User Data

	ATN Signature
	
	C
	

	Result
	
	M
	


4.1.6.1. (e3-v1.0.1-8.6.3.1.1.a) SSO-Sign invokes SSO-ASP (e3-v1.0.1-8.6.3.10), since the Algorithm Identifier is atnSignature, with the following parameters

	SSO-ASP parameter name
	In
	Out
	Value
	Notes

	Source Peer
	M
	
	SSO-Sign.Source Peer (=AP-title-U)
	

	Destination Peer
	M
	
	SSO-Sign.Destination Peer (=AP-title-V)
	

	User Data
	M
	
	SSO-Sign.User Data (= SA-start.req.User Data)
	

	ATN Appendix
	
	C
	
	

	Result
	
	M
	
	


4.1.6.1.1. (e3-v1.0.1-8.6.3.10.1.a) SSO-ASP retrieves U’s private-signature-key

4.1.6.1.2. (e3-v1.0.1-8.6.3.10.1.b) SSO-ASP generates a Time Field

4.1.6.1.3. (e3-v1.0.1-8.6.3.10.1.c) SSO-ASP constructs ToBeSignedData (PER encoding of ASN.1 type SignData)

	ToBeSignedData.sourcePeerId
	= SSO-ASP.Source Peer = AP-title-U

	ToBeSignedData.destPeerId
	= SSO-ASP.Destination Peer = AP-title-V

	ToBeSignedData.timeField
	= Time Field

	ToBeSignedData.userData
	= SSO-ASP.User Data


4.1.6.1.4. (e3-v1.0.1-8.6.3.10.1.d) SSO-ASP calculates the ecdsa-Signature sU over ToBeSignedData by invoking ASP with the following parameters

	ASP parameter name
	Value
	Notes

	SignData
	ToBeSignedData
	

	D
	U’s private-signature-key
	


4.1.6.1.5. (e3-v1.0.1-8.6.3.10.5.a,c,d) SSO-ASP constructs the output parameter ATN Appendix of ASN.1 type ATNAppendix as follows

	ATN Appendix.algorithmId
	Absent (default ecdsa-with-sha1 used)

	ATN Appendix.validity.timeField
	= Time Field

	ATN Appendix.value.ecdsa-Signature
	= sU  (ecdsa-Signature from ASP)


4.1.6.1.6. (e3-v1.0.1-8.6.3.10.5.e) SSO-ASP retains the U’s ecdsa-Signature (sU)

4.1.6.1.7. (e3-v1.0.1-8.6.3.10.5.f) SSO-ASP sets the output Result to ‘success’ and returns ATN Appendix

4.1.6.2. (e3-v1.0.1-8.6.3.1.1.c) SSO-Sign constructs the output parameter ATN Signature of ASN.1 type ATNSignature as follows

	ATN Signature.appendix
	= SSO-ASP.ATN Appendix


4.1.6.3. (e3-v1.0.1-8.6.3.1.1.d) SSO-Sign sets the output Result to ‘success’ and returns ATN Signature

4.1.7.  (e3-v1.0-4.8.5.2.2.1.1.e) U’s SA-CF constructs the ATNEstablish security exchange item as follows

	atnEstablish.callingPeerId
	= SA-start.req.Calling Entity ID (=AP-title-U)

	atnEstablish.calledSKCertificate
	Absent (Called Entity ID is ground entity)

	atnEstablish.calledKACertificate
	Absent (Called Entity ID is ground entity)

	atnEstablish.atnSignature
	= atnSignature


4.1.8. (e3-v1.0-4.8.5.2.2.1.f) U’s SA-CF invokes an SE-transfer request with the following parameters

	SE-transfer parameter name
	Req
	Ind
	Value
	Notes

	Security exchange identifier
	
	
	atnEstablishSE OID
	

	Invocation identifier
	
	
	?
	Defect 2: No detail on how to set

	Security exchange item
	
	
	atnEstablish
	

	Item identifier
	
	
	“atnEstablish security exchange item”
	

	Start flag
	
	
	True
	

	End flag
	
	
	Not used
	


Ground V receives the CM-logon indication from Aircraft U

4.1.9. (e3-v1.0-4.8.5.2.2.2) V’s SA-CF receives an SE-transfer indication with following parameters

	SE-transfer parameter name
	Req
	Ind
	Value
	Notes

	Security exchange identifier
	
	
	atnEstablishSE OID
	

	Invocation identifier
	
	
	?
	Defect 2: No detail on how to set

	Security exchange item
	
	
	atnEstablish
	

	Item identifier
	
	
	“atnEstablish security exchange item”
	

	Start flag
	
	
	True
	

	End flag
	
	
	Not used
	


4.1.10. (e3-v1.0-4.8.5.2.2.2.1.d) V’s SA-CF invokes SSO-SignCheck (e3-v1.0.1-8.6.3.2) with the following parameters to verify the received signature

	SSO-SignCheck parameter name
	In
	Out
	Value
	Notes

	Algorithm Identifier
	M
	
	atnSignature
	Defect 3: Not needed; can get from Security Item

	Source Peer
	M
	
	Calling Entity ID (must be AP-title-U)
	Defect 4: How get?

	Destination Peer
	M
	
	Called Entity ID (must be AP-title-V)
	Defect 4: How get?

	User Data
	M
	
	User Data
	Defect 4: How get?

	Security Item
	M
	
	atnEstablish.atnSignature
	

	Certificate Path
	C
	
	Absent 
	since not present in the received ATNEstablish

	Result
	
	M
	
	


4.1.10.1. (e3-v1.0.1-8.6.3.2.1.a) SSO-SignCheck invokes SSO-AVP, since the Algorithm Identifier is atnSignature, with the following parameters

	SSO-AVP parameter name
	In
	Out
	Value
	Notes

	Source Peer
	M
	
	SSO-SignCheck.Source Peer (=AP-title-U)
	

	Destination Peer
	M
	
	SSO-SignCheck.Destination Peer (=AP-title-V)
	

	User Data
	M
	
	SSO-SignCheck.User Data
	

	ATN Appendix
	M
	
	(=atnEstablish.atnSignature.appendix)
	

	Certificate Path
	C
	
	Absent
	

	Result
	
	M
	
	


4.1.10.1.1. (e3-v1.0.1-8.6.3.11.1.a) SSO-AVP verifies that the ATN Appendix.validity.timeField is fresh

4.1.10.1.2. (e3-v1.0.1-8.6.3.11.1.b) SSO-AVP retrieves the Source Peer’s (U’s) public signature-key Certificate Path since the Certificate Path is absent from the input

4.1.10.1.3. (e3-v1.0.1-8.6.3.11.1.c) SSO-AVP verifies the Source Peer’s (U’s) public signature-key Certificate Path by invoking SSO-CertificateCheck with the following parameters

	SSO-CertificateCheck parameter name
	In
	Out
	Value
	Notes

	Certificate Path
	M
	
	U’s public signature-key certificate path
	

	Result
	
	M
	
	


4.1.10.1.3.1. (e3-v1.0.1-8.6.3.6.1.a) SSO-CertificateCheck retrieves the current CRLs for the Certificate Path since V (a ground entity) has access to a CRL distribution service

4.1.10.1.3.2. (e3-v1.0.1-8.6.3.6.1.b) SSO-CertificateCheck verifies that the U’s public signature-key certificate is not revoked

4.1.10.1.3.3. (e3-v1.0.1-8.6.3.6.3) SSO-CertificateCheck validates U’s public signature-key certificate path using the procedure of Sub-Volume VIII Section 8.4.5.

4.1.10.1.3.4. (e3-v1.0.1-8.6.3.6.5) SSO-CertificateCheck sets the output parameter Result to ‘Success’

4.1.10.1.4. (e3-v1.0.1-8.6.3.11.3.a) SSO-AVP reconstructs ToBeSignedData (PER encoding of ASN.1 type SignData)

	ToBeSignedData.sourcePeerId
	= SSO-ASP.Source Peer (AP-title-U)

	ToBeSignedData.destPeerId
	= SSO-ASP.Destination Peer (AP-title-V)

	ToBeSignedData.timeField
	= ATN Appendix.validity.timeField

	ToBeSignedData.userData
	= SSO-AVP.User Data (=SSO-ASP.User Data)


4.1.10.1.5. (e3-v1.0.1-8.6.3.11.3.b) SSO-AVP retrieves sU from ATN Appendix.value.ecdsa-Signature

4.1.10.1.6. (e3-v1.0.1-8.6.3.11.3.c) SSO-AVP retains sU for use later

4.1.10.1.7. (e3-v1.0.1-8.6.3.11.3.d) SSO-AVP retrieves the Source Peer’s (U’s) public signature-key from its Certificate Path

4.1.10.1.8. (e3-v1.0.1-8.6.3.11.3.e) SSO-AVP verifies sU by invoking AVP with the following parameters

	AVP parameter name
	Value
	Notes

	SignData’
	ToBeSignedData
	

	r’ and s’
	sU
	

	Q
	U’s public-signature-key
	


4.1.10.1.9. (e3-v1.0.1-8.6.3.11.6) SSO-AVP sets the output parameter Result to ‘success’

4.1.10.2. (e3-v1.0.1-8.6.3.2.1.c) SSO-SignCheck sets the output parameter Result to ‘success’

4.1.11. (e3-v1.0-4.8.5.2.2.2.1.e) V’s SA-CF then invokes SSO-SessionKey with the following parameters to generate the session key.  (Defect 6: SSO-SessionKey should not be an external SSO function.  It does not return anything to its caller.  The Session Key is local to the SSO only.  The SSO-user should not need to control when it is created.  Also, SSO-SessionKey, as it stands right now, does not protect against the improper invocations.  Improper use of SSO-SessionKey will harm the replay protection it initiates.  SSO-SessionKey will be invoked from within the SSO when required.)
	SSO-SessionKey parameter name
	In
	Out
	Value
	Notes

	Calling Peer (local)
	M
	
	Called Entity ID (must be AP-title-V)
	Defect 4: How get?

Defect 7: Table 4.8-9 has them wrong.

	Called Peer (remote)
	M
	
	Calling Entity ID (must be AP-title-U)
	Defect 4: How get?

Defect 7:Table 4.8-9 has them wrong.

	Certificate Path
	C
	
	Absent
	

	Result
	
	M
	
	


4.1.11.1. (e3-v1.0.1-8.6.3.5.1.a) SSO-SessionKey retrieves the Called Peer’s (U’s) public key-agreement-key certificate path because it is absent from the input

4.1.11.2. (e3-v1.0.1-8.6.3.5.1.b) SSO-SessionKey verifies the Called Peer’s (U’s) public key-agreement-key certificate path by invoking SSO-CertificateCheck with the following parameters

	SSO-CertificateCheck parameter name
	In
	Out
	Value
	Notes

	Certificate Path
	M
	
	U’s public key-agreement-key Certificate Path
	

	Result
	
	M
	
	


4.1.11.2.1. (e3-v1.0.1-8.6.3.6.1.a) SSO-CertificateCheck retrieves the current CRLs for the Certificate Path since V (a ground entity) has access to a CRL distribution service

4.1.11.2.2. (e3-v1.0.1-8.6.3.6.1.b) SSO-CertificateCheck verifies that the U’s public key-agreement-key certificate is not revoked

4.1.11.2.3. (e3-v1.0.1-8.6.3.6.3) SSO-CertificateCheck validates U’s public key-agreement-key certificate path using the procedure of Sub-Volume VIII Section 8.4.5.

4.1.11.2.4. (e3-v1.0.1-8.6.3.6.5) SSO-CertificateCheck sets the output parameter Result to ‘Success’

4.1.11.3. (e3-v1.0.1-8.6.3.5.3.a) SSO-SessionKey retrieves the Calling Peer’s (V’s) private key-agreement-key

4.1.11.4. (e3-v1.0.1-8.6.3.5.3.b) SSO-SessionKey retrieves the Called Peer’s (U’s) public key-agreement-key

4.1.11.5. (e3-v1.0.1-8.6.3.5.3.c) SSO-SessionKey computes the shared secret value Z by invoking ASVDP with the following parameters

	ASVDP parameter name
	Value
	Notes

	dU (local)
	Calling Peer’s (V’s) private-key-agreement-key
	U and V are reversed

	QV (remote)
	Called Peer’s (U’s) public-key-agreement-key
	


4.1.11.6. (e3-v1.0.1-8.6.3.5.5) SSO-SessionKey cannot retrieve the Shared Public Value since it has not been calculated yet

4.1.11.7. (e3-v1.0.1-8.6.3.5.6.a) SSO-SessionKey retrieves sU
4.1.11.8. (e3-v1.0.1-8.6.3.5.6.c) SSO-SessionKey generates a random value, RandV, since it is not already available (the caller is the responder to the security association)

4.1.11.9. (e3-v1.0.1-8.6.3.5.6.d) SSO-SessionKey retains RandV
4.1.11.10. (e3-v1.0.1-8.6.3.5.6.e) SSO-SessionKey constructs the Shared Public Value key derivation info (0016 || sU || RandV)

4.1.11.11. (e3-v1.0.1-8.6.3.5.6.f) SSO-SessionKey calculates the Shared Public Value (XU,V) by invoking AKDF with the following parameters

	AKDF parameter name
	Value
	Notes

	ZU,V
	Shared secret value Z
	

	keydatalen
	10 octets
	

	SharedInfo
	Shared public value derivation info
	


4.1.11.12. (e3-v1.0.1-8.6.3.5.8.a) SSO-SessionKey makes the Shared Public Value (XU,V) available for other entities to use because it was calculated rather than retrieved

4.1.11.13. (e3-v1.0.1-8.6.3.5.8.b) SSO-SessionKey constructs the Session Key derivation info (0116 || XU,V || Airborne Peer=U || Ground Peer=V)

4.1.11.14. (e3-v1.0.1-8.6.3.5.8.c) SSO-SessionKey calculates the Session Key by invoking AKDF with the following parameters

	AKDF parameter name
	Value
	Notes

	ZU,V
	Shared secret value Z
	

	keydatalen
	10 octets
	

	SharedInfo
	Session key derivation info
	


4.1.11.15. (e3-v1.0.1-8.6.3.5.10.a) SSO-SessionKey initializes CounterV,U to 0

4.1.11.16. (e3-v1.0.1-8.6.3.5.10.b) SSO-SessionKey initializes CounterU,V to 0

4.1.11.17. (e3-v1.0.1-8.6.3.5.10.c) SSO-SessionKey sets the output parameter Result to ‘success’

4.1.12. (e3-v1.0-4.8.5.2.2.2.1.f) V’s SA-CF then invokes the SA-start indication with the following parameters

	SA-start parameter name
	Req
	Ind
	Rsp
	Cnf
	Value
	

	Called Entity ID
	M
	M(=)
	M
	M(=)
	Called Entity ID (must be AP-title-V)
	Defect 4: How get?

	Calling Entity ID
	M
	M(=)
	M
	M(=)
	Calling Entity ID (must be AP-title-U)
	Defect 4: How get?

	User Data
	U
	C(=)

Defect 1
	U
	C(=)

Defect 1
	User Data
	Defect 4: How get?


4.1.13. (e3-v1.0-4.3.3.7.2.2.1.a) V’s DS-CF determines the DS-User version number from the Application Context Name from the ACSE APDU (=2)

4.1.14. (e3-v1.0-4.3.3.7.2.2.1.b) V’s DS-CF extracts the Calling Peer ID from the Calling AP Title parameter from the ACSE APDU

4.1.15. (e3-v1.0-4.3.3.7.2.2.1.c) V’s DS-CF invokes the D-start indication with the following parameters

	D-start parameter name
	Req
	Ind
	Rsp
	Cnf
	Value
	Notes

	Called Peer ID
	U
	
	
	
	
	

	Called Sys-ID
	C
	
	
	
	
	

	Called Presentation Address
	U
	
	
	
	
	

	Calling Peer ID
	U
	C(=)
	
	
	U
	

	Calling Sys-ID
	C
	C(=)
	
	
	Absent
	

	Calling Presentation Address
	U
	C(=)
	
	
	Absent
	

	DS-User Version Number
	U
	C(=)
	U
	C(=)
	2
	

	Security Requirements
	U
	C(=)
	U
	C(=)
	“Exchange supporting key management” 
	From ACSE APDU

	Quality of Service
	M
	M(=)
	U
	M(=)
	
	Detail not needed here

	Result
	
	
	M
	M
	
	

	Reject Source
	
	
	
	C
	
	

	User Data
	U
	C(=)
	U
	C(=)
	SA-start.ind.User Data (contains a CMAircraftMessage APDU)
	


4.1.16. V’s CM-ground-ASE then invokes a CM-logon indication with the following parameters

	CM-logon parameter name
	Req
	Ind
	Rsp
	Cnf
	Value
	Notes

	Facility Designation
	M
	
	
	
	
	

	Aircraft Address
	M
	M(=)
	
	
	U
	

	CM ASE Version Number
	
	C
	
	
	Absent
	Version numbers are equal

	Logon Request
	M
	M(=)
	
	
	CMLogonRequest
	

	Logon Response
	
	
	M
	M(=)
	
	

	Class of Communication Service
	U
	
	
	
	
	

	Maintain Dialogue
	
	
	U
	C(=)
	
	

	Security Required
	M
	M(=)
	
	
	“Exchange supporting key management”
	

	Emulated Version
	U
	
	
	
	
	


Ground V sends the CM-logon response to Aircraft U

4.1.17. (e3-v1.0-2.1.5.3.3.6.2) V’s CM-ground-ASE receives from its CM-ground-user a CM-logon response with following parameters

	CM-logon parameter name
	Req
	Ind
	Rsp
	Cnf
	Value
	Notes

	Facility Designation
	M
	
	
	
	
	

	Aircraft Address
	M
	M(=)
	
	
	
	

	CM ASE Version Number
	
	C
	
	
	
	

	Logon Request
	M
	M(=)
	
	
	
	

	Logon Response
	
	
	M
	M(=)
	CMSecuredLogonResponse
	

	Class of Communication Service
	U
	
	
	
	
	

	Maintain Dialogue
	
	
	U
	C(=)
	Absent
	not maintained

	Security Required
	M
	M(=)
	
	
	
	

	Emulated Version
	U
	
	
	
	
	


4.1.18. (e3-v1.0-2.1.5.3.3.6.2.a) V’s CM-ground-ASE constructs a CMGroundMessage APDU from the CM-logon.req.Logon Response parameter (CMSecuredLogonResponse)

4.1.19. (e3-v1.0-2.1.5.3.3.6.2.b) V’s CM-ground-ASE invokes D-start response with following parameters

	D-start parameter name
	Req
	Ind
	Rsp
	Cnf
	Value
	Notes

	Called Peer ID
	U
	
	
	
	
	

	Called Sys-ID
	C
	
	
	
	
	

	Called Presentation Address
	U
	
	
	
	
	

	Calling Peer ID
	U
	C(=)
	
	
	
	

	Calling Sys-ID
	C
	C(=)
	
	
	
	

	Calling Presentation Address
	U
	C(=)
	
	
	
	

	DS-User Version Number
	U
	C(=)
	U
	C(=)
	absent
	

	Security Requirements
	U
	C(=)
	U
	C(=)
	“Exchange supporting key management”
	

	Quality of Service
	M
	M(=)
	U
	M(=)
	absent
	

	Result
	
	
	M
	M
	rejected (permanent)
	

	Reject Source
	
	
	
	C
	
	

	User Data
	U
	C(=)
	U
	C(=)
	CMGroundMessage APDU (contains CMSecuredLogonResponse)
	


4.1.20. (e3-v1.0-4.3.3.3.3.2.2) V’s DS invokes an SA-start response with the following parameters

	SA-start parameter name
	Req
	Ind
	Rsp
	Cnf
	Value
	Notes

	Called Entity ID
	M
	M(=)
	M
	M(=)
	AP-title-U
	Same as SA-start.ind.Calling Entity ID

	Calling Entity ID
	M
	M(=)
	M
	M(=)
	AP-title-V
	Same as SA-start.ind.Called Entity ID

	User Data
	U
	C(=)

Defect 1
	U
	C(=)

Defect 1
	D-start.rsp.User Data (=CMGroundMessage APDU (contains CMSecuredLogonResponse))
	


4.1.21. (e3-v1.0-4.8.5.2.2.3.1.b) V’s SA-CF retrieves the local system’s (Calling Entity ID’s, V’s) public key-agreement-key certificate by invoking SSO-GetCertificatePath with the following parameters

	SSO-GetCertificatePath parameter name
	In
	Out
	Value

	Entity ID
	M
	
	SA-start.rsp.Calling Entity ID (=AP-title-V)

	Key Usage
	M
	
	keyAgreement

	Certificate Path
	
	C
	

	Result
	
	M
	


4.1.21.1. (e3-v1.0.1-8.6.3.7.1.a) SSO-GetCertificatePath retrieves V’s public key-agreement-key certificate path

4.1.21.2. (e3-v1.0.1-8.6.3.7.1.b) SSO-GetCertificatePath verifies V’s public key-agreement-key certificate path by invoking  SSO-CertificateCheck with the following parameters

	SSO-CertificateCheck parameter name
	In
	Out
	Value
	Notes

	Certificate Path
	M
	
	V’s public key-agreement-key certificate path
	

	Result
	
	M
	
	


4.1.21.2.1. (e3-v1.0.1-8.6.3.6.1.a) SSO-CertificateCheck retrieves the current CRLs for the Certificate Path since V (a ground entity) does have access to a CRL distribution service

4.1.21.2.2. (e3-v1.0.1-8.6.3.6.1.b) SSO-CertificateCheck verifies that the V’s public key-agreement-key certificate is not revoked

4.1.21.2.3. (e3-v1.0.1-8.6.3.6.3) SSO-CertificateCheck validates V’s public key-agreement-key certificate path using the procedure of Sub-Volume VIII Section 8.4.5.

4.1.21.2.4. (e3-v1.0.1-8.6.3.6.5) SSO-CertificateCheck sets the output parameter Result to ‘Success’

4.1.21.3. (e3-v1.0.1-8.6.3.7.3.a) SSO-GetCertificatePath sets the output parameter Certificate Path to V’s public key-agreement-key certificate path

4.1.21.4. (e3-v1.0.1-8.6.3.7.3.b) SSO-GetCertificatePath sets the output parameter Result to ‘Success’

4.1.22. (e3-v1.0-4.8.5.2.2.3.1.c) V’s SA-CF creates the atnSignature for the User Data by invoking SSO-Sign with the following parameters

	SSO-Sign parameter name
	In
	Out
	Value

	Algorithm Identifier
	M
	
	atnMac

	Source Peer
	M
	
	SA-start.rsp.Calling Entity ID (=AP-title-V)

	Destination Peer
	M
	
	SA-start.rsp.Called Entity ID (=AP-title-U)

	User Data
	M
	
	SA-start.rsp.User Data

	ATN Signature
	
	C
	

	Result
	
	M
	


4.1.22.1. (e3-v1.0.1-8.6.3.1.1.b) SSO-Sign invokes SSO-AMACP, since the Algorithm Identifier is atnMac, with the following parameters

	SSO-AMACP parameter name
	In
	Out
	Value
	Notes

	Source Peer
	M
	
	SSO-Sign.Source Peer (=AP-title-V)
	

	Destination Peer
	M
	
	SSO-Sign.Destination Peer (=AP-title-U)
	

	User Data
	M
	
	SSO-Sign.User Data (= SA-start.rsp.User Data)
	

	ATN Appendix
	
	C
	
	

	Result
	
	M
	
	


4.1.22.1.1. (e3-v1.0.1-8.6.3.12.1.a) SSO-AMACP retrieves the Session Key (or calculates it if not yet known (e3-v1.0.1-8.6.3.12.1.b) – depends on whether or not SASO calls SSO-SessionKey after SSO-SignCheck above)
4.1.22.1.2. (e3-v1.0.1-8.6.3.12.1.c) SSO-AMACP retrieves CounterV,U (CounterV,U = 0)

4.1.22.1.3. (e3-v1.0.1-8.6.3.12.1.d) SSO-AMACP increments CounterV,U by 1 (now CounterV,U = 1)

4.1.22.1.4. (e3-v1.0.1-8.6.3.12.3.a) SSO-AMACP retrieves RandV (because CounterV,U = 1)

4.1.22.1.5. (e3-v1.0.1-8.6.3.12.3.b) SSO-AMACP retrieves sU (because CounterV,U = 1)

4.1.22.1.6. (e3-v1.0.1-8.6.3.12.3.c) SSO-AMACP constructs MACData (PER encoding of ASN.1 type MacData) (because CounterV,U = 1)

	MACData.sourcePeerId
	= SSO-AMACP.Source Peer = AP-title-V

	MACData.destPeerId
	= SSO-AMACP.Destination Peer = AP-title-U

	MACData.counter
	= CounterV,U

	MACData.userData
	= SSO-AMACP.User Data

	MACData.random
	= RandV

	MACData.atnSignature
	= sU


4.1.22.1.7. (e3-v1.0.1-8.6.3.12.3.e) SSO-AMACP calculates the MacTag over MACData by invoking AMACP with the following parameters

	AMACP parameter name
	Value
	Notes

	MacData
	MACData
	

	MacKey
	Session Key
	


4.1.22.1.8. (e3-v1.0.1-8.6.3.12.6.a,c,e) SSO-AMACP constructs the output parameter ATN Appendix of ASN.1 type ATNAppendix as follows

	ATN Appendix.algorithmId
	Absent (default hmac-with-sha1-80 used)

	ATN Appendix.validity.random
	= RandV (since CounterV,U = 1)

	ATN Appendix.value.hmac-Tag
	= MacTag


4.1.22.1.9. (e3-v1.0.1-8.6.3.12.6.f) SSO-AMACP sets the output Result to ‘success’ and returns ATN Appendix

4.1.22.2. (e3-v1.0.1-8.6.3.1.1.c) SSO-Sign constructs the output parameter ATN Signature of ASN.1 type ATNSignature as follows

	ATN Signature.appendix
	= SSO-AMACP.ATN Appendix


4.1.22.3. (e3-v1.0.1-8.6.3.1.1.d) SSO-Sign then sets the output Result to ‘success’ and returns ATN Signature

4.1.23. (e3-v1.0-4.8.5.2.2.3.1.d) V’s SA-CF constructs the ATNEstablish security exchange item as follows

	atnEstablish.callingPeerId
	= SA-start.rsp.Calling Entity ID = AP-title-V

	atnEstablish.calledSKCertificate
	Absent

	atnEstablish.calledKACertificate
	= V’s public-key-agreement-key certificate retrieved above

	atnEstablish.atnSignature
	= atnSignature


4.1.24. (e3-v1.0-4.8.5.2.2.3.1.e) V’s SA-CF invokes an SE-transfer request with the following parameters

	SE-transfer parameter name
	Req
	Ind
	Value
	Notes

	Security exchange identifier
	
	
	atnEstablishSE OID
	

	Invocation identifier
	
	
	?
	Defect 2: No detail on how to set

	Security exchange item
	
	
	atnEstablish
	

	Item identifier
	
	
	“atnEstablish security exchange item”
	

	Start flag
	
	
	False
	

	End flag
	
	
	Not used
	


Aircraft U receives the CM-logon confirmation from Ground V

4.1.25. (e3-v1.0-4.8.5.2.2.2.2) U’s SA-CF receives an SE-transfer indication with following parameters

	SE-transfer parameter name
	Req
	Ind
	Value
	Notes

	Security exchange identifier
	
	
	atnEstablishSE OID
	

	Invocation identifier
	
	
	?
	Defect 2: No detail on how to set

	Security exchange item
	
	
	atnEstablish
	

	Item identifier
	
	
	“atnEstablish security exchange item”
	

	Start flag
	
	
	False
	

	End flag
	
	
	Not used
	


4.1.26. (e3-v1.0-4.8.5.2.2.2.2.b) U’s SA-CF extracts the calledKAcertificate from the received atnEstablish

4.1.27. (e3-v1.0-4.8.5.2.2.2.2.c) Defect 8: U’s SA-CF attempts to call SSO-SessionKey but cannot (Fix SASO).  We need the RandV from the received atnSignature before we can calculate the Session Key.

4.1.28. (e3-v1.0-4.8.5.2.2.2.2.d) U’s SA-CF invokes SSO-SignCheck with the following parameters to verify the received atnEstablish.atnSignature

	SSO-SignCheck parameter name
	In
	Out
	Value
	Notes

	Algorithm Identifier
	M
	
	atnMac
	Defect 3: Not needed; can get from Security Item

	Source Peer
	M
	
	Calling Entity ID (must be AP-title-V)
	Defect 4: How get?

	Destination Peer
	M
	
	Called Entity ID (must be AP-title-U)
	Defect 4: How get?

	User Data
	M
	
	User Data
	Defect 4: How get?

	Security Item
	M
	
	atnEstablish.atnSignature
	

	Certificate Path
	C
	
	calledKAcertificate
	This is V’s public key-agreement-key certificate

	Result
	
	M
	
	


4.1.28.1. (e3-v1.0.1-8.6.3.2.1.b) SSO-SignCheck invokes SSO-AMACVP, since the Algorithm Identifier is atnMac, with the following parameters

	SSO-AMACVP parameter name
	In
	Out
	Value
	Notes

	Source Peer
	M
	
	SSO-SignCheck.Source Peer (= AP-title-V)
	

	Destination Peer
	M
	
	SSO-SignCheck.Destination Peer (= AP-title-U)
	

	User Data
	M
	
	SSO-SignCheck.User Data
	

	ATN Appendix
	M
	
	SSO-SignCheck.Security Item.appendix (=atnEstablish.atnSignature.appendix)
	

	Certificate Path
	C
	
	SSO-SignCheck.Certificate Path
	V’s public key-agreement-key certificate

	Result
	
	M
	
	


4.1.28.1.1. (e3-v1.0.1-8.6.3.13.1.a) SSO-AMACVP extracts the RandV from the ATN Appendix and retains it

4.1.28.1.2. (e3-v1.0.1-8.6.3.13.1.c) SSO-AMACVP calculates the Session Key by invoking SSO-SessionKey with the following parameters since it is not already available

	SSO-SessionKey parameter name
	In
	Out
	Value
	Notes

	Calling Peer (local)
	M
	
	SSO-AMACVP.Destination Peer (AP-title-U)
	Yes they are switched

	Called Peer (remote)
	M
	
	SSO-AMACVP.Source Peer (AP-title-V)
	Yes they are switched

	Certificate Path
	C
	
	SSO-AMACVP.Certificate Path (=V’s public-key-agreement-key certificate)
	Defect 14: Should be made available upon receipt so we don’t have to keep passing it around

	Result
	
	M
	
	


4.1.28.1.2.1. (e3-v1.0.1-8.6.3.5.1.b) SSO-SessionKey to verifies the Called Peer’s (V’s) public key-agreement-key Certificate Path by invoking SSO-CertificateCheck with the following parameters

	SSO-CertificateCheck parameter name
	In
	Out
	Value
	Notes

	Certificate Path
	M
	
	SSO-SessionKey.Certificate Path
	V’s public key-agreement-key certificate path

	Result
	
	M
	
	


4.1.28.1.2.1.1. (e3-v1.0.1-8.6.3.6.1.a) SSO-CertificateCheck cannot retrieve the current CRLs for the Certificate Path since U (an airborne entity) does not have access to a CRL distribution service

4.1.28.1.2.1.2. (e3-v1.0.1-8.6.3.6.1.b) SSO-CertificateCheck cannot verify that the V’s public key-agreement-key certificate is not revoked (it must trust ground CM V)

4.1.28.1.2.1.3. (e3-v1.0.1-8.6.3.6.3) SSO-CertificateCheck validates V’s public key-agreement-key certificate path using the procedure of Sub-Volume VIII Section 8.4.5.

4.1.28.1.2.1.4. (e3-v1.0.1-8.6.3.6.5) SSO-CertificateCheck sets the output parameter Result to ‘Success’

4.1.28.1.2.2. (e3-v1.0.1-8.6.3.5.3.a) SSO-SessionKey retrieves the Calling Peer’s (U’s) private key-agreement-key

4.1.28.1.2.3. (e3-v1.0.1-8.6.3.5.3.b) SSO-SessionKey retrieves the Called Peer’s (V’s) public key-agreement-key

4.1.28.1.2.4. (e3-v1.0.1-8.6.3.5.3.c) SSO-SessionKey computes the shared secret value Z by invoking ASVDP with the following parameters

	ASVDP parameter name
	Value
	Notes

	dU (local)
	Calling Peer’s (U’s) private-key-agreement-key
	

	QV (remote)
	Called Peer’s (V’s) public-key-agreement-key
	


4.1.28.1.2.5. (e3-v1.0.1-8.6.3.5.5) SSO-SessionKey cannot retrieve the Shared Public Value because it has not been calculated yet

4.1.28.1.2.6. (e3-v1.0.1-8.6.3.5.6.a) SSO-SessionKey retrieves sU (Retained by SSO-ASP)

4.1.28.1.2.7. (e3-v1.0.1-8.6.3.5.6.b) SSO-SessionKey retrieves RandV (Retained by SSO-AMACVP)

4.1.28.1.2.8. (e3-v1.0.1-8.6.3.5.6.e) SSO-SessionKey constructs the Shared Public Value key derivation info (0016 || sU || RandV)

4.1.28.1.2.9. (e3-v1.0.1-8.6.3.5.6.f) SSO-SessionKey calculates the Shared Public Value (XU,V) by invoking AKDF with the following parameters

	AKDF parameter name
	Value
	Notes

	ZU,V
	Shared secret value Z
	

	keydatalen
	10 octets
	

	SharedInfo
	Shared public value derivation info
	


4.1.28.1.2.10. (e3-v1.0.1-8.6.3.5.8.a) SSO-SessionKey makes the Shared Public Value (XU,V) available for other entities to use because it was calculated rather than retrieved 

4.1.28.1.2.11. (e3-v1.0.1-8.6.3.5.8.b) SSO-SessionKey constructs the Session Key derivation info (0116 || XU,V || Airborne Peer=U || Ground Peer=V)

4.1.28.1.2.12. (e3-v1.0.1-8.6.3.5.8.c) SSO-SessionKey calculates the Session Key by invoking AKDF with the following parameters

	AKDF parameter name
	Value
	Notes

	ZU,V
	Shared secret value Z
	

	keydatalen
	10 octets
	

	SharedInfo
	Session key derivation info
	


4.1.28.1.2.13. (e3-v1.0.1-8.6.3.5.10.a) SSO-SessionKey initializes CounterU,V to 0

4.1.28.1.2.14. (e3-v1.0.1-8.6.3.5.10.b) SSO-SessionKey initializes CounterV,U to 0)

4.1.28.1.2.15. (e3-v1.0.1-8.6.3.5.10.c) SSO-SessionKey sets the output Result to ‘success’

4.1.28.1.3. (e3-v1.0.1-8.6.3.13.3.a) SSO-AMACVP retrieves CounterV,U (CounterV,U = 1)

4.1.28.1.4. (e3-v1.0.1-8.6.3.13.3.b) SSO-AMACVP increments CounterV,U by 1 (now CounterV,U = 1)

4.1.28.1.5. (e3-v1.0.1-8.6.3.13.5.a) SSO-AMACVP retrieves sU (since CounterV,U = 1)

4.1.28.1.6. (e3-v1.0.1-8.6.3.13.5.b) SSO-AMACVP reconstructs MACData (PER encoding of ASN.1 type MacData) (since CounterV,U = 1)

	MACData.sourcePeerId
	= SSO-AMACVP.Source Peer (AP-title-V)

	MACData.destPeerId
	= SSO-AMACVP.Destination Peer (AP-title-U)

	MACData.counter
	= CounterV,U

	MACData.userData
	= SSO-AMACVP.User Data (=SSO-AMACP.User Data)

	MACData.random
	= RandV

	MACData.atnSignature
	= sU


4.1.28.1.7. (e3-v1.0.1-8.6.3.13.5.d) SSO-AMACVP verifies the received MacTag by invoking AMACVP with the following parameters

	AMACVP parameter name
	Value
	Notes

	MacData
	MACData
	

	MacTag’
	atnSignature.appendix.hmac-Tag
	

	MacKey
	Session Key
	


4.1.28.1.8. (e3-v1.0.1-8.6.3.13.8) SSO-AMACVP sets the output Result to ‘success’ 

4.1.28.2. (e3-v1.0.1-8.6.3.2.1.c) SSO-SignCheck sets the output Result to ‘success’

4.1.29. (e3-v1.0-4.8.5.2.2.2.2.e) U’s SA-CF invokes the SA-start confirmation with the following parameters

	SA-start parameter name
	Req
	Ind
	Rsp
	Cnf
	Value
	

	Called Entity ID
	
	
	
	
	Called Entity ID (must be AP-title-U)
	Defect 4: How get?

	Calling Entity ID
	
	
	
	
	Calling Entity ID (must be AP-title-V)
	Defect 4: How get?

	User Data
	
	
	
	
	User Data
	Defect 4: How get?


4.1.30. (e3-v1.0-4.3.3.7.3.2.2.a) V’s DS-CF determines the DS-User version number from the Application Context Name from the ACSE APDU (=0, so omit from D-start.cnf)

4.1.31. (e3-v1.0-4.3.3.7.3.2.2.b) V’s DS-CF extracts the reject source from the ACSE APDU

4.1.32. (e3-v1.0-4.3.3.7.3.2.2.c) U’s DS-CF then invokes the D-start confirmation with the following parameters

	D-start parameter name
	Req
	Ind
	Rsp
	Cnf
	Value
	Notes

	Called Peer ID
	U
	
	
	
	
	

	Called Sys-ID
	C
	
	
	
	
	

	Called Presentation Address
	U
	
	
	
	
	

	Calling Peer ID
	U
	C(=)
	
	
	
	

	Calling Sys-ID
	C
	C(=)
	
	
	
	

	Calling Presentation Address
	U
	C(=)
	
	
	
	

	DS-User Version Number
	U
	C(=)
	U
	C(=)
	Absent
	

	Security Requirements
	U
	C(=)
	U
	C(=)
	“Exchange supporting key management”
	From ACSE APDU

	Quality of Service
	M
	M(=)
	U
	M(=)
	
	Detail not needed here

	Result
	
	
	M
	M
	Rejected (permanent)
	

	Reject Source
	
	
	
	C
	DS-user
	

	User Data
	U
	C(=)
	U
	C(=)
	SA-start.cnf.User Data (contains a CMGroundMessage APDU)
	


4.1.33. (e3-v1.0-2.1.5.3.2.3.1.b.2) U’s CM-air-ASE then invokes a CM-logon confirmation with the following parameters

	CM-logon parameter name
	Req
	Ind
	Rsp
	Cnf
	Value

	Facility Designation
	M
	
	
	
	

	Aircraft Address
	M
	M(=)
	
	
	

	CM ASE Version Number
	
	C
	
	
	

	Logon Request
	M
	M(=)
	
	
	

	Logon Response
	
	
	M
	M(=)
	CMSecuredLogonResponse

	Class of Communication Service
	U
	
	
	
	

	Maintain Dialogue
	
	
	U
	C(=)
	Absent (not maintained)

	Security Required
	M
	M(=)
	
	
	

	Emulated Version
	U
	
	
	
	


Ground V sends the CM-update request on new dialogue to Aircraft U

4.1.34. (e3-v1.0-2.1.5.3.3.7) V’s CM-ground-ASE receives from its CM-ground-user a CM-update request with following parameters

	CM-update parameter name
	Req
	Ind
	Value
	Notes

	Aircraft Address
	C
	
	U
	since dialogue not maintained

	Facility Designation
	C
	C(=)
	V
	since dialogue not maintained

	Update Information
	M
	M(=)
	CMSecureUpdate
	

	Class of Communication Service
	U
	
	“C”
	

	Security Required
	C
	
	“Secured Exchange”  
	Defect 9: (e3-v1.0-2.1.3.5.6.1 says use “Exchange supporting key management” but this will cause the recalculation of XU,V – fix 2.1.3.5.6.1)


4.1.35. (e3-v1.0-2.1.5.3.3.7.1.a) V’s CM-ground-ASE constructs a CMGroundMessage APDU from the CM-update.req.Update Information parameter (CMSecureUpdate)

4.1.36. (e3-v1.0-2.1.5.3.3.7.1.b) V’s CM-ground-ASE invokes D-start request with following parameters

	D-start parameter name
	Req
	Ind
	Rsp
	Cnf
	Value
	Notes

	Called Peer ID
	U
	
	
	
	CM-update.req.Aircraft Address (=U)
	

	Called Sys-ID
	C
	
	
	
	Absent
	

	Called Presentation Address
	U
	
	
	
	Absent
	

	Calling Peer ID
	U
	C(=)
	
	
	CM-update.req.Facility Designation (=V)
	

	Calling Sys-ID
	C
	C(=)
	
	
	Absent
	

	Calling Presentation Address
	U
	C(=)
	
	
	Absent
	

	DS-User Version Number
	U
	C(=)
	U
	C(=)
	absent
	

	Security Requirements
	U
	C(=)
	U
	C(=)
	CM-update.req.Security Required (= “Secured Exchange”)
	

	Quality of Service
	M
	M(=)
	U
	M(=)
	
	Detail not needed here

	Result
	
	
	M
	M
	
	

	Reject Source
	
	
	
	C
	
	

	User Data
	U
	C(=)
	U
	C(=)
	CMGroundMessage APDU (contains CMSecureUpdate
	


4.1.37. (e3-v1.0-4.3.3.3.2.2.3.a) V’s DS constructs the AP-titles for the D-start.req.Called Peer ID (=AP-title-U) and for the D-start.req.Calling Peer ID (=AP-title-V)

4.1.38. (e3-v1.0-4.3.3.3.2.2.3.b) V’s DS invokes an SA-send request with the following parameters 

	SA-send parameter name
	Req
	Ind
	Value
	Notes

	Called Entity ID
	M
	M(=)
	AP-title-U 
	D-start.req.Called Peer ID (=  CM-update.req.Aircraft Address (=U))

	Calling Entity ID
	M
	M(=)
	AP-title-V
	D-start.req.Calling Peer ID (= CM-update.req.Facility Designation (=V))

	User Data
	U
	U(=)
	D-start.req.User Data
	(= CMGroundMessage APDU (contains CMSecureUpdate))


4.1.39. (e3-v1.0-4.8.5.2.2.6.1.b) V’s SA-CF invokes SSO-SessionKey with the following parameters to “trigger the computation or retrieval of the session key.”  (Defect 10: Invoking SSO-SessionKey here will trigger the recomputation of the same session key that was calculated after receiving the CM-logon indication.  It will have the adverse side effect of re-initializing the Counters, so it will also destroy our replay protection.  Processing is shown here for these adverse effects.  Further processing shown after this invocation of SSO-SessionKey will assume that this step was not performed.)
	SSO-SessionKey parameter name
	In
	Out
	Value
	Notes

	Calling Peer (local)
	M
	
	Calling Entity ID (=AP-title-V)
	

	Called Peer (remote)
	M
	
	Called Entity ID (=AP-title-U)
	

	Certificate Path
	C
	
	absent
	

	Result
	
	M
	
	


4.1.39.1. (e3-v1.0.1-8.6.3.5.1.a) SSO-SessionKey retrieves the Called Peer’s (U’s) public key-agreement-key certificate path because it is absent from the input

4.1.39.2. (e3-v1.0.1-8.6.3.5.1.b) SSO-SessionKey verifies the Called Peer’s (U’s) public key-agreement-key certificate path by invoking SSO-CertificateCheck with the following parameters

	SSO-CertificateCheck parameter name
	In
	Out
	Value
	Notes

	Certificate Path
	M
	
	U’s public key-agreement-key certificate path
	

	Result
	
	M
	
	


4.1.39.2.1. (e3-v1.0.1-8.6.3.6.1.a) SSO-CertificateCheck retrieves the current CRLs for the Certificate Path since V (a ground entity) does have access to a CRL distribution service

4.1.39.2.2. (e3-v1.0.1-8.6.3.6.1.b) SSO-CertificateCheck verifies that the U’s public key-agreement-key certificate is not revoked

4.1.39.2.3. (e3-v1.0.1-8.6.3.6.3) SSO-CertificateCheck validates U’s public key-agreement-key certificate path using the procedure of Sub-Volume VIII Section 8.4.5.

4.1.39.2.4. (e3-v1.0.1-8.6.3.6.5) SSO-CertificateCheck sets the output parameter Result to ‘Success’

4.1.39.3.  (e3-v1.0.1-8.6.3.5.3.a) SSO-SessionKey retrieves the Calling Peer’s (V’s) private key-agreement-key

4.1.39.4. (e3-v1.0.1-8.6.3.5.3.b) SSO-SessionKey retrieves the Called Peer’s (U’s) public key-agreement-key

4.1.39.5. (e3-v1.0.1-8.6.3.5.3.c) SSO-SessionKey computes the shared secret value Z by invoking ASVDP with the following parameters

	ASVDP parameter name
	Value
	Notes

	dU (local)
	Calling Peer’s (V’s) private-key-agreement-key
	Yes U and V are reversed

	QV (remote)
	Called Peer’s (U’s) public-key-agreement-key
	


4.1.39.6. (e3-v1.0.1-8.6.3.5.5) SSO-SessionKey retrieves the Shared Public Value (XU,V) since it was calculated during the CM-logon exchange

4.1.39.7. (e3-v1.0.1-8.6.3.5.8.b) SSO-SessionKey constructs the Session Key derivation info (0116 || XU,V || Airborne Peer=U || Ground Peer=V)

4.1.39.8. (e3-v1.0.1-8.6.3.5.8.c) SSO-SessionKey calculates the Session Key by invoking AKDF with the following parameters

	AKDF parameter name
	Value
	Notes

	ZU,V
	Shared secret value Z
	

	keydatalen
	10 octets
	

	SharedInfo
	Session key derivation info
	


4.1.39.9. (e3-v1.0.1-8.6.3.5.10.a) SSO-SessionKey initializes CounterV,U to 0

4.1.39.10. (e3-v1.0.1-8.6.3.5.10.b) SSO-SessionKey initializes CounterU,V to 0

4.1.39.11. (e3-v1.0.1-8.6.3.5.10.c) SSO-SessionKey sets the output parameter Result to ‘success’

4.1.40. (e3-v1.0-4.8.5.2.2.6.c) V’s SA-CF calculates the atnProtectSign by invoking SSO-ProtectSign with the following parameters

	SSO-ProtectSign parameter name
	In
	Out
	Value

	Algorithm Identifier
	M
	
	atnMAC

	Source Peer
	M
	
	SA-send.req.Calling Entity ID (=AP-title-V)

	Destination Peer
	M
	
	SA-send.req.Called Entity ID (=AP-title-U)

	User Data
	M
	
	SA-send.req.User Data

	Security Item
	
	C
	

	Result
	
	M
	


4.1.40.1.  (e3-v1.0.1-8.6.3.3.1.b) SSO-ProtectSign invokes SSO-AMACP, since the Algorithm Identifier is atnMAC, with the following parameters

	SSO-AMACP parameter name
	In
	Out
	Value
	Notes

	Source Peer
	M
	
	SSO-ProtectSign.Source Peer (=AP-title-V)
	

	Destination Peer
	M
	
	SSO-Sign.Destination Peer (=AP-title-U)
	

	User Data
	M
	
	SSO-ProtectSign.User Data (= SA-send.req.User Data)
	

	Security Item
	
	C
	
	

	Result
	
	M
	
	


4.1.40.1.1. (e3-v1.0.1-8.6.3.12.1.a) SSO-AMACP retrieves the Session Key because it is available (it was calculated at CM-logon response)

4.1.40.1.2. (e3-v1.0.1-8.6.3.12.1.c) SSO-AMACP retrieves CounterV,U (CounterV,U = 1)

4.1.40.1.3. (e3-v1.0.1-8.6.3.12.1.d) SSO-AMACP increments CounterV,U by 1 (now CounterV,U = 2)

4.1.40.1.4. (e3-v1.0.1-8.6.3.12.3.a) SSO-AMACP does not retrieve RandV since CounterV,U > 1

4.1.40.1.5. (e3-v1.0.1-8.6.3.12.3.b) SSO-AMACP does not retrieve sU since CounterV,U > 1

4.1.40.1.6. (e3-v1.0.1-8.6.3.12.3.d) SSO-AMACP constructs MACData (PER encoding of ASN.1 type MacData) since CounterV,U > 1

	MACData.sourcePeerId
	= SSO-AMACP.Source Peer = AP-title-V

	MACData.destPeerId
	= SSO-AMACP.Destination Peer = AP-title-U

	MACData.counter
	= CounterV,U

	MACData.userData
	= SSO-AMACP.User Data

	MACData.random
	Absent

	MACData.atnSignature
	Absent


4.1.40.1.7. (e3-v1.0.1-8.6.3.12.3.e) SSO-AMACP calculates the MacTag over MACData by invoking AMACP with the following parameters

	AMACP parameter name
	Value
	Notes

	MacData
	MACData
	

	MacKey
	Session Key
	


4.1.40.1.8. (e3-v1.0.1-8.6.3.12.6.a,d,e) SSO-AMACP constructs the output parameter ATN Appendix of ASN.1 type ATNAppendix as follows

	ATN Appendix.algorithmId
	Absent (default hmac-with-sha1-80 used)

	ATN Appendix.validity.random
	Absent (since CounterV,U > 1)

	ATN Appendix.value.hmac-Tag
	= MacTag


4.1.40.1.9. (e3-v1.0.1-8.6.3.12.6.f) SSO-AMACP sets the output Result to ‘success’ and returns ATN Appendix

4.1.40.2. (e3-v1.0.1-8.6.3.3.1.c-d) SSO-ProtectSign constructs the output parameter Security Item of ASN.1 type ATNProtectSign as follows

	Security Item.unprotected
	= SSO-ProtectSign.User Data

	Security Item.appendix
	= SSO-AMACP.ATN Appendix


4.1.40.3. (e3-v1.0.1-8.6.3.3.1.e) SSO-ProtectSign sets the output Result to ‘success’ and returns Security Item

4.1.41. (e3-v1.0-4.8.5.2.2.6.d) V’s SA-CF constructs the atnProtectSign security exchange item

4.1.42. (e3-v1.0-4.8.5.2.2.6.e) V’s SA-CF invokes an SE-transfer request with the following parameters

	SE-transfer parameter name
	Req
	Ind
	Value
	Notes

	Security exchange identifier
	
	
	atnProtectSignSE OID
	

	Invocation identifier
	
	
	?
	Defect 2: No detail on how to set

	Security exchange item
	
	
	atnProtectSign
	

	Item identifier
	
	
	“atnProtectSign security exchange item”
	

	Start flag
	
	
	True
	

	End flag
	
	
	Not used
	


Aircraft U receives the CM-update indication from Ground V

4.1.43. (e3-v1.0-4.8.5.2.2.2.3) U’s SA-CF receives an SE-transfer indication with following parameters

	SE-transfer parameter name
	Req
	Ind
	Value
	Notes

	Security exchange identifier
	
	
	atnProtectSignSE OID
	

	Invocation identifier
	
	
	?
	Defect 2: No detail on how to set

	Security exchange item
	
	
	atnProtectSign
	

	Item identifier
	
	
	“atnProtectSign security exchange item”
	

	Start flag
	
	
	True
	

	End flag
	
	
	Not used
	


4.1.44. (e3-v1.0-4.8.5.2.2.2.3.b) U’s SA-CF invokes SSO-SessionKey (e3-v1.0.1-8.6.3.5) with the following parameters “to trigger the computation or retrieval of the session key” since the Called Entity ID refers to an airborne entity (Defect 10: Invoking SSO-SessionKey here will trigger the recomputation of the same session key that was calculated after receiving the CM-logon confirmation.  It will have the adverse side effect of re-initializing the Counters, so it will also destroy our replay protection.  Processing is shown here for these adverse effects.  Further processing shown after this invocation of SSO-SessionKey will assume that this step was not performed.)
	SSO-SessionKey parameter name
	In
	Out
	Value
	Notes

	Calling Peer (local)
	M
	
	Called Entity ID (=AP-title-U)
	Defect 11: Table 4.8-12 has these wrong

	Called Peer (remote)
	M
	
	Calling Entity ID (=AP-title-V)
	Defect 11: Table 4.8-12 has these wrong

	Certificate Path
	C
	
	absent
	

	Result
	
	M
	
	


4.1.44.1. (e3-v1.0.1-8.6.3.5.1.a) SSO-SessionKey retrieves the Called Peer’s (V’s) public key-agreement-key certificate path because it is absent from the input (it was received in the CM-logon confirmation)

4.1.44.2. (e3-v1.0.1-8.6.3.5.1.b) SSO-SessionKey verifies the Called Peer’s (V’s) public key-agreement-key certificate path by invoking SSO-CertificateCheck with the following parameters

	SSO-CertificateCheck parameter name
	In
	Out
	Value
	Notes

	Certificate Path
	M
	
	V’s public key-agreement-key certificate path
	

	Result
	
	M
	
	


4.1.44.2.1. (e3-v1.0.1-8.6.3.6.1.a) SSO-CertificateCheck cannot retrieve the current CRLs for the Certificate Path since U (an airborne entity) does not have access to a CRL distribution service

4.1.44.2.2. (e3-v1.0.1-8.6.3.6.1.b) SSO-CertificateCheck cannot verify that the V’s public key-agreement-key certificate is not revoked (it must trust ground CM V)

4.1.44.2.3. (e3-v1.0.1-8.6.3.6.3) SSO-CertificateCheck validates V’s public key-agreement-key certificate path using the procedure of Sub-Volume VIII Section 8.4.5.

4.1.44.2.4. (e3-v1.0.1-8.6.3.6.5) SSO-CertificateCheck sets the output parameter Result to ‘Success’

4.1.44.3. (e3-v1.0.1-8.6.3.5.3.a) SSO-SessionKey retrieves the Calling Peer’s (U’s) private key-agreement-key

4.1.44.4. (e3-v1.0.1-8.6.3.5.3.b) SSO-SessionKey retrieves the Called Peer’s (V’s) public key-agreement-key

4.1.44.5. (e3-v1.0.1-8.6.3.5.3.c) SSO-SessionKey computes the shared secret value Z by invoking ASVDP with the following parameters

	ASVDP parameter name
	Value
	Notes

	dU (local)
	Calling Peer’s (U’s) private key-agreement-key
	

	QV (remote)
	Called Peer’s (V’s) public key-agreement-key
	


4.1.44.6. (e3-v1.0.1-8.6.3.5.5) SSO-SessionKey retrieves the Shared Public Value (XU,V) since it was calculated during the CM-logon exchange

4.1.44.7. (e3-v1.0.1-8.6.3.5.8.b) SSO-SessionKey constructs the Session Key derivation info (0116 || XU,V || Airborne Peer=U || Ground Peer=V)

4.1.44.8. (e3-v1.0.1-8.6.3.5.8.b) SSO-SessionKey calculates the Session Key by invoking AKDF with the following parameters

	AKDF parameter name
	Value
	Notes

	ZU,V
	Shared secret value Z
	

	keydatalen
	10 octets
	

	SharedInfo
	Session key derivation info
	


4.1.44.9. (e3-v1.0.1-8.6.3.5.10.a) SSO-SessionKey initializes CounterU,V to 0

4.1.44.10. (e3-v1.0.1-8.6.3.5.10.b) SSO-SessionKey initializes CounterV,U to 0

4.1.44.11. (e3-v1.0.1-8.6.3.5.10.c) SSO-SessionKey sets the output parameter Result to ‘success’

4.1.45. (e3-v1.0-4.8.5.2.2.2.3.c) U’s SA-CF invokes SSO-ProtectSignCheck (e3-v1.0.1-8.6.3.4) with the following parameters to verify the received Security Item of ASN.1 type ATNProtectSign

	SSO-ProtectSignCheck parameter name
	In
	Out
	Value
	Notes

	Algorithm Identifier
	M
	
	atnMAC
	Defect 5: Not needed; can get from Security Item

	Source Peer
	M
	
	Calling Entity ID (must be AP-title-V)
	Defect 4: How get?

	Destination Peer
	M
	
	Called Entity ID (must be AP-title-U)
	Defect 4: How get?

	Security Item
	M
	
	atnProtectSign
	

	Certificate Path
	C
	
	Absent
	

	Result
	
	M
	
	


4.1.45.1. (e3-v1.0.1-8.6.3.4.1.b) SSO-ProtectSignCheck invokes SSO-AMACVP (e3-v1.0.1-8.6.3.13), since the Algorithm Identifier is atnMAC, with the following parameters

	SSO-AMACVP parameter name
	In
	Out
	Value
	Notes

	Source Peer
	M
	
	SSO-ProtectSignCheck.Source Peer (=AP-title-V)
	

	Destination Peer
	M
	
	SSO-ProtectSignCheck.Destination Peer (=AP-title-U)
	

	User Data
	M
	
	SSO-ProtectSignCheck.Security Item.unprotected
	

	ATN Appendix
	M
	
	SSO-ProtectSignCheck.Security Item.appendix (=atnProtectSign.appendix)
	

	Certificate Path
	C
	
	Absent
	

	Result
	
	M
	
	


4.1.45.1.1. (e3-v1.0.1-8.6.3.13.1.a) SSO-AMACVP does not retain RandV because it is not present in the ATN Appendix

4.1.45.1.2. (e3-v1.0.1-8.6.3.13.1.b) SSO-AMACVP retrieves the Session Key because it is already available

4.1.45.1.3. (e3-v1.0.1-8.6.3.13.3.a) SSO-AMACVP retrieves CounterV,U (CounterV,U = 1)

4.1.45.1.4. (e3-v1.0.1-8.6.3.13.3.b) SSO-AMACVP increments CounterV,U by 1 (now CounterV,U = 2)

4.1.45.1.5. (e3-v1.0.1-8.6.3.13.5.a) SSO-AMACVP does not retrieve sU since CounterV,U > 1

4.1.45.1.6. (e3-v1.0.1-8.6.3.13.5.c) SSO-AMACVP reconstructs MACData (PER encoding of ASN.1 type MacData) since CounterV,U > 1

	MACData.sourcePeerId
	= SSO-AMACVP.Source Peer (AP-title-V)

	MACData.destPeerId
	= SSO-AMACVP.Destination Peer (AP-title-U)

	MACData.counter
	= CounterV,U

	MACData.userData
	= SSO-AMACVP.User Data (=SSO-AMACP.User Data)

	MACData.random
	absent

	MACData.atnSignature
	absent


4.1.45.1.7. (e3-v1.0.1-8.6.3.13.5.d) SSO-AMACVP verifies the received MacTag by invoking AMACVP with the following parameters

	AMACVP parameter name
	Value
	Notes

	MacData
	MACData
	

	MacTag’
	ATN Appendix.value.hmac-Tag
	

	MacKey
	Session Key
	


4.1.45.1.8. (e3-v1.0.1-8.6.3.13.8) SSO-AMACVP sets the output Result to ‘success’

4.1.45.2. (e3-v1.0.1-8.6.3.4.1.c) SSO-ProtectSignCheck sets the output Result to ‘success’

4.1.46. (e3-v1.0-4.8.5.2.2.2.3.d) U’s SA-CF then invokes SA-send indication (e3-v1.0-4.3.3.7.4) with the following parameters

	SA-send parameter name
	Req
	Ind
	Value
	Notes

	Called Entity ID
	M
	M(=)
	Called Entity ID (=AP-title-U)
	Defect 4: How get?

	Calling Entity ID
	M
	M(=)
	Calling Entity ID (=AP-title-V)
	Defect 4: How get?

	User Data
	U
	U(=)
	atnProtectSign.unprotected
	


4.1.47. (e3-v1.0-4.3.3.7.4.2.3.a) U’s DS-CF determines the DS-User version number from the Application Context Name from the ACSE APDU (=0, so omit from D-start.ind)

4.1.48. (e3-v1.0-4.3.3.7.4.2.3.b) U’s DS-CF extracts the Calling Peer ID from the Calling AP Title parameter from the ACSE APDU

4.1.49. (e3-v1.0-4.3.3.7.4.2.3.c) U’s DS-CF then invokes the D-start indication with the following parameters

	D-start parameter name
	Req
	Ind
	Rsp
	Cnf
	Value

	Called Peer ID
	U
	
	
	
	

	Called Sys-ID
	C
	
	
	
	

	Called Presentation Address
	U
	
	
	
	

	Calling Peer ID
	U
	C(=)
	
	
	V

	Calling Sys-ID
	C
	C(=)
	
	
	Absent

	Calling Presentation Address
	U
	C(=)
	
	
	Absent

	DS-User Version Number
	U
	C(=)
	U
	C(=)
	Absent

	Security Requirements
	U
	C(=)
	U
	C(=)
	Secured Exchange

	Quality of Service
	M
	M(=)
	U
	M(=)
	Detail not needed here

	Result
	
	
	M
	M
	

	Reject Source
	
	
	
	C
	

	User Data
	U
	C(=)
	U
	C(=)
	CMGroundMessage APDU (containing CMSecureUpdate)


4.1.50. (e3-v1.0-2.1.5.3.2.2.1.1.a) U’s CM-air-ASE then invokes a CM-update indication with the following parameters

	CM-update parameter name
	Req
	Ind
	Value
	Notes

	Aircraft Address
	C
	
	
	

	Facility Designation
	C
	C(=)
	V
	since dialogue not maintained

	Update Information
	M
	M(=)
	CMSecureUpdate
	

	Class of Communication Service
	U
	
	
	

	Security Required
	C
	
	
	


4.1.51. (e3-v1.0-2.1.5.3.2.2.1.1.b) U’s CM-air-ASE then invokes a D-start response (negative) (e3-v1.0-4.3.3.3.3.2.3) with the following parameters

	D-start parameter name
	Req
	Ind
	Rsp
	Cnf
	Value

	Called Peer ID
	U
	
	
	
	

	Called Sys-ID
	C
	
	
	
	

	Called Presentation Address
	U
	
	
	
	

	Calling Peer ID
	U
	C(=)
	
	
	

	Calling Sys-ID
	C
	C(=)
	
	
	

	Calling Presentation Address
	U
	C(=)
	
	
	

	DS-User Version Number
	U
	C(=)
	U
	C(=)
	absent

	Security Requirements
	U
	C(=)
	U
	C(=)
	“Secured Exchange”

	Quality of Service
	M
	M(=)
	U
	M(=)
	absent

	Result
	
	
	M
	M
	Rejected (permanent)

	Reject Source
	
	
	
	C
	

	User Data
	U
	C(=)
	U
	C(=)
	absent


4.1.52. (e3-v1.0-4.3.3.3.3.2.3) U’s DS invokes an SA-send request (e3-v1.0-4.8.5.2.2.6) with the following parameters

	SA-send parameter name
	Req
	Ind
	Value
	Notes

	Called Entity ID
	M
	M(=)
	Must be AP-title-V
	

	Calling Entity ID
	M
	M(=)
	Must be AP-title-U
	

	User Data
	U
	U(=)
	absent
	


4.1.53. (e3-v1.0-4.8.5.2.2.6.1.b) U’s SA-CF then invokes SSO-SessionKey (e3-v1.0.1-8.6.3.5) with the following parameters to “trigger the computation or retrieval of the session key.”  (Defect 10: Invoking SSO-SessionKey here will trigger the recomputation of the same session key that was calculated after receiving the CM-logon indication.  It will have the adverse side effect of re-initializing the Counters, so it will also destroy our replay protection.  Processing is shown here for these adverse effects.  Further processing shown after this invocation of SSO-SessionKey will assume that this step was not performed.)
	SSO-SessionKey parameter name
	In
	Out
	Value
	Notes

	Calling Peer (local)
	M
	
	Calling Entity ID (=AP-title-U)
	

	Called Peer (remote)
	M
	
	Called Entity ID (=AP-title-V)
	

	Certificate Path
	C
	
	absent
	

	Result
	
	M
	
	


4.1.53.1. (e3-v1.0.1-8.6.3.5.1.a) SSO-SessionKey retrieves the Called Peer’s (V’s) public key-agreement-key certificate path because it is absent from the input

4.1.53.2. (e3-v1.0.1-8.6.3.5.1.b) SSO-SessionKey verifies the Called Peer’s (V’s) public key-agreement-key certificate path by invoking SSO-CertificateCheck with the following parameters

	SSO-CertificateCheck parameter name
	In
	Out
	Value
	Notes

	Certificate Path
	M
	
	V’s public key-agreement-key certificate path
	

	Result
	
	M
	
	


4.1.53.2.1. (e3-v1.0.1-8.6.3.6.1.a) SSO-CertificateCheck cannot retrieve the current CRLs for the Certificate Path since U (an airborne entity) does not have access to a CRL distribution service

4.1.53.2.2. (e3-v1.0.1-8.6.3.6.1.b) SSO-CertificateCheck cannot verify that the V’s public key-agreement-key certificate is not revoked (it must trust ground CM V)

4.1.53.2.3. (e3-v1.0.1-8.6.3.6.3) SSO-CertificateCheck validates V’s public key-agreement-key certificate path using the procedure of Sub-Volume VIII Section 8.4.5.

4.1.53.2.4. (e3-v1.0.1-8.6.3.6.5) SSO-CertificateCheck sets the output parameter Result to ‘Success’

4.1.53.3. (e3-v1.0.1-8.6.3.5.3.a) SSO-SessionKey retrieves the Calling Peer’s (U’s) private key-agreement-key

4.1.53.4. (e3-v1.0.1-8.6.3.5.3.b) SSO-SessionKey retrieves the Called Peer’s (V’s) public key-agreement-key

4.1.53.5. (e3-v1.0.1-8.6.3.5.3.c) SSO-SessionKey computes the shared secret value Z by invoking ASVDP with the following parameters

	ASVDP parameter name
	Value
	Notes

	dU (local)
	Calling Peer’s (U’s) private-key-agreement-key
	

	QV (remote)
	Called Peer’s (V’s) public-key-agreement-key
	


4.1.53.6. (e3-v1.0.1-8.6.3.5.5) SSO-SessionKey retrieves the Shared Public Value (XU,V) since it was calculated during the CM-logon exchange

4.1.53.7. (e3-v1.0.1-8.6.3.5.8.b) SSO-SessionKey constructs the Session Key derivation info (0116 || XU,V || Airborne Peer=U || Ground Peer=V)

4.1.53.8. (e3-v1.0.1-8.6.3.5.8.c) SSO-SessionKey calculates the Session Key by invoking AKDF with the following parameters

	AKDF parameter name
	Value
	Notes

	ZU,V
	Shared secret value Z
	

	keydatalen
	10 octets
	

	SharedInfo
	Session key derivation info
	


4.1.53.9. (e3-v1.0.1-8.6.3.5.10.a) SSO-SessionKey initializes CounterU,V to 0

4.1.53.10. (e3-v1.0.1-8.6.3.5.10.b) SSO-SessionKey initializes CounterV,U to 0

4.1.53.11. (e3-v1.0.1-8.6.3.5.10.c) SSO-SessionKey sets the output parameter Result to ‘success’ (e3-v1.0-4.8.5.2.2.6)

4.1.54. (e3-v1.0-4.8.5.2.2.6.1.c) U’s SA-CF calculates an atnProtectSign by invoking SSO-ProtectSign (e3-v1.0.1-8.6.3.3) with the following parameters

	SSO-ProtectSign parameter name
	In
	Out
	Value

	Algorithm Identifier
	M
	
	atnMAC

	Source Peer
	M
	
	SA-send.req.Calling Entity ID (=AP-title-U)

	Destination Peer
	M
	
	SA-send.req.Called Entity ID (=AP-title-V)

	User Data
	M
	
	absent

	Security Item
	
	C
	Defect 12

	Result
	
	M
	


4.1.54.1. (e3-v1.0.1-8.6.3.3.1.b) SSO-ProtectSign invokes SSO-AMACP, since the Algorithm Identifier is atnMAC, with the following parameters

	SSO-AMACP parameter name
	In
	Out
	Value
	Notes

	Source Peer
	M
	
	SSO-ProtectSign.Source Peer (=AP-title-U)
	

	Destination Peer
	M
	
	SSO-ProtectSign.Destination Peer (=AP-title-V)
	

	User Data
	M
	
	SSO-ProtectSign.User Data (absent)
	

	Security Item
	
	C
	
	

	Result
	
	M
	
	


4.1.54.1.1. (e3-v1.0.1-8.6.3.12.1.a) SSO-AMACP retrieves the Session Key because it is available (it was calculated at CM-logon response)

4.1.54.1.2. (e3-v1.0.1-8.6.3.12.1.c) SSO-AMACP retrieves CounterU,V (CounterU,V = 1)

4.1.54.1.3. (e3-v1.0.1-8.6.3.12.1.d) SSO-AMACP increments CounterU,V by 1 (now CounterU,V = 2)

4.1.54.1.4. (e3-v1.0.1-8.6.3.12.3.a) SSO-AMACP does not retrieve RandV since CounterU,V > 1

4.1.54.1.5. (e3-v1.0.1-8.6.3.12.3.b) SSO-AMACP does not retrieve sU since CounterU,V > 1

4.1.54.1.6. (e3-v1.0.1-8.6.3.12.3.d) SSO-AMACP constructs MACData (PER encoding of ASN.1 type MacData) since CounterU,V > 1

	MACData.sourcePeerId
	= SSO-AMACP.Source Peer = AP-title-U

	MACData.destPeerId
	= SSO-AMACP.Destination Peer = AP-title-V

	MACData.counter
	= CounterU,V

	MACData.userData
	Absent

	MACData.random
	Absent

	MACData.atnSignature
	Absent


4.1.54.1.7. (e3-v1.0.1-8.6.3.12.3.e) SSO-AMACP calculates the MacTag over MACData by invoking AMACP with the following parameters

	AMACP parameter name
	Value
	Notes

	MacData
	MACData
	

	MacKey
	Session Key
	


4.1.54.1.8. (e3-v1.0.1-8.6.3.12.6.a,d,e) SSO-AMACP constructs the output parameter ATN Appendix of ASN.1 type ATNAppendix as follows

	ATN Appendix.algorithmId
	Absent (default hmac-with-sha1-80 used)

	ATN Appendix.validity.random
	Absent (since CounterU,V > 1)

	ATN Appendix.value.hmac-Tag
	= MacTag


4.1.54.1.9. (e3-v1.0.1-8.6.3.12.6.f) SSO-AMACP sets the output Result to ‘success’ and returns ATN Appendix

4.1.54.2. (e3-v1.0.1-8.6.3.1.1.c) SSO-ProtectSign constructs the output parameter Security Item of ASN.1 type ATNProtectSign as follows

	Security Item.unprotected
	= SSO-ProtectSign.User Data

	Security Item.appendix
	= SSO-AMACP.ATN Appendix


4.1.54.3. (e3-v1.0.1-8.6.3.1.1.d) SSO-ProtectSign sets the output Result to ‘success’ and returns Security Item

4.1.55. (e3-v1.0-4.8.5.2.2.6.d) U’s SA-CF constructs the atnProtectSign security exchange item

4.1.56. (e3-v1.0-4.8.5.2.2.6.e) U’s SA-CF invokes an SE-transfer request with the following parameters

	SE-transfer parameter name
	Req
	Ind
	Value
	Notes

	Security exchange identifier
	
	
	atnProtectSignSE OID
	

	Invocation identifier
	
	
	?
	Defect 2: No detail on how to set

	Security exchange item
	
	
	atnProtectSign
	

	Item identifier
	
	
	“atnProtectSign security exchange item”
	

	Start flag
	
	
	True
	

	End flag
	
	
	Not used
	


Ground V receives the D-start confirmation (negative) from Aircraft U

4.1.57. (e3-v1.0-4.8.5.2.2.2.3) V’s SA-CF receives an SE-transfer indication with following parameters

	SE-transfer parameter name
	Req
	Ind
	Value
	Notes

	Security exchange identifier
	
	
	atnProtectSignSE OID
	

	Invocation identifier
	
	
	?
	Defect 2: No detail on how to set

	Security exchange item
	
	
	atnProtectSign
	

	Item identifier
	
	
	“atnProtectSign security exchange item”
	

	Start flag
	
	
	True
	

	End flag
	
	
	Not used
	


4.1.58. (e3-v1.0-4.8.5.2.2.2.3.b) V’s SA-CF invokes SSO-SessionKey (e3-v1.0.1-8.6.3.5) with the following parameters “to trigger the computation or retrieval of the session key” since the Called Entity ID refers to an airborne entity (Defect 10: Invoking SSO-SessionKey here will trigger the recomputation of the same session key that was calculated after receiving the CM-logon indication.  It will have the adverse side effect of re-initializing the Counters, so it will also destroy our replay protection.  Processing is shown here for these adverse effects.  Further processing shown after this invocation of SSO-SessionKey will assume that this step was not performed.)
	SSO-SessionKey parameter name
	In
	Out
	Value
	Notes

	Calling Peer (local)
	M
	
	Called Entity ID (=AP-title-V)
	Defect 11: Table 4.8-12 has these wrong

	Called Peer (remote)
	M
	
	Calling Entity ID (=AP-title-U)
	Defect 11: Table 4.8-12 has these wrong

	Certificate Path
	C
	
	absent
	

	Result
	
	M
	
	


4.1.58.1. (e3-v1.0.1-8.6.3.5.1.a) SSO-SessionKey retrieves the Called Peer’s (U’s) public key-agreement-key certificate path because it is absent from the input

4.1.58.2. (e3-v1.0.1-8.6.3.5.1.b) SSO-SessionKey verifies the Called Peer’s (U’s) public key-agreement-key certificate path by invoking SSO-CertificateCheck with the following parameters

	SSO-CertificateCheck parameter name
	In
	Out
	Value
	Notes

	Certificate Path
	M
	
	U’s public key-agreement-key certificate path
	

	Result
	
	M
	
	


4.1.58.2.1. (e3-v1.0.1-8.6.3.6.1.a) SSO-CertificateCheck retrieves the current CRLs for the Certificate Path since V (a ground entity) does have access to a CRL distribution service

4.1.58.2.2. (e3-v1.0.1-8.6.3.6.1.b) SSO-CertificateCheck verifies that U’s public key-agreement-key certificate is not revoked

4.1.58.2.3. (e3-v1.0.1-8.6.3.6.3) SSO-CertificateCheck validates U’s public key-agreement-key certificate path using the procedure of Sub-Volume VIII Section 8.4.5.

4.1.58.2.4. (e3-v1.0.1-8.6.3.6.5) SSO-CertificateCheck sets the output parameter Result to ‘Success’

4.1.58.3. (e3-v1.0.1-8.6.3.5.3.a) SSO-SessionKey retrieves the Calling Peer’s (V’s) private key-agreement-key

4.1.58.4. (e3-v1.0.1-8.6.3.5.3.b) SSO-SessionKey retrieves the Called Peer’s (U’s) public key-agreement-key

4.1.58.5. (e3-v1.0.1-8.6.3.5.3.c) SSO-SessionKey computes the shared secret value Z by invoking ASVDP with the following parameters

	ASVDP parameter name
	Value
	Notes

	dU (local)
	Calling Peer’s (V’s) private key-agreement-key
	Yes U and V are reversed

	QV (remote)
	Called Peer’s (U’s) public key-agreement-key
	


4.1.58.6. (e3-v1.0.1-8.6.3.5.5) SSO-SessionKey retrieves the Shared Public Value (XU,V) since it was calculated during the CM-logon exchange

4.1.58.7. (e3-v1.0.1-8.6.3.5.8.b) SSO-SessionKey constructs the Session Key derivation info (0116 || XU,V || Airborne Peer=U || Ground Peer=V)

4.1.58.8. (e3-v1.0.1-8.6.3.5.8.c) SSO-SessionKey calculates the Session Key by invoking AKDF with the following parameters

	AKDF parameter name
	Value
	Notes

	ZU,V
	Shared secret value Z
	

	keydatalen
	10 octets
	

	SharedInfo
	Session key derivation info
	


4.1.58.9. (e3-v1.0.1-8.6.3.5.10.a) SSO-SessionKey initializes CounterV,U to 0

4.1.58.10. (e3-v1.0.1-8.6.3.5.10.b) SSO-SessionKey initializes CounterU,V to 0

4.1.58.11. (e3-v1.0.1-8.6.3.5.10.c) SSO-SessionKey sets the output parameter Result to ‘success’

4.1.59. (e3-v1.0-4.8.5.2.2.2.3.c) V’s SA-CF invokes SSO-ProtectSignCheck (e3-v1.0.1-8.6.3.4) with the following parameters to verify the received Security Item of ASN.1 type ATNProtectSign

	SSO-ProtectSignCheck parameter name
	In
	Out
	Value
	Notes

	Algorithm Identifier
	M
	
	atnMAC
	Defect 5: Not needed; can get from Security Item

	Source Peer
	M
	
	Calling Entity ID (must be AP-title-U)
	Defect 4: How get?

	Destination Peer
	M
	
	Called Entity ID (must be AP-title-V)
	Defect 4: How get?

	Security Item
	M
	
	atnProtectSign
	

	Certificate Path
	C
	
	Absent
	

	Result
	
	M
	
	


4.1.59.1. (e3-v1.0.1-8.6.3.4.1.b) SSO-ProtectSignCheck invokes SSO-AMACVP (e3-v1.0.1-8.6.3.13), since the Algorithm Identifier is atnMAC, with the following parameters

	SSO-AMACVP parameter name
	In
	Out
	Value
	Notes

	Source Peer
	M
	
	SSO-ProtectSignCheck.Source Peer (=AP-title-U)
	

	Destination Peer
	M
	
	SSO-ProtectSignCheck.Destination Peer (=AP-title-V)
	

	User Data
	M
	
	SSO-ProtectSignCheck.Security Item.unprotected (=atnProtectSign.unprotected = absent)
	

	ATN Appendix
	M
	
	SSO-ProtectSignCheck.Security Item.appendix (=atnProtectSign.appendix)
	

	Certificate Path
	C
	
	Absent
	

	Result
	
	M
	
	


4.1.59.1.1. (e3-v1.0.1-8.6.3.13.1.a) SSO-AMACVP does not retain RandV because it is not present in the ATN Appendix

4.1.59.1.2. (e3-v1.0.1-8.6.3.13.1.b) SSO-AMACVP retrieves the Session Key because it is already available

4.1.59.1.3. (e3-v1.0.1-8.6.3.13.3.a) SSO-AMACVP retrieves CounterU,V (CounterU,V = 1)

4.1.59.1.4. (e3-v1.0.1-8.6.3.13.3.b) SSO-AMACVP increments CounterU,V by 1 (now CounterU,V = 2)

4.1.59.1.5. (e3-v1.0.1-8.6.3.13.5.a) SSO-AMACVP does not retrieve sU since CounterU,V > 1

4.1.59.1.6. (e3-v1.0.1-8.6.3.13.5.c) SSO-AMACVP reconstructs MACData (PER encoding of ASN.1 type MacData) since CounterU,V > 1

	MACData.sourcePeerId
	= SSO-AMACVP.Source Peer (AP-title-U)

	MACData.destPeerId
	= SSO-AMACVP.Destination Peer (AP-title-V)

	MACData.counter
	= CounterU,V

	MACData.userData
	Absent

	MACData.random
	Absent

	MACData.atnSignature
	Absent


4.1.59.1.7. (e3-v1.0.1-8.6.3.13.5.d) SSO-AMACVP verifies the received MacTag by invoking AMACVP with the following parameters

	AMACVP parameter name
	Value
	Notes

	MacData
	MACData
	

	MacTag’
	atnSignature.appendix.hmac-Tag
	

	MacKey
	Session Key
	


4.1.59.1.8. (e3-v1.0.1-8.6.3.13.8) SSO-AMACVP sets the output Result to ‘success’

4.1.59.2. (e3-v1.0.1-8.6.3.4.1.c) SSO-ProtectSignCheck sets the output Result to ‘success’

4.1.60. (e3-v1.0-4.8.5.2.2.2.3.d) V’s SA-CF invokes SA-send indication (e3-v1.0-4.3.3.7.4.2.2) with the following parameters

	SA-send parameter name
	Req
	Ind
	Value
	Notes

	Called Entity ID
	M
	M(=)
	Called Entity ID (=AP-title-V)
	Defect 4: How get?

	Calling Entity ID
	M
	M(=)
	Calling Entity ID (=AP-title-U)
	Defect 4: How get?

	User Data
	U
	U(=)
	absent
	


4.1.61. (e3-v1.0-4.3.3.7.4.2.2.a) V’s DS-CF invokes the SA-end request with the following parameters

	SA-end parameter name
	Req
	Ind
	Value
	Notes

	Called Entity ID
	M
	M(=)
	“as specified in the D-start request/indication primitives”Called Entity ID (=AP-title-V)
	Defect 13: Should be SA-send.ind.Called Entity ID (=AP-title-V)

	Calling Entity ID
	M
	M(=)
	“as specified in the D-start request/indication primitives” 
	Defect 13: Should be SA-send.ind.Calling Entity ID (=AP-title-U)

	Severity
	M
	M
	Abstract value “Low”
	


4.1.62. (e3-v1.0-4.3.3.7.4.2.2.c) V’s DS-CF determines the DS-User version number from the Application Context Name from the ACSE APDU (=0, so omit from D-start.cnf)

4.1.63. (e3-v1.0-4.3.3.7.4.2.2.d) V’s DS-CF extracts the reject source from the ACSE APDU 

4.1.64. (e3-v1.0-4.3.3.7.4.2.2.f) V’s DS-CF invokes the D-start indication with the following parameters

	D-start parameter name
	Req
	Ind
	Rsp
	Cnf
	Value
	Notes

	Called Peer ID
	U
	
	
	
	
	

	Called Sys-ID
	C
	
	
	
	
	

	Called Presentation Address
	U
	
	
	
	
	

	Calling Peer ID
	U
	C(=)
	
	
	
	

	Calling Sys-ID
	C
	C(=)
	
	
	
	

	Calling Presentation Address
	U
	C(=)
	
	
	
	

	DS-User Version Number
	U
	C(=)
	U
	C(=)
	Absent
	

	Security Requirements
	U
	C(=)
	U
	C(=)
	Secured Exchange
	From ACSE APDU

	Quality of Service
	M
	M(=)
	U
	M(=)
	
	Detail not needed here

	Result
	
	
	M
	M
	Rejected (permanent)
	

	Reject Source
	
	
	
	C
	DS-user
	

	User Data
	U
	C(=)
	U
	C(=)
	Absent
	


4.1.65. (e3-v1.0-2.1.5.3.3.3.1.1) V’s CM-ground-ASE enters the IDLE state (CM-update is an unconfirmed service to the CM-ground-user)

5. Conclusions

The issue of entity identification for the SSO has not been resolved.  The entity identification has ramifications for certificate retrieval if the SSO entity identification is not the same as that used for entity identification within the ATN PKI.  The basis of the issue is support for AOC entities that may use their presentation address rather than a name for entity identification.

All defects reported in section 4 and the entity identification issue must be resolved before the SSO can be reported as validated to level g.  In addition, all of these must be resolved before an implementation of the SSO can be completed.  This validation effort may also be used as the basis of validating the S-ASO interactions within the ULCS.  Additional processing threads must be analyzed for that effort.

SUMMARY





This report addresses the validation of cryptographic primitives contained in the Cryptographic Infrastructure, which is one of many programs established to support the validation of the ATN Security Provisions, Document 9705, Sub-Volume VIII.  The purpose of this document is to report on the planned activities and coverage of Sub-Volume VIII validation objectives and Sub-Volume VIII requirements.
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