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1. Organizational Matters
Working Group 1 Sub-Group 2 (Security) of the ATN Panel held their eighteenth meeting from January 18 – 19 in Columbia, MD, USA hosted by Honeywell.

1.1. Introduction of members. 

The attendance list is Attachment 2.

1.2. Review of Agenda.

The agreed agenda is Attachment 1.

1.3. Working Papers.

The working paper list is Attachment 3.

Reviewed M17 report.

No report available. Group to pick up from server and review

ACTION: ALL – Review and comment
2. Review of  Status
Updated status distributed as WP1804. Call for review and comments.

2.1. Deliverable and Action Status

The ACTION list as reported in w1s2m17min was assigned for offline review.

2.1.1. Added 34 and 35 as Sv-8 update and Guidance material..

The resulting list is in w1s2w1804 and is available on the CENA server in the STATUS file.

2.2. Activity Status

The ACTIVITIES list, produced at the Rio meeting for use in coordination of other Working Group activities related to incorporation of Security, was assigned for offline review.

2.2.1. No change proposed.

The resulting list is in w1s2w1804 and is available on the CENA server in the STATUS file.

2.3. Issues Status

The ISSUES list was assigned for offline review.

2.3.1. Changes to issue 15. TM for wording updates and propose requirement to generate separately.

The resulting list is in w1s2w1804 and is available on the CENA server in the STATUS file.

3. Working Session (SV-8 open issues)
3.1. EC Comments on SV-8.

3.1.1. IDRP.

Begin with w1s2wp1806. Recap by Ian. Contention is that policy is sufficient. Discussion moves to validity of transit routing, RJ recalls the exchange between WG1 and WG2. Fred says have an alternative. JM says our directive was to develop authentication for IDRP. RJ points to Core but doesn't find requirement. Points to subtle requirement covering peer routers. Introduce 1811 and 1812.  Focus on proposal on 2.1  and look for consensus on this Suggest acknowledge that alternative exists and allow work to continue on this alternative. This requires that a paper be presented to ATNP/3 requesting additional work and WG meetings.

Agree that the proposal in comments Section 2 item 1 will not be accepted. Evaluation of the approach as defined in SV-8 (and other subvolumes)

3.1.2. Upper Layer Services (CM).

Discussion leads to violent agreement. The solution as currently defined can be used for AOC by using the DS and performing the relevant CM functions within the application. Question then goes to if the approach of single application to perform basic security funtions is more efficient than same services performed by each application.

TVO2 Work by EC to be against this objective also note that papers 1813 and 1817 are initial work on this.

3.1.3. Specific Comments.

Section 3.1.1 #3 this is not likely to be a problem. Section 3.1.2 first para OK TM to work with TW. Last para Me to coordinate with MP to find out if multiple Editions of 9705 will exist. TM to consider editorial changes as a result.

Action: MPB to coordinate with MP. TM to propose text

Section 3.3.1 #1 Simon flimsy.

Completed comments – remaining issues on the specification of X.509 and specification of ASN.1 in SV-8 – Simon to do flimsy.

(See wp1806 for remaining resolution)

3.1.4. WP1816 – French position paper on Security

Proposes a VO to confirm the interoperation of Ed 3 systems without security implemented with 'full' Ed 3 systems.

RJ responds nothing to be done by this group. Considerations lead to conclusion that Ver 1 to Ver 2 (Edition 2 to Edition 3) is covered and that Edition 3 to Edition 3 but without security is not. Group agrees that the mandatory carriage but optional use covers this by appropriate implementation.

Leading to discussion on VO – agree that this may not be needed and Tom agrees to develop the scenario description

Subsequent discussion leads to existing SVO3 and consideration of changes to cover this.

Action: Tom to develop scenario description and coordinate with Fred

3.1.5. Ground-Ground Applications.

Flimsy 2 – issue on limiting trust and effect of compromise

WP1819 CA naming as a means of meeting requirement to ensure that the entity providing information is authorized to do so.

Action: ALL review paper and e-mail exchange and provide input to JS (and SBW)

3.2. Coordination with other groups

3.2.1. Application Key Sharing

WP1807

Covers comments issued by WG3SG2 accepted by the group

WP1808

Solution added in to standing document on Application Security Solution

3.2.2. SSO – ASO.

Application Type requirement (AE-qualifier) using AE-Title. Needed to ensure that a different X value is generated for each application. Problem remains with GACS 

4. Validation Work
4.1.1. Discussion related to solution evaluation work. Agreed that the FAA (TM and Jim Lenz) approach NSA and request assurance of an evaluation of a paper. If so then Honeywell will task Certicom to produce. 

Action: TM and JL apraoch NSA

Action: Honeywell follow up with Certicom on tasking

5. Schedule of meetings
Agreed to dates and location.

Meeting 19 – Location TBD Dates May 2 – 4, 2000

ACTION: MPB to confirm dates with the subgroup and arrange a location.

Additional ??

ACTION: MPB coordinate with subgroup on need for additional meetings.

Other Business

No other business proposed
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