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1. Organizational Matters
Working Group 1 Sub-Group 2 (Security) of the ATN Panel held their sixteenth meeting from October 6 – 8, 1999 in Grand Canary, Spain hosted by AENA.

1.1. Introduction of members. 

The attendance list is Attachment 2.

1.2. Review of Agenda.

The agreed agenda is Attachment 1.

1.3. Working Papers.

The working paper list is Attachment 3.

1.4. Reviewed M15 report.

1.4.1. Rather than take up meeting time for this it was covered as distribution of the soft copy and request for offline review and comment

ACTION: ALL – Review and comment

2. Review of  Status
Again rather than a detailed review of deliverable, issue, and action status this was assigned as offline action.

2.1. Deliverable and Action Status

The ACTION list as reported in w1s2m15min was assigned for offline review.

2.1.1. No comments received as of 10/27/99.

The resulting list is available on the CENA server in the STATUS file.

2.2. Activity Status

The ACTIVITIES list, produced at the Rio meeting for use in coordination of other Working Group activities related to incorporation of Security, was assigned for offline review.

2.2.1. No comments received as of 10/27/99.

The resulting list is available on the CENA server in the STATUS file.

2.3. Issues Status

The ISSUES list was assigned for offline review.

2.3.1. No comments received as of 10/27/99.

The resulting list is available on the CENA server in the STATUS file.

3. Working Session
3.1. Algorithm Implementation Studies.

3.1.1. IDRP. W2WP534 – IDRP  Authentication Scenarios

And W2WP530 – Draft Edition 3 of Sub-Volume 5.

Tom presented the papers for information only. Indication is WG2 has reviewed and with some additions, accepted. Based on WG2 review Tom will incorporate agreed updates and the final will be submitted to WG2 and WGW/3 in Tokyo.

3.1.2. Upper Layer Services.

WP1608 – SV-4 Section 4.8 Security ASO.

Updates from G. Mittaux-Biron on the ASO.

3.1.3. Applications.

WP1611 – Application Security Solution for the ATN.

Update to w1s2w1406a. Presented by S. Blake-Wilson.

Discussion on Forward – issue with secure of CPDLC forward. 

ACTION: Jim will take as an issue to Laurel. 

ACTION: I will attend and provide information to AR & TG.

Concern on D-Start collision 

ACTION: Jim resolve and document.

3.1.4. Ground-Ground Applications.

WP1612 – AMHS Security in the ATN 

Presented by S. Blake-Wilson. This paper addresses the remaining cryptographic requirements for the provision of security to AMHS users within the ATN. Coordination has already been done with Jean-Marc Vacher in WG3SG1.

3.2. Coordination with other groups

3.2.1. Security Level Selection.

3.3. Review New Material for SV-8

3.3.1. W1S2W1607 presented by T. McParland.

Track changes through including table of changes; make editorial changes then convert to WP then do redline and markup.

Ron raises point on conformance statement and Tom agrees to move up to at least section level and consider additional move.

TM and JS discussion on SSO and references to take 

ACTION: TM and JS to resolve SSO and earlier references.

Additional work to consolidate references and utilize the schemes from the standards.

8.3.1.6 needs references for G-G

Reference in 8.3.1.1.2 for connectionless dialogue service (and if necessary GACS)

Extended to add note with specific applications supported

8.3.1.7 expand to cover standards include JMV paper and SBM paper (w1s2w1612)

Consistent terms for HMAC 

ACTION: Tom.

Coordinate with Jim and Steve on SM and Directory the statements 8.3.1.9 and 8.3.1.8 

ACTION: MPB

3.4. Review New Material for Core

3.4.1. .No new material

Discussion on core and SV1 coordination; 

ACTION: T. McParland to rationalize with current SV8.

Action to all: review SV4.8 (w317w33), SESE (w317w35), CM security approach (w317w36), SV6 (w317w15), SV7 (w317w43 – rev1) to ensure consistency with SV8.

ACTION: All

3.5. Review New Material for SV-1

3.5.1. .No new material

See notes above.

3.6. Guidance Material

3.6.1. CONOPS diagrams are needed as the base for additional guidance material and in response to request from Paul Hennig

ACTION: Toli.

3.7. Annex 17 Doc 8973 Updates

3.7.1. .No new material

4. Validation Work
4.1.1. .WP1605 – High Level SARPs Validation Objectives for the ATN PKI

Paper presented by Mike Olive. Considerable discussion ensues. Agreement to expand to cover the entire security provisions. Some adds and deletes. Mike will update and release.

ACTION: Mike Olive

Next need material on ongoing validation activities

ACTION: All

5. Schedule of meetings
Agreed to dates and location.

Meeting 16 – Spain (Canary Islands). Date: October 6-8, 1999. (Completed)

Meeting 17 – Location proposed for Atlantic City – to be confirmed by V. Patel. Date proposed: November 9-11.

ACTION: T. McParland to convey request for site to V. Patel.

ACTION: MPB notify SG of Location and Dates for Meeting 17.

Meeting 18 – To be held subsequent to the WGW/3. Proposed some time in January. Location to be determined.

6. Other Business
6.1.1. No other business raised and the meeting was closed.
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